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@& Edit Internal Group Policy: payroll
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g% Edit Internal Group Policy: payreoll

Marme: |parrull
General | iPsec| Client Configuration | Client Firewsll| Hardware Client|

Check an Inherit checkbox to lef the comesponding sefling take its value from the default group policy,
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Caonnection Settings
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§= Preview CLI Commands

The fallowing CLI commands are generated based on the channes you made in ASDM. To
send the commands to the PE click Send. To not send the commands and continue making
changes in ASDM, click Canceal.

access-list 10 line 1 remark pamit IP access from AMNY source to the payroll subnet (10.28.28.0 II#;l
access-list 10 line 2 extended permit ip any 10.8.28.0 255 255 2550
access-list 10 line 3 remark permait IP access from AMNY source to the subnet used by all employee
access-list 10 line 4 exended parmitip any 10.8.27.0 255 255255 .0
group-policy payroll attributes

vpn-filter value 10

14, 43 YA £HE 18 PUS 2612 B 280 MR BLICHLRIZ T YoM
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18.

[® Edit Tunnel Group

e |p ayroll Typa: Iipsec-ra

General ] IPSec|

Configure general access attibutes from the followang sub-tabs.

Basic ] Axd| Client Address Assignment | Advanced |
Group Policy
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[® Edit Internal Group Policy: engineering

Marne: |en gineering

General | IPsec| Client Configuration | Client Firewall | Hardware Client |
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& Edit Tunnel Group
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Confgure general access allributes from the following sub-labs

Basic I .ﬂ.ﬁ.ﬂ«] Client Address .ﬂ.ssignmentl .ﬂ.dvancedl
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[~ Strip the realm from usemame before passing it on to the A&A saner

[ Strip the group from usemame before passing it on to the AAA semer
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ASAWCSC-CLI (config) #access-1list 15 remark permit IP access from ANY
source to the payroll subnet (10.8.28.0/24)

ASAWCSC-CLI (config) #faccess-1list 15 extended permit ip
any 10.8.28.0 255.255.255.0

ASAWCSC-CLI (config) #access-1list 15 remark Permit IP access from ANY
source to the subnet used by all employees (10.8.27.0)




ASAWCSC-CLI (config) #faccess-1list 15 extended permit ip
any 10.8.27.0 255.255.255.0

ASAWCSC-CLI (config) #access-1list 20 remark Permit IP access from ANY
source to the Engineering subnet (192.168.1.0/24)

ASAWCSC-CLI (config) #faccess-1list 20 extended permit ip
any 192.168.1.0 255.255.255.0

ASAWCSC-CLI (config) #access-1list 20 remark Permit IP access from ANY
source to the subnet used by all employees (10.8.27.0/24)

ASAWCSC-CLI (config) #faccess-1list 20 extended permit ip
any 10.8.27.0 255.255.255.0

.S 7He| MZ CHE VPN 4 £ - LICPayrollol CHEH 5HLHE 4433t 0 Engineering &
24 MEXRtol| Cisl St E g LIct

ASAWCSC-CLI (config) #ip local pool Payroll-VPN

172.10.1.100-172.10.1.200 mask 255.255.255.0

ASAWCSC-CLI (config) #ip local pool Engineer-VPN 172.16.2.1-172.16.2.199
mask 255.255.255.0

 QIZAE B M8 E|= Payrollo CHE HAg ModgLICtH
ASAWCSC-CLI (config) #group-policy Payroll internal

ASAWCSC-CLI (config) #group-policy Payroll attributes
ASAWCSC-CLI (config-group-policy) #dns-server value 10.8.27.10
ASAWCSC-CLI (config-group-policy) #vpn-filter value 15

!--- Call the ACL created in step 1 for Payroll. ASAwWCSC-CLI (config-group-policy) #vpn-
tunnel-protocol IPSec

ASAWCSC-CLI (config-group-policy) #default-domain value payroll.corp.com
ASAWCSC-CLI (config-group-policy) #address-pools value Payroll-VPN

!-—— Call the Payroll address space that you created in step 2.
O| EtA|l= AMX[L|o{d 2 E0i CHEE ZOo|2t= M2 Melstm 3T A SYUELICEH

ASAWCSC-CLI (config) #group-policy Engineering internal
ASAWCSC-CLI (config) #group-policy Engineering attributes
ASAWCSC-CLI (config-group-policy) #dns-server value 10.8.27.10
ASAWCSC-CLI (config-group-policy) #vpn-£filter value 20

!--- Call the ACL that you created in step 1 for Engineering. ASAwCSC-CLI (config-group-
policy) #vpn-tunnel-protocol IPSec

ASAWCSC-CLI (config-group-policy) #default-domain value Engineer.corp.com
ASAWCSC-CLI (config-group-policy) #address-pools value Engineer-VPN

!--- Call the Engineering address space that you created in step 2.

B ASKE HMHetD T ALK A EF MME S8 Yo 2ol CHE HMA
= StSt
= AstEhlct

ASAWCSC-CLI (config) #username engineer password ciscol23



ASAWCSC-CLI (config) #fusername engineer attributes

ASAWCSC-CLI (config-username) #vpn-group-policy Engineering

ASAWCSC-CLI (config-username) #vpn-filter value 20

ASAWCSC-CLI (config) #fusername marty password cisco456

ASAWCSC-CLI (config) #fusername marty attributes

ASAWCSC-CLI (config-username) #vpn-group-policy Payroll

ASAWCSC-CLI (config-username) #vpn-filter value 15

6. Payroll Ar&Xtof| CHEt @12 HME =&

(=)
ste B 282
ASAWCSC-CLI (config) #tunnel-group Payroll type ipsec-ra

AH ALSH
ooH

ASAWCSC-CLI (config) #tunnel-group Payroll general-attributes

ASAWCSC-CLI (config-tunnel-general) #address-pool Payroll-VPN

ASAWCSC-CLI (config-tunnel-general) #default-group-policy Payroll

ASAWCSC-CLI (config) #tunnel-group Payroll ipsec-attributes

ASAWCSC-CLI (config-tunnel-ipsec) #pre-shared-key timel234

7. AX|L|o{Z A SRtol| CHEr A WA 2Ests B I8
ASAWCSC-CLI (config) #tunnel-group Engineering type ipsec-ra
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ASAWCSC-CLI (config) #tunnel-group Engineering general-attributes

ASAWCSC-CLI (config-tunnel-general) #address-pool Engineer-VPN
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ASAWCSC-CLI (config-tunnel-general) #default-group-policy Engineering

ASAWCSC-CLI (config) #tunnel-group Engineering ipsec-attributes

ASAWCSC-CLI (config-tunnel-ipsec) #pre-shared-key Enginel23
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ASA-ATP-CLI (config) #show running-config

ASA Version 7.2(2)

!
hostname ASAwWCSC-ASDM
domain-name corp.com

enable password 9jNfzZuG3TC5tCVHO encrypted
names

!

interface Ethernet0/0

nameif Intranet

security-level 0

ip address 10.8.27.2 255.255.255.0
!

interface Ethernet0/1

nameif Engineer




security-level 100
ip address 192.168.1.1 255.255.255.0
!
interface Ethernet0/2
nameif Payroll
security-level 100
ip address 10.8.28.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
dns server-group DefaultDNS
domain-name corp.com
access-list Inside_natO_outbound extended permit ip any
172.10.1.0 255.255.255.0
access-list Inside_natO_outbound extended permit ip any
172.16.2.0 255.255.255.0
access-list 15 remark permit IP access from ANY source
to the
Payroll subnet (10.8.28.0/24)
access-list 15 extended permit ip any 10.8.28.0
255.255.255.0
access-list 15 remark Permit IP access from ANY source
to the subnet
used by all employees (10.8.27.0)
access-list 15 extended permit ip any 10.8.27.0
255.255.255.0
access-list 20 remark Permit IP access from Any source
to the Engineering
subnet (192.168.1.0/24)
access-list 20 extended permit ip any 192.168.1.0
255.255.255.0
access-list 20 remark Permit IP access from Any source
to the subnet used
by all employees (10.8.27.0/24)
access-list 20 extended permit ip any 10.8.27.0
255.255.255.0
pager lines 24
mtu MAN 1500
mtu Outside 1500
mtu Inside 1500
ip local pool Payroll-VPN 172.10.1.100-172.10.1.200 mask
255.255.255.0
ip local pool Engineer-VPN 172.16.2.1-172.16.2.199 mask
255.255.255.0
no failover
icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-522.bin
no asdm history enable
arp timeout 14400
global (Intranet) 1 interface
nat (Inside) 0 access-1list Inside_natO_outbound
192.168.1.0 255.255.255.0
10.8.27.0 255.255.255.0
10.8.28.0 255.255.255.0

=

nat (Inside)

=

(
nat (Inside)
(

=

nat (Inside)




route Intranet 0.0.0.0 0.0.0.0 10.8.27.2

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute

group-policy Payroll internal

group-policy Payroll attributes

dns-server value 10.8.27.10

vpn-filter value 15

vpn-tunnel-protocol IPSec

default-domain value payroll.corp.com
address-pools value Payroll-VPN

group-policy Engineering internal

group-policy Engineering attributes

dns-server value 10.8.27.10

vpn-filter value 20

vpn-tunnel-protocol IPSec

default-domain value Engineer.corp.com
address-pools value Engineer-VPN
username engineer password LCaPXI.4Xtvclaca encrypted
username engineer attributes

vpn-group-policy Engineering

vpn-filter value 20
username marty password 6XmYwQOO9tiYnUDN encrypted
privilege 0
username marty attributes

vpn-group-policy Payroll

vpn-filter value 15
no snmp-server location
no snmp-server contact

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac

crypto dynamic-map Outside_dyn_map 20 set pfs
crypto dynamic-map Outside_dyn_map 20 set transform-set
ESP-3DES-SHA

crypto map Outside_map 65535 ipsec-isakmp dynamic
Outside_dyn_map

crypto map Outside_map interface Outside

crypto isakmp enable Outside

crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400
tunnel-group Payroll type ipsec-ra
tunnel-group Payroll general-attributes
address-pool vpnpool

default-group-policy Payroll
tunnel-group Payroll ipsec-attributes
pre-shared-key *
tunnel-group Engineering type ipsec-ra
tunnel-group Engineering general-attributes
address-pool Engineer-VPN

default-group-policy Engineering
tunnel-group Engineering ipsec-attributes
pre-shared-key *

telnet timeout 5

ssh timeout 5

console timeout 0




1
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns migrated_dns_map_1
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns migrated_dns_map_1
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:0e579¢c85004dcfb4071cb561514a392b
: end
ASA-AIP-CLI (config) #
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