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CSU.cfg IO PIX IP A& = ErstEl Q! o|Fa 7(7F JU=X| = elghct.

user = ddunlap {

password = clear "rtp"

default service = permit

= can_only _do_telnet {

password = clear "telnetonly"

service = shell {
cmd = telnet {
permit .*

= can_only do_ftp {

password = clear "ftponly"



service = shell {
cmd = ftp {
permit .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permit .*

}

}

}

Cisco Secure UNIX RADIUS AMH #4

GUIE AF2310{ PIX IP &4 & 7|2 Network Access Server (NAS) S S0l £7+&fLICt

user=adminuser {
radius=Cisco {
check_items= {
2="all"

}

reply_attributes= {
6=6

}

}

}

Windows 2.x RADIUS& Cisco Secure ACS
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Clients I}0i| PIX IP 4 & 7|E F7IELICE

adminuser Password="all" User-Service-Type = Shell-User

Merit RADIUS MH F4d

Clients IO PIX IP =4 & 7|& F7IEHLICH

adminuser Password="all" Service-Type = Shell-User

TACACS+ Z 2|04 Mt ZHx|agfo]Ad

key = "cisco"

user = adminuser {

login = cleartext "all"
default service = permit

}

user = can_only do_telnet {
login = cleartext "telnetonly"
cmd = telnet {

permit .*

}

}

user = httponly {

login = cleartext "httponly"
cmd = http {

permit .*

}

}

user = can_only do_ftp {
login = cleartext "ftponly"
cmd = ftp {

permit .*

}
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10.31.1.75
Insice TACACS+ or RADIUS
1?1.68.’118.1i Server
10.31.1.1 171.68.118.101
10.31.1.50

PIX ZdI|22j|o|M

PIX Version 5.1(1)

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

nameif ethernet2 pix/intf2 securityl0
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pix3

fixup protocol ftp 21

fixup protocol http 80

fixup protocol smtp 25



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sglnet 1521

names

pager lines 24

no logging timestamp

no logging standby

logging console debugging

no logging monitor

no logging buffered

no logging trap

no logging history

logging facility 20

logging queue 512

interface ethernet(0 auto

interface ethernetl auto

interface ethernet2 auto shutdown

mtu outside 1500

mtu inside 1500

mtu pix/intf2 1500

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255.255.255

no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

global (outside) 1 99.99.99.7-99.99.99.10 netmask
255.255.255.0

nat (inside) 1 10.31.1.0 255.255.255.0 0 0

static (inside,outside) 99.99.99.99 10.31.1.50 netmask
255.255.255.255 0 0

conduit permit icmp any any

conduit permit tcp any any

conduit permit udp any any

route outside 0.0.0.0 0.0.0.0 99.99.99.2 1

route inside 171.68.118.0 255.255.255.0 10.31.1.1 1
route inside 171.68.120.0 255.255.255.0 10.31.1.1 1
timeout xlate 3:00:00 conn 1:00:00 half-closed 0:10:00
udp 0:02:00

timeout rpc 0:10:00 h323 0:05:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 171.68.118.101
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101
cisco timeout 5

aaa authentication include telnet outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include telnet inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

aaa authentication include http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include http inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound

aaa authentication include ftp outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

aaa authentication include ftp inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthInbound




no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

telnet timeout 5

terminal width 80
Cryptochecksum:b26b560b20e625c9e23743082484caca
: end

[OK]

PIXe| 2I1& C|HH of

Ol M440fAfs CHeFBH AlLtEI2OH CHE OIF CIHZ MBS EoiELICH

ClHIRE

99.99.99.29| Q|E AL XIE LIE 10.31.1.50(99.99.99.99)2 2 ECHEE AlXtetn TACACSE
& QB ELICHE, QIHI2E EZZ2 TACACS A 171.68.118.1012 Z &t AHH S
"Authinbound"& M%E* L|CH).

PIXC|H - $& 8 21& - TACACS+

otef o= SHtE 2152 7IT PIXCIHOE Eo{ELICH

109001: Auth start for user '???' from
99.99.99.2/11008 to 10.31.1.50/23

109011: Authen Session Start: user 'cse', sid 4

109005: Authentication succeeded for user 'cse'
from 10.31.1.50/23 to 99.99.99.e

302001: Built inbound TCP connection 10 for
faddr 99.99.99.2/11008 gaddr 99.99.)

PIX C|HH - &2 El QIF(AIE XL O|F &= H[REEHS) - TACACS+

|IE = H|YUHS)2 7HEI PIX CIH{2E E0{ELICH AF2RH= M|
E 0I5t ChS HIAIXKIE EAIELICE.

109001: Auth start for user '???' from
99.99.99.2/11010 to 10.31.1.50/23
109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11010 on
interface outside

PIX C|H{ 2 - Can Ping Server, no Response - TACACS+

otel o= MEHOM pingE == UXRITF PIXSt S&ISHX| &L= PIX CIHE Ho{ELICHAIEXE A
EX} O|§2 & H =elsx|2 PIXE HIZHS & EX| k& LICHEAA UR). ALS K AH|

109001: Auth start for user '???' from 99.99.99.2/11011



to 10.31.1.50/23
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109006: Authentication failed for user '' from 10.31.1.50/23
to 99.99.99.2/11011 on interface outside

PIX C|HHZ - Ping&l £ 81= A - TACACS+

Ot2l oil= MEHOIAM ping® == 83= PIX CIHIE 20FLICL A8 A= AR O1F S B
|2t PIXE HIUHS S S X| & LICHERO )!F). TS HIAIXIZE EAIELICh racacss

(Pl M YIEE Mel7h mH =),

111005: console end configuration: OK
109001: Auth start for user '???' from
99.99.99.2/11012 to 10.31.1.50/23
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.
109002: Auth from 10.31.

failed) on interface outside

.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11012 on interface
outside

PIX C|HHZ - 4 @1F - RADIUS

otz ofl= SHHE 21&5E 71T PIXC|HZE EoiELIC

109001: Auth start for user '???' from

10.31.1.50/11008 to 99.99.99.2/23

109011: Authen Session Start: user 'pixuser',k6 sid 8

109005: Authentication succeeded for user
'pixuser' from 10.31.1.50/11008 to
99.99.99.2/23 on interface inside

302001: Built outbound TCP connection 16 for faddr
99.99.99.2/23 gaddr 99.99.99.99/11008
laddr 10.31.1.50/11008 (pixuser)

PIXC[HT - & RE QISASA O|F & H|EHE) - RADIUS

otef o= X E QB (ALEX O|F E= HIYHZ)E 7HE PIX
Xt o|& Y HIYHS o CHet REE #lst 0|F UHE =+
O| Almlist™ ChZ MIAIXI7F EAIELICH:

109001: Auth start for user '???' from 10.31.1.50/11010
to 99.99.99.2/23
109006: Authentication failed for user ''
from 10.31.1.50/11010 to 99.99.99.2/23
on interface inside

PIX C|HH - ME{d| ping& = U, CIE CI2 - RADIUS
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HIAIX].

otel o= MM pingEr &= QU XIBF C|HO| CH2 E|0{ PIXQL &
LICHAFE Xt= AR Xl O|&, HIYHH S, rantus HIAIXK| & .

PIXC|HHOE E0{&

109001: Auth start for user
to 99.99.99.2/23

ICMP unreachable (code 3)

1ICMP unreachable (code 3)

'???' from 10.31.1.50/11011
171.68.118.101 > 10.31.1.75
171.68.118.101 > 10.31.1.75
ICMP unreachable (code 3) 171.68.118.101 > 10.31.1.75
ICMP unreachable (code 3) 171.68.118.101 > 10.31.1.75
09002: Auth from 10.31.1.50/11011 to 99.99.99.2/23

failed (server 171.68.118.101 failed) on interface inside

109002: Auth from
(server 171.68
109002: Auth from

(server 171.68.

10.31.1.50/11011 to 99.99.99.
.118.101 failed)
10.31.1.50/11011 to 99.99.99.

on interface

118.101 failed) on interface

2/23 failed
inside
2/23 failed
inside

109006: Authentication failed for user
to 99.99.99.2/23 on interface inside

PIX C|HH2 - Ping M EEE Z|/&@20|HE BX%| -

from 10.31.1.50/11011

RADIUS

otz ofl= AEHoi| pingO| 27tS5t7LE 20U E/7| ELURI7F U= PIXCIHIE Eo{iELICHAL

EXt= ALEA} O|F, HIYHEZ, RADIUS HAX|H E . MHE TXAE Zfo| xIC] Al 7t H|
AlX|E Z=atzi& L)
109001: Auth start for user '???' from 10.31.1.50/11012
to 99.99.99.2/23
109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside
109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside
109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside
109006: Authentication failed for user '' from 10.31.1.50/11012
to 99.99.99.2/23 on interface inside
et 8o FI}
215 Qlo| Mt Ro{7t R E6tK| o2 HEt B0{E FII6IV|E AHe B st 22 2 Y
& Hefof CHEt Mt Ro{7t Lo

aaa authorization telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

gf &l EEHE2 RADIUSE 215 L|1 RADIUS Het 2047t & 5HX| 27| 2o &4l Het RoiE
FItstx| et &L

PIX2| 2IF S #Eh F0o4 C|HH o

PIX CIH 15 S et Hof 43 - TACACS+

otz o= SHtE B Sl Mt £o7t ZFE PIX CIHIE EoiELICH



109001: Auth start for user '???' from 99.99.99.2/11016
to 10.31.1.50/23

109011: Authen Session Start: user 'cse', Sid 11

109005: Authentication succeeded for user 'cse'
from 10.31.1.50/23 to 99.99.99.2/11016 on interface outside

109011: Authen Session Start: user 'cse', Sid 11

109007: Authorization permitted for user 'cse' from
99.99.99.2/11016 to 10.31.1.50/23 on interface outside

302001: Built inbound TCP connection 19 for faddr 99.99.99.2/11016
gaddr 99.99.99.99/23 laddr 10.31.1.50/23 (cse)

PIX CIEHL - B4t 15, 5t Ko Almj - TACACS+

otz ofl= 2I& &0l £X|2F Het F0o{7} Amig PIX CIHIE E0iELICE 0| 3tH0= 27 HA|
X7t

109001: Auth start for user '???' from
99.99.99.2/11017 to 10.31.1.50/23
109011: Authen Session Start: user 'httponly',
sid 12
109005: Authentication succeeded for user 'httponly'
from 10.31.1.50/23 to 99.99.99.2/11017 on
interface outside
109008: Authorization denied for user 'httponly' from
10.31.1.50/23 to 99.99.99.2/11017 on interface outside

HHNE F=7t

TACACS+

aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

TACACS+ Z Z[¥o] &3:

Tue Feb 22 08:52:20 2000 10.31.1.75 cse PIX
99.99.99.2 start task_id=0x14
foreign_1ip=99.99.99.2 local_ip=10.31.1.50
cmd=telnet

Tue Feb 22 08:52:25 2000 10.31.1.75 cse PIX
99.99.99.2 stop task_id=0x14
foreign_1ip=99.99.99.2 local_ip=10.31.1.50
cmd=telnet elapsed_time=5
bytes_in=39 bytes_out=126

RADIUS

aaa accounting include any outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

S RADIUS &34:



Tue Feb 22 08:56:17 2000
Acct-Status-Type = Start
NAS-IP-Address = 10.31.1.75
Login-IP-Host = 10.31.1.50
Login-TCP-Port = 23
Acct-Session-Id = 0x00000015
User-Name = pixuser

Tue Feb 22 08:56:24 2000
Acct-Status-Type = Stop
NAS-IP-Address = 10.31.1.75
Login-IP-Host = 10.31.1.50
Login-TCP-Port = 23
Acct-Session-Id = 0x00000015
Username = pixuser
Acct-Session-Time = 6
Acct-Input-Octets = 139
Acct-Output-Octets = 36
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aaa authentication exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100
255.255.255.255 AuthInbound

aaa authorization exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100 255.255.255.255
AuthInbound

Z|CH M4 == S 23018 AHSX BT

Q& TACACS+ 2! RADIUS ME{ofe “max-sessmn" CC = "view logged-in users" 7|5 0| AU &LICtH
E|CH MM E= EZLO' AEXHE 2lstE 7152 34 7|501| k2t et ELCHAY "AlE B2
E7t MME|RX|P"SX|" B2 ET s B2 TACACS+ If = RADIUS MHHE AF8XF7E 0475 2
JQ1E[o] RICt 7HEELICHE, AF& X7 PIXE S5l Mlﬁ% 7HR[ JUFR).

Ol= o EM HEof & L FTP &0 AMergfL|ch iAol &M MZ0i HTTPOMMH= O] 7|5
O| McHZ 2 S3tX| E&LICHCHS 01I01IHE CtE HESR3 Zx|ao|Mo| AFE[X|BH 7iH0| S
°|%FLJEf
=H .

PIXE Sall AL2A EH(PIXE S5l 215):

171.68.118.100/1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user
'cse', Sid 3

(pix) 109005: Authentication succeeded for user
‘cse' from 171.68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/23 gaddr 9.9.9.10/12 00
laddr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp-pinecone.rtp.cisco.com cse

PIX 171.68.118.100 start task_id=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet



ME7L AIZF B2 E
O0lz|o B2 &
1 0| Ar&Xtod| CH3H {0l M max-sessions7t 12 AHEl BL(MBHH7F max-sessionsE K| ¢ EHCH
1 7H") Me{oll M 2480 HEELIC.

E HAX|E X AIZ=7t 17| E ol o Ao HEHE S AAERIH =2
AELICEALERITL Q1B S EHRE st E OHE HE(CHE PCL| ER)2 Al st

MEXRE CHY SAEOM &Y = FTP HIZLIAE 385t C2 SR ELICH102 S0 7| A).

pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128
1 laddr 171.68.118.100/1281 duration 0:00:00
bytes 1907 (cse)
(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 stop task_id=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100
cmd=telnet elapsed_time=5 bytes_in=98 bytes_out=36
uauth7t O(F, O 21F) EE= 11 0|4 (uauth 7|ZH St 8t 1 IS5t CHA| QIB5HX| 8 &) 21K| 0
Eof gt7A|glo] M AR 2ZE ALO|Eo CHH AlE B2 =7+ ZEILICE.

HTTPE Z2EZ29| S Mol CEH S LICHL.CIS2 HTTP2| of 2L Ct.

MEXt= PIXE &3l 171.68.118.10001 A 9.9.9.252 £ O|S & LLC}.

(pix) 109001: Auth start for user '???' from

171.68.118.100/1281 to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pix) 109005: Authentication succeeded for user
'‘cse' from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 laddr
171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rtp-pinecone.rtp.cisco.com cse

PIX 171.68.118.100 start task_id=0x9 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128

1 laddr 171.68.118.100/1281 duration 0:00:00
bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rtp-pinecone.rtp.cisco .com cse

PIX 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

local_ip=171.68.118.100 cmd=http elapsed_time=0
bytes_ in=1907 bytes_out=223

A-Exte 2223 # Ho|X|§ ei&Lch

AlE B|ZEE 16:35:3401 AA|ZlD SX| BHIZEE 16:35:350 AIA|ELICE O| CIREZEE 1X(F,

AlE BZEQ X HZE AO|of 1= O|2H0| AL EIRELICE) AFRXI7F 0475| 2 AIO|EO| 21
Rlz[o] o] AFEAL7L & HO|X[E o2 I HAZ0| ¥ed AU&LI?0tLL. Z|cH MM EE= 20!
st AFERF E7(7F 07| ZSELITI?0LIL. HTTPL| 244 AlZH"7IE MZ 1t "sH&l" Abo|2] Azt
)O| 4T % 7| 2 ULICH AR & SX| MZE7F & O ULICHBAZET}F AFA A S USH =7o| gf
MEZE SX HIZET e AR BZEE i&LIChuauth7 0 Ol 22 MHEIIEX| ot O
Ol o2 MYE|F=X|0of BAH Q0| ZE EZHMMo| CHSH MHE MEE= AR 2 SX| BHIZET}

A& J&LctaeLt HTTP @122 EM mF ol =[cH MM & 2321 AFEXF E7(7t 2t S5tX| et &
L|CF.
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telnet 10.31.1.5 255.255.255.255
passwd ww

aaa authentication telnet console AuthInbound

AFERE7F PIXO]| RALIE M &Y HIZHS (WW)E =23stE
TACACS+ = RADIUS Arﬂxr o|l§ & HI%‘HJE% QHE ucr o| 8% Authlnbound A-IH-I £0|
MEE|2 2 PIXE TACACS+ AF2 X}

M7t CtR2E E2 ALEXt O|& 0 pixE =8t CHS enable HIZHE
)& &I235t0] PIXO| HMAE = U&LICH BHS AE5to{CiE2 —’F—:L*E*I—IEF.

aaa authentication enable console AuthInbound

TACACS = RADIUS MHHZE ME K= AF2XL O|ED HIZHS E =sEle HIAIX|7F EAIE
LIC}. 0| B Authinbound A S E0| A E|2 2 PIXE TACACS+ AFEX} 0|8 L HIHHSE 2
i43FLJEL

oHE

& mfZlat SYUSIE 2 AL X7 TACACS = RADIUSE Ar
235+04 PIX0| 2018 &+~ Q= B SYUSH AF2X}L O|E/H|EHSE TACACS &= ::_ RADIUSE
ofl #dste = U&LICHO| 2X|E Cisco B ID CSCdm4704401 °*%*EI?1$LIE+(§§E| ‘WHDF
.

M7t Ct2E B2 PIXOIAM AFE AL OIE Ol CHE pix2t Yt enable HIZE#H S & 1245104 PIX &4
Do HMAE = J&LICHHIRHE of BA 0] #E8}. PIX iIII:LEIIOI/& of g= HIEEHE
EM35t5tH AL A 0|01 pixE 245t Enter 7|1E€ F+&LICHenable HIZH S 7} A E|o]
OF QFE{X|X| 2t 2 A< HIZHS E A stE2{MH HIYHS S+ C|A3E t'E'EéH F el

Rall .00l

ZEIZE MSAHEHZ



//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
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PIX_PIX_PIX [at which point one would enter the username]
Password: [at which point one would enter the password]

z|E SHX|ol| =EstH ALE XA} O|F: 2 HIZHEZ CHY &R0l EAElE 28X
PIX7t otl PIXE &Z35t= MQKMIHI FIEE ELCH
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auth-prompt accept "GOOD_AUTH"
auth-prompt reject "BAD_ AUTH"

O ALE A= PIXE S8 A1ll/E3 232 A O A[BAE 2 + J&LICH

PIX_PIX_PIX
Username: asjdkl
Password: "BAD AUTH"
"PIX_PIX_PIX"
Username: cse
Password: "GOOD_AUTH"

ArZxtE & & S A AlZE AB

0| 7|52 #XH S35t X| &t 2 Cisco HH1 ID CSCdp934920f| EXM7I HE RS LICHESEE T
ZHat .

7k HTTP

PIX 2|F 2| AFO|EL} PIX RFA{| 0 OI§0|
StE2 H|-HARQI et K SEHo| 2H&tE £ laLct

O|E ¥ Xlstt{™ CIS =
F HESFol sl &5t
EP.

RFC 1918 FA(F, QlE{HAM 2t EE
5t FA)E PIX 4401 F7}étod 7HA HTTPE

virtual http #.#.#.# [warn]

AERI7E PIX IR 2 LP7PE4 g 2150| ERILCL B2 o7 Ha7t Ie™H ALEXHE 2[C|
M HAIXRIE H&LICHRIBZ2 uauth°| AlZh Sét %EE*L—IEL*E*D"HO{I LPQP A EHE 7t
HTTPE AF2 35104 timeout uauth B& X|& AlZHE 022 AHSIX| OFAA|2.0|Z A 5HH AX| ¢
MeHod| CHEH HTTP @4Z 0| E'JXIEILIEL

0

7t HTTP O} R HI2E. o


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdp93492
//tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918

09 99 99 2
[outside)
99 .99 99 1

‘ 1037175 (Virtual IF 10.317.1.99)

103111
‘L _E

Inside

171651181

10.31.1.143

TACACS+
Server
17168118 101

PIX ZZ|22l|0|M 714 HTTP O} RHIRE

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

global (outside) 1 99.99.99.7-99.99.99.10 netmask 255.255.255.0

timeout uauth 01:00:00

aaa authentication include http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
aaa-server RADIUS protocol radius

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 5

virtual http 10.31.1.99

7H&t 'Ll

D E QHI2E L Ot RHIREE QIBSEE PIXE 7HE &= UX|PH HY SO YR Z2EES ¢
Al °|’<E|X| 7| [EH*Ol OIE HFEF 25t K| St &LICHPIXE S8t Z& EefE 0| 2ISE M HIY MH
T B QSR g2 T2 EZ0 Ci#t PIX syslogeE



109013: User must authenticate before using
this service
109009: Authorization denied from 171.68.118.106/49
to 9.9.9.10/11094 (not authenticated)
JeqLt o{H S7 2| E0|8 MHH|AE QB 5H0k & AL virtual telnet WHS AL 35104 0|2 &l

T QUAELICHO| BEE AISotH 7ty B IP 7</\Oil CHer 15 0| e +~ A&LICHO| 215

HIEAT O] Mb|Aof ChEt E2iTie AR MHZ O|SE + laLich

POI'

0| ool = TCP ZE 49 EFEZI0| 2|E S AE 99.99.99.20{|A LHE SAE 171.68.118.1062 2
HMEE|=E gfLICH Ol ECHEIR ANZE QIS E = Ico 2 Ji4 HUE MYELICH A 'Ul o]
A A= XZE0| Qlo{oF BFL|Ct.047|A 99.99.99.20 2! 171.68.118.20 25 7}AF FAQIL|CE.

09 99 99 2
(Cutside)

99 .99 99 1

E !‘u’ﬂtual IF 99,99 99 30)

103111 ‘ 1031.1.75

171681181

TACACS+ Server 17168118 106
17168118101

7t ©U QHIRE

Inside

PIX Zdx|2elolMd 7ty 'Y QlHIRE

ip address outside 99.99.99.1 255.255.255.0
ip address inside 10.31.1.75 255.255.255.0
static (inside,outside) 99.99.99.20 171.68.118.20 netmask 255.255.255.255 0 0



static (inside,outside) 99.99.99.30 171.68.118.106 netmask 255.255.255.255 0 0
conduit permit tcp host 99.99.99.20 eq telnet any

conduit permit tcp host 99.99.99.30 eq tacacs any

aaa-server TACACS+ protocol tacacs+

aaa-server Incoming protocol tacacs+

aaa-server Incoming (inside) host 171.68.118.101 cisco timeout 5

aaa authentication include telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Incoming

aaa authentication include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Incoming

virtual telnet 99.99.99.20

PIXCIHZ 7t &Y QHIRE

99.99.99.29| AFEXt= A PIX2| 99.99.99.20 F4 0 HU B S Sall & sHoF &LICH.

109001: Auth start for user '???' from
99.99.99.2/22530 to 171.68.118.20/23

109011: Authen Session Start: user 'cse', Sid 13

109005: Authentication succeeded for user
'cse' from 171.68.118.20/23 to
99.99.99.2/22530 on interface outside

0150 442324 show uauth 2304 "time on the meter"7} E A|ElL|C},

pixfirewall# show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00
2|1 99.99.99.29| C|HFO|A T} TCP/49 ECHEE C|HFO|A(171.68.118.106)2 2 T

o
ZE

302001: Built inbound TCP connection 16
for faddr 99.99.99.2/11054 gaddr
99.99.99.30/49 laddr 171.68.118.106/49 (cse)

et H0iE F7HY =+ &L

aaa authorization include tcp/49 inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

PIXE Sall TCP/49 EEHEIE Al stH PIXE HEt £01 F2[E MHE M&SELICH

109007: Authorization permitted for user 'cse'
from 99.99.99.2/11057 to 171.68.118.106/49
on interface outside

TACACS+ MHE{OIME CHE O 20| EAIFLICH

service=shell,
cmd=tcp/49,

ok



cmd-arg=171.68.118.106

7t EYl ofRHI2E

OlRHIRE ECHEIR 7|2 Mo 2 L2 E 714 EHUl o} RHIR2E AFR0 1™ ECf=E0| 2R 3st
x| et& LIS ool M E Telnet2] LHE AFRXE10.31.1.50 74 99.99.99.302 Ql& 5t QIS EL
CtElY edZ40| S A| AM|EL|CH RIS E/H TCP EEHEI0]| 10.31.1.5001 A1 99.99.99.29| MHE &
ELICH

99 999972
[utside)

99 99 99 1
Yirtual IP 99.99.99.30)

PIX

103111 1037175

Inside

1716581181

TACACS+ Server
17168118101 10.31.1.50

PIX Zdx|ado|Md 7+4 B4 o RHIRE:

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.31.1.75 255.255.255.0

global (outside) 1 99.99.99.7-99.99.99.10 netmask 255.255.255.0

timeout uauth 0:05:00 absolute

aaa-server RADIUS protocol radius

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 171.68.118.101 cisco timeout 5

aaa authentication include telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
aaa authentication include tcp/49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
virtual telnet 99.99.99.30



&r1: RADIUSO|2 2 HEF 2047} gi&LICH.

PIX C|H2 7+4 &Y o} RHIRE

109001: Auth start for user '???' from 10.31.1.50/11034
to 99.99.99.30/23

109011: Authen Session Start: user 'pixuser',K6 Sid 16

109005: Authentication succeeded for user 'pixuser'
from 10.31.1.50/11034 to 99.99.99.30/23 on interface
inside

302001: Built outbound TCP connection 18 for faddr
99.99.99.2/49 gaddr 99.99.99.8/11036 laddr
10.31.1.50/11036 (pixuser)

302002: Teardown TCP connection 18 faddr 99.99.99.2/49
gaddr 99.99.99.8/11036 laddr 10.31.1.50/11036
duration 0:00:02 bytes 0 (pixuser)

7te "I 230t

AERE7F 7 S P F A0 &UE [ show uauth B2 vauthE EAIE*I—IEP.uauthOH AlZto|
2ol U i Mol 2 E & ECHE 0| MYEL|X| =5 sledm 7H4F &Yl 1P A0 CHA| 2IL1SH
O ErL|Ct o|= A 5t MM o] aHA|IE LICE

5 Rl 215

pix3# show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'pixuser' at 10.31.1.50, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

pix3# 109001: Auth start for user 'pixuser' from
10.31.1.50/11038 to 99.99.99.30/23

109005: Authentication succeeded for user 'pixuser'
from 10.31.1.50/11038 to 99.99.99.30/23 on
interface inside

= A 215 £(F, T0| 2Bl HER HerE).

pix3# show uauth

Current Most Seen
Authenticated Users 0 2
Authen In Progress 0 1
ZE HE Ko
ZE t.':.*-?—(oil'TCP/BO 100)0| CHall T8t £ o047t S ELICH 7t&f & 0| PIXOIM #HE|D ZE &

olof CHBF Hst Ho{7} LAIEl 742 7hA Eldlo 2 10| WM PIX= HEt Hoi= 9|3
TACACS+ MEHol tcp/30-100 & o 4% Cl- gl



99.99.75 10.31.1.50 netmask 255.255.255.255 0 0

static (inside,outside) 99.
.99.99.75 host 99.99.99.2
99.99.75 10.31.1.50 netmask 255.255.255.255 0 0

conduit permit tcp host 99
static (inside,outside) 99.
any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

virtual telnet 99.99.99.75

aaa authentication include
aaa authorization include tcp/30-100 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

virtual telnet 99.99.99.30

TACACS+ Freeware A T:

user = anyone {
login = cleartext "anyone"

cmd = tcp/30-100 {
permit 10.31.1.50
O E|

}
}
HTTP, FTP 3 &Y o|e|o| Egj|of CHEt AAA 0{7I2E
74 W0l LIEIZ Lol 3 A0l et TCPU9 E2HTIS 518 37| Sis XS sHexl Helat
= olof et o7t R B2 SI7|2 AYF o E ChgE FIIM&LICH
aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
=7+ zZe|AH Eulcho] o= TACACS+ Z 2|

O|= | 5t tcp/49 Ec{E0| St [ o728 2=
lo12] o).

Sun Feb 27 05:24:44 2000 10.31.1.75 cse PIX
99.99.99.2 start task _1d=0x14 foreign_ip=99.99.99.2 local_ip=171.68.118.106

cmd=tcp/49

&3 215 (Xauth)

HME TS
XauthE AF2 35104 042 Cisco Secure PIX 23tEd QIE{H| 0| A0 M IPSec B &
PIER 5t= VPN Z2t0|HE 7t IPSec

Cisco Secure PIX Firewalld} & EI QIS E Al
= ALEXHE 2l

DMZ2| 9IF
QIE|H 0| AR 0|53t

&t DMZ QIE{H| 0| A0 M CHE
A0 CHEF EBEIZ Q1B ST KIAIELICEHPIXS B2 C

18 PIXof| HHE CIE{H| O]

FAlo 2 A=}

0l
gh
>

least secure
=1.1.1.1

PIX outside (security0) =

4.4.4.4 & device 4.4.4.2

pix/intf4 (DMZ - security20)


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094840.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094cea.shtml

pix/intf5 (DMZ - security25) = 5.5.5.5 & device 5.5.5.8
(static to 4.4.4.15)
PIX inside (securityl00) = 10.31.1.47

most secure

L|E<|3 Ctolo{a 2

DMZ
4444

v
Inside '\

10231147 DMZ
5555

Cutside
1.1.11

PIX 71| 8j[o] M

pix/intf4 2} pix/intf5 7Fo| ElLl Epj=Elg Q1B St T At &LICtH

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

(nameif ethernet2 pix/intf2 securitylO

nameif ethernet3 pix/intf3 securityl5)

nameif ethernet4 pix/intf4 security20

nameif ethernet5 pix/intf5 security25

ip address outside 1.1.1.1 255.255.255.0

ip address inside 10.31.1.47 255.255.255.0

(ip address pix/intf2 127.0.0.1 255.255.255.255

ip address pix/intf3 127.0.0.1 255.255.255.255)

ip address pix/intf4 4.4.4.4 255.255.255.0

ip address pix/intf5 5.5.5.5 255.255.255.0

static (pix/intf5,pix/intf4) 4.4.4.15 5.5.5.8 netmask 255.255.255.255 0 0
aaa authentication telnet pix/intf4 5.5.5.0 255.255.255.0

4.4.4.0 255.255.255.0 AuthInbound

aaa authentication telnet pix/intf5 5.5.5.0 255.255.255.0

4.4.4.0 255.255.255.0 AuthInbound

aaa-server TACACS+ protocol tacacs+

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 171.68.118.101 cisco timeout 5



Xauth 7| &g

sysopt connection permit-ipsec &23(sysopt ipsec pl-compatible 2 0}'=l)0| PIX0I M xauthE At
835to] FMHE < 047282 TCP Yddof| R 25+X|BH ICMP EE= UDPOl= S £ 35HK| &t &LICh

#Ed e

. PIX M & x| HO|X|

- PIX BE 3=E

- RADIUS X|¥ H O|X]

. RFC(Request for Comments)

. Cisco Secure UNIX x| H|O|X]

. Cisco Secure ACS for Windows X[ H|O|X|
- Technical Support - Cisco Systems
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