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user = ddunlap {
password = clear "rtp"
default service = permit

}

user = can_only_do_tel net {
password = clear "tel netonly"
service = shell {

cmd = tel net {

permt .*

}

}

}

user = can_only_do _ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {
permt .*

}

}

}

user = httponly {
password = cl ear "httponly”
service = shell {

cmd = http {
permt .*

}

}

}

Cisco Secure UNIX RADIUS AMH #4

2= AHE X QBT O|A(GUNE AFE3t0o{ PIX IP & 7|& NAS(Network Access Server) 550
F7tehuck.

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}
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ZEI0|ME mof PIX IP & 7|E FItHefLICh

adm nuser Password="all"
User - Servi ce- Type = Shel | - User

Merit RADIUS M 74

PIXIP & 7|E ZCtOo|HE ntoi F7+ehLCt.

adm nuser Password="al "
Servi ce- Type = Shel | - User

key = "cisco"

user = adm nuser {
login = cleartext "all"
default service = permt

}

user = can_only_do_telnet {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"



cmd = http {
permt .*

}

}

user = can_only_do _ftp {
login = cleartext "ftponly"
cmd = ftp {

permt .*

}

}
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Qutside:

192.1.1.1
[192.1.1.254
Inside: | 10.31.1.200
10.31.1.1 103115

1716581181

)

17165 118143

17168 118133

Tacacs Server

Fadius Server

PIX Zix|2i oM

pi X- 5# write terminal

nanmei f ethernet0 outside securityO
nanmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi xfirewal |

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqlnet 1521

nanes

name 1.1.1.1 abcd

name 1.1.1.2 al23456789

name 1.1.1.3 al23456789123456

pager lines 24

| oggi ng tinestanp

no | oggi ng standby




| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

no | ogging trap

logging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 192.1.1.254 255.255.255.0

i p address inside 10.31.1.200 255.255.255.0

no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp tineout 14400

gl obal (outside) 1 192.1.1.10-192.1.1.20 netnmask
255. 255. 255. 0

static (inside,outside) 192.1.1.25 171.68.118. 143
net mask 255.255.255.255 0 0

static (inside,outside) 192.1.1.30 10.31.1.5 netnask
255.255.255.255 0 0

conduit permit tcp any any

conduit permit icnp any any

conduit permit udp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

route inside 171.68.118.0 255.255.255.0 10.31.1.1 1
tinmeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti neout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa- server Aut hl nbound protocol tacacs+

aaa- server Authl nbound (inside) host 171.68.118. 143
cisco timeout 5

aaa- server Aut hQut bound protocol radius

aaa- server Aut hQutbound (inside) host 171.68.118. 133
cisco timeout 5

aaa authentication tel net outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound

aaa authentication telnet inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Authlnbound

aaa aut hentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound

aaa aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0
0. 0. 0.0 Authl nbound

aaa aut hentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Aut hQutbound

aaa authentication ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0
0. 0. 0.0 Authl nbound

no snnp-server | ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enable traps

tel net tineout 5

termnal wdth 80

Crypt ochecksum f ef 4bf c9801d7692dceOcf 227f e7859b

end
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10.31.1.52| LR A Xt= 2|F 19211122 EZfEE A|Z5tD TACACS+E Salf S ELICt
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CIHIRE

192.1.1.1 Q|5 AFE A= LHE 10.31.1.5(192.1.1.30)2 2 EEHEIS A3l T TACACSE E5) Q15
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PIX C|HH - & 8l 915 - TACACS+

CHS ofolM= SHHE 2152 71T PIX CIHE Eo ELICH

pixfirewal | # 109001: Auth start for user "???" from 192.1.1.1/13155
to 10.31.1.5/23

109011: Authen Session Start: user 'pixuser', sid 6

109005: Authentication succeeded for user 'pixuser' from 10.31.1.5/23
to 192.1.1.1/13155

109012: Aut hen Session End: user 'pixuser', Sid 6, elapsed 1 seconds

302001: Built inbound TCP connection 6 for faddr 192.1.1.1/13155
gaddr 192.1.1.30/23 l|addr 10.31.1.5/23 (pixuser)

PIXC|HH - 2 El 2IFAIEXL O|F E£&= H|EIHE) - TACACS+

ol ool M= &

2R E QB AEXE OIF =& HIHHEZ)E Ar8st= PIXCIHIE E0{ELICH AL
X} O|&/HIEHE ME 4

A JHR} "Error: N

pi xfirewal | # 109001: Auth start for user '???" from 192.1.1.1/13157
to 10.31.1.5/23
109006: Authentication failed for user '' from 10.31.1.5/23
to 192.1.1.1/13157
o e

PIX C|H - Mo pingE 4 22,
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Auth start for user '???" from192.1.1.1/13159 to
10.31.1.5/23
pi xfirewal | # 109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159
failed (server 171.68.118.143 fail ed)
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed
(server 171.68.118.143 fail ed)
109002: Auth from 10.31.1.5/23 to 192.1.1.1/13159 failed



171. 68.118. 143 fail ed)
i user '' from 10.31.1.5/23
Bt el

(server

109006: Authentication failed for

to 192.1.1.1/13159
£ A - TACACS+

Hoi ELICLAIS Xt= AL X} O

PIX C|HH2 - Ping®
ég 4: gj%f |)([:|H+:1 = . [=)
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xusz)
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109001: Auth start for user '???" from 192.1.1.1/13158

5/23 to 192.1.1.1/13158 failed

to 10.31.1.5/23
109002: Auth from 10. 31. 1.
fail ed)
5/23 to 192.1.1.1/13158 failed

(server 171.68.118.143

109002: Auth from 10.31.1

171. 68. 118. 143 fail ed)
5/23 to 192.1.1.1/13158 failed

(server
109002: Auth from 10. 31. 1.
(server 171.68.118.143 fail ed)
109006: Authentication failed for from 10.31.1.5/23

to i92.l.l.l/13158
PIX C|HH - 24 15 - RADIUS
52 7t PIX CIHHE 204 ELICI.

CHS oolM=E 2

user

ZHHE 2

from10.31.1.5/11074

user '??7?
' pixuser', Sid 7

' pi xuser'

109001: Auth start for
user

to 192.1.1.1/23
109011: Authen Session Start
109005: Aut hentication succeeded for user
from10.31.1.5/11074 to 192.1.1.1/23
: user 'pixuser', Sid 7,
192.1.1.1/23

109012: Aut hen Session End
el apsed 1 seconds
302001: Built outbound TCP connection 7 for faddr
gaddr 192.1.1.30/11074 | addr 10.31.1.5/11074 (pixuser)
= — =
MEXl O|F E+ H|EHSE) - RADIUS
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of tries exceeded
user '???'" from

"Error: max nunber
pi xfirewal | # 109001: Auth start for
from 10. 31. 1.5/ 11075

192.1.1.1/13157 to 10.31.1.5/23
s

109001: Auth start for user
to 192.1.1.1/23
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed

(server 171.68.118.133 failed)
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)
109002: Auth from 10.31.1.5/11075 to 192.1.1.1/23 failed
user from 10.31.1.5/11075
- RADIUS

(server 171.68.118.133 failed)

109006: Authentication failed for
to 192.1.1.1/23

o (=)

AU, CI= CI2

Ping ClE42 - Aol ping




O| |0l M= MEHO pingOl 7+S3HX|2F C|HO| CHR |04 PIXet S 415HK| &t = PIX CIHHE E 04
ELICHAIEXI= AFR X} O|§, HIZHH S, "RADIUS - &I "

pixfirewal | # 109001: Auth start for user '???
from10.31.1.5/11076 to 192.1.1.1/23

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109002: Auth from 10.31.1.5/11076 to 192.1.1.1/23 failed
(server 171.68.118.133 failed)

109006: Authentication failed for user '' from 10.31.1.5/11076
to 192.1.1.1/23

PIX C|HH1 - Ping M £ 7|/&@210|HE £ &l%| - RADIUS

O| oflofl M= MEHo] pingE == @i74LE ZI/2EI0|HE ELUX|7t /= PIXCIHOE AFE & LICHALE
A= AHE X OlE, HIZHS, "rineout to RADIUS server" 2! "Error: "(—_r"go‘||k| UE= M7
A=)

109001: Auth start for user '???" from 10.31.1.5/11077
to 192.1.1.1/23

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100.100. 100 fail ed)

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100.100. 100 fail ed)

109002: Auth from 10.31.1.5/11077 to 192.1.1.1/23 failed
(server 100.100.100. 100 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11077
to 192.1.1.1/23

e 04 £t

HE ROIE F7h57|2 AT SUS A4 U CHA HLIof CHE HEH Soit WRELICHRS
gio| HEH Hoi7t REHE| 27| HE).

aaa authorization telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization HTTP inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
aaa authorization ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

dr Al EEHEI2 RADIUSE QIS E|1 RADIUS HEt 20471 R &5HX| etz 2 "dhAlof CHst HEH &2
047} FI7I&|X| & LIC

PIX2| 1& &l et 2o C|H of

PIXC|HHZ - 2IF 8! M8t H0{ 43 - TACACS+

Ch ool A 52 Q15T MaTol 7

=
o

Ho{7} Z&E PIXCIHOE Eoi FLIC}.

109011: Authen Session Start: user 'pixuser', Sid 8
109007: Authorization permtted for user 'pixuser'
from192.1.1.1/13160 to 10.31.1.5/23



109012: Aut hen Session End: user 'pixuser', Sid 8,
el apsed 1 seconds

302001: Built inbound TCP connection 8 for faddr 192.1.1.1/13160
gaddr 192.1.1.30/23 | addr 10.31.1.5/23 (pixuser)

PIXC|HT - E& OlF, et £04 41 - TACACS+

O| olofl M= 2HHE 2B 0lx[Eh Het Fo47t Amig PIX CIHE Eo{ELICH Ol o= " "

109001: Auth start for user '???" from192.1.1.1/13162

to 10.31.1.5/23

109011: Authen Session Start: user 'userhttp', Sid 10

109005: Aut hentication succeeded for user 'userhttp’
from10.31.1.5/23 to 192.1.1.1/13162

109008: Aut hori zation denied for user 'userhttp'
from10.31.1.5/23 to 192.1.1.1/13162

109012: Aut hen Session End: user 'userhttp', Sid 10,
el apsed 1 seconds

302010: O in use, 2 nost used

HHNE F=7t

TACACS+

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

DebugE 017t2E0| 74X U= X| THA J/EX| = IFFLICH 2Lt "Built(Z|&2 HM3)"Y mh "AlZ" 3
A BIZE7F MSEUCE A" 2| H "SX|" &|H 7S 0l MSE LT

TACACS+ 047t 28 MlZ E= Ct20t Z&LICHCisco Secure NTO|A 7tA{2 ZJ0[2E 2 HEE 2

2E )

04/ 26/ 2000, 01: 31: 22, pi xuser, Default G oup, 192.1.1.1,

start,,,,,,,0x2a,, Pl X, 10. 31. 1. 200, t el net, 6,
Login,1,,,%,,,,,,,,,,,,local _ip=10.31.1.5 foreign_ip=192.1.1.1,
4 -] L -

04/ 26/ 2000, 01: 31: 26, pi xuser, Default G oup, 192.1. 1.1, stop, 4,
, 36, 82,,,0x2a,, Pl X 10. 31. 1. 200, t el net, 6,
Login,1,,,1,,,,,,,,,,,,local _ip=10.31.1.5 foreign_ip=192.1.1. 1,
aaaaaaaa s 2ekie,

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound

Debug= 047+2E 0] 74X U=X| THA /I=X| I LICE I 2L "Built(7 |2 MS)"d W "Al" 2
H BIZETE HEELCL A" 7t 2| "SX|" 2|H 7|5 0] T&E LI

RADIUS 047l 28 BIZE &= 0| 241 Zr&LICHCisco Secure UNIXO0IAM 7FR42 ZdILICH Cisco
Secure NT2| 2 2lE2 FEE CHA AL E £ U&LICH)



radrecv: Request from host alf01c8 code=4, id=18, |ength=65
Acct - St at us- Type = Start

Cient-1d = 10.31.1. 200

Logi n-Host = 10.31.1.5

Logi n- TCP- Port = 23

Acct - Session-1d = "0x0000002f "

User - Nane = "pi xuser"”

Sendi ng Accounting Ack of id 18 to alf01c8 (10.31.1.200)
radrecv: Request from host alf01c8 code=4, id=19, |ength=83
Acct - St at us- Type = St op

Cient-1d = 10.31.1. 200

Logi n-Host = 10.31.1.5

Logi n- TCP- Port = 23

Acct - Session-1d = "0x0000002f "

Usernane = "pixuser"

Acct-Session-Time = 7

HESIToIM S5 44 WES A QIF, Het £of £E of7t2To0| WRsHX| oot BE
o

aaa authentication except inbound 192.1.1.1 255.255.255.255
0.0.0.0 0.0.0.0 AuthInbound

B EXHE "ol Q"st T HEF F0iE HYE 32 Het Foio| X XM lstof ZLict.

ZlcH M = B 23018 ASXE H 7|

UE TACACS+ & RADIUS ME{0{& "max- session" CE = "view logged-in users" 7| 0| Y& LICH
Z|C MM EE= 2391 AL XHE &H0lst=E 7[s2 &l 7|§01| ket EeFEILICHO{FHR2 ' "Al R
HZET YEE[RK|B"SX[" HZET} Gl Z;'% TACACS+ E &= RADIUS MH{= A& XL OFE
27901g|o] QIctm 7H-EELICHPIXE S5 MM QI2).

do| Ed 2ol &l A FTP A0l MEEfLICHdE e &8 WE0 HTTPOAM= O] 7|5
ICHZ % S3tX| E’é*I—IEF Ol ol E30ilM= CHE WESRZ HmTefol4o] ALSE[X|EF 7HE

(pix) 109001: Auth start for user '???" from 171.68.118. 100/1200
to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', Sid 3

(pi x) 109005: Authentication succeeded for user 'cse
from171.68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23
gaddr 9.9.9.10/12 00 | addr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp- pi necone. rtp.ci sco.comcse

Pl X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=t el net

M7 "AIE 2 EE EX|EH"SX[" 2

C 7t izl ) Medol| "= AL A =23
ollo] 9l2 e EARLICL ARV} OIES e 6PE P% ale

ofot= CHE PCL| )2 Al

==
O
" —
—~
¢
/'\:l:



O| AH8Xtoll CHal A{H{0I A max-sessionsZt "1"2 MHEE ZR(MEH7} max-sessions& x| ¥
W2 7Hd) Mo M edZo| HEELICH

o o
Mr

e Ol SAEM EY £ FTP HIZLAE A& 83t Chg S2ELCH047|M 108

).

b 2=
FO Ol0

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1
| addr 171.68.118.100/ 1281 duration 0:00: 00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:41:17 1998
rt p- pi necone.rtp.ci sco.comcse
PI X 171.68.118. 100 stop task_i d=0x3 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_tine=5
byt es_i n=98 byt es_out =36
uauth?7} O(OHH @1F) EE= 11 O|&(uauth 7|ZF S 8 & QIE et CHA| QB st x| L) 2lX| 0iF
= HMAS ZE AO|Eo] CHEH HIE BlZ=7F & EILICH

HTTPE Z2EZO| EM MEM CIEA 2 ST LICHO| £ 2 HTTPL| o € E0o{ELILCE.

MEXt= PIXE &3l 171.68.118.1000{ A 9.9.9.252 £ O|S & L|LC}.

(pix) 109001: Auth start for user '???" from 171.68.118.100/1281
to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pi x) 109005: Authentication succeeded for user 'cse'
from171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80
gaddr 9.9.9.10/12 81 | addr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rtp- pi necone. rtp.ci sco.comcse

Pl X 171.68.118. 100 start task_i d=0x9 foreign_i p=9.9.9.25
l ocal _i p=171. 68. 118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80
gaddr 9.9.9.10/128 1 | addr 171.68.118.100/ 1281 duration
0: 00: 00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rtp-pi necone.rtp.cisco .comcse PIX 171.68.118. 100
stop task_i d=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti ne=0
byt es_ i n=1907 bytes_out =223

AExte Ch22=3 E Ho|X|§ ei&Lch

AlE B|ZEE 16:35:3401 AA|ZlD HX| BHIZEE= 16:35:350] AIA|ELICE O| CIREZEE 1X(F,
AlE BZEQ X HZE AO|of 1= O|2t0| AL EIRELICE) AFRXI7F 0475| 2 AIO|EO| 21
Rlzlo] o B HO|XIE ¢42 M ¢1Z0| i U&L7t?20tL]| 2. Z|CH MM 2= 2018 AL XL
2217t 47| B SE L7202, HTTPL| 42 AlZH"Z7|2 M3t "sHAl" Ato|2| AlZho| LT &
7| M2 LI start" L "stop" HIZE = & O|2to] HAULICH"EX|" 7|2 0| Qi "AlZ" HZEE A
ol st =7tof erMFE 2 QI&LIChuauth7} 022 MME|QRE JIHCH 2 WAooz MYEEIUE 2
E E@MMo] cHall MHE MESE "A|E" W "SX|" HIZE7 AL U&Lch. 2Lt HTTP 242 9|
SEY MMz ZcH MM L 2391 AAS X E7(7t 2SS 3R] &L

PIX Zt&|oll M o] P15 S &St

OIFd i=olofl A= PIXE Saf YS( HTTP, FTP) EHZl S oI5 sH g MEsaLIt oS0l




4= PIXof cHet &o| 2t S5t=X| & elghLct.
telnet 10.31.1.5 255.255.255.255 passwd ww

aaa authentication telnet console AuthInbound

AL RE7F PIXO]| BLEt mf gl HIE'E'Hdé(ww)% 25t2tE HAIXKIZ7F EAIEUCH O3 oS
PIXE= TACACS+("Authinbound" M S £ 0| AF& |2 2) = RADIUS A& X} O|§ I H|ZHS
8 QHELIC M7} -2 B 72 A=t Ol Ol pixE L2IE CHS enable HIH Z(HEYHs £
oJo/E gshE 2=dstoq PIX01I MM AE = QY

[

IS BES A8sto{ 2 S g LICH

aaa authentication enable console AuthInbound

AZXHo|H A2 Xl O|§ R HIZHS E Q=d5iEle TE T EJF EAIFLICE 0] Z< "Authinbound"
MH S 20| A L2 2 20| TACACS MHEZE 0|E°H—IE+ enable0] CH&t OI" uH?"c> 273921 2l
Z 70 SUSEE AF2X7F TACACS EE= RADIUSE AFE235H0d PIXO| 2018 4= Ql= AR
SUE ALKt O|&/HIZHS 2 TACACS &£ ==“ RADIUSE Sall &M35t8 £+ Ql&Lct.of +x1I“
Cisco {21 ID CSCdm470440]| %*%*EI%QLIEP(%%EI "7”ﬂ+ ).

Xo| &g Z&oi HA|ASIE{™ aaa authentication serial console Authinbound B2 Al 25}

AEX7t 2&0|M I ol BHEE =~ 5tH syslog IHIAIIIW AZLCHEIHO EﬂtH'Oﬂ)H
syslogE syslog EAEE MESITF PIXIt EE B2). CHE2 syslog AMHO| EAE= 59
of Lt

I ogmsg: pri 245, flags 0, from[10.31.1.200.2.2], msg Nov 01 1999
03:21:14: 9%l X-5-111008: User 'pixuser' executed the 'l ogging' conmand.

MNEXH EAEE ZFLE HE

auth-prompt PIX_PIX_PIX B@&0| /= AR PIXE SH5t= AISKIE O AIHAE R ZTSHAA|
o

PI X_PI X_PI X [at which point one would enter the usernane]
Password: [at which point one would enter the password]

%5 S K| A xtof| RS "Username:" 2! "Password:" ZEZEJ} EA|IELICIO| ZEZEE
PIX7} ol PIXE S5t AFQIW{/%'%F% ELct

B3 PIXol| AMASHY| {3l et 3|A B2 E7F Q& LCt


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

SS/40 Al HAIX| AHEX} SHE S

H 0| 9

r|r
ox

o
T

auth-prompt accept "GOOD_AUTH"
auth-prompt reject "BAD_AUTH"

AEXHE PIXE S8 212! Auli/8d3 A ChE AMEAE 2 &+ /U&LICH

Pl X_PI X_PI X
User nane: asj dkl
Passwor d:
" BAD_AUTH'
"PI X_PI X_PI X"
User nane: cse
Passwor d:
" GOOD_AUTH!

A-EAE &7 3 AOH AlZE A B

Ol Xl uauth AlZF MEHe AFZRTEE TACACS+ AHHOIAM MESE £ & LICtUIER T 9|
X7 S8t "timeout uauth"E 712 A2 O|E F35HX| OFMA|QUIBHLE AFEXRIEZE C}
ths7} 28t 32 A& el&Lch

N ol
Ral

rn H3 4o
cT

0| oflof| A= timeout uauth 3:00:00 HHO| A EILICHAUE QIS S Bro ™ 3A|ZH SOt X2 |§
7t ei&Lict.ae{Lt ol Z2 ot 2 P 5tod AL XIS M5 PIX0A TACACS AAA &

ais 59 B L2Eo| 55 8 | AL HES 815 AR Chet PXO) AP A
Ell L

ot
]

0||
o

C}
= o
uauth& H’”°|°*I—IEP ol Tgr MCOH AlZE M[EH = PIXE S8 &l MMe| 40| Zo{Tl R/E 9
OletX|= ei&LICRIRIE 24 o{R & X|o&LC.

ol ZZ2 AL TACACS+ Z2|¢o{2EEE NMZEL|Ct.

user = timeout ({

default service = permit
login = cleartext "tineout"
service exec {

ti meout 2

idletine =1

}

}

CI& % PIXO0{| A show uauth 232 AEHLIC}H

pi X- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

ANEXIH1E S 77 JEIZ Q2B PIXS| ClH 7} EAIELICH



109012: Authen Session End: user 'timeout', Sid 19, elapsed 91 seconds
ABRHE SUS Cf4 SAE Fi CHE SAER S04 I CHA| @15 3ok BT

- O 2L

7 HTTP

PIX 2|5 2| AIO|EQ} PIX AFA||0IM Q1B 0| ZRst AR HEIRX{7} AFEXl 0|51 HIZLHS E FHA|
SIEZ HI-EAMOI HEIRX SEH0| #&HE £+ Q&L|ct.

0|8 &x |o|'E=|D=| Chg BHEES ALE5tod PIX ZI|212|0|Mof REC 1918 FA(RUEH0IM 2t EE
2= QX[ PIX LHE ng%aon CHall K&t DRt FA)E F7I5t0] 71y HTTPE 73E = AU
&Lict.

virtual http #.#.#.# [warn]

AMEXRI7EPIX R 2 Li7tedn & il 1E 0| ERELICHZD of7i #H7t /o AL Xt= 2[C|H]
M HAIXIE gr&LCHRIE2 uauth°| Azt St =58 IEP MEXMo| L2t 4= CHE 7hHef
HTTPE AbS 3104 timeout uauth B X% AlZHS 02 A3t Al DHAIAIL. 07 313 AlK
MEHof| CHEF HTTP @1Z0] “o*XI%!L—IEL

7H4 HTTP ot RHI2E Chojo{ T3

99920
(Dutside)

9.9.9.7

PIX

‘ 17168118 115 (Mirtual IP 171.68.118.99)

el

Inside

TACACS+ Server 17168.118.143
171.68.118.101


http://www.ietf.org/rfc/rfc1918.txt?number=1918

PIX Z1T|gl 0] 714 HTTP O R HIRE

ip address outside 9.9.9.1 255.255.255.0
i p address inside 171.68.118. 115 255. 255. 255. 0
gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0
ti meout uauth 01:00: 00

aaa- server TACACS+ protocol tacacs+
aaa- server Aut hQut bound protocol tacacs+
aaa- server Aut hCutbound (inside) host 171.68.118.101 cisco timeout 10
aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthQutbound
virtual http 171.68.118.99

aut h-pronpt THIS IS PI X 5

7H& Byl

D E QH2E LU olRHRE EffZE QIB5HE S PIX
f&LIcholE "mall"I'—P 2 5
cH=lo] QIS E m MY ML
EZ0 Ci§t PIX sysloge

109001: Auth start for user '???" from9.9.9.10/11094
to 171. 68.118. 106/ 25

109009: Aut horization denied from171.68.118.106/49 to
9. 9 9. 10/ 11094 (not authenticated

HY U YR JIEF MEIAE Q1B 5[0 ZE8 QIE{E|S WAO| OfLISE 8 &R M2 QI5/H
B 2042 9I5 except HUS ABHLICHH Y MEH/BetollE 9] AA/S XIS MQIEt 2 ¢

20l MulAE QI3 & ATl L
[ % QISLICE Ol TS AFSaHE Jia E |
OIE # HIEATQI AHIA0] e E2hES AR MBIZ OIS E + UaLIc

B
A
O
E
FO
N
(o]
rr

32 virtual telnet 23S A}

FoIZ 0] WAE 4+ s

O| ofloflAH= TCP ZE 49 ECHEIO| 2|8 SAE 9.9.9.100{ M LI & EAE 171.68.118.1062 2 71
S| &LIC O]l ECHEI2 AXNZ QISE + icoZ 714 "ullg M™EELICHOIHIRE 7H4
o] B odAE HZE0| lo{of & LICH047|A 9.9.9.20 2! 171.68.118.20 25 714 A QlL|CH

7t "I QIH2E Cholo{ 3




99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

‘1?1.68.118.1’15

e

Inside

Tac+ Server 17168 118 106
17168118101

PIX Zix|ado|M 714t ElYl OIHIRE

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118. 115 255. 255. 255. 0

static (inside,outside) 9.9.9.20 171.68.118.20 net mask 255.255.255.255 0 0
static (inside,outside) 9.9.9.30 171.68.118. 106 net mask 255. 255.255.255 0 0
conduit permt tcp host 9.9.9.20 eq telnet any

conduit permt tcp host 9.9.9.30 eq tacacs any

aaa- server TACACS+ protocol tacacs+

aaa- server Aut hl nbound protocol tacacs+

aaa- server Authlnbound (inside) host 171.68.118.101 cisco timeout 5

AAA aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authl nbound
virtual telnet 9.9.9.20

TACACS+ M AEX} 4 7tat ElUll OlHRE

user = pinecone {
default service = permt

login = cleartext "pinecone"
service = exec {

timeout = 10

idetinme = 10

}

}
PIX CIHH 714 El4 PIHIRE




9.9.9.102| AF&Xt= HX{ PIX2]| 9.9.9.20 F40f HUE S S35 21E538H0F & LICt

pixfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171.68.118. 20/ 23
109011: Authen Session Start: user 'pinecone', Sid 13
109005: Aut hentication succeeded for user 'pinecone'
from171.68.118.20/23 to 9.9.9.10/1470

Cl&0f dE8t & show uauth WHE2 AL XFo|A| "time on the meter"7t USE EAIELICEH

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ut e timeout: 0:10:00
inactivity tineout: 0:10'00
0{7|A 9.9.9.102]| C|HIO|AE= TCP/49 EEHZE C|HIO|A R 171.68.118.106:

pi xfirewal | # 109001: Auth start for user 'pinecone’ from9.9.9.10/11104
to 171.68.118.20/23
109011: Authen Session Start: user 'pinecone', Sid 14
109005: Aut hentication succeeded for user 'pinecone' from 171.68.118.20/23
to 9.9.9.10/ 1470
302001: Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118. 106/ 49 (pi necone)
302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118.106/49 duration 0:00: 10 bytes 179 (pi necone)

7te ElUl ofRHIRE

OlRHIRE EEHEIR 7|2MOo R S{&E(I2 2 Jt¢f HUl ol RHIRE A8 I ECfZo| 25t
X| t&LICH O] oflof AE TelnetollA 714 9.9.9.302 2 LIS AL XH171.68.118.143 Q15 & L|Ct &
L 04Z40| ZA| AXELICHRIBE|H TCP EBHZ!0] 171.68.118.14301A41 9.9.9.102| HHZE {2 E

L|CH.



99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

17165 118114

—=

Inside

Tac+ Server 17168118 143
17168118101

PIX Z1m|T2]|0|4d Jt4t Bl ol RHIRE

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118. 115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uauth 00: 05: 00

aaa- server TACACS+ protocol tacacs+

aaa- server Aut hQutbound protocol tacacs+

aaa- server Aut hQutbound (inside) host 171.68.118.101 cisco tinmeout 10

AAA aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthCut bound
virtual telnet 9.9.9.30

PIX CltH1 714 B4l O} RHIRE

109001: Auth start for user '???" from 171.68.118. 143/ 1536
to 9.9.9.30/23
109011: Authen Session Start: user 'tineout_143', Sid 25
109005: Authentication succeeded for user 'timeout_143" from
171.68.118. 143/ 1536 to 9. 9.9.30/23
302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr
9.9.9.30/1537 | addr 171.68 .118.143/1537 (tineout_143)
304001: tinmeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/
302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr
9.9.9.30/1538 | addr 171.68 .118.143/1538 (tineout_143)
302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr
9.9.9.30/1537 | addr 171.68. 118.143/1537 duration 0:00: 03



bytes 625 (tineout_143)

304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr
9.9.9.30/1538 | addr 171.68. 118.143/1538 duration 0:00:01
bytes 2281 (timeout_143)

302009: O in use, 1 nost used

7t ' 2302

AEXR7E 7HA ©Y [pod| &g [ show uauth &2 vauthS EA|EFLICH

MI440] Bt % (uauthofl AIZHO| o} 9l H9) AFSRI7L ERHEIS STH5HK| Rt TS 5T 7Y
2Ll POl CHA| RS8Ok BHLICHOIZ | 5HEd Al440] SHRIEILICE

XE HEHEof

ZE H2oi cHet M Foivt e 4 &LICt 0| ofoiM= 2E obRHI2E0] Cis 215 0] 0
M| Eex|er TCP ZE 23-490i|= BB HefLch

PIX Z11|12] 0]

AAA authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthOutbound
AAA authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthOutbound

=10] 23-49 HRlofl U7| WHE o &S0 M 171.68.118.143~9.9.9.102 2 =YL [ 215 L
e Fo{7t RS LICE

OOII
vl
rr
oy
40
o
ol
g:-

HTTP M[440] 171.68.118.1430{ A1 9.9.9.102 & =¥
o AX| ko B2 PIXE TACACS+ ME{O| HTTPE

TACACS+ Z 2|90 Mt{ x|z oM

user = telnetrange {
login = cleartext "tel netrange”
cmd = tcp/ 23-49 {
permt 9.9.9.10
}
}

PIXE TACACS+ ME{O| "cnd=t cp/ 23- 49" 2} "cnd-arg=9. 9. 9. 10" ML EHLICEH

PIXHAM CIHZ

109001: Auth start for user '???" from 171.68.118. 143/1051
to 9.9.9.10/23
109011: Authen Session Start: user 'telnetrange', Sid 0
109005: Authentication succeeded for user 'tel netrange'
from171.68.118.143/1051 to 9. 9.9.10/23
109011: Authen Session Start: user 'telnetrange', Sid 0
109007: Authorization permtted for user 'tel netrange



from 171. 68.118. 143/ 1051 to 9.9 .9.10/23
302001: Built TCP connection 0 for faddr 9.9.9.10/23
gaddr 9.9.9.5/1051 | addr 171.68.1 18. 143/ 1051 (tel netrange)
109001: Auth start for user '???" from 171.68.118.143/1105
to 9.9.9.10/80
109001: Auth start for user '???" from 171.68.118.143/1110
to 9.9.9.10/80
109011: Authen Session Start: user 'telnetrange', Sid 1
109005: Aut hentication succeeded for user 'tel netrange'
from 171. 68.118. 143/ 1110 to 9. 9.9.10/80
302001: Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.1 18.143/1110 (tel netrange)
302001: Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111
| addr 171.68.1 18.143/1111 (tel netrange)
302002: Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange)
304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/
302002: Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111
| addr 171.68.11 8.143/1111 duration 0:00: 01 bytes 2329 (tel netrange)

HTTP, FTP & &4l o|e|o| Egf=|of CHEt AAA 07t2 &

PIX &~ ZEQ|o{ T 5.02 ECiE 07} 2% 7|58 HEELICH0|X 2150| 22 =M HTTP, FTP
2 EU olelo EEfEol CHE o{7I 2" BIZEE AME £ A&LICH

192.1.1.1

192.1.1.254 (Outside)

PIX

10.37.1.200 {Inside)

103115

QI EIRE{(192.1.1.1)0l M LHE 2tRE{(10.31.1.5)2 2 I} AUS TFTPO| SAlstzd™ 7HA €lg
Z7t5t04d TFTP Z 2 M| A0 CHEF +HE dL|Ct.

virtual telnet 192.1.1.30

static (inside,outside) 192.1.1.30 10.31.1.5 netmask 255.255.255.255 0 0
conduit permit udp any any

AAA authentication udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
AAA authorization udp/69 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound



AAA accounting udp/0 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

CI22 2, 192.1.1.19| 2|F EtEIM 714 IP 192.1.1.302 2 &5t 1 UDP7I PIXE SItE +
ULE 7t FTAE CISELICE O] oM E copy tfitp BEHAl Z2 M AT QIR 0IM LR R A|ZHE|
[A&Lct.

302006: Teardown UDP connection for faddr 192.1.1.1/7680
gaddr 192.1.1.30/69 | addr 10.31.1.5/69

PIX2| 2 E copy tftp EEHM(OI I0S = AL 04| 371 U)o CHal of7t2E BIZ =7} &ZetX|1o 21F
MHEZ MEELICHCHS 2 Cisco Secure Windows0il A TACACS Bl Z E2| of| &lL|C})

Dat e, Ti ne, User nane, Gr oup- Nane, Cal | er-1d, Acct - Fl ags, el apsed_ti ne,
service, bytes_in, bytes_out, paks_i n, paks_out,
task_i d, addr, NAS- Por t name, NAS- | P- Addr ess, cnd

04/ 28/ 2000, 03: 08: 26, pi xuser, Default G oup,192.1.1.1,start,,,,,,,
0x3c, , PI X, 10. 31. 1. 200, udp/ 69

2 He

- PIX HE &Z
- PIX M & X|# | 0|%|
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