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user = ddunlap {
password = clear "rtp"
default service = permit

}

user = can_only do_telnet {
password = clear "telnetonly"
service = shell {

cmd = telnet {

permit .*

}

}

}

user = can_only do_ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permit .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permit .*

}

}

}
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user=adminuser {
radius=Cisco {
check_items= {
2="all"

}
reply_attributes= {
6=6

}

}
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adminuser Password="all"
User-Service-Type = Shell-User

Merit RADIUS ME 74

PIXIP & 7|& Z2CI0|HE utdof F7+EFL|ct.

adminuser Password="all"
Service-Type = Shell-User

TACACS+ X 2|90 At ZHx| 2 o]

key = "cisco"

user = adminuser {
login = cleartext "all"
default service = permit

}

user = can_only _do_telnet {
login = cleartext "telnetonly"
cmd = telnet {

permit .*

}

}

user = httponly {

login = cleartext "httponly"
cmd = http {

permit .*

}

}

user = can_only do_ftp {
login = cleartext "ftponly"
cmd = ftp {

permit .*

}
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Tacacs Server
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Fadius Server

PIX Zdx|2|o|M

pix-5# write terminal
Building configuration...
: Saved

PIX Version 4.4 (1)

nameif ethernet0 outside securityO
nameif ethernetl inside securityl100
nameif ethernet2 pix/intf2 securityl0
nameif ethernet3 pix/intf3 securitylh
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pix-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol smtp 25

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol sglnet 1521

names

pager lines 24

no logging timestamp

logging console debugging

no logging monitor

no logging buffered

logging trap debugging

logging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

mtu outside 1500

mtu inside 1500

mtu pix/intf2 1500

mtu pix/intf3 1500

ip address outside 11.11.11.1 255.255.255.0

ip address inside 10.31.1.150 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255.255.255

ip address pix/intf3 127.0.0.1 255.255.255.255

no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

failover ip address pix/intf3 0.0.0.0

arp timeout 14400

global (outside) 1 11.11.11.10-11.11.11.14 netmask
255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115
netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101
netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask
255.255.255.255 0 0

conduit permit icmp any any

conduit permit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

timeout xlate 3:00:00 conn 1:00:00 half-closed 0:10:00
udp 0:02:00

timeout rpc 0:10:00 h323 0:05:00

timeout uauth 0:00:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

!

!--- For any given list, multiple AAA servers can !---
be configured. They will be !--- tried sequentially if
any one of them is down. ! aaa-server Outgoing protocol
tacacs+ aaa-server Outgoing (inside) host 171.68.118.101
cisco timeout 10 aaa-server Incoming protocol radius
aaa-server Incoming (inside) host 171.68.118.115 cisco
timeout 10 aaa authentication ftp outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Outgoing aaa authentication http
outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing aaa




authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Outgoing aaa authentication ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Incoming aaa authentication http
inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming aaa
authentication telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Incoming no snmp-server location no snmp-server
contact snmp-server community public no snmp-server
enable traps telnet timeout 5 terminal width 80
Cryptochecksum:b287a37a676262275a4201cac52399ca : end
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109001: Auth start for user '???' from 10.31.1.5/11004 to 11.11.11.15/23
109011: Authen Session Start: user 'ddunlap', sid 3

109005: Authentication succeeded for user 'ddunlap'

from 10.31.1.5/11004 to 11.11.11.15/23

109012: Authen Session End: user 'ddunlap', sid 3, elapsed 1 seconds
302001: Built outbound TCP connection 4 for faddr 11.11.11.15/23 gaddr
11.11.11.22/11004 laddr 10.31.1.5/11004
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109001: Auth start for user '???' from 10.31.1.5/11005 to 11.11.11.15/23
109006: Authentication failed for user '' from 10.31.1.5/11005 to 11.11.11.15/23
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from 10.31.1.5/11006 to 11.11.11.15/23
to 11.11.11.15/23 failed

Max number of tries exceeded'
to 11.11.11.15/23 failed
trying 171.68.118.101

109002:
(server
Auth from 10.31.1.5/11006
user ''

304006:
171.68.118.101 failed)

'"Error:
109001: Auth start for user '??27?'
109002: Auth from 10.31.1.5/11006
(server 171.68.118.101 failed)
Auth from 10.31.1.5/11006
171.68.118.101 failed)
URL Server 171.68.118.101 not responding,
1. to 11.11.11.15/23 failed
from 10.31.1.5/11006 to 11.11.11.15/23
|8 OIS B v =

- TACACS+
O{ELICHAIZRIE A
). CtS HIAIRIZF 2 AIELICH"TACACS+ A

Autﬁenélcation failed for
=
=
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109002
(server
109006
PIX C[EHT - AMEHol| ping & = &
otzh o= pingE =+ Q= Mol CHEE PIX CIHZ
IfLICtPIXE HIEAHES E EX| et&LcHES /U3
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from 10.31.1.5/11007 to 11.11.11.15/23

)

Auth start for user '?7??'
trying 171.68.118.199

Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

171.68.118.199 failed)

Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed
from 10.31.1.5/11007 to 11.11.11.15/23

109001:
109002:
(server . .
109002: .
(server 171.68.118.199 failed)
304006: URL Server 171.68.118.199 not responding,
109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed
(server 171.68.118.199 failed)
109006: Authentication failed for user ''
PIX C|HHZ - 4 215 - RADIUS
otz o= SHIE 2151 & PIX CIHOE E0oi& Lt
109001: Auth start for user '???' from 11.11.11.15/11003 to 10.31.1.5/23
109011: Authen Session Start: user 'adminuser', sid 4
109005: Authentication succeeded for user 'adminuser'
from 10.31.1.5/23 to 11.11.11.15/11003
109012: Authen Session End: user 'adminuser',6 sid 4, elapsed 1 seconds
302001: Built inbound TCP connection 5 for faddr
11.11.11.15/11003 gaddr 11.11.11.22/23 laddr 10.31.1.5/23
PIXC|HT - ¥R E QIS AISXL O|F &= H|ZHH#E) - RADIUS
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from 11.11.11.15/11007 to 10.31.1.5/23
from 10.31.1.5/23 to 11.11.11.15/11007
04 X|gt C|HHO| CI_E|
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&LCt.
'Error: Max number of tries exceeded

109001: Auth start for user '??2?'
109006: Authentication failed for user
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109001: Auth start for user '???' from 11.11.11.15/11008 to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 failed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 failed)

304006: URL Server 171.68.118.115 not responding, trying 171.68.118.115

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 failed)

109006: Authentication failed for user '' from 10.31.1.5/23 to 11.11.11.15/11008

PIX C|HH - M £ = F|/ECtO|E 8 2 X] ping® = 84& - RADIUS
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109001: Auth start for user '???' from 11.11.11.15/11009 to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 failed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 failed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 failed)

109006: Authentication failed for user '' from 10.31.1.5/23 to 11.11.11.15/11009
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aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
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109001: Auth start for user '???' from 10.31.1.5/11002 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only_do_telnet', sid 7

109005: Authentication succeeded for user 'can_only_do_telnet'

from 10.31.1.5/11002 to 11.11.11.15/23

109011: Authen Session Start: user 'can_only_do_telnet', sid 7



109007: Authorization permitted for user 'can_only_ do_telnet'

from 10.31.1.5/11002 to 11.11.11.15/23

109012: Authen Session End: user 'can_only do_telnet',6 sid 7,
elapsed 1 seconds

302001: Built outbound TCP connection 6 for faddr 11.11.11.15/23
gaddr 11.11.11.22/11002 laddr 10.31.1.5/11002 (can_only do_telnet)

PIX ClEHT - B4t I FM5t Hlof Almj - TACACS+

otell o= @1& +~&EO| EX|BF Het Fo{7h Mujst PIX CIHIE EoiELICH

O| 3tHNME "2 F et F0{ HFE"

109001: Auth start for user '???' from 10.31.1.5/11000 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do_ftp', sid 5

109005: Authentication succeeded for user 'can_only do_ftp'

from 10.31.1.5/11000 to 11.11.11.15/23

109008: Authorization denied for user 'can_only_do_ftp' from

10.31.1.5/11000 to 11.11.11.15/23

109012: Authen Session End: user 'can_only do_ftp', sid 5, elapsed 33 seconds

HHE F7}

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

Debugs A% BHE| M7 i M 049} ABI0| SUSHA EAITILICH 2L 71 MB"Y i}
"AE g Bl 227k HSELICE A AL "SI 314 71Z ol HaE HeLich
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TACACS+ 047t 28 BlZ E&= CtE3F Z&LICHCiscoSecure UNIXOIM 7t B2 E
,CiscoSecure NTOl| /= =2 ol 2l 22 7 2E = U&LICH)

Thu Jun 3 10:41:50 1999 10.31.1.150 can_only do_telnet
PIX 10.31.1.5 start task_i1d=0x7 foreign_ip=11.11.11.15
local_ip=10.31.1.5 cmd=telnet
Thu Jun 3 10:41:55 1999 10.31.1.150 can_only do_telnet PIX 10.31.1.5
stop task_id=0x7 foreign_ip=11.11.11.15
local_ip=10.31.1.5 cmd=telnet elapsed_time=4 bytes_in=74 bytes_out=27

RADIUS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming

Debuge AlH Zt2| M E= Al o{F 2k 4 #glo] SLstH EA|IELICE B LE "Built(Z |2 XS
)" AR B A I ZETF HESELICH Teardown" Al "stop" || 7|5 0| M&ELICE.

RADIUS AY 2| BlZ2E = Ch2 1 Z&LICH (Ol CiscoSecure UNIXO|A 7R ZdlL|ct
.CiscoSecure NTOl| = E=2 A &2 2 22 = U&LICH)



10.31.1.150adminuser -- start server=rtp-evergreen.rtp.cisco.com
time=14:53:11 date=06/3/1999 task _id=0x00000008
Thu Jun 3 15:53:11 1999

Acct-Status-Type = Start

Client-Id = 10.31.1.150

Login-Host = 10.31.1.5

Login-TCP-Port = 23

Acct-Session-Id = "0x00000008"
User-Name = "adminuser"
10.31.1.150 adminuser -- stop server=rtp-evergreen.rtp.cisco.com

time=14:54:24 date=06/ 3/1999 task_id=0x00000008

Thu Jun 3 15:54:24 1999
Acct-Status-Type = Stop
Client-Id = 10.31.1.150
Login-Host = 10.31.1.5
Login-TCP-Port = 23
Acct-Session-Id = "0x00000008"
User-Name = "adminuser"
Acct-Session-Time = 73
Acct-Input-Octets = 27
Acct-Output-Octets = 73

Except HH AL

HERFHM EH £ ol 215, Heh o = o720l E2shK| pictn EHErSt
HOST Z2 HYS e + UsLICH

aaa authentication except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing

aaa authorization except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing

RQUBM IP FAE "ol 2"st T HEF Fo{7t BHE F2 HEF FodoM IP FAE M| lstok gfLICH

ZlcH M = B 23018 ASXE H 7|

UL TACACS+ L RADIUS MEoll= "max—session" CE = "view logged-in users" 7| 0| Y& LICH
E|C) MM EE 201 AAEKHE 2HlstE 7152 3[A 7|§01I k2t et ELCHo{zt2 - AR
HlZE7F MMHEIRXR[B"SX|" B2 ET} I ZS'—?— TACACS+ &= RADIUS M= sl AFHE X7
O}% §:L°|E|01 JChD 7FEENLICHE, PIXE S8 MAM0] Qe %3'-?—)

Aol EM mFEof &Y L FTP @0 MEtgtL|ct.edde| EM Eo| HTTPOMIME= O] 7Is
ICHZ XS 61X St &LICHEHS ololME CHE WE Y3 Hn|ad|ol40o] AF | X[BH 7HF0| S

A-EXtE PIXE Safl @llst o|lS Sofl el5ELict

(pix) 109001: Auth start for user '???' from 171.68.118.100/1200
to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', sid 3

(pix) 109005: Authentication succeeded for user 'cse' from
171.68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23
gaddr 9.9.9.10/12 00 laddr 171.68.118.100/1200 (cse)



(server start account) Sun Nov 8 16:31:10 1998 rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task_id=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

MEHZE AR HIZEE EUXIB"SX[" HIZ =7 17| ME0H(ERH) HuHof "&S" AP A7 2
RIE|0] USS EAFLICHAIS A7 Q1B S EQZE 5t= CHE dZ(otOtE CHE PCol M) 2 Al
5t O] AFEXHoil CHEH ME{ 0| M max-sessions7t "1"2 A El AR (M7l max-sessionsE K| &
St= Ro 2 71Hd) Mol M 238 0| HE ELCh.

RE CHa SAEOM 2 = FTP HIZLIAE H& a8 O SR ELICH0{7IM 102

).

B 2=
FO Ol0

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr
9.9.9.10/128 1 laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998 rtp-pinecone.rtp.cisco.com cse

PIX 171.68.118.100 stop task_i1d=0x3 foreign_ip=9.9.9.25 local_ip=171.68.118.100

cmd=telnet elapsed_time=5 bytes_in=98 bytes_out=36

uauthZ} O(OHEH @18) EE= 1 O|&f(vauth 7|2t ¢k &F H QIE st CHA| Q1B St K| et =) QIX| 07
= HAMASH ZE AMO|EO| CHal| AIH Bl Z=7+ & EILCH

JSL HTTPE Z2E 29| S E0 Ch2A 2 SELICHOS 2 HTTPL| of &iLCH.

MEXt= PIXE S48l 171.68.118.10001 A 9.9.9.252 £ O|S & LILCt.

(pix) 109001: Auth start for user '???' from 171.68.118.100/1281

to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', sid 5

(pix) 109005: Authentication succeeded for user 'cse' from

171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr

9.9.9.10/12 81 laddr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task id=0x9 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr

9.9.9.10/128 1 laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse PIX 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

local_ ip=171.68.118.100 cmd=http elapsed_time=0 bytes_ in=1907 bytes_out=223

AExte 2223 E Ho|X|§ el&Lch

AlE Bl ZE= 16:35:3401 HAEIIS M EX| B|ZE= 16:35:3501 HAEII&LICH O CH2R2E=
12(F,AE B2 Ee X BZE Atolod 12 O|2H0| U/RELICH AAS X7 0{T5] B ALO|Eo| 2
J0QlElo] /e & HO|X|E ¢S [ HZ0| Y UELIN?0tLIR. Z|C MM EE= 2ORIEH ALE
A EZ(7F 07| M 2 SELIT?0tL L. HTTPL| @44 AlZh("7|2 MBS 2t "sHA" Atol2| Alzh)o| L{F
T7| HEZYLICH start" & "stop" B2 == Z= O/Fte| ZALICH"SX|" 7|F0| gl "Al&" BlZEE
7ol St =7t M2 R Q& LICtuauth7t 022 MHEEIQE O 2 W2 MEEINE
D E EMo|| CHall MHE ST "Al2" W "SX|" BZE7t AS JU&Lchae L HTTP 4Z
o| Y =0l = MM X 2T AAEXF 7|7t 2 S5HR| ek & LICH.

PIX Zt&|oll M o] P15 S &St

O™ =olo e PIXE Sall (X HTTP, FTP) ECHEE Q1&st= ZWO|& LIt ofeH of ofl A




£ pix0fl Ciet ’lo] 215 gio| & &Sst=X| & IghL|ct.

telnet 10.31.1.5 255.255.255.255
passwd ww

O oS BB E FIhstod PIXO| ©U AEXHE QIS ELICH

aaa authentication telnet console Outgoing

AMEXI7F PiIXol RSISHH Bl H|HHS ("ww")E 23stetes ZEZETJI EAIELICH PIXE 0l 8B
("2 A" M 2= 0| AFR 7| IHE) = RADIUS AL A} 0|2 2 H|YHE S Q& 8hCt,

aaa authentication enable console Outgoing

0| WS ALS5HH TACACS = RADIUS MHZ MEElE AFS A 0|81 HUHE S 2215zt
= HIAIX[7F ZA[ELICH Ol 32 "Outgomg(“**')" M S50| ALSE|22 20| TACACS AMHHZE
OIS EHLICt.enableoi et @15 HHZS 2101 O1F T2 SUHDZ ALBAHE TACACS i
RADIUSE £3ll TACACS £ RADIUSE AH&35toq PIXO 23918 4 Q/ckm 7h- g LIchol 2X
ol {1 ID #CSCdm470440| 2 EIA&LICH

ME7t CH2E B2 A8 KtE AHEXL O|F0f "PIX"E U245t T PIX0IM it enable H|XEHS
("enable password anything")& ©/235t0{ PIX &85t ZE0f| HMAE = U&LICH PIX I Eﬂ
0[|Mof| "enable password anything"0O| ¢i= B ALEXt= AFEXL O|F 0 "PIX"E =45t Ent
7|8 =240k g LICt.enable HIZHE 7 MY E[o] UX|EH & = Qi B AMAEHSHE2{H HIL ‘='d§_
S3 Cclazzr €t

A g OIS

PIX2| E7 2 &0l UM A 52T aaa authentication serial console WE2 A8 3tE{H Q15 &Ql0|
LR LICLAIER7E 2&0IM AT ol BHEE +&sHH syslog Dﬂ*lxlﬂ HEILICHPIXTH C|
2 220 M syslogE syslog EAER MESTEE 7+ E E2R). CHS2 syslog ME{ 2| of| &IL|C}.

Jun 5 07:24:09 [10.31.1.150.2.2] %PIX-5-111008: User 'cse' executed
the 'hostname' command.

ZSIZE MSAHEHZ

0
ATH
Tl
AL
2
r|r
.I.L

o
oT

THIS_IS_PIX_5 [at which point one would enter the username]



Password: [at which point one would enter the password]
OHCHS 2|5 SHMX| &Kol £2H6HH "Username:" 2! "Password:"& 22/5tH SMX| &X71 £
Al

®)

| ZEZELE PIXV} ObLl PIXE STHats AL RolAIEt Q&Fg nlElLc

&30 PIXO| HMASHZ| {5 &etH 3|A BZ =71 Qi&LCh

SS/AI Al HAIX] AHE X} H O

0

ZZ0| U

AL

o
ze

rr

auth-prompt accept "You're allowed through the pix"
auth-prompt reject "You blew it"

rot
y
W]
>
=

AR PIX

jn

S ol Ao/ 83 Al ChEE & & A&

THIS_IS_PIX_5

Username: asjdkl

Password:

"You blew it"

"THIS_IS_PIX_ 5"

Username: cse

Password:

"You're allowed through the pix"

A8AtE #7 S HOH A7k A3

£ 2 X vauth AlZF MIBH2 AF2AHE 2 TACACS+ MO S E £ Q&LICHHER 3 9
E AEX7F 8 Y8 "timeout uauth"E& 71 & A< O|E F35HX| OFAM A TIE LI AFERIEZ C}
uauths7t e B2 A& elo A2,

PIX2| 0f|0| M= timeout uauth 3:00:00 BT & AFEELICEO|= B AR 0| Q15 & R AT S
ot xielse EeIt gitte AE ololFLIct Ot Chs 22 a0t A =
PIX0{ A TACACS AAA Het H0{7t dHE B2 AIEX ZZ2EHQ

=
S MMel 40| #EZIcts WE oldlstx|E St&LICh AL

user = timeout {

default service = permit
login = cleartext "timeout"
service = exec {

timeout = 2

idletime = 1

}

}
Cl& £ PIXO0{| A show uauth WS AlsHsrL|Ct.

pix-5# show uauth
Current Most Seen



Authenticated Users 1 1
Authen In Progress 0 1
user 'timeout' at 10.31.1.5, authorized to:

port 11.11.11.15/telnet

absolute timeout: 0:02:00

inactivity timeout: 0:01:00

AER7HE S RF HEIZ U™ PIXS| C|H7F EA[ELICH

109012: Authen Session End: user 'timeout', sid 19, elapsed 91 seconds

AN2A= SQUSHCHAF BAE T CHE 3AEZ E012ZF [ ChA| @15 afof BLICH

7t HTTP

PIX 2|5 9| AFO|EQ} PIX RFA{| 04| A OI% LIQTH 42 HEIRX{7t AHEXI 0|1 HIZHS E FHA|
SIE 2 HIEAMOI HEIRXN S=H0| #&E £+ U&LCh

0|E A x|stedH ChS =
F HER=0| CHsll REStT 1
ct.

5104 REC 1918 FA(F, QB0 2t EE
8t ZA)S PIX 2ol 715104 7L HTTPE

virtual http #.#.#.# [warn]

S Oi7H H=Tt A2 AERHE 2T
LICk A Z Ao LPQP E CHZ 714
MYsHR| DR A2 0| H| otH A &

MEXI7LPIX IR E LP7PE4 g mf e150| EELCHE
M HAIXIE BH&LICHRIE2 uauthOI Azt Sot =8
HTTPZ AFE 3104 timeout uauth B X|& AI’*%
Me{odl cHE HTTP @4Z0] H*XIE'I—IEP

(0EAS

74 HTTP Of R HI2E of|:


http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html

99920
(Dutside)

99491

PIX

‘ 171.68. 118115 (Mirtual IP 171.68.118.99)

el

Inside

TACACS+ Server 17168.118.143
171.68.118.101

PIX Zx|2go|M 7t& HTTP O} RHI2E:

ip address outside 9.9.9.1 255.255.255.0
ip address inside 171.68.118.115 255.255.255.0
global (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

timeout uauth 01:00:00
aaa-server TACACS+ protocol tacacs+

aaa-server Outgoing protocol tacacs+
aaa-server Outgoing (inside) host 171.68.118.101 cisco timeout 10

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

virtual http 171.68.118.99
auth-prompt THIS_IS_PIX 5

7H&t 'Ll

D E QHIRE 2 o} RHIRE ECHEIE QBT E PIXE 745
"mail"d} £ 2 UL

oY M &2

PIX syslog0i| CtS1t 22 M AIX|7} ZAIELICEH

109001: Auth start for user '???' from 9.9.9.10/11094 to 171.68.118.106/25
109009: Authorization denied from 171.68.118.106/49 to 9.9.9.10/11094

(not authenticated

HY & U2 et MEIAE Q1B 5(0f BEE QIE{ES WAl0| ofLIDE 3 £ ME 15/
B H018 215} except BHS ALSELICHHY ME/BEt0IHE Q| AA/BHXIE MQIE 2F O



B).

st AE QlB5HoF & A2 virtual telnet B

F25HE 7AF glul IP 1I CHSE Q15 0| whde &~ Ql&LICt ol 215 & HIH4
ZI2 714 IPO| AGE AKX MHZE OIS E =

28iLt ofH ERO| 5
+ elaLchol Hue
x40l MulLof it E2

O| ofloflAME TCP ZE 49 EBHZI0| 2|8 S AE 9.9.9.100|M LHE SAE 171.68.118.1062 2 0|
S8 £ QL E E25le41 ELICL O] EBEIR2 AXZ QIS E £ glonZ 714 HUS MAEHL|
Ct.

7t Y QHIRE

99910
[outside)

9997 (Virnual IF 9.9.9.30)

PIX

‘1?1.68.118.1’15

e

Inside

Tac+ Server 17168 118 106
17168118101

PIX ZT| 220l 7H4 W Qlbte

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255.255.255.0

static (inside,outside) 9.9.9.30 171.68.118.106 netmask 255.255.255.255 0 0
conduit permit tcp host 9.9.9.30 host 9.9.9.10

aaa-server TACACS+ protocol tacacs+

aaa-server Incoming protocol tacacs+

aaa-server Incoming (inside) host 171.68.118.101 cisco timeout 5

aaa authentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming
virtual telnet 9.9.9.30

TACACS+ MH MEXl 4 714 ' 2lHI2



user = pinecone {
default service = permit
login = cleartext "pinecone"
service = exec {
timeout = 10
idletime = 10
}
}

PIX C[HHZ 7t4 EY CIHIRE:

9.9.9.102| AAEXtE TX PIX2| 9.9.9.30 FA0f HEUEE S35 2l&sHoF &LCt

pixfirewall# 109001: Auth start for user '???' from 9.9.9.10/11099
to 171.68.118.106/23
109011: Authen Session Start: user 'pinecone', sid 13
109005: Authentication succeeded for user 'pinecone' from
171.68.118.106/23 to 9.9.9.10/11099

0150 442324 show uauth B2304| "time on the meter"7} E A|ElL|C}.

pixfirewall# show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absolute timeout: 0:10:00
inactivity timeout: 0:10:00

:LEI" 9.9.9.102| C|HtO|A T} TCP/49 EEHZlE C|HFO|A(171.68.118.106)2 2 M&st2{n & 4

ﬂ_

-

pixfirewall# 109001: Auth start for user 'pinecone'
from 9.9.9.10/11104 to 171.68.118.106/49
109011: Authen Session Start: user 'pinecone', sid 14
109007: Authorization permitted for user 'pinecone' from 9.9.9.10/11104
to 171.68.118.106/49
302001: Built TCP connection 23 for faddr 9.9.9.10/11104 gaddr
9.9.9.30/49 laddr 171.68.118.106/49 (pinecone)
302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
laddr 171.68.118.106/49 duration 0:00:10 bytes 179 (pinecone)

7t Yl of2HI2E

OIRHIRE ECER 7|2Mo 2 S{ELI2E 714 EHUl o} RHIR2E AFR0| 1™ ECf=0| 2R3t
K| ot&LICHCFS ool A 171.68.118.1432] LIS Al2Xt= EYloZ 714 9.9.9. 3001| edZs5t 1 2l
SELICHES AZ-0| FA| ANIELICE

IEE|MH TCP EEHE0] 171.68.118.1430{ A 9.9.9.108| MHE F{& FLIC.



99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

17165 118114

—=

Inside

Tac+ Server 17168118 143
17168118101

PIX Zdx|a2|o|M 7+& EY of RHIRE:

ip address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118.115 255.255.255.0

global (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

timeout uauth 00:05:00

aaa-server TACACS+ protocol tacacs+

aaa-server Outgoing protocol tacacs+

aaa-server Outgoing (inside) host 171.68.118.101 cisco timeout 10

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing
virtual telnet 9.9.9.30

PIX CIEH2 7+ & &Y o} RHIRE:

109001: Auth start for user '???' from 171.68.118.143/1536 to 9.9.9.30/23
109011: Authen Session Start: user 'timeout_143', sid 25
109005: Authentication succeeded for user 'timeout_143' from
171.68.118.143/1536 to 9.9.9.30/23
302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
laddr 171.68 .118.143/1537 (timeout_143)
304001: timeout_143@171.68.118.143 Accessed URL 9.9.9.10:/
302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1538
laddr 171.68 .118.143/1538 (timeout_143)
302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
laddr 171.68. 118.143/1537 duration 0:00:03 bytes 625 (timeout_143)
304001: timeout_143@171.68.118.143 Accessed URL 9.9.9.10:/
302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr 9.9.9.30/1538



laddr 171.68. 118.143/1538 duration 0:00:01 bytes 2281 (timeout_143)
302009: 0 in use, 1 most used

74 " 23012

AMEX7F 7HA =G poj| BLE I show uauth %‘%‘% uauthE EAELICHAFS K7L M[AMHO| Bt
% (uautholl AlZto| ol /2 ) EciEo| MEEIX| =5 5ted™ 714 EUl |Poi| CFA| &S] oF
grLICh. o|= Al 3t MM 0| SHA|EILICEH

XE HEHEof

ZE #Qlof et HEt Rof7l RE £ aLchod ololMe 2E ofRHl2=0l Cisl 2150l
3| O TCP ZE 23-4901| CHai A2 #3H Ro7h WL,

Il
FO
5%
ﬁ

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing
aaa authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

[tetA] &yl L E 230] 23-49 B 2(0f @ 7| {2 0i &0 A 171.68.118.1430{| A 9.9.9.107t K| 215
9! 5 2047} GATSLICHHTTP A ; 171.68.118.14301141 9.9.9.102 2 TI&st= FP 0™
S| @158l oF SHX[BF 800] 23-49 H2|0f UX| 22 E PIX= TACACS+ MO HTTPE *Olor_._
£ QHsHX| et&LCt

TACACS+ Z2|9]0{ A Zix| 28] 0]4d

user = telnetrange {
login = cleartext "telnetrange"
cmd = tcp/23-49 {
permit 9.9.9.10
}
}

PIXE= TACACS+ AE{0i "emd=tcp/23-49" & "cmd-arg=9.9.9.10"€ E'HL|C}.

PIX0| M C|EH2:

109001: Auth start for user '???' from 171.68.118.143/1051 to 9.9.9.10/23
109011: Authen Session Start: user 'telnetrange', sid 0

109005: Authentication succeeded for user 'telnetrange' from
171.68.118.143/1051 to 9. 9.9.10/23

109011: Authen Session Start: user 'telnetrange', sid 0

109007: Authorization permitted for user 'telnetrange' from
171.68.118.143/1051 to 9.9 .9.10/23

302001: Built TCP connection 0 for faddr 9.9.9.10/23 gaddr 9.9.9.5/1051
laddr 171.68.1 18.143/1051 (telnetrange)

109001: Auth start for user '???' from 171.68.118.143/1105 to 9.9.9.10/80
109001: Auth start for user '???' from 171.68.118.143/1110 to 9.9.9.10/80
109011: Authen Session Start: user 'telnetrange', sid 1

109005: Authentication succeeded for user 'telnetrange' from
171.68.118.143/1110 to 9. 9.9.10/80

302001: Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
laddr 171.68.1 18.143/1110 (telnetrange)



302001: Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111
laddr 171.68.1 18.143/1111 (telnetrange)

302002: Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110

laddr 171.68.11 8.143/1110 duration 0:00:08 bytes 338 (telnetrange)

304001: timeout_143@171.68.118.143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 laddr
171.68.11 8.143/1111 duration 0:00:01 bytes 2329 (telnetrange)

#ed HE

. Cisco PIX &8l Ax EQo A& K|
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