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PIX 41|12 0]M

pi X2# write terminal
Bui | di ng configuration
Saved

Pl X Version 4.2(2)
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd OnTr BUGLTpOednkr encrypted
host nane pi x2
fixup protocol http 80
fixup protocol sntp 25
no fixup protocol ftp 21
no fixup protocol h323 1720
no fixup protocol rsh 514
no fixup protocol sqglnet 1521
no fail over
failover timeout 0:00:00
failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
failover ip address 0.0.0.0
names
pager lines 24
| oggi ng consol e debuggi ng
no | oggi ng nonitor
| oggi ng buffered debuggi ng
| oggi ng trap debuggi ng
l ogging facility 20
interface ethernet0 auto
interface ethernetl auto
interface ethernet2 auto
i p address outside 9.9.9.12 255.255. 255.0
i p address inside 171.68.118. 103 255. 255. 255.0
ip address 0.0.0.0 0.0.0.0
arp timeout 14400
gl obal (outside) 1 9.9.9.1-9.9.9.9 netmask 255.0.0.0
static (inside,outside) 9.9.9.10 171.68.118. 100 net nmask
255.255.255.255 0 0
conduit pernit icnp any any
conduit pernit tcp host 9.9.9.10 eq tel net any
no rip outside passive
no rip outside default
no rip inside passive
no rip inside default
timeout xlate 3:00:00 conn 1:00: 00 udp 0:02: 00
ti meout rpc 0:10: 00 h323 0: 05: 00
ti meout uauth 0:00: 00 absol ute
]
!--- The next entry depends on whether TACACS+ or RADIUS
is used. ! tacacs-server (inside) host 171.68.118.101
cisco timeout 5
radius-server (inside) host 171.68.118.101 cisco timeout
10
!
!--- The focus of concern is with hosts on the inside
network !--- accessing a particular outside host. ! aaa
authentication any outbound 171.68.118.0 255.255.255.0
9.9.9.11
255.255.255.255 tacacs+|radius
]

!--- It is possible to be less granular and authenticate




!--- all outbound FTP, HTTP, Telnet traffic with: aaa
aut hentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+| radi us aaa authentication http outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radi us aaa

aut hentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius ! !--- Accounting records are
sent for !--- successful authentications to the TACACS+
or RADIUS server. ! aaa accounting any outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius ! no snnp-server
| ocation no snnp-server contact snnp-server conmunity
public no snnmp-server enable traps telnet 171.68.118.100
255. 255. 255. 255 mu outside 1500 ntu inside 1500 ntu
1500 Snmallest ntu: 1500 fl oodguard O tcpchecksum sil ent
Crypt ochecksum be28c9827el13baf 89a937c617cf e6dal : end
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user = all {
password = clear "all'
default service = permt

}

user = telnetonly {

password = clear "tel netonly"
service = shell {

cnd = tel net {

permt .*

}

}

}

user = ftponly {

password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}



}
}

user = httponly {

password = cl ear "httponly"
service = shell {

cnd = http {

permt .*

}

}

}

Cisco Secure UNIX RADIUS AMH #4

& GUIZEHE AFS A CIE{H 0| A)& AFEs5tod PIX IP & 7|& NAS(Network Access Server) 5
Sof FIteLIch.ctE0t 20| AFSRE ABFREZE LEEFELICE.

all Password="all"
User - Servi ce- Type = Shel | - User

Cisco Secure NT 2.x RADIUS

CiscoSecure 2.1 22+l &l ¢ MEMO| ME 7 MMMz Mo chal| dHELICHE S
6(Service-Type)2 210! EE= ZH2|QLCH.

GUIE AtE3t0{ NAS Configuration(NAS Z1I|12|0|M) MMoi| M PIXe| IPE F7tgfLCt.

EasyACS TACACS+

EasyACS dBA= 4 HEE MSELICh

1. 2§ A40i M Shell exec(exec Teh £04)2 SEIFLIC.

2. PIXOl| M8t £0{E€ F7I5t24™ 2 & A 5tEH2| Deny unmatched 10S HAES 2| LIC

.58 4 %'Eo:'oﬂ CHall Add/Edit(od]: B E AI_-lE_I-lllédI-L’lEI-.

4. "HHg E AIO|E0] 51835t Q4 MMof IPE QUR{ELICI 2 E AO|Eo] HUIE 5836t
tiH SE0| gis ZE el 38 & =g ct

5. HEl ¢t2 HHES 2L

6. IS Ll ZF HH(o: &l HTTP L/E = FTP)ol| CHaH 1EHAIRE] 5SS AT R| =8 EHL|C.

7. GUIE AF83104 NAS Configuration(NAS Z1Z|22{|0|4A) MMM PIX2| IPE F7tHELIC.
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4. 2ulg S Ao|Eof &85tedH 2l Mol IPE UFLICHOI: "permit 1.2.3.4"). ZE At
O|E0 HHZ 5{83l2dH S50l s ¢l & 8 =& LCH

5. Submit(ME)E S=|gfLct.

6. 318kl ZF BH(odl: Y, FTP Z/E= HTTP)of| CHall 1EHH| R E{ SEAIR| =~ & LICH.



7. GUIE AI&3t04 NAS Configuration(NAS Z1IZ| 12| 0|4A) MMM PIXQ| IPE F7HELICE

Livingston RADIUS MH #4
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all Password="all"
User - Servi ce- Type = Shel | - User

Merit RADIUS M 74

PIXIP & 7|& Z2CI0|HE utdof F7+EhLICt.

all Password="all"
Servi ce- Type = Shel | - User

TACACS+ Z2[904 A ZHx| 2 o]

# Handshake with router--Pl X needs 'tacacs-server host #. #.#.# cisco'
key = "cisco"

user = all {
default service = permt
login = cleartext "all"

}

user = telnetonly {

login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = ftponly {
login = cleartext "ftponly"

cmd = ftp {
permt .*
}

ClHZ EHA

- AAA(Authentication, Authorization, and Accounting)E F7+357| Fof PIX ZAx|2g|o[A40] =
S3t=X| &I LICIAAAE A7 Mol EBfElg MY E = ol 42 UHEH EEE ™
e = elgLct

. PIXOIM 222 &35} LIC} logging console CIHHZE B2 2 =7} B2 A|ARI0|AM AFSE
%= @& LIt logging buffered C|HHZ 'E'S""-S"’ A& = &LICH. O™ CFE show logging EE =
logging 2| £22 syslog MHE TESHT HALE = JU&LICEH
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CI22 2HIE 2152 Z PIX C|H{29] of|L|Ct.

109001: Auth start for user '???" from 171.68.118.100/1116 to 9.9.9.11/23
109011: Authen Session Start: user 'bill', sid 1
109005: Aut hentication succeeded for user 'bill
from171.68.118.100/1116 to 9.9.9.11/23
109012: Aut hen Session End: user 'bill', sid 1, elapsed 1 seconds
302001: Built TCP connection 1 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1116
| addr 171.68.118. 100/ 1116 (bill)

PIX C|H - #RE QIS AM 3%} O|F EE= HIYHE) - RADIUS

Ol X E AUBMEX O|F & HIZHEZ)S MESHE PIX CIHZ 2| oi| LI AR A| L
7He| AHERL O|F/HIZHE METE EAIELICH 7 ZICH HA|E = E0b" HAIX|7F EA[ELICH

AT FTP AIEQl 7 8t 0| AT 7} IR ELICHHTTPL| ZS 23 MAIZ 7t 51 ELICH

109001: Auth start for user '???" from 171.68.118.100/1132 to 9.9.9.11/23
109006: Authentication failed for user '' from
171.68.118.100/1132 to 9.9.9.11/23

PIX C|EH1 - A Ct2 - RADIUS

O|d2 M7t Ch2 &l PIX CIH 2| 6| YLICHAIS A= AFEX O|F S B | Qg LI O O S

ME{7} "SEst D H| 2 E% LEELICH3E]).

109001: Auth start for user '???" from 171.68.118.100/1151 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
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109001: Auth start for user '???" from 171.68.118.100/1200 to 9.9.9.11/23
109011: Authen Session Start: user 'cse', sid 3
109005: Aut hentication succeeded for user 'cse'
from171. 68.118. 100/ 1200 to 9.9.9.11/23
109012: Aut hen Session End: user 'cse', sid 3, elapsed 1 seconds
302001: Built TCP connection 3 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1200
| addr 171.68.118.100/ 1200 (cse)

PIXCItH - & RE QASASA O|F £ HIEHE) - TACACS+

Ol X E BAEX 0|F E& HIZFHS)E MAE5H= PIX CIHZL| of LCH AR ROl A |
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109001: Auth start for user '???" from 171.68.118.100/1203 to 9.9.9.11/23
109006: Authentication failed for user
from171.68.118.100/1203 to 9.9.9.11/23

PIX C|HH1 - M C}2 - TACACS+

Ct2 =

P =
E|O Al S =3P HIAIX|7F EAIELCEH

109001: Auth start for user '???" from 171.68.118.100/1212 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 fail ed)

PIX CIEH2 9| 6| LICHALS A= AFEXL O|F S B | &

109006: Authentication failed for user '' from 171.68.118.100/1212 to 9.9.9.11/23

e 04 £t

OIZ gio| Het Hoi7l KRS KI QoD E SUE 24 I Chatol HEt Kof7}

aaa authorization any outbound 171.68.118.0 255.255.255.0 9.9.9.11
255.255.255.255 tacacs+|radius

= Ml OFRHI2E MH|AT 25 2 15 E 89

aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius

aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius

aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius
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109001: Auth start for user '???" from 171.68.118.100/1218 to 9.9.9.11/23
109011: Authen Session Start: user 'telnetonly', sid 5
109005: Aut hentication succeeded for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23
109011: Authen Session Start: user 'telnetonly', sid 5
109007: Authorization permitted for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23
109012: Aut hen Session End: user 'telnetonly', sid 5, elapsed 1 seconds

Zegfct



302001: Built TCP connection 4 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1218
| addr 171.68.118. 100/ 1218 (tel netonly)

PIXC|H - & 8 @IS o|Xx|gt Mt £0{0f|A alm - TACACS+

ct
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o= 915 +Z0| EXIBH Mt 2o M ATB PIX Cle{12| o Lict.

109001: Auth start for user '???" from 171.68.118.100/1223 to 9.9.9.11/23
109011: Authen Session Start: user 'httponly', sid 6
109005: Aut hentication succeeded for user 'httponly
from 171. 68.118. 100/ 1223 to 9.9.9.11/23
109008: Aut hori zation denied for user 'httponly
from 171. 68.118. 100/ 1223 to 9.9.9.11/23

PIXCIHZ - &2 E QIE, #Het 20o{E A= X| &S - TACACS+

OIF U M3t 2047} QL= PIX C|E{L9] Ol A|O|X|BF FHRE QIB(ASX} O =
ol | kkesLICh AL ROl U 4Ol AL Rt Ol B /H| L
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109001: Auth start for user '???" from 171.68.118.100/1228 to 9.9.9.11/23
109006: Authentication failed for user '' from 171.68.118. 100/ 1228
to 9.9.9.11/23

PIX C|HH - QI&/3#H8 504, MH Ct - TACACS+

CHE2 Q& & Het #0471 U= PIX CIHZ 2| o| ULICH M7t CH2 E[RE LICHAE R 7L ALERE
O|§& & H HAUHLICLFZA"F 20 AT H+E ZoH&LICH" ZA[ELICH

109001: Auth start for user '???" from 171.68.118.100/1237 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118. 101 fail ed)
109006: Authentication failed for user '' from 171.68.118.100/1237
to 9.9.9.11/23

HHN F7}

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0: tacacs+

Debugi= 0472 E10] 74x{ QU K| 4K QU= X| EHOIBFLICE22{LE "Built(7 12 MB)'Y mf "Al%t" 2]
A 27 HEEUCHES A" Al S K| 31 71 0 MSELIC

109011: Authen Session Start: user 'telnetonly', sid 13
109005: Aut hentication succeeded for user 'telnetonly
from 171.68.118. 100/ 1299 to 9.9.9.11/23



109011: Authen Session Start: user 'telnetonly', sid 13

109007: Authorization permtted for user 'tel netonly'
from 171. 68.118.100/ 1299 to 9.9.9.11/23

109012: Aut hen Session End: user 'telnetonly', sid 13, elapsed 1 seconds

302001: Built TCP connection 11 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
| addr 171.68.118.100/ 1299 (tel netonly)

302002: Teardown TCP connection 11 faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
| addr 171.68.118. 100/ 1299 duration 0:00:02 bytes 112

TACACS+ 01728 BlZ == 0| E231t Z&LICH(CiscoSecure UNIXO| A 7kX42 ZdILICt.Cisco
Secure Windows2| HIZE= €lE2 FEE = JU&LICH

Tue Sep 29 11:00: 18 1998 redclay cse PI X 171.68.118. 103
start task_i d=0x8 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net
Tue Sep 29 11:00: 36 1998 redclay cse PI X 171.68.118. 103
stop task_i d=0x8 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_ti me=17
bytes_i n=1198 bytes_out =62
Tue Sep 29 11:02:08 1998 redclay telnetonly PI X 171.68.118. 103
start task_i d=0x9 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net
Tue Sep 29 11:02:27 1998 redclay telnetonly PI X 171.68.118. 103
stop task_i d=0x9 foreign_ip=9.9.9.11
| ocal _i p=171. 68. 118. 100 cnd=t el net el apsed_ti me=19
byt es_i n=2223 byt es_out =64

Ol 2= & Ci=n Zo| #EELCH

DAY MO DATE TI ME YEAR NAME_OF_PI X USER SENDER PI X | P START/ STOP
UNI QUE_TASK | D DESTI NATI ON SOURCE
SERVI CE <TI Me> <BYTES | N> <BYTES QOUT>

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 radius

Debugi= 017H2 50| K| 2= K| THA QU= K| SQIBFLICE IBILE "Builk(7]2 MB)'e m " A%t &
Al Bl 2 =7t MSEUCHES A" Al "B Xl 214 71% 0l HSELICH

109001: Auth start for user '???" from 171.68.118.100/1316 to 9.9.9.11/23
109011: Authen Session Start: user 'bill', sid 16
109005: Aut hentication succeeded for user 'bill
from171.68.118. 100/ 1316 to 9.9.9.11/23
109012: Authen Session End: user 'bill', sid 16, elapsed 1 seconds
302001: Built TCP connection 14 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
| addr 171.68.118.100/ 1316 (bill)
302002: Teardown TCP connection 14 faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
| addr 171.68.118.100/1316 duration 0:00: 03 bytes 112

Mon Sep 28 10:47:01 1998
Acct - St atus- Type = Start
Client-1d = 171. 68.118. 103
Logi n-Host = 171.68.118. 100



Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000004"
User-Nanme = "bilI"

Mon Sep 28 10:47:07 1998

Acct - St at us- Type = St op
Cient-1d = 171.68.118. 103
Logi n-Host = 171.68.118. 100
Logi n- TCP- Port = 23

Acct - Session-1d = "0x00000004"
User-Nanme = "bill"

Acct - Sessi on- Ti e

=5
ol 2= O3 Zo| #EELICH

Acct - St at us- Type = START or STOP
Client-1D = IP_OF_PIX

Logi n_Host = SOURCE_OF_TRAFFI C
Logi n- TCP-Port = #

Acct - Session-1D = UNI QUE_I D_PER _RADI US_RFC
User - nane = <what ever>

<Acct - Session-Tine = #>

ZICH A S 23218 AHEX 27|

UL TACACS 2! RADIUS Aol "max-session" CC = "view logged-in users" 7|5 0| 4 &LICH
0 M EE 27191 ABRHE HRUSHE JIS 2 8l 710 w2t ek Lich AR ARk 32
=7} MAEIRIEF "B A|" 2|27} 8= 72 TACACS EE RADIUS A 7H0I0] ofx 210!
Zlof It JHEELICHPIXE S8 M0 QI&LICEH ol 9_475'94 S ol & U FTP A4
of M&gLicto& =™ ctsa Z&Luct

0%
it

A
T

AR HUAL2 PIXE S5l 171.68.118.10001|A 9.9.9.257H K| M&E|H, CI2 & 215 H*t
L|C}.

(pix) 109001: Auth start for user '???" from 171.68.118. 100/ 1200
to 9.9.9.25/23
(pix) 109011: Authen Session Start: user 'cse', sid 3
(pi x) 109005: Authentication succeeded for user 'cse' from 171.68.118. 100/ 12
00 to 9.9.9.25/23
(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23 gaddr 9.9.9.10/12
00 | addr 171.68.118.100/1200 (cse)
(server start account) Sun Nov 8 16:31:10 1998 rtp-pinecone.rtp.cisco.com
cse PI X 171.68.118.100 start task_i d=0x3 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 crmd=t el net

MEH7HAlSt BB 8 QLIRS R AT} 17| mE0l(0] AlRollid) Mol "L AR}
7k 220l5l0f 9ig & EARLICLASKIT} 9158 RS ot & [ @Z(THE Poel 39)8
A 3t30 0f AL&xfoll Chah ZIch M0l MEHOIM "1"2 HHE ZP Muiold 270l A2

AMNEXte Y ZAEM HIZLIAE et O SEELICH0A7IM 108 £2).

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
| addr 171.68.118.100/ 1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp- pi necone. rtp.cisco.comcse PIX
171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100



cnd=t el net el apsed_tinme=5 bytes_in=98 bytes_out =36
uauth7t 01X| 04F(F, 0 @15) EE= 1 0|4 (vauth 7|ZF Sk 8 | 2l
MABH 2 E AO|Eo| it AE BllZE 2ol [&LICH

O

o
|l
>
ro
O
re
]
2

dL} HTTPE Z2EZ9| EAM Z20| CtE2AH &S| Ct.of:

MEXt= PIXE &3l 171.68.118.10001 A 9.9.9.252 £ O|S & LLC}.

(pix) 109001: Auth start for user '???" from 171.68.118.100/1281
to 9.9.9.25 /80 (pix) 109011: Authen Session Start: user 'cse', sid 5

(pi x) 109005: Authentication succeeded for user 'cse'
from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr 9.9.9.10/12 81
| addr 171.68.118.100/ 1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.com
cse PI X 171.68.118.100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 crmd=http

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
| addr 171.68.118. 100/ 1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse PI X 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti ne=0
bytes_ i n=1907 byt es_out =223
ArExte 228 @ Ho|X[E ed&Lct

ICtolCHRREEE 1X (AR BlZELQ SX| dlZ = Ato|of 12 O|2H 0| ARi&LC
A-EXE7E 04715 & ALO|Eof| 232l |0] I 40| 04T5| Peq U&LIt?otL L.

Z|CH MM EE= 23018 AFSAF 27|71 047| M &S L 7M?0tL 2, HTTPR| @32 AlzZto| L &
7| 2 ALICH"Built(7|£ AH)"0oll M "Teardown"("start(A|ZH)" & "stop(S X|)" |2 ) AFO|2] AlZH
2 Z 0|2 ALCH"S X" 7|5 0| i "AlE" B2 EE 7Ho| 8L &=7tof M2 2 I&LICH
uauthZ7t 022 MHEE|IQIEXR| £ O o4 o] gte 2 MHEE|IREXIH 2tAgio] ZE ERMEHMO| Cl
Sl Mol "AlEf" 2 "E X" HZET| 045 MESELICH L HTTP 22| §4 miEoil =ICH Al
MA 239 AKX E7(71 & &5HK| et &Lt

Except HE AL

HEF oM Bt &l ALEXH171.68.118.100)2 215 ER7t itk ZHSH OIS 2 o +
A&LICH.

aaa authentication any outbound 171.68.118.0 255.255.255.0 9.9.9.11
255.255.255.255 tacacs+

aaa authentication except outbound 171.68.118.100 255.255.255.255 9.9.9.11
255.255.255.255 tacacs+

PIX Zt&j|ofl CHEr OIS




O|H9l =olol ME PIXE Sl (X HTTP, FTP) EEHM'% O_%érf ZelLict4.2.28 AHE5HH
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telnet 171.68.118.100 255.255.255.255

A}%M.j} P|X0| E-IIL:|I0|.I:|:| E-IIL:II H|I:IEII:|I_-|§_ O | |'E ZEZEY |'£ |5||_|L_.|- 3 pIXe
TACACS+ EF= RADIUS Argxr O|§ L HILHS E @ HELICT

MEXMAHH EAZE ZTEILE HE

]

Haie Z7}st= Z<Rauth-prompt YOU_ARE_AT THE_PIX, PIX2 E1t5t= AL XHs CFS Al
AE B % 2aU

YOU ARE_AT _THE PI X [ at which point you enter the username] Password:[at which point you enter
the password]

%8 S| =AH5HH "Username:" & "Password:" TE X E 7} EA|IELICIO| ZEZEE PIX7}
Ot PIXE S1tst= AFE A AHIZH &2 Ell"'l—lEP.

B PIXOl HM|A ST | fs Zetl 2[A B2 =71 el&Lch

#Ed HeE

. Cisco PIX &8l AZ EQo{ A E X|¥
. Cisco Secure PIX Firewall H&i &=

- RFC(Request for Comments)

. 7|1% R % M - Cisco Systems
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