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4.10S IPS ZdI|1cio|M & MEO| SHIEH EEEIR=X] &I LCEH
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105 IPS Login Eq

Enter User name and password for [0S IPS

Usemame: |admin

FPassword: ’““|

OK | Cancel

X o|ED} &5 E Q2dstL|Ct
4. SDM AFE R} QIE{TH| 0| A 0{ A Configure® £ 2!8 C}Z Intrusion Prevention2 £ 2!
. Edit IPS B2 Z=/gLIct.
6. 2t E{0l A SDEE Y 20| &35t E[X| 2t 2 JA< SDEE &€&
Ct

: |
Information E3 !

(@) ]
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r
ful

Hdstetedt OKE =8

jo
Htok

@ SDEE nofification iz not enabled. IPS will enable SDEE notification so it
can receive SDEE messages.

7. Edit IPS(IPS %) €42] Download signature file from Cisco.com(Cisco.comlA M3 mtd C}
22E) B0l M Get the latest SDM file and CLI pkg(Z|4! SDM 1} 7+x{27| & CLI pkg)
oiC|2 HHES 228t O3 BrowseE 22510 R ZC 8 IS XEE 2L PCO|CIHE
2I& MEHELICHTFTP 22 FTP M RE CIMEZ|E MHE £ &LICH O| CIMEE(E
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9. CCO 219! chHat A7t LIEtLIE CCO S5 ALEX O|F 1t & E & ALSELICH

Enter CCO Usemname and Password

Username: user
Password: .
QK | Cancel | Help

SDME Cisco.com0i| ¢3Z45}04
SDM I+ 2(0d|: sigv5-SDM-S307.zip) & CLI pkg T+ (0dl: 10S-S313-CLI.pkg)S 7EHH |0l A 4
=3t CIAE 2|2 (LR 2 28| AIRELICLS 1U0| 25 CH2 2 S E5|H SDME CHe 2 =8
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OClick Yes to confirm, Mo to quit.

& Do you want to push this packages to router?

Ma

10.10S IPS7} 2t E{0]| o} &l LM E|X| gtto 2 2 NoE S =2IELICE.

11. SDMO| %=|A110S CLI ME m7|X|E CI2Z =38 ¥ Create IPS B2 22!5t0{ = 7| 10S IPS
AL|azlo|MS dAELIC.

12. 2t REO] B8 AHE S M8 3teteE HIAIXIZE ZAIZIH Apply Changes(#H4 Al M 8)E &
2|grLct.

13. Launch IPS Rule Wizard& & =|#fL|Ct. SDMO| ¢ 2l2 HAMSI7| 2|51 2t E{oil CHEF SDEE
MEATEME dHslof &2 22l= chst 4RI} LEEHS LICH

o Cinco Rouier and Securiy Device Manager [SD): L 722 590,73
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14. &Ql2 8 2|8LICt Authentication Required CH3l A AF7} LEEFSFL|CH



Authentication Required

Enter login details to access level_| or view_access on
1172.25.90.39:

User name: |admin

Password:

[~ Save this password in your password list

BTl

Authentication scheme: Integrated Windows

15. SDMO| 2t RE{0f| Q15 5= Ol AFE8H ALKl 0|1 S E U245t OKE Z=2I8LICHIPS
Policies Wizard CH3} & XF7}F LIEFSFL|CH

IPS Policies Wizand

Welcome to the IPS Policies Wizard

This wizard halps you fo configurs the IFE niles for an inlerface and to spacify the
location of the conflgurabion and the signatune fila.

This wizard will assistyou in configuring tha fallowing tasks:
* Selact the inlerface to apply the IFS rule
* Helact the rafc fow direction that 2hould Be inkpacted by the IPS milss.

* Spacify the signature file and public key 1o be used by the router.

* Specify the config location and select the catagory of signatures 1o be applied o
the selected inberfaces,

To continue, click Mexdt

‘e | cancel| Heip |




16. Next(CH=)E & =&rct

IPS Policies 'Wizand

Selact Interfaces
Belact the inlerfaces to which the IFS ule should be applied. Also choose whether the rule
should be applied 10 INDOURD OF outbound.

Interface Name | Inbound | Outbound
GigabiEthermatim | r
GigabEhermaiin F C
Wiani r B
Vian192 r r

-aml lerl Firteh I CH‘H:HI Help I

17. Selected Interfaces(ME{ St QIE{H| O|A) &0l M SHE IOS IPSE M E

& QIE{H OlA U W

g M=B CH2 Next(CHR)E 223t A& LTt



IPS Policies Wizard [ ]
Signature File and Public Key

— Signature File
i Specify the signabure file you want to use with 103 IFS,
Signatura File: |mn-mn 1.1 25N08-8313-CL.pkg i [

" Getthe latest signaturs file from Cistacom and saa o PC.

Lescatior | S |

Tepolef T
Configure Public Ky
Marms; Irealm-cls.-:n pub |
Ky, FE3FOCET B9BCBTEE Y94AETAC FA'QIE131EIFE|[:I

50437722 FFEEBSEY SE41089FF CC1B8CES GIC

00GCF498 OTSFBEFE ASB3FB1F SFETBICE 5531

ZFSEDEZE S018EFIC B0CALFAD BTBFCAZE BFF

F3020301 0001 -
F

1] |

«Back | Medt= | Firich | cancel| Help |

18. Signature File and Public Key & 2| Signature File &32301 A Specify the signature file you
want to use with 10S IPS 2}C|2 HE& Z 28t CtF Signature File HE(...)& Z2!5t04 7E
HolM X|Het CIREEZE A|ILIA m7|X| ot do| @I R[EELICH

Specify Signature File E3
" Specify signature file on flash

File Mame an flask I |T

+ Specify signature file using URL

Protocol: thp R
oy 110.1.1.253108-8313-CLI.pkg|
Example: http:410.10.10.1108-5259-CLI.pkg

" Specify signature file on the PC
Location: | Browse., |

oK I Cancel | Help |

19. Specify signature file using URL(URLZ Ar&3t04 ME ot x|&) 2iC| HES 85t
Protoco(Z2EZ) ESCI2 SSM Z2E2 S MEELICHED: o ool M= TFTPE A



&3t0{ ME m7|X|E 2t E{ol Ct2EEELICH
20. M mjelo| URLE lzdstn &relg Z2lIstL|C}.
21. Signature File and Public Key & 9| Conflgure Public Key &230{| A<l Name E =01 realm-

cisco.pubs /=48l

30820122 300D0609

tCHS O] 371 7|1 SAIS0{ Key HEO0i| 20 &LCt
2A864886 F70D0101 01050003 82010F00 3082010A 02820101

00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16

17E630D5 CO2AC252

B199ABCB D34EDOF9

5B2146A9 D7A5EDE3

FE3FOC87 89BCB7BB

50437722 FFBE85B9

006CF498 079F88F8

912BE27F 37FDDI9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128

085FADC1 359C189E F30AF10A COEFB624 7E0764BF 3E53053E

0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35

994AE74C FA9E481D F65875D6 85EAF974 6D9CC8E3 FOB08B85

5E4189FF CC189CB9 69C46F9C A84DFBA5 7AOAF99E AD768C36

A3B3FB1F 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE

2F56D826 8918EF3C 80CAAFAD 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3

F3020301 0001

#1: 0| 27l 7|= Ct2 Cisco.comOiM Ct2E2EE £ &L},
http://www.cisco.com/pcgi-bin/tablebuild.pl/ios-v5sigup(S S -El 11 4Bt 5HE)

22. Next(CH&)E 2 =lstod AL ELICH

IPS Pl ies Wirard

Config Location and Category

Config Location

Specify the directory path of ihe IPS configuration files where 105 IPS sub-systam
shores the signature information and the user-defined modifications, B Cisco 108
IPS fails o contact the specified location, iwill retry Tor & specific imeout period
uniil it successiully contacts the specified location

Config Location: | [

Chibgse Category

Slgnature calegories are subzets of signatures created for routars with differant
amounts of availabla mamary. The basic categony is recommended Tor routars
with less than 1 28 MB of mamory. The advanced category is recommendad for
roulers with 128 ME of memony, or morg.

Choose Categont I-i':l"il'll: &d ""I

tﬂal;kl Mexd = I Finist I ':-"-HI'II:BQI Help I

23. Config Location and Category(Z1Z| 184/ 0|M 2| x| &

7tel| 2 2]) Z 0l M Config Location(Z4X|

agjjoldd /xl) HE(...)2 S&=lstod AlTLIM He I 2 Hu|agolM ot s MY E /IXIE
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K| & LIC.Add Config Location CHEF & RF7F LFEFSFL|CH
Add Config Location E3

TRt e eI TR E R LR ELE P EEL R

Directory Name: | |

" Specify the config location using URL.

Frotoeol hitr j

HMumber of Retries (1-5):

Timeout (1-10): (sec)

OK Cancel Help

24. Add Config Location(Z4I| 22| 0|M @{x| F7}) CH3t &f Kol A Specify the config location on
this router(0| 2tXEl0l A |20 /x| X|H) 2ic|2 HEE Z2!§t CtZ Directory
Name(C[Z|EE| O|F) HE(...)8 E2/5t04 Zu|ao|M It S sr&LCHY|E CIHEZE
MEASHHLE 2t E| ZciAlo] M CIRER|E 4dstod MY Mol L Hu|aso|M ot X

Y& + JAESF Choose Folder CHEt & At7} LIEFELICH
Choose Folder x|

e o>

4 New Folder

B-# S flash

OK Cancel Help




27.

28.

Config Location CH&t & AH& E&LICH

IPS Policies Wizard(IPS &2 OHHAL CHEE o Ktoll M 2t RE{o| Ax|E HZ2| 2o et A

W ItE| D 2§ MEIELICH SDMOIM MBS &= Ql= F 7HK| ME HE:71 st 7|18 &

DZEHRE0] 128MB DRAMO| MX|E[of = B HEE T 2FE XIsH| 28l 7|2

HFE MENSt= Zd0| E&LICH 2R E0f 256MB 0|4 S| DRAMO| MX|El A< 5 e 2
E (@]
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IPS Policies Wizand

Please chick Finigh' o deliver to router

IFS nule will be applied to the incoming rafic on the following interfaces. =]
GlgabiEthermetldl
Signature File location:
Mpo 011 263005-831 3-CLI pkg
Public Key:
Mame. realm-cisco pub
Ky 30820122 30000609 2AB64886 F70D01 07 01050003 8201 0F 0D 308201 0 D2E
DOCAGESS ABAF 1 244 DECCTAZL SOATASTS J0EBEIAZ DBFBAIT IF 6F 1 2CB5B AE441F1
1TEGI00S COZACIET 1 ZBEITF 3TFODACE 11FCTAFT DCODE109 43CDABCS E00T(
B198ABCH DI4EDOFS 0B5FADC 1 IS5 C188E F20AF 104 COEFBELZY TEDTE4BF IESI0S
SE2146A9 DTASEDES 0296AF03 DEDTASEE 34790390 20F 30663 SQACEIBGI CO11 24
- F FE3IFDCET 89B8CEBTEE S84AET4C FASE481 D FESETSDG BSEAFAT4 EDACCEES FOBOBE
[ e 50437722 FFEEESEY SE41R9FF CC1ROCEI 6ACHEFIC ABADFEAS TADAFOGOE ADTESC
00GCF 498 0TAFEEFB AZBIFE1F SFETBECHE 5539E101 9693CCEBA 551FTED2 8923564
2FS60E26 391 8EF 3C S0CAAFAD 8TBFCAZE BFFEGEES BBYTEZAS CF31CBSE BAB0GY
FA020301 0001
Config Location:
flashiips/
Salectad catagory of signalures:
advanced

-
| | [

TN 2 ME I{F|X|E 2tRE{ol| M5t 29 1 0| X|of|A FinishE 2&/&fL|Cl.SDMm2e|
Preferences M0 O|2| E7| HHE SM0| &3t El < SDM2 SDMO| 2H<E{oi| HE
5= CLI BE 90| 22 H 04 F& Deliver Configuration to Router CH3t 4 AFE E A& LICH



Deliver Configuration to Router Ed

Deliver delta commands to the router's unning config.
Preview commands that will be delivered to the router’s running configuration

ip ipe notify SDEE
ip ips name sdm_ips_rule
interface GigabitEthermet0Nn

ip Ips sdm_ips_rule in

exit
ip ips config location lashaips!
ip ips signature-c ategory
category all

refired trus

by o

The differences between the running configuration and the stadup configuration are lost whenevar the
router is tumed off,

|»

[~ Save running config. to router's startup config.
This operation can take several minutes.

Deliver | cancel | Save mﬁlel Help |

rr |

i
EH |
ol |

30. % 5t2{™ Deliverg =3 LICH.BE ™Y AEY Alste BE MY o EH CHet & A7 LE
Commands Delivery Status E3

Command Delivery Status:

Preparing commands for delivery... a]
Submitting 14 commands, please wait...
Configuration delivered to router.

f -
I —

QK |

EbefLict.
31. BHO| 2tRE{o| ME =™ OKE £ 2!504 A& FLICHIOS IPS Configuration Status(10S
IPS Z4x| 1|0l &El) CHEE & Atoll= Bt RE{UIM A|ILIAM7F EEE[T UZSE 2o EL




[0S IPS Configuration Status E3

Please wait. Signatures are being configurad on
the router. This process might take several

minutes.
||

Ch.

32. A&7t EEE|MH SDM2 3 ZHI|ad|o|Mat &7 Edit IPS B2 E AIELICH [
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B Cinco Baider and Securily Device Manager {508 LT2255
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33. A|lZLIX7t MCHE 2EE|Q=X| & QI5+2{T show ip ips signatures count B S At
Ct.

rout er #show ip ips signatures count
Cisco SDF release version S313.0
Trend SDF rel ease version V0.0

I

sni p

I

Total Signatures: 2158

Total Enabl ed Signatures: 829

Total Retired Signatures: 1572

Total Compiled Signatures: 580

Total Signatures with invalid paranmeters: 6

Total (bsoleted Signatures: 11
SDM 258 Atg3tE 10S IPSQ| 7| Z2H|X{H0| &t 2 Q& LIch
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