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cl ass-nap type inspect match-any ny-test-cnap
mat ch protocol http
mat ch protocol tcp

HTTP E2HEI2 HTTP At MH|AHY 7|50 ol&] EEfEl0| #{2|x|=X]| & QlstedH “d?H 0| x| =
2E & httpS 2rLbok BLICh x| 2+2l0] ¥hH£lo4 =24 0fl M match protocol TCP =& &t QI
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Inspection 74 @49 7|58 7|4o 2 HAHEILICH Ol= FTP, TFTPS Z2 S AH|Agt
H.323, SIP, Skinny, RTSP 1 Z2 o] EE|O|C|o{ & S @A_ M| Aof chst 2Lt o]
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access-list 101 pernit ip any any
DE EpfEe X|H=E Qdod Mof MEEl AH|A A disFo 2 &
e dio) W o 2 S{REILICE el ACL2 EclfElE Hete
£ X35l ok LICH PAM S50{ &= HTTP, NetBIOS, H.323, DNS S2| o ZZ|7i|0|Md MH|A 7} &2
FEILICEH a2{Lt PAMO| § E’“ ZEO| &Y ofZC[H0|M A0 CHa 211 JUZo= EFstn &
=32 of Z 2|70l EEHE!P_I AT 2F A E +=85t7|of SEE o EE|FH 0] M 7I“E'F
40 fLict tetA ', ssH & 71E B A o Z 2|70l Mt 242 ZHEFEF o Z 2|7 0| Ef
2 TCPE AALE|T s %HI._ show HHE Z20 M &7 ?é'E.FE'I—IEL HE 3 gSoi cish of
%Elﬂlolﬁﬂé 7tAlEol E2E A2 ofZE[FH 0] O|FE=E AMH|20f CHE HALE T8t ok Bf L
Ch(match protocol HTTP, match protocol telnet & T+43).
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cl ass-map type inspect match-all all-private
mat ch access-group 101
|
policy-map type inspect priv-pub-pnap
class type inspect all-private
i nspect
class class-default
|
zone security private
zone security public
zone-pair security priv-pub source private destination public
service-policy type inspect priv-pub-pnap



|
i nterface FastEthernet4

ip address 172.16.108. 44 255.255.255.0

zone- nenber security public
|
interface M anl

i p address 192.168.108.1 255. 255.255.0

zone- nenber security private
!
access-list 101 permit ip 192.168.108.0 0.0.0.255 any

O ZAT| 1O Zato|l BAHOIM MBI BE EehH e Holstn +83t7|E Al (=
0] EZ PAM Q14| SXX| ZES F431= 5) AHIA FEol CfFt JHAISS MEsolH, S5
R0l E2H=o] Chsh ZFWSl CHTE 2 MG FI2HE XIS H /318 MB iRl LIk O] show
policy-map type inspect zone-pair priv- pub B EH2 JY 4 7tof 518 IP[AEH] any ACLE!
Ar&st= o|™e| ZHEFSH T g0l o] Z ﬂ+°'L—IE+ ‘='I:+ | | CHE 29| I AH0|M EBfEI2
7|2 TCP EE= UDP S H|0l| A A[aHE LT

st g-871- L#show policy-map type insp zone-pair priv-pub
Zone-pair: priv-pub

Service-policy inspect : priv-pub-pnap

Class-nap: all-private (nmatch-all)
Mat ch: access-group 101
I nspect
Packet inspection statistics [process switch:fast sw tch]
tcp packets: [413:51589]
udp packets: [74:28]
i cnp packets: [0:8]
ftp packets: [23:0]
tftp packets: [3:0]
tftp-data packets: [6:28]
ski nny packets: [238:0]

Sessi on creations since subsystemstartup or |ast reset 39
Current session counts (estab/half-open/term nating) [3:0:0]
Maxever session counts (estab/half-open/term nating) [3:4:1]
Last session created 00: 00: 20

Last statistic reset never

Last session creation rate 2

Maxever session creation rate 7

Last hal f-open session total O

Cl ass-nap: cl ass-default (match-any)
Mat ch: any
Drop (default action)
0 packets, 0 bytes
HtEd, of ZZ|7|0|MdH FE A E FIHstE |AFE ZE[ad0lM2 S ME3HE of
A X MoE MB35, ’8"‘—”. oM ACLT Y[t DK 7|3| Eefa e Hol
ofloff LIEHF 73t S U (o] MH[AE A& =& T L
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class-map type inspect match-all all-private
mat ch access-group 101

class-map type inspect match-all private-ftp
mat ch protocol ftp
mat ch access-group 101

cl ass-map type inspect match-any netbios
mat ch protocol nsrpc
mat ch protocol netbios-dgm



mat ch protocol netbios-ns
mat ch protocol netbios-ssn
cl ass-map type inspect match-all private-netbios
mat ch cl ass-map net bi os
mat ch access-group 101
class-map type inspect match-all private-ssh
mat ch protocol ssh
mat ch access-group 101
class-map type inspect match-all private-http
mat ch protocol http
mat ch access-group 101
1
policy-map type inspect priv-pub-pnmap
class type inspect private-http
i nspect
class type inspect private-ftp
i nspect
cl ass type inspect private-ssh
i nspect
cl ass type inspect private-netbios
i nspect
class type inspect all-private
i nspect
cl ass class-defaul t!
zone security private
zone security public
zone-pair security priv-pub source private destination public
servi ce-policy type inspect priv-pub-pnmap
1
interface FastEthernet4
i p address 172.16.108. 44 255. 255. 255.0
zone- nenber security public
1
interface M anl
i p address 192.168.108.1 255. 255. 255.0
zone- nenber security private
1
access-list 101 permit ip 192.168.108.0 0.0.0.255 any
Bl &AM el Hu|as|o|MoAHE show policy-map type inspect zone-pair priv-pub 22301 CH35H
Cl=210t Zte AlIRXOl M|ESHE =242 [NZ28hL|C}.

st g-871- L#sh policy-map type insp zone-pair priv-pub
Zone-pair: priv-pub

Servi ce-policy inspect : priv-pub-pnmap

Cl ass-map: private-http (match-all)
Mat ch: protocol http
Mat ch: access-group 101
I nspect
Packet inspection statistics [process switch:fast swtch]
tcp packets: [0:2193]

Session creations since subsystemstartup or last reset 731
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [0:3:0]
Last session created 00:29: 25

Last statistic reset never

Last session creation rate O

Maxever session creation rate 4

Last hal f-open session total O



Cl ass-map: private-ftp (match-all)
Mat ch: protocol ftp
I nspect
Packet inspection statistics [process switch:fast swtch]
tcp packets: [86:167400]
ftp packets: [43:0]

Session creations since subsystemstartup or last reset 7
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [2:1:1]
Last session created 00:42: 49

Last statistic reset never

Last session creation rate O

Maxever session creation rate 4

Last hal f-open session total O

Cl ass-map: private-ssh (match-all)
Mat ch: protocol ssh
I nspect
Packet inspection statistics [process switch:fast swtch]
tcp packets: [0:62]

Session creations since subsystemstartup or |ast reset 4
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [1:1:1]
Last session created 00:34:18

Last statistic reset never

Last session creation rate O

Maxever session creation rate 2

Last hal f-open session total O

Cl ass-map: private-netbhios (match-all)
Mat ch: access-group 101
Mat ch: cl ass-map mat ch-any net bi os
Mat ch: protocol msrpc
0 packets, 0O bytes
30 second rate 0 bps
Mat ch: protocol netbios-dgm
0 packets, 0O bytes
30 second rate 0 bps
Mat ch: protocol netbios-ns
0 packets, 0O bytes
30 second rate 0 bps
Mat ch: protocol netbios-ssn
2 packets, 56 bytes
30 second rate 0 bps
I nspect
Packet inspection statistics [process switch:fast swtch]
tcp packets: [0:236]

Session creations since subsystemstartup or |ast reset 2
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [1:1:1]
Last session created 00:31: 32

Last statistic reset never

Last session creation rate O

Maxever session creation rate 1

Last hal f-open session total O

Cl ass-map: all-private (match-all)
Mat ch: access-group 101
I nspect
Packet inspection statistics [process switch:fast swtch]
tcp packets: [51725:158156]



udp packets: [8800: 70]
tftp packets: [8:0]
tftp-data packets: [15:70]
ski nny packets: [33791:0]

Session creations since subsystemstartup or |ast reset 2759
Current session counts (estab/half-open/termnating) [2:0:0]
Maxever session counts (estab/hal f-open/term nating) [2:6:1]
Last session created 00:22:21

Last statistic reset never

Last session creation rate O

Maxever session creation rate 12

Last hal f-open session total O

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Drop (default action)
4 packets, 112 bytes
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configure term na
policy-map type inspect zl-z2-pnap
cl ass type inspect service-cnap
i nspect | drop| al | ow [ servi ce-paranet er - nap]

o7 M2 X|HE Zela M HAF E2ol CHer 4 o7

—

i
4>
0x
g'l_l
rr
Ijo
g
[0
2
OH
ok
rC
ful

P A Wat ofoiEs Y 7o

D74 B2 DoS E &, TCP 4Z/UDP MM EfO|H, ZAt £ 27 M0t ZH2 o7 =0l CH
sff ZFwoill CHEF HAF S5 & XI’SE*LIEP EIH7HE£|¢ “.='1_ HTTP Z4xl|, POP3 & IMAP QI8 27 At
& & 7|E o Z2|F0|ME HEH Z z Iaf 2llolo] 7 2eHA
YA Mol MELc

0
=?—_
I3
L]
A
o
o
IIIE
ol
12
mo
0
1o
Q'I_l
N
—|O

ZFWoi| CHet AL o724 B2 ot
ElL|CH

i

ZFW 2iA L X2 IR Qb 0F & 7L 2 type inspectE T4

stg-871-L(config)#paraneter-map type inspect z1-z2-pnap stg-871-L(config-profile)#?
par anet er - map conmands

al ert Turn on/of f alert

audit-trail Turn on/off audit trai

dns-ti neout Specify timeout for DNS

exit Exit from paraneter-nmap

icnp Config tineout values for icnp

max-i nconpl ete Specify maxi mum nunber of inconpl ete connections before
cl anmpi ng

no Negate or set default values of a command

one-m nute Speci fy one-m nute-sanpl e wat ermarks for cl anpi ng

sessions Maxi mum nunber of inspect sessions

tcp Config tineout values for tcp connections

udp Config tineout values for udp flows
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par amet er - map type regex [ paramet er-map- nane]

Protocol-info-type OH7H H4= B2 IM O Z 2|71|0|M ZHALof| AL E ME{ O|§ S HolgfLCt.

paraneter-nmap type protocol -info [ paraneter-nmap-nane]
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configure term nal
policy-map type inspect zl-z2-pnmap
cl ass type inspect service-cnap
i nspect | drop| al | ow [ par anet er - map- nane (optional)]
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configure term nal
policy-map type inspect zl1-z2-pnmap
cl ass type inspect service-cmap
i nspect | drop| al | ow [ servi ce-paranet er - nap]
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https://www.cisco.com/c/ko_kr/support/docs/security/ios-firewall/98628-zone-design-guide.html#appa
https://www.cisco.com/c/ko_kr/support/docs/security/ios-firewall/98628-zone-design-guide.html#appa
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configure term nal
cl ass-map type inspect match-any internet-traffic-class
mat ch protocol http
mat ch protocol https
mat ch protocol dns
mat ch protocol icnp
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configure term na

policy-map type inspect private-internet-policy

class type inspect internet-traffic-class

i nspect
3. A o QIE{Y dodg o5t aiE Aol 2t E QIEiTo|A 8 BT LI

configure termna

zone security private

zone security internet

int bvil

zone- menber security private

int fastethernet O

zone- nenber security internet
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configure term na
zone-pair security private-internet source private destination internet
service-policy type inspect private-internet-policy

Ol 5t 2210|UE WA M A R€PO 2 HTTP, HTTPS, DNS 2 ICMP 9128 5{85tT
HTTP E2=i0) OfB 217014 ZAHE M8 3t04 21x| &t 20| HTTPO) AJHIA ZEQI TCP
802 SI5tX| RS sh= Zahold! QIE{L 2o Mol CHEH 20[of 7 ZA B&o| T4d0| et
Lict.

=3lo|3! DMZ B 74

a2 5= Zetol8! DMZ HAo| m|Tefo[dE ZoiELC

8! 5: 7121 B0l DMZ B = MH|A HA

\

A
r

IMAP
ESMTP
HTTP

JHQI 232ioiA DMZ & =

2to|%! DMZ M2 J 7t HESIT ERfES o & olsfsliol st=2= ST do| FIHELICE O]
S 3290| Bi|ojo{ 7 HALE DMZOiI HMEELICH o|FH stH ™ME HEJoi M DMZZ 9
21E0| 518 | grgr EeiE 0| 51&-ELICH Bilolo 7 HALE ofE2|7 0l Mo{E Z3tst, H ot
£ Z3tstH, +4o| 22 ol EE(7H0|ME X[HE + UCts ™ol QJ&LICH edLt eflolof 7



Soz2 HESRT #3& o M stAH olafistiok g LICE.

1. M dEe YHME V|HIC 2 HA 7ho 518
configure term na
cl ass-map type inspect match-any L7-inspect-class
mat ch protocol ssh
mat ch protocol ftp
mat ch protocol pop
mat ch protocol imap
mat ch protocol esntp
mat ch protocol http
2. 93 Holst FalA Yol EpiEg AMNGEE Y
configure term na
policy-map type inspect private-dne-policy
cl ass type inspect L7-inspect-class
i nspect
3. Z2to| U DMZ ¥ig TA5tT aiiE W0l 2t Ef QlE{To|A S EEELICH
configure term na
zone security private
zone security dnz
int bvil
zone- nenber security private
int fastethernet 1
zone- nenber security dnz
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configure term na
zone-pair security private-dne source private destination dnz
service-policy type inspect private-dnz-policy
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1. M HEE Mg Tlgtez F Zhol 518 EcliEHE dYsi= s M 2 ACLE He
SLICHAZ CHE = Mol M2 57| /5 HE CHE AMA Hao| HBEIDE Au|2of
CHa o4 24 WS ALEsfioF fLICH QB S AE = 172.16.2.201 CHEF DNS & HTTP
Q10| B[ SMTP 422 172.16.2.301 S{EELICH. Z2HA BO| XtO|H2 &
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configure term na

access-list 110 pernit ip any host 172.16.2.2
access-list 111 pernit ip any host 172.16.2.3
cl ass-map type inspect match-any dns-http-class
mat ch protocol dns
mat ch protocol http
cl ass-map type inspect match-any sntp-class
mat ch protocol sntp
class-map type inspect match-all dns-http-acl-class
mat ch access-group 110
mat ch cl ass-map dns-http-cl ass
cl ass-map type inspect match-all sntp-acl-class
mat ch access-group 111
mat ch cl ass-map snt p-cl ass
2. 43 Holst SojA Yo EniElg HAS TS B Ye T
configure term na
policy-map type inspect internet-dne-policy
cl ass type inspect dns-http-acl-class
i nspect
cl ass type inspect sntp-acl-class
i nspect
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configure term na

zone security internet
zone security dne



int fastethernet 0

zone- nenber security internet
int fastethernet 1

zone- nenber security dne
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configure term na
zone-pair security internet-dnme source internet destination dne
service-policy type inspect internet-dne-policy
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IEEE E2|X| 2 &0 27 O|&f o] Et*E QIE{H 0|A 7} 714 E|04 IRB(Integrated Routing and
Bridging)E M&3t0d E2|X| 2 &2| QlE{m|o|A Ztof EE|EE XS5 BVI(Bridge Virtual
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configure term na

i p port-map user-Xw ndows port tcp from 6900 to 6910
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configure term na
cl ass-map type inspect match-any Xwi ndows-cl ass
nmat ch protocol user-Xw ndows

42 Yol FelAa Mo ERfEE AAtE S A ME FEFLICH

configure term na

policy-map type inspect servers-clients-policy
cl ass type inspect Xw ndows-cl ass
i nspect
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configure term na
bridge irb
bridge 1 protocol ieee
bridge 1 route ip
zone security clients
zone security servers
int vian 1
bridge-group 1
zone- nenber security clients
int vian 2
bridge-group 1
zone- nenber security servers
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configure term na
zone-pair security servers-clients source servers destination clients
service-policy type inspect servers-clients-policy
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configure term na
cl ass-map type inspect match-any L4-inspect-class
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
2. 43 Holst Zeli4 Yol ERfEE AAMSIES EA WS FEELICH
configure term na
policy-map type inspect clients-servers-policy
class type inspect L4-inspect-class
i nspect
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configure term na
zone security clients
zone security servers
interface vlan 1
zone- nenber security clients
interface vlan 2
zone- menber security servers
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configure term na

zone-pair security clients-servers source clients destination servers
service-policy type inspect clients-servers-policy
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policy-map type inspect private-allowed-policy
cl ass type inspect http-class
i nspect
police rate [bps rate val ue <8000-2000000000>] burst [value in bytes <1000-512000000>]
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paraneter-map type i nspect ny-paraneters
sessi ons maxi num [ 1- 2147483647]

policy-map type inspect private-allowed-policy
cl ass type inspect http-class
i nspect ny-paraneters
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show pol i cy-map type inspect zone-pair
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cl ass-map type inspect

http match-any http-aic-cmap

mat ch request port-m suse any

mat ch reqg-resp protocol -violation

! define actions to be applied to unwanted traffic
policy-map type inspect http http-aic-pmap

class type insp http http-aic-cmap

reset
| og
! define class-map for
cl ass-map type inspect
mat ch protocol http
! define class-map for
cl ass-map type inspect
mat ch protocol smp
mat ch protocol dns
mat ch protocol ftp

stateful http inspection
mat ch-any http-cmap

stateful inspection for other traffic
mat ch-any other-traffic-cmap

! define policy-map, associate class-maps and actions
policy-map type inspect priv-pub-pnmap
class type inspect http-crmap

i nspect

service-policy http http-aic-pmap
class type inspect other-traffic-cmap

i nspect
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HTTP ofZ2[7i[0]4d HAKCHE OHEEIF0IE HAI &0t RAHE HTTP ECiZof 2 HEE +
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lconfigure the layer-7 traffic characteristics
class-nmap type inspect http nmatch-any http-17-cmap
match req-resp protocol -violation
match request body |ength gt 4096
|
lconfigure the action to be applied to the traffic
I'mat ching the specific characteristics:
policy-map type inspect http http-17-pnmap
class type inspect http http-17-cnap
reset
| og
!
ldefine the layer-4 inspection policy
class-nap type inspect match-all http-I4-cmap
mat ch protocol http
|
lassociate layer-4 class and |ayer-7 policy-nmap
lin the layer-4 policy-nmap:
policy-map type inspect private-allowed-policy
class type inspect http-14-cmap
i nspect
service-policy http http-17-pmap
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APPFW 6- HTTP_HDR_REGEX_MATCHED
B ALE:
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4 I:I:E %EI-O." g.l_g CcC E XH}HX-I 7(I-O-Ig X_-II

ot 2™ = SHE o&/HF/ELIEHE s =
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mat ch {request|response|req-resp} header regex <paraneter-map-nane>
ME EE ALE

rr
olo

. sll{of H| ASCIlI 2X}7} =& E Q% o Er2 RIEHSHT S http appfw B T AELICEH

paraneter-nmap type regex non_ascii_regex
pattern “[ "\ x00-\x80]"
class-nmap type inspect http non_ascii_cm
mat ch reqg-resp header regex non_ascii _regex
policy-map type inspect http non_ascii_pm
class type inspect http non_ascii_cm
reset

s 2ol HAI — ol Bd2 ¥ = 8 silHe| Zo|& &elst Zo|7t 7 8& A E =1t
otE 32 HYS MEFLICH HYOo| oS EHLE MHEYEELICH 23 %Y E F715tE syslog HIA|
X|7h 4 SEL

APPFW 4- HTTP_HEADER_LENGTH
D324 AL
o o [

mat ch {request|response|req-resp} header length gt <bytes>
HE S At

sl 20|17k 4096HIO|EELCH 2 2 & 85 & RIE st TS http appfw E2S FGELICH

class-map type inspect http hdr_len_cm
mat ch reqg-resp header |ength gt 4096

policy-map type inspect http hdr_| en_pm
class type inspect http hdr_len_cm
reset
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2te AIhstH 5Hele MBFLICH 510l SIS EIHL MARELICH 23 52 F7H5HH syslog
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APPFW 6- HTTP_HEADER COUNT
TH ALE:

mat ch {request|response|reqg-resp} header count gt <nunber>
ME ZHE Az
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class-nap type inspect http hdr_cnt_cm
mat ch request header count gt 16

policy-map type inspect http hdr_cnt_pm
class type inspect http hdr_cnt_cm

reset
sl EHE 7"AP O| HHE2 EEHTTP3IH EHE L 72 X&ste LE/SHE 18/HR/ZLIH
oﬁh 7ls€ MSELICH Ecia ¥ 7|20 Uxlete LY £ SEH 38 £ MAY &ges
Mg £ ‘/?A'EL—IEP log 242 F75HH syslog HIAIX| 7} HAELICH

APPFW 6- HTTP_HDR FI ELD REGEX_MATCHED
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mat ch {request|response|req-resp} header <header-nanme>
ME S ALE
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paraneter-map type regex ref_regex
pattern “\.del finproject\.conf
pattern “\.l ooksmart\. conf

paraneter-nmap type regex host_regex
pattern “secure\. keenval ue\. conf
pattern “\.l ooksmart\. cont

paraneter-map type regex usragnt_regex
pattern “Peer Points Mnager”

cl ass-map type inspect http spy_adw _cm
mat ch request header refer regex ref_regex
mat ch request header host regex host_regex
mat ch request header user-agent regex usragnt_regex

policy-map type inspect http spy_adw _pm
class type inspect http spy_adw _cm
reset
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APPFW 6- HTTP_HDR_FI ELD_LENGTH
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mat ch {request|response|req-resp} header <header-name> |length gt <bytes>
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class-map type inspect http hdrline_len_cm
mat ch request header cookie |ength gt 256
mat ch request header user-agnet |ength gt 128

policy-map type inspect http hdrline_len_pm
class type inspect http hdrline_len_cm
reset
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mat ch {request|response|req-resp} header <header-nanme>
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cl ass-map type inspect http nulti_occrns_cm
mat ch reqg-resp header content-length count gt 1

policy-map type inspect http multi_occrns_pm
class type inspect http rmulti_occrns_cm
reset
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APPFW 6- HTTP_METHCOD
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mat ch request nethod <nethod>
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GET, HEAD, S48 ZAE ¥, A4, £% BCOPY, BDELETE, BMOVE

http policy:

class-nmap type inspect http safe_net hods_cm
mat ch request nethod get
mat ch request nethod head
mat ch request nethod option

class-nmap type inspect http unsafe_nmethods_cm
mat ch request nethod post
mat ch request nethod put
mat ch request nethod connect
mat ch request nethod trace

class-nmap type inspect http webdav_net hods_cm
mat ch request net hod bcopy
mat ch request nethod bdel ete
mat ch request nethod bnove

policy-map type inspect http methods_pm
class type inspect http safe_methods_cm

al | ow
class type inspect http unsafe_nethods_cm

all ow | og

class type inspect http webdav_nethods_cm

reset |og
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APPFW 6- HTTP_URI _REGEX_MATCHED
D424 ALR-
[ Ne) [=0

mat ch request uri regex <parameter-map-name>

HE EE AL
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URIZ} CHS Gt A0t R[St 2 S AtEsHTS http appfw S T HELICH

. .*cmd.exe
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paraneter-map type regex uri_regex_cm
pattern “.*cnd. exe”
pattern “.*sex”
pattern “.*ganbling”

class-map type inspect http uri_check_cm
mat ch request uri regex uri_regex_cm

policy-map type inspect http uri_check_pm
class type inspect http uri_check_cm
reset
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APPFW 6- HTTP_URI _LENGTH

BH AE:

mat ch request uri length gt <bytes>
MZ g2 Alg|

S% 9| URI Z/0|7} 3076HI0|ES & 1t# mijniCt HES

CH.

class-nap type inspect http uri_len_cm
mat ch request uri length gt 3076

policy-map type inspect http uri_len_pm
class type inspect http uri_|len_cm

| og
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= ELIE%% = A= 7152 MBELICH A
XH*E“S U2 MBE = J&Lch 2O EHE Ft

APPFW 6- HTTP_ARG REGEX_MATCHED
D324 ALR-
[ Ne) o

mat ch request arg regex <parameter-map-name>
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paraneter-map type regex arg_regex_cm
pattern “.*codered”
pattern “.*attack”

class-map type inspect http arg_check_cm
mat ch request arg regex arg_regex_cm

policy-map type inspect http arg_check_pm

class type inspect http arg_check_cm

reset
Rl Zo| AAl — o] HH2 2Ho|M & E el ZOo|E &elstm, Zol7t & AAH|ZL
g ZT5tH TAHE TS MBHLICH A W JIED UxIHE 23 FE SH| 58 =
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APPFW 6- HTTP_ARG LENGTH
THHE ALS:
mat ch request arg length gt <bytes>
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2ol 2l Z 0|7} 512Ht0|EE Z=3te Moict A2 E 2T 5 http appfw M S FHELICH

class-map type inspect http arg_len_cm
mat ch request arg length gt 512
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policy-map type inspect http arg_ |l en_pm
class type inspect http arg_len_cm

| og
BB HA—O|CLIEB A85tH @8 FE SHo| B2 YA HFA SES XYY +
RigsLich Baia o 7|IED Yxlste 9*4 T SH0l 518 FE MY HUS HeH £

gLICt 23 &Y E F7t56+H syslog HA
APPFW 6- HTTP_BODY_ REGEX MATCHED

HH AL S:

mat ch {request|response|reg-resp} body regex <paraneter-map-nane>
ME 2 A2

EE0| sraa)[Tt][Tt][Aa)[Cc] [Kk] ZEE SEHE2 KBS TS http appfwE T+ LICEH

paraneter-map type regex body_regex
pattern “.*[Aa][Tt][Tt][Aa] [ Cc] [ Kk]"

class-nap type inspect http body_match_cm
mat ch response body regex body_regex

policy-map type inspect http body_natch_pm
class type inspect http body_match_cm

reset
EE(2HX) 40| At — 0| BHE2 2™ = 8HE Sdll TS El= HAIXKIS 27|E #felgct
Zela W 7|20 dxlete @8 E= SHOl 58 E= MEY &IPS M8 = &Lt 2O &
U2 F7+6tH syslog HIAIX| 7} HHELICH

APPFW 4- HTTP_CONTENT_LENGTH
D324 AL
o o [

mat ch {request|response|req-resp} body length It <bytes> gt <bytes>
MI 22 A
[==N—— =)

= 8H0M 10KB Ol o] HIAIX|E HESHE http MME XITEHSHES http appfw HEE 7
|Ct.

0% kO
L% 02

class-map type inspect http cont_|en_cm
mat ch reqg-resp header content-length gt 10240

policy-map type inspect http cont_| en_pm
class type inspect http cont_len_cm
reset

AEf 20l A — 0| T ABH AL STl e 2l elnt Uxl AL WY S5 Al
g & aLich Fala W 7|21 Yxlshs 28 F= ST 518 EE MAE AYg MY £
Ql&LICk. 21 52 F7H8HEd syslog HAIXI7F M4 LICH

APPFW 6- HTTP_STLI NE_REGEX_MATCHED
T AL S:

mat ch response status-line regex <class-nmap-nane>
ME ZHE Az



2 X|E I o|X|of| HMASIE{

5
O|X|ol= tXdo =2 403 AEf ZE7Y FA

motct Z2 & 2455 http appfwE FHELICH SX|E T
P2 n*Elo'l QIOMH, AEl £E2 Hrrei1.0 403 \r\n Z&LILCH.

paraneter-nmap type regex status_|ine_regex
pattern “[Hh] [Tt][Tt][Pp][/]1[0-9][.1[0-9][ \t]+403"

class-nmap type inspect http status_line_cm
mat ch response status-line regex status_line_regex

policy-map type inspect http status_|line_pm
class type inspect http status_|line_cm
| og
. Content-type inspection — 0| B2 M A|X| S|H2| content-typeO| X|HEl= 2HE R 5
o U=x| &Zolghict =8 sl content-typeO| HA|X| HIO|E{ = QE|E| BEE ££ 9]
LISt Lx|st=X| EQlgtLct 7|9 EUX7 FEE 32 BHE2 28 HAIX[e] 58 EE=
2l X

= —H
Zfoll ciisll S HAIX|e 2RI= & HOlgL|ch Sefa M 7|E20 dX[ote QEEE S
o

o
=
ol 518 E= AHEYH &Y S MEY & UGLICH 21 S FIHetH XH et syslog H| Al

N
X7t 4 ELch
APPFW 4- HTTP_CONT_TYPE_VI OLATI ON
APPFW 4- HTTP_CONT_TYPE_M SMATCH
APPFW 4- HTTP_CONT_TYPE_UNKNOWWN
HH ALS:
mat ch {request|response|req-resp} header content-type [m smatch|unknown| vi ol ati on]
ME 8 MY &= 1= content-typeO| Q= QBN SHS HMESH= hitp M2 RIEHSHES

HA —
http appfw H2 & T gHLICtH
class-map type inspect http cont_type_cm
mat ch reqg-resp header content-type unknown

policy-map type inspect http cont_type_pm
class type inspect http cont_type_cm
reset

EE Q8 AAM — 0| HH2 1M, P2P, {3 59| CHE ofZ2|710|MH0lM http ZE(80)7 L&
E N8 Ux I%P | 2I3H APRE'I—IEL 042 e MAEY g Sela M J|1&: r Xote Q™ £
SHol M8 £+ &Lt 21 2dg FI}H6HH XA St syslog DﬂAIXI?P A A .=.I—|E+.

APPFW 4- HTTP_PORT_M SUSE_TYPE_I M
APPFW 4- HTTP_PORT_M SUSE_TYPE_P2P
APPFW 4- HTTP_PORT_M SUSE_TYPE_TUNNEL
HHE ALS:

mat ch request port-m suse {im p2p|tunneling|any}
ME HE Az

OHZCIF O] M| R AI El= http MM E XHEHSIE S http appfw HAE 7 -d8HLICEH

cl ass-map type inspect http port_mi suse_cm
mat ch request port-msuse im

policy-map type inspect http port_mi suse_pm
class type inspect http port_m suse_cm
reset
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sterict. Eeia © 7|&=1t
SLICH 21 2 HE F 715t
APPFW 4- HTTP_PROTOCOL VI OL
HH ALS:

UR|ste 8 TE ST 518 EE MAY FY
® syslog HIAIX|7H A4 EILICE
ATI ON

mat ch reqg-resp protocol -viol ation
MEZ &8 AMBRFC 26162 {lEtste 8 = SE 2 XEHSIE S http appfw
LICE.
class-map type inspect http proto-viol_cm
mat ch reqg-resp protocol -violation

12
o
1
0%
o

policy-map type inspect http proto-viol _pm
class type inspect http proto-viol_cm
reset

. Transfer- Encoding Inspection — O &2
SEHE 38, HE &= ZUEZSE 7S

o
=
250l 518 e A HelE HEH 4 0

7t HEELCH
APPFW 6- HTTP_TRANSFER_ENCODI NG
BE ALS:
mat ch {request|response|req-resp} header transfer-encoding
{regex <paranet er-map-nane> | gzi p| def | at e|] chunked|identity|all}
HE S MHYE 7 QAF0| UE 2HE E= 8HE RAES TS hitp appfw H
gLk
class-map type inspect http trans_encodi ng_cm
mat ch reqg-resp header transfer-encodi ng type conpress

policy-map type inspect http trans_encodi hg_pm
class type inspect http trans_encodi ng_cm
reset

- Java O EZ! HAl — o] HH2 SH0il Java OHEZ!0| U=X| EH RISt OHEZ!O| &

H= 10
= HM8g +UELICL 2O H
APPFW 4- HTTP_JAVA APPLET
0324 Al
o o [=3

424 x'
oo e
A—IEl Aoig M= F|_||_—_|. 2 Hﬁ OH 7|1_ |. Ex| |.'— QXM E= %I:I-o.” 3{% L= HAE-lx-I Atod
oA

= =
22 F7tstH syslog HA|IX|7} 4 EEL|CH

mat ch response body j ava- appl et
MEZ &8 AlflJava OHE S XIEHSIE S http appfw HM & A EHLICH
class-map type inspect http java_applet_cm

mat ch response body java-appl et

policy-map type inspect http java_appl et_pm

class type inspect http java_applet_cm
reset
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Cisco |0S Software= MX{ Cisco I0S Software 2|4 12.4(4)ToAM IM O Z 2|7 0| Xlo{od| CHEt

X ME&LICH zFwel 27| 22lAaE ZFW QIE{H 0| A0 A IM oHZ 2| 0|2 X|45HK]| oF
A&LICt IM ofZE 2|7 0| Mo{7t B et B2, AEXt= ZFW Z4x|ad ol QIE{H| O|AZ O} O]
agj|o|ME o~ gi&LICH Cisco 10S Software & 2|4 12.4(9)THl= Yahoo! Messenger(YM), MSN

Messenger(MSN) 2! AIM(AOL Instant Messenger) &I LIC}. Cisco 10S Software Release
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10S A~Z EQfo{e] 3 tHm| T ILCE.

IM & P2P HA 25 o E2|7i|o|44 EE2=loi| CHEr 2ijolo{ 4 R Bijofo{ 7 A MBS ELICH &
ZFWE EBEE 5 &5H7LE HESH7| I8 7|8 AE| XME 7-|AI-E xZs £ 9
20| §Y gS0f |:H°F Ml=2tEl 2llojo] 7 XM[o{E XMS3stod S o EE|7HolMd EE=2 3

P2P off &2|7o]4 HAL & A o]

SDM 2.2 #3led Zm|adio|Ad MMof p2P ofZ 2|7 0| Mo{E = ZH&LICH SDM2
NBAR(Network-Based Application Recognition) & QoS M %8350 P2P OHZE|FH|0|MH & &

g EfX|5lod 212l £ 022 2|5t 2 E P2P EgfEl2 RIEHEH&LICH 0|2 218} Cisco 10S
Firewall CLIOIM P2PE X|25H0F 3t= CLI AFEAF7 2 8 NBAR/QoS ZHI|T2|o|ME L X| =35t
M CLIOIM P2P xtEHE T+ EE =+ QiCt= EXM7E MZIEIA&LICE. Cisco 10S Software Release
12.4(9)T= NBARE & &30 P2P ofEZ 2|70l B S 2 B X[ = U E ZFW CLIo| 7|2 P2P
Mo{E T UELICt o] AZ EQo{ BlE[AE 0421 P2P OHEZ|AIO|M Z2EZ S K| ELICEH

. HHEEHE

. FLH

. IIAEE=Y

- JHEE

- FkRE/ FHRIA2

- WinMX

P2P O Z2|7i0|M2 "X E 5 E(port-hopping)" S & EFX|E 1|st7| {IEF 7|Et L H@ EEE—Z—
o| S&t2 +st= P2P ofE 2|70l of EIEHEt ‘f'_’|7o U AYO|o|ER &l WMst= EXME B XIS
7|17} &3] o{E&LICt. ZFW,_ 7|2 dhsled AFEY 7|HF ZHAFE NBARS| ECiE! 01Al 7|1t 7=|o|-3|.
0 ZFW2| CPL Zdx|zl|o|M RIE{H 0| A0 M P2P o Z 2|7 0|4 X|0{& XS & LIt NBARE
7t X| Flo{Et O] 2 MBS Ehct

. EfX|5H7] o2dR S8 SE o o EZIFH0|MHE QIAGE FEIAE! 7| o EE|F|0]M 214
SM
ZZEZE AHOO|IE L £ AHE S X|&™MoZ nfotst 4 Ql= H|0|E HAHLIEE MZst=e
2y Jtssh el=gt
P2P A 74

A0 AZ B ZAXH P2P HAF & Mo{= Eil0]o{ 4 &fEf Z|E8F HAt & 2f|ojo{ 7 of Z 2|71 0]M |0
£ 25 MSELICH HOIE|E o Z 2|7 0|M MH|A ZEO CHEF HALZE X2t Z<2 Bil0]o] 4 HA
£ CHE ofZ2IF0lMd MH[ALL RAMSHA TG ELICEH

cl ass-map type inspect match-any ny-p2p-cl ass
match protocol [bittorrent | edonkey | fasttrack | gnutella | kazaa | kazaa2 | wi nnx ]
[signature (optional)]
|
policy-map type inspect private-allowed-policy
cl ass type inspect ny-p2p-class
[drop | inspect | pass]

match protocol [service-name] 2| =7} H %*d% Qe 2 01| signature

20| %7}l 2ol NBAR H2IAEl0| M2E|of S5 P2P ofZ2/70|M H#ES LIEHLIE
EEHE'OI HElYS AAgfLict 047|01I'— ZE 3% A EciE BX|E LXl|st7] 218 7|E oHEE]
70| S iFo| ZEELICH ol2fet +&E2| ESiE HAl= CPUAIEES £0/|1 HESZ X
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o= 2|7 0|M L|O|E|E. ZE(12.4(15)T PAM S 50| M 214F)
HEEME TCP 6881-6889

™R 7 TCP 4662

W= ZZ  TCP 1214

O542l TCP 6346-6349 TCP 6355,5634 UDP 6346-6348
IRt EAER2 PAMO]| o &

Winmx TCP 6699
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FY7|ZEE
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=
T35t ip port-map BEE AF& 3104 HTTPO| TCP

. BitTorrent 22}0|ME &= UPMoZ AUR H|EE ZEO|M A™YE|= httpE
CIME 2| MH)Qt SAIEHLICH Ol UdtE{ o2 TCP 69690|X|Bt Torrent
&rQI5HoF EfLICt BitTorrentE 31
HTTPE match Z2EZ & 5iL
69698 F7tot= JALICE.
ip port-map http port tcp 6969
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P2P OHZZ|70|M ZHALE HTTP o Z 2|7 0| ZHAIRF S AELICE.

lconfigure the layer-7 traffic characteristics:
cl ass-map type inspect [p2p protocol] match-any p2p-17-cnmap
mat ch action
1
lconfigure the action to be applied to the traffic
I'mat ching the specific characteristics:
policy-map type inspect [p2p protocol] p2p-I17-pmap
class type inspect p2p p2p-17-cmap
[ reset | allow]
| og
!
ldefine the layer-4 inspection policy
class-map type inspect match-all p2p-14-cmap
mat ch protocol [p2p protocol]
1
lassociate layer-4 class and | ayer-7 policy-map
lin the layer-4 policy-map:
policy-map type inspect private-allowed-policy



cl ass type inspect p2p-I|4-cmap
[ inspect | drop | pass ]
service-policy p2p p2p-|7-pnmap

P2P Application Inspection Layer 4 Inspection0i| M X|#d35t= OHE 2|7i 044 5+ &I&Fod|l CHSH oH
Z|70|MY 7|52 MBELCh.

. Mx 7|
. mEAEE
=
. FIRFEAE2
Olg{Et 2t ofE2|7|o|M2 CHY &t ol Z2|7|0| Y LX| 7|& SMHE MSELICE

Mzt 7

rout er (config)#cl ass-map type i nspect edonkey match-any edonkey-17-cnap
rout er (confi g-crmap) #nmatch ?

file-transfer Match file transfer stream
flow Fl ow based QoS paraneters
search-file-name WMatch file nane
t ext - chat Mat ch text-chat

HH|-E A2

rout er (confi g)#cl ass-map type inspect fasttrack match-any ftrak-17-cmap
rout er (confi g-cmap) #match ?

file-transfer File transfer stream

fl ow FIl ow based QoS paraneters

=T

rout er (config)#class-map type inspect gnutella match-any gtella-17-crmap
rout er (confi g-cmap) #

FIRIEAER

rout er (config)#class-map type i nspect kazaa2 natch-any kazaa2-17-cnap
rout er (confi g-crmap) #natch ?

file-transfer Match file transfer stream

flow FIl ow based QoS paraneters

ME2P2P ZR2EE HO| £&= #xi P2P ZEEZ0] CHEF YHIOIE= NBARS| S% pdim ¥ 0]
EJlsezZ 28 ¢ ‘BAQLIEL M PDLME 2E37]| 2|8t dl‘LIZLEIOIA._=| HELIcH

ip nbar pdlm<file-Ilocation>

MZZEE2 24 $8 inspectol CHEH match protocol B OIM AL E = Q&LICH MZR2

P2P Z2EZ0 A—IHIA(éh—I Z2EZ)7} Qe AR, MEL Layer 7 A 214 ¥ £3 2 Layer
7Yzl 7IES A8 4 2 HLIcH

IM off 2|70l HA & &|od
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Cisco I0S Software 2|4 12.4(9)T= CHS IM MH[A0)| CHEE & B HE A & ofZ2(AH 0|4 A
0{& K| EfLict.

. AOL @IAEE HIAIX]
. MSN H|AIX
OF=! M| AIK]
IM 7*/\%“ CHE 29| MH|AOICH &AZHA CH2H, IM Al XIHE 24 MH|A0| CHist EH SAE O

Eoi cHet HMAE Aot IM ME|AE YEHMHO Z H{w A 2 -T”HOI CIRMEZ MH g0l
o|Est=C, ol CIMEE] MHE IM MH[A0| HMASHT| 2|5 2EHO|UET A= = Qlo{oF &
LICH IMOHEZE[ZoO|M2 ZEEZ E.Et MH[A -0l M Aodst 7|7} O < 022 75'% | A& LICH
. O|218t of Z 2|7 0| ME MofstE 7t ETAQ W2 17 IM AEHol| CHer M A E X|EHst=
ZdLch.

IM HA T+

IM At ! Mo 2llolof 4 &El 7|8 HALE 25 MSELICH

cilolo 7 ol Z 2|7 0| K[od.

cilolo{ 4 HAt= CHE ofZE2|7H01d MH|A S FAtetH G ELICH

cl ass-map type inspect match-any nmy-imcl ass

mat ch protocol [aol | mennsgr | ymsgr ]

|

policy-map type inspect private-allowed-policy

cl ass type inspect ny-imclass

[drop | inspect | pass
IM OHEE|FH|0|M2 7|52 FXlet7| flel odc] ZE o MHof| 1AE =+ QU&LICH inspect P2

2 X™E IM ME|AE 318324 IM MH|A Ao CHE! °'Io =l HMHAE K O|5HE server-list7}
ZIQ K| k& LICH aB{Lt AOL Instant Messenger®t Z2 &8 IM MH|AE X|H6t= Scia ™
2 75D el HA ol AKX Ed2 ME5HTH IM E2t0[HE 0l A QIE{Sof HAAE = °A'“
CHE ZEE 3op{n AL E = JA&uct XIHE Mu|A0| cHEt o128 38 35HX| 2L 7Lt IM AMH]
A J|lsg HAE AMEICZ X|§HetedT ZFWIt IM ofZ 2|7 0|40 HAAE EfTlg AlEE 4 Q)
C&E M S52 Holalok gLct

Iconfigure the server-list paraneter-nap:
paraneter-map type protocol -i nfo <nanme>
server name <nanme>
server ip a.b.c.d
server ip range a.b.c.d a.b.c.d

0| & 04 Yahoo IM Mt SE2 C}S1 20| Ho|& L}

paraneter-map type protocol -info ynsgr-prap
server name scs. msg. yahoo.com
server nanme scsd. nsg. yahoo. com
server ip 10.0.77.88
server ip range 172.16.0.77 172.16.0.99



Z 2 EZ Xo|of server-listE X238Hof gFL|Ct.

class-nmap type inspect match-any yml 4-cnap
mat ch protocol ynmsgr ynsgr-pnap

O|§ &elg &/43t5t24™ ip domain lookup ! ip name-server ip.ad.re.ss @& 2 F4aloF grL|ct

IM A O|E 2 4E 35| SHAULICH THE IM AHH S50 X5t 0 HESHX| HI7|Mo 2 &Qls
of &ct.

Layer 7(OHZ 2|7|0|4M) HAL= Layer 4 AALE 4381510 MHH|AE 2o HIAE ME 7[sE M
Mo = XH = {85t CHE AMH[A 7|58 HEE)E 24 U MEBF + U&LICH

IM Application Inspection2 T EIAE RS ST CHE ZE ofE2[AH0|M MHHIAE FEE =
UE 752 MBELULCH IMEBSS HAE B SR X|Etste{™ oijolo{ 7 HAg 2 MHELICH

cl ass-nap type inspect ynsgr nmatch-any ynmsgr-text-cmap
nmat ch service text-chat

cl ass-nap type inspect ynsgr natch-any ynmsgr-default-crap
mat ch service any

policy-map type inspect imynsgr-I|7-pmap
class type inspect imynsgr-text-cnmap
al | ow
[1og]
class type inspect imynsgr-text-cnmap
reset
[1og]
Yahoo!0i| 2i[0[04 7 'E&Y & o|Tof T El HAIX H:

class-map type inspect match-any ny-imclass

mat ch protocol ynsgr
!
policy-map type inspect private-allowed-policy
cl ass type inspect ny-imclass
i nspect
service-policy i mynsgr-17-prmap
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paraneter-map type urlfilter websense- parmap

server vendor [n2h2 | websense] 10.1.1.1
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paraneter-map type urlfilter websense- parmap
excl usi ve-donmai n deny . di sal | owed. com
excl usi ve-donmai n permit .cisco.com

TS T Moo HE SMHo 2 URL At S5 Holsts G CE 2E
LICH "518" He|7t HolEl 74—?— IP M4 Kol SF2| 7S OrE7ER[Z 618
FAH2 2 x[HsHofF & LICH.

TH o] HE2E
EQpE Mg

HTTP EiZint x5t SeiA Y2 M-I

cl ass-map type inspect match-any http-cmap
mat ch protocol http

S oA M inspect L urlfilter 2T A= XA g Fo|stLCt.

policy-map type inspect http-filter-pmap
class type inspect http-crap
i nspect
urlfilter websense- parmap
URL EEE Mot S&l6t7] 218 2[4 2F AlgE FEELICH £7HURL EEZ S22 Holst
= O ZE7IX| SMHE MEE + U&LICH

QUE |{EQg S0 2B SAE £= MEUlof CHs URL ZEE
O E URL ZE{2l2 2 3|5te4D gLict ol E So{, 28! 901|A-| ML odoio|
M SAE 192.168.1.1012 M 2|5t URL EEl MM HTTP ECHE & & QIsHoF & L|Ct.

%] 10: URL ZEI™ oix| EEZX]

— 1 URL fitter

sener

URL ZEZ ofx| EEZ X/

- URL 2EEE s 46tXx| o= A2 3AE O50] EH?_F StLtol Sefa . F Bim Seia H

2 HTTP E2HT2 22 URL TEIY MM RIS S AE S21 (4&8LICH
T 2oHA B2 DT HA Yo TAEIX|EH sHLEo| B4 BOIAME urlfilter B 1S 4 AIBHLICH

cl ass-map type inspect match-any http-cmap
mat ch protocol http

cl ass-map type inspect match-all http-no-urlf-cmap
mat ch protocol http



mat ch access-group 101
1
policy-map type inspect http-filter-pmap
class type inspect http-no-urlf-cnmap
i nspect
class type inspect http-crmap
i nspect
urlfilter websense- parmap
1

access-list 101 permt ip 192.168.1.101 any

2t Efoll Ciet AAM|A Aod

i 29| HES3 2ot Adx|L|o{= 2tE Q| #E| QIE{H|0]A(0d]: SSH, &Y, HTTP, HTTPS,
SNMP 8)& 38 QB0 = E5tH EHstH, §Y & &0lM= 2tE{of CiEt LAN HMAE K|
0{3HoF &fL|C}. Cisco I0S Software= NFP(Network Foundation Protection) 7|5 AMEZ, 2l ¢l
E{m|O| A0 CHEF CHEH HMA Ao HFALIE L ZFWO| AHA| P42 E &H5ho{ ChFst QIE{H 0|A
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https://www.cisco.com/en/US/docs/ios/sec_control_plane/configuration/guide/sec_control_plane_overview_external_docbase_0900e4b180dd3acd_4container_external_docbase_0900e4b180de08f9.html#:~:text=The%20Control%20Plane%20Policing%20feature,%2Dservice%20(DoS)%20attacks.
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&1 Cisco I0S Software= syslog, tftp, &4 & 7|E} ZHAEE Z8|Q MH|ASL 22 ECi=Eo
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172.17.100.1104 SNMP & 2| 2H|0[40] 2111 172.17.100.1701 TFTP MEH7} U= HET of| A,
o 2342 T 2| QB oA HA|A HHO| o & X|Z & L.

cl ass-map type inspect match-any sel f-service-cmap
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
mat ch protocol h323
1
class-map type inspect match-all to-self-cnap
mat ch cl ass-nmap sel f —servi ce-cmap
mat ch access-group 120
1
class-map type inspect match-all fromself-cmap
mat ch cl ass-map sel f—servi ce-cmap
1
cl ass-map type inspect match-all tftp-in-cnap
mat ch access-group 121
1
cl ass-map type inspect match-all tftp-out-cnap
mat ch access-group 122
1
policy-map type inspect to-self-pmap
class type inspect to-self-cmap
i nspect
class type inspect tftp-in-cmap
pass
!
policy-map type inspect fromself-pnmap
class type inspect fromself-cmap
i nspect
class type inspect tftp-out-crmap
pass
!
zone security private
zone security internet
zone-pair security priv-self source private destination self
servi ce-policy type inspect to-self-pnmap
zone-pair security net-self source internet destination self



servi ce-policy type inspect to-self-pnmap

zone-pair security self-priv source self destination private
servi ce-policy type inspect fromself-pmap

zone-pair security self-net source self destination internet
service-policy type inspect fromself-pmap

1
interface FastEthernet 0/0
i p address 172.16.100. 10
zone- nenber security internet
1
interface FastEthernet 0/1
i p address 172.17.100. 10
zone- nenber security private
1
access-list 120 permt icnmp 172.17.100.0 0.0.0. 255 any
access-list 120 permt icnp any host 172.17.100.10 echo
access-list 120 deny icnp any any
access-list 120 permt tcp 172.17.100.0 0.0.0.255 host 172.17.100.10 eq www
access-list 120 pernmit tcp any any eq 443
access-list 120 permit tcp any any eq 22
access-list 120 permt udp any host 172.17.100.10 eq snnp
access-list 121 permt udp host 172.17.100.17 host 172.17.100. 10
access-list 122 permt udp host 172.17.100.10 host 172.17.100. 17

S| KA B WAL TFTP 42 AMSHE 752 MBstx| taLICH THekM TFTP7H %
5152 BI150F st He WEHHES TFTP AME 27l BE E24TS HEsiof BLICk

EFRE{7} IPSec VPN 122 SZ2 3= B IPSec ESP, IPSec AH, ISAKMP 2! NAT-T IPSec(UDP
4500)2 MY st MM of BLIC}. Ol'= AF 3t AfHIAO] et Z Ai g=of et Fet
ZlLICH ol Ct S HA2 2|o] X o= MEE = JU&LICH VPN EH=of CiE EciA ©o| &
o zhdak 37 A UEl HA ol B AP%*% %foj*l—ltr Hot HAMo M XIHE A=EZREN M
2t S 3tEl ECfE S 5{35Hof St HAISHX| b= &, Yo = S 3tE EfE2 AMEE £

class-map type inspect match-all crypto-cmap
mat ch access-group 123

!

policy-map type inspect to-self-pmap

cl ass type inspect crypto-cnmap

pass
class type inspect to-self-cmap
i nspect

class type inspect tftp-in-cmap
pass

|
policy-map type inspect fromself-pnmap
cl ass type inspect crypto-cnmap

pass
class type inspect fromself-cmap
i nspect

class type inspect tftp-out-crmap
pass

1
access-list 123 pernmit esp any any
access-list 123 permit udp any any eq 4500
access-list 123 permit ah any any
access-list 123 pernmit udp any any eq 500

B 7|tk st Gl o F2(FH 0] MH|A



Cisco WAAS(Wide Area Application Services) & 2|A @E(ﬁEETloi H7 4.0.13) - AT E Q0]
HHZ 4.0.132| ME Z|s0M 74 off & AL X|ElE XMES35t= oHECIFH ol HEE FHZESHAA|
o

show & debug BHE Ar&5t0{ B 7| HH Wt DL EY

ZFW= M Am|aefoldE E1 L3 €SS2 ZLIER S| /s ME22 BEs &L

2jof o|§ 0| ZHEIX| o2 B WYL THE BE Foio| WEE EAFLIC

Rout er #show zone security z1l
zone z1
Description: this is test zonel
Menmber Interfaces:
Et hernet 0/ 0

God ol GIZE A4 Qo CHAF Wod U MM EA[RLICH

show zone-pair security [source <source-zone-nane>] [destination <destination-zone-nane>]

AAEE AN KIHSHE| oM A4, A U HZE HM0| ol DE Yot Wo| EAELICH
AA/THY Bt §1Z 5 0] Yoig AAMINOR Titsts BE ¥ Wo| EAIELIC

Rout er #show zone-pair security
zone-pair name zp
Sour ce-Zone z1 Destination-Zone z2
service-policy pl
XEE E2 M2 EARLICH

show policy-map type inspect [<policy-map-nane> [class <cl ass-nap-nane] ]

rir o2

2 o] 0|8 g X|Hstx| L™ inspect R &2l ZE A Wo| EAIELICHEHY f8S Zitst
cflofo] 7 %

.

Rout er #show pol i cy-map type i nspect pl
Policy Map type inspect pl
Class cl
| nspect

KIZE God ol #7) ls 2IELY ZHAF R

0%

M Y SHE EAIELICH

I'|F

show policy-map type inspect zone-pair [zone-pair-nanme] [sessions]
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/content/en/us/td/docs/app_ntwk_services/waas/waas/v4013/release/notes/ws4013rn.html#wp288072
/content/en/us/td/docs/app_ntwk_services/waas/waas/v4013/release/notes/ws4013rn.html#wp288072

sessions SM2 XIGE B HolM G2 U ol Z2(7i|0| Mol ofsl] HIE HA MMdE EAIRLICH

Rout er #show pol i cy-map type inspect zone-pair zp
Zone-pair: zp

Service-policy : pl

Class-map: cl1 (match-all)

Mat ch: protocol tcp

| nspect
Sessi on creations since subsystemstartup or last reset 0
Current session counts (estab/half-open/term nating) [0:0:0]
Maxever session counts (estab/half-open/term nating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0
Last hal f-open session total O

Class-map: c2 (match-all)
Mat ch: protocol udp
Pass

0 packets, 0 bytes

Cl ass-nmap: cl ass-default (match-any)

Mat ch: any
Dr op
0 packets, 0 bytes
urlfilter 7| =& X|IZE 2 it 224E yrifiter 23 SH(EE Y 4 0|0 XIMEX| ef2 7
P DE CHaro| B{AH lﬂ)% = A|EtL|C}.

show policy-map type inspect zone-pair [zone-pair-name] [urlfilter [cache]]

cache 7|{E7} urlfilteret &7 XIHZIH IP A 9| urlfilter ZHA|7F E AIEILICEH

inspect policy-maps0i| CH&t show policy-map B&E 2 <F:

show policy-nmap type inspect inspect { <policy name> [class <class nane>] |
zone-pair [<zone-pair nanme>] [sessions | urlfilter cache] }
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https://www.cisco.com/c/ko_kr/support/docs/ip/ip-multicast/14760-4.html
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ip subnet-zero

ip cef

!

bridge irb

1

nterface FastEthernetO

ip address 172.16.1.88 255.255.255.0
dupl ex auto

speed auto

nt erface FastEthernetl

ip address 172.16.2.1 255.255.255.0
dupl ex auto

speed auto

nt erface FastEt hernet2
switchport access vlan 2

nt erface FastEt hernet3
switchport access vlan 2

nt erface FastEt hernet4
switchport access vlan 1

nt erface FastEt hernet5
switchport access vlan 1

nt erface FastEt hernet6
switchport access vlan 1

nt erface FastEthernet?
switchport access vlan 1

nterface Vl anl
no i p address
bridge-group 1

nterface VI an2
no i p address
bridge-group 1

nterface BVI1
i p address 192. 168. 1. 254 255. 255. 255.0

i p route-cache flow
1

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.1.1
!

bridge 1 protocol ieee

bridge 1 route ip

!

end
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ip subnet-zero
ip cef
1
ip port-map user-Xw ndows port tcp from 6900 to 6910
1
cl ass-nmap type inspect match-any L4-inspect-class
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
cl ass-nmap type inspect match-any L7-inspect-class
mat ch protocol ssh
mat ch protocol ftp
mat ch protocol pop
mat ch protocol imap
mat ch protocol esmp
mat ch protocol http
cl ass-map type inspect match-any dns-http-class
mat ch protocol dns
mat ch protocol http
cl ass-map type inspect match-any sntp-class
mat ch protocol smp
cl ass-map type inspect match-all dns-http-acl-class
mat ch access-group 110
mat ch cl ass-map dns-http-cl ass
class-map type inspect match-all sntp-acl-class
mat ch access-group 111
mat ch cl ass-map snt p-cl ass
cl ass-map type inspect match-any Xwi ndows-cl ass
mat ch protocol user-Xw ndows
cl ass-map type inspect match-any internet-traffic-class
mat ch protocol http
mat ch protocol https
mat ch protocol dns
mat ch protocol icnp
class-map type inspect http match-any bad- http-cl ass
match port-msuse al
match strict-http
1
policy-map type inspect clients-servers-policy
cl ass type inspect L4-inspect-class
i nspect
policy-map type inspect private-dne-policy
cl ass type inspect L7-inspect-class
i nspect
policy-map type inspect internet-dnz-policy
class type inspect dns-http-acl-class
i nspect
cl ass type inspect sntp-acl-class
i nspect
policy-map type inspect servers-clients-policy
cl ass type inspect Xw ndows-cl ass
i nspect
policy-map type inspect private-internet-policy
class type inspect internet-traffic-class
i nspect
cl ass type inspect bad-http-class
drop
!
zone security clients
zone security servers
zone security private
zone security internet
zone security dne
zone-pair security private-internet source private destination internet



service-policy type inspect private-internet-policy

zone-pair security servers-clients source servers destination clients
service-policy type inspect servers-clients-policy

zone-pair security clients-servers source clients destination servers
service-policy type inspect clients-servers-policy

zone-pair security private-dne source private destination dne
service-policy type inspect private-dne-policy

zone-pair security internet-dnz source internet destination dne
service-policy type inspect internet-dne-policy

1

bridge irb

!

nterface FastEthernetO

ip address 172.16.1.88 255.255.255.0

zone- nenber internet

nterface FastEthernetl
ip address 172.16.2.1 255.255.255.0
zone- menber dne

nt erface FastEt hernet2
switchport access vlan 2

nt erface FastEt hernet3
switchport access vlan 2

nt erface FastEt hernet4
switchport access vlan 1

nt erface FastEt hernet5
switchport access vlan 1

nt erface FastEt hernet6
switchport access vlan 1

nt erface FastEthernet?
switchport access vlan 1

nterface MVl anl

no i p address
zone-nmenber clients
bridge-group 1

nterface VI an2

no i p address

zone- menber servers
bridge-group 1

nterface BVI1
i p address 192. 168. 1. 254 255. 255. 255.0

zone- nenber private
1

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.1.1

!

access-list 110 permit ip any host 172.16.2.2
access-list 111 permit ip any host 172.16.2.3
!

bridge 1 protocol ieee

bridge 1 route ip

End
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FastEthernet 001 HEL/= &

cl ass-nap type inspect match-any private-all owed-cl ass
mat ch protocol tcp

mat ch protocol udp
mat ch protocol icnp

class-map type inspect match-all http-class

mat ch protocol http
!

policy-map type inspect private-allowed-policy
class type inspect http-class
i nspect ny-paraneters
class type inspect private-allowed-class
i nspect
!
zone security private
zone security public
zone-pair security priv-pub source private destination public
servi ce-policy type inspect private-all owed-policy
|
interface fastethernet 0
zone- nenber security public
|
interface VLAN 1
zone- nenber security private

o e
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