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$FW-6-DROP_PKT: Dropping udp session 0.0.0.0:68 255.255.255.255:67 on zone-pair

self-out class dhcp with ip ident 0
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zone security outside
zone security inside

interface Ethernet0/1
zone-member security outside
interface Ethernet0/2



zone-member security inside

class-map type inspect match-all dhcp
match protocol udp

policy-map type inspect out-to-self
class type inspect dhcp

pass

class class-default

drop

policy-map type inspect self-to-out
class type inspect dhcp

pass

class class-default

drop

zone-pair security out-to-self source outside destination self
service-policy type inspect out-to-self
zone-pair security self-to-out source self destination outside
service-policy type inspect self-to-out
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2FRE{7t DHCP F4AE H3 Mo R 7I X =X| & l5t7| 28l syslogsE HE & LICY.
Out-to-self & self-to-out 20| 25 UDP EiZEE HHSIEE 7 & 82 2t*E = 0] syslogdi|

EA|E CHZ DHCPOIM IP FAE 72 + ;!%L—IEP.

$DHCP-6-ADDRESS_ASSIGN: Interface Ethernetl/0 assigned DHCP address 192.168.1.5,
mask 255.255.255.0

UDP E2HEE MY S5 Out-to-Self I HHpt T HE T2 2t REE DHCPUIA IP FAE 7F
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$DHCP-6-ADDRESS_ASSIGN: Interface Ethernetl/0 assigned DHCP address 192.168.1.6,
mask 255.255.255.0
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$DHCP-6-ADDRESS_ASSIGN: Interface Ethernetl/0 assigned DHCP address 192.168.1.7,
mask 255.255.25
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access-list extended 111



10 permit udp any any eq 67

access-list extended 112
10 permit udp any any eq 68

class-map type inspect match-any self-to-out
match access-group 111
class-map type inspect match-any out-to-self
match access-group 112

zone security outside
zone security inside

interface Ethernet0/1
zone-member security outside
interface Ethernet0/2
zone-member security inside

policy-map type inspect out-to-self
class type inspect out-to-self

pass

class class-default

drop

policy-map type inspect self-to-out
class type inspect self-to-out

pass

class class-default

drop

zone-pair security out-to-self source outside destination self
service-policy type inspect out-to-self
zone-pair security self-to-out source self destination outside
service-policy type inspect self-to-out
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EFRE 7t Y WstE g S16tE DHCP EiE & §{&st=X| = 2152424 show policy-map type
inspect zone-pair sessions BHEO| E2 AEFLICE O] (A E=0i M 2= EAIE FI2EE= T
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router#show policy-map type inspect zone-pair sessions

policy exists on zp out-to-self
Zone-pair: out-to-self
Service-policy inspect : out-to-self
Class-map: out-to-self (match-any)
Match: access-group 112

3 packets, 924 bytes

30 second rate 0 bps

Pass

6 packets, 1848 bytes

Class-map: class-default (match-any)
Match: any

Drop

0 packets, 0 bytes

policy exists on zp self-to-out
Zone-pair: self-to-out



Service-policy inspect : self-to-out
Class-map: self-to-out (match-any)
Match: access-group 111

6 packets, 3504 bytes

30 second rate 0 bps

Pass

6 packets, 3504 bytes

Class-map: class-default (match-any)
Match: any

Drop

0 packets, 0 bytes
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zone security outside
zone security inside

interface Ethernet0/1
zone-member security outside

interface Ethernet0/2
zone-member security inside

class-map type inspect match-all dhcp
match protocol udp

policy-map type inspect out-to-self
class type inspect dhcp

inspect

class class-default

drop

policy-map type inspect self-to-out
class type inspect dhcp

inspect

class class-default

drop

zone-pair securiy out-to-self source outside destination self
service-policy type inspect out-to-self

zone-pair security self-to-out source self destination outside
service-policy type inspect self-to-out

UDP E2HZlol CHSt inspect 22 2 self-to-out A S T A45lE DHCP M miZ!0|
syslog7t A& L|Ct.

%FW-6-DROP_PKT: Dropping udp session 0.0.0.0:68 255.255.255.255:67 on zone-pair
self-out class dhcp with ip ident 0

UDP E2i=Zloi CHt inspect 242 2 self-to-out & out-to-self A 0| 25+ T HE B
M IiZ10| AA|E|1T O] syslogZt M ElLICY.

$FW-6-DROP_PKT: Dropping udp session 0.0.0.0:68 255.255.255.255:67 on zone-pair
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self-out class dhcp with ip ident 0
Out-to-self H20] inspect £ 10| & M3}t | 1 self-to-out Z32H0i| UDP EcHE| o CHEt pass 10|
EM3elEl E< DHCP AM miZlo| M&El & DHCP AMet iZlo| AFA|Z| 1 O] syslog7t M A4 EL|C}.

$FW-6-DROP_PKT: Dropping udp session 192.168.1.1:67 255.255.255.255:68 on zone-pair
out-self class dhcp with ip ident 0
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