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VRF QA 851 "show" BHHE "show" BHO|M VRFE X|H3l0F 5IE2 2 VRF @14 B 0| H|
VRF Q14| W40 CHEL|C}

rout er#show ip inspect [ all | config | interfaces name
sessions | statistics ] vrf vrf-name
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version 12.4

!

ip cef

!

ip vrf acct

!

ip vrf arch

!

ipvrf atty

!

i p inspect nane acct-fw ftp

i p inspect nane acct-fw tcp

i p inspect nane acct-fw udp

i p inspect nane acct-fwicnp

i p inspect nane arch-fw ftp

i p inspect nane arch-fw tcp

i p inspect nane arch-fw udp

i p inspect nane arch-fwicnp

ip inspect nane atty-fw ftp

i p inspect nane atty-fw tcp

i p inspect nane atty-fw udp

i p inspect nane atty-fwicnp

i p inspect nane fw global tcp

i p inspect nane fw gl obal udp

i p inspect nane fw global icnp

!

!

i nterface FastEthernet0/0
descri ption $ETH LANSSETH SW LAUNCH$S$I NTF- | NFO- FE 0$
i p address 172.16.100. 10 255. 255.255.0
i p access-group 121 in
ip nat outside
ip inspect fwglobal in
ip virtual -reassenbly

speed auto
!




interface FastEthernet0/1
no i p address

dupl ex auto

speed auto

no cdp enabl e

nterface FastEthernet0/1.171
encapsul ati on dot1Q 171

ip vrf forwarding acct

i p address 10.1.2.1 255.255.255.0
i p access-group 111 in

ip nat inside

ip inspect acct-fwin

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.172
encapsul ati on dot1Q 172

ip vrf forwarding arch

i p address 10.1.2.1 255.255.255.0
i p access-group 111 in

ip nat inside

ip inspect arch-fwin

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.173
encapsul ati on dot1Q 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0
i p access-group 111 in

ip nat inside

ip inspect atty-fwin

ip virtual -reassenbly

no cdp enabl e

|

iproute 0.0.0.0 0.0.0.0 172.16.100.1

iproute vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 gl oba

|
i p nat pool pool-1 172.16.100.100 172.16.100. 199 net mask
255. 255. 255. 0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
over | oad

ip nat inside source list 101 pool pool-1 vrf arch
over | oad

ip nat inside source list 101 pool pool-1 vrf atty
over | oad

|
I The follow ng static NAT translations all ow access
fromthe internet to

| servers in each VRF. Be sure the static translations
correlate to “permt”

I statenents in ACL 121, the internet-facing list.

|
ip nat inside source static tcp 10.1.2.2 21
172.16.100. 11 21 vrf arch extendabl e

ip nat inside source static tcp 10.1.2.3 25
172.16.100.12 25 vrf acct extendabl e

ip nat inside source static tcp 10.1.2.4 25
172.16.100.13 25 vrf atty extendabl e

ip nat inside source static tcp 10.1.2.5 80
172.16.100. 13 80 vrf atty extendable




access-list 101 pernit ip 10.1.2.0 0.0.0.255 any
access-list 111 permt tcp 10.1.2.0 0.0.0.255 any eq www
access-list 111 pernmit tcp 10.1.2.0 0.0.0.255 any eq 443
access-list 111 permt tcp 10.1.2.0 0.0.0. 255 any eq
sntp

access-list 111 permt tcp 10.

.255 any eq ftp

access-list 111 permt tcp 10. . 255 any eq
domai n
access-list 111 pernit udp 10.1.2.0 0.0.0.255 any eq
domai n

access-list 111 permt icnp 10.1.2.0 0.0.0.255 any
access-list 121 pernit tcp any host 172.16.100.11 eq ftp
access-list 121 permt tcp any host 172.16.100.12 eq

sntp

access-list 121 pernit tcp any host 172.16.100.13 eq
sntp

access-list 121 pernit tcp any host 172.16.100.13 eq ww
end

Multi-VRF Single-Site Classic Network& 7|Z& 43l 3l NAT &2l
CHS B™-ES M50 ZF VRFO| CHaH HIERT T4 gEh & ghsted ZALE SfelgtL|ct.

show ip route vrf [vrf-name] BHEE AI&35t01 Zf VRFS| A2 & AEFLICH

st g- 2801- L#show ip route vrf acct

Routi ng Tabl e: acct

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S, su- 1SI1Ssumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.2.0 is directly connected, FastEthernet0/1.171
S*  0.0.0.0/0 [1/0] via 172.16.100.1
st g- 2801- L#

Zt VRF2| NAT & S (show ip nat trvrf [vrf-name] & 3)& & QI&FL|Ct.

st g- 2801- L#show ip nat tra vrf acct

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.100.12:25 10.1.2.3:25 --- ---
tcp 172.16.100.100: 1078 10.1. 2. 3:1078 172.17.111. 3: 80 172.17.111.3: 80

show ip inspect vrf name @& Z A&3510{ ZF VRFO| &3l AL SHE ZLIERFLICH

st g- 2801- L#show ip insp se vrf acct
Est abl i shed Sessi ons
Sessi on 66484034 (10.1.2.3:1078)=>(172.17.111.3:80) tcp SI S_OPEN
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VRF 2I14] Cisco 10S Zone-Based Policy Firewall & £ 7|

VRF Q4] Q324 7|5k 2K Hi5lEd show Y2 VRFE QI4AI5HX| of= B0 Ct=2 X| et &LCt
Zone-Based Policy Firewall2 C}f 8t QIE{H|O|A 9| VRF & 2Hof 2t74|gi0]| 8t 2 oF 32390| OIE{ |
O|A0 M CHE E ot Fodo| QIE{HO|A R 0|F 5t ECHEZ MEFLICH M2t VRF 214 <
7|8k 24 dhsted2 H| VRF OHE 2|AH 0| Mo ¥d 7|eh 2 e stedol| M Al 5tE WelH &S
B7| 2|8l SUs show B2 AFSELICEH

mo

rout er #show policy-map type inspect zone-pair sessions
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version 12.4

!

ip cef

!

ip vrf acct

!

ip vrf arch

!

ip vrf atty

!

class-map type inspect
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
mat ch protocol sntp
mat ch protocol ftp

!

class-map type inspect
mat ch access-group 121
mat ch protocol ftp

!

class-map type inspect
mat ch access-group 122
mat ch protocol http

!

class-map type inspect

mat ch access-group 123
mat ch protocol sntp

!

class-map type inspect
mat ch access-group 124

mat ch protocol http
!

mat ch- any out-cnap

mat ch-al | pub-arch-cmap

mat ch-al | pub-acct-cmap

pub-atty-mail -cmap

pub-atty-web-cmap

policy-map type inspect arch-pub-pmap
cl ass type inspect out-cnmap

i nspect
!
policy-map type inspect acct-pub-pmap
cl ass type inspect out-cnmap

i nspect
!
policy-map type inspect atty-pub-pmap
cl ass type inspect out-cnmap

i nspect
!




policy-map type inspect pub-arch-pmap
cl ass type inspect pub-arch-cnmap
i nspect
|
policy-map type inspect pub-acct-pmap
cl ass type inspect pub-acct-cnmap
i nspect
|
policy-map type inspect pub-atty-pmap
cl ass type inspect pub-atty-mail-cnmap
i nspect
cl ass type inspect pub-atty-web-cmap
i nspect
|
policy-map type inspect pub-self-pmap
cl ass cl ass-default
drop | og
|
zone security arch
zone security acct
zone security atty
zone security public
zone-pair security arch-pub source arch destination
public
service-policy type inspect arch-pub-pmap
zone-pair security acct-pub source acct destination
public
service-policy type inspect acct-pub-pmap
zone-pair security atty-pub source atty destination
public
service-policy type inspect atty-pub-pmap
zone-pair security pub-arch source public destination
arch
service-policy type inspect pub-arch-pmap
zone-pair security pub-acct source public destination
acct
service-policy type inspect pub-acct-pmap
zone-pair security pub-atty source public destination
atty
service-policy type inspect pub-atty-pmap
zone-pair security pub-self source public destination
sel f
service-policy type inspect pub-self-pmap
|
1
interface FastEthernet0/0
descripti on $ETH LANSSETH SW LAUNCH$S$I NTF- | NFO- FE 0%
ip address 172.16.100. 10 255. 255.255.0
ip nat outside
zone- nenber security public
ip virtual -reassenbly
speed auto
no cdp enabl e
|
interface FastEthernet0/1
no i p address
dupl ex auto
speed auto
no cdp enabl e
|
interface FastEthernet0/1.171
encapsul ati on dot1Q 171
ip vrf forwarding acct
ip address 10.1.2.1 255.255.255.0




ip nat inside

zone- nenber security acct
ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.172
encapsul ati on dot1Q 172

ip vrf forwarding arch

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security arch

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.173
encapsul ati on dot1Q 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security atty

ip virtual -reassenbly

no cdp enabl e

|

iproute 0.0.0.0 0.0.0.0 172.16.100.1

iproute vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 gl oba

|

i p nat pool pool-1 172.16.100.100 172.16.100. 199 net mask
255. 255. 255. 0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
over | oad

ip nat inside source list 101 pool pool-1 vrf arch
over | oad

ip nat inside source list 101 pool pool-1 vrf atty
over | oad

|

I The follow ng static NAT translations all ow access
fromthe internet to

| servers in each VRF. Be sure the static translations
correlate to “inspect”

| statenents in in the Zone Firewall configuration, the
internet-facing list.

! Note that the ACLs used in the firewall correspond to
the end- host address, not

I the NAT Qutside address

|
ip nat inside source static tcp 10.1.2.2 21
172.16.100. 11 21 vrf arch extendabl e

ip nat inside source static tcp 10.1.2.3 25
172.16.100. 12 25 vrf acct extendable

ip nat inside source static tcp 10.1.2.4 25
172.16.100.13 25 vrf atty extendabl e

ip nat inside source static tcp 10.1.2.5 80
172.16.100. 13 80 vrf atty extendable

|
access-list 101 permit ip 10.1.2.0 0.0.0.255 any

access-list 121 pernit ip any host 10.1.2.2
access-list 122 pernit ip any host 10.1.2.3
access-list 123 pernit ip any host 10.1.2.4
access-list 124 pernit ip any host 10.1.2.5

I Disabl e CDP
!




no cdp run
|

end

Multi-VRF Single-Site Classic Network& 7|Z& 43l 3l NAT &2l

CHS BEE AEst0d 2 VRFOI| Cial| HIEQ T F4 B A 43te] HALE &g

st g- 2801- L#show ip route vrf acct

Routing Tabl e: acct

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S, su- 1SISsumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.2.0 is directly connected, FastEthernet0/1.171
S* 0.0.0.0/0 [1/0] via 172.16.100.1
st g- 2801- L#

show ip nat trvrf [vri-name] Y22 Zt VRFO| NAT &S 2 &QlgtLc}.

st g- 2801- L#show ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.100.12:25 10.1.2.3:25 --- ---
tcp 172.16.100.100: 1033 10.1. 2. 3: 1033 172.17.111. 3: 80 172.17.111.3: 80

tcp 172.16.100. 11: 21 10.1.2.2: 23 --- ---
tcp 172.16.100. 13: 25 10.1.2.4:25 --- ---
tcp 172.16.100. 13: 80 10.1.2.5:80 --- ---

show policy-map type inspect zone-pair W2 A& 504 &3t A 84 ZLIEHE

st g- 2801- L#show policy-map type inspect zone-pair
Zone-pair: arch-pub

Service-policy inspect : arch-pub-pnap

Cl ass-nmap: out-cnmap (match-any)
Mat ch: protocol http
1 packets, 28 bytes
30 second rate 0 bps
Mat ch: protocol https
0 packets, 0 bytes
30 second rate 0 bps
Mat ch: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps
Mat ch: protocol sntp
0 packets, 0 bytes
30 second rate 0 bps



| nspect
Packet inspection statistics [process switch:fast sw tch]
tcp packets: [1:15]

Session creations since subsystemstartup or last reset 1
Current session counts (estab/half-open/term nating) [0:0:0]
Maxever session counts (estab/half-open/termnating) [1:1:0]
Last session created 00:09: 50

Last statistic reset never

Last session creation rate O

Maxever session creation rate 1

Last hal f-open session total O

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Drop (default action)
8 packets, 224 bytes
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version 12.4

!

host nanme stg-871

!

aaa new node

!

aaa authentication login default |oca

aaa aut horization consol e

aaa aut horization exec default |oca

!

aaa session-id conmon

ip cef

!

no i p dhcp use vrf connected

|

ip dhcp pool priv-108-net
i mport al
network 192.168.108.0 255. 255. 255.0
default-router 192.168.108.1

!

ip vrf partner

description Partner VRF
rd 100: 101



!
ip vrf public
description Internet VRF
rd 100: 100
!
no i p domai n | ookup
i p domai n name your domai n. com
!
track timer interface 5
!
track 123 rtr 1 reachability
del ay down 15 up 10
!
cl ass-map type inspect match-any hot spot-cmap
mat ch protocol dns
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
cl ass-map type inspect match-any partner-cnmap
mat ch protocol dns
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
|
policy-map type inspect hotspot-pmap
cl ass type inspect hotspot-cmap
i nspect
cl ass cl ass-defaul t
|
zone security internet
zone security hotspot
zone security partner
zone security hq
zone security office
zone-pair security priv-pub source private destination public
service-policy type inspect priv-pub-pnmap
!
crypto keyring hub-ring vrf public
pre-shared-key address 172.16.111.5 key ciscol23
!
crypto i saknmp policy 1
aut hentication pre-share
group 2
!
crypto i psec transform set nd5-des-ts esp-des esp-nd5-hmac
!
crypto i psec profile nmd5-des- prof
set transformset nd5-des-ts
!
bridge irb
!
interface Tunnel O
i p unnunbered VI anl
zone- nenber security public
tunnel source BVI1
tunnel destination 172.16.111.5
tunnel node ipsec ipv4d
tunnel vrf public
tunnel protection ipsec profile md5-des- prof
!
interface FastEthernetO
no cdp enabl e
1

interface FastEthernetl



no cdp enabl e

nterface FastEthernet2
switchport access vlan 111
no cdp enabl e

nterface FastEthernet3
switchport access vlan 104
no cdp enabl e

nterface FastEthernet4
description Internet Intf

ip dhcp client route track 123
ip vrf forwarding public

i p address dhcp

i p nat outside

ip virtual -reassenbly

speed 100

full-dupl ex

no cdp enabl e

nterface Dot 11Radi 00
no i p address
!
ssid test
vl an 11
aut henti cati on open
guest - node
!
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-rol e root
no cdp enabl e

nterface Dot 11Radi 00. 1

encapsul ati on dot1Q 11 native

no cdp enabl e

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-|earning

no bridge-group 1 unicast-flooding

nterface Vl anl

description LAN Interface

i p address 192.168.108.1 255. 255. 255.0
ip virtual -reassenbly

ip tcp adjust-nss 1452

nterface Vl anl104

ip vrf forwarding public
i p address dhcp

i p nat outside

ip virtual -reassenbly

nterface Vl anll

no i p address

i p nat inside

ip virtual -reassenbly
bridge-group 1

nterface BVI1

ip vrf forwarding public

i p address 192.168.108.1 255. 255.255.0
ip nat inside



ip virtual -reassenbly

|
router eigrp 1

network 192.168.108.0

no aut o- sunmary

!
ip route 0.0.0.0 0.0.0.0 Tunnel O
ip route vrf public
ip route vrf public
!
ip nat inside source route-nmap dhcp-nat interface VM anl104 vrf public overl oad

ip nat inside source route-map fixed-nat interface FastEthernet4 vrf public overl oad
!

VI an104 dhcp 10

0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Fast Ethernet4 dhcp

ipslal

i cnp-echo 172.16.108.1 source-interface FastEthernet4
ti meout 1000

threshol d 40

vrf public

frequency 3
ip sla schedule 1 life forever start-tinme now
access-list 110 permit ip 192.168.108.0 0.0.0.255 any
access-list 111 permit ip 192.168.108.0 0.0.0.255 any
no cdp run

!
route-map fixed-nat permt 10

match i p address 110

mat ch interface FastEthernet4

!

rout e-map dhcp-nat pernmit 10

match i p address 111

mat ch interface Vlanl04

|

bridge 1 protocol ieee

bridge 1 route ip

!

end

0| 512 Zm|azojM2 VPN 47 Zm|azolMel o & MBELICH

version 12.4
!
host nane 3845- bottom
!
ip cef
!
crypto keyring any-peer
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
!
crypto isakmp policy 1
aut hentication pre-share
group 2
crypto isaknp profile profile-nane
keyri ng any- peer
match identity address 0.0.0.0
virtual -tenplate 1
!
crypto i psec transformset nd5-des-ts esp-des esp-nd5-hmac
!
crypto i psec profile nmd5-des- prof
set transformset nd5-des-ts
!
interface Loopbacklll
i p address 192.168.111.1 255. 255.255.0



ip nat enable

nterface G gabitEthernet0/0
no i p address

dupl ex auto

speed auto

medi a-type rj 45

no keepalive

nterface G gabitEthernet0/0.1
encapsul ati on dot1Q 1 native

ip address 172.16.1.103 255. 255. 255.0
shut down

nterface G gabitEthernet0/0.111
encapsul ati on dot 1Q 111

ip address 172.16.111.5 255. 255. 255.0

ip nat enable

nterface Virtual - Tenpl atel type tunne

i p unnunbered Loopback11l

ip nat enable

tunnel source G gabitEthernet0/0.111

tunnel node ipsec ipv4d

tunnel protection ipsec profile md5-des- prof
1

router eigrp 1

network 192.168.111.0

no aut o- sunmary

1

iproute 0.0.0.0 0.0.0.0 172.16.111.1

1

ip nat source list 111 interface G gabitEthernet0/0.111
1

access-list 1 pernit any

access-1list 111 deny ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0. 255. 255
access-list 111 permit ip 192.168.0.0 0.0.255.255 any

!

!

End

CHS VRF B ALO|E 6 7|HF Ml Wy ueig St 7| elEU odd, 22 % VRFO| VPN-
HQ ALt 2|2 &el

ChS BEE AEst0d 2 VRFOI| CHal HIEX T F4 B A 43te] HALE QgL

show ip route vrf [vrf-name] BHEE AI&35t01 Zf VRFS| A2 & HEFLICH

st g- 2801- L#show ip route vrf acct

mo
dok
L
o
C
o

show ip nat trvrf [vrf-name] BE 2 AFE 35104 ZF VRFL| NAT &S

st g- 2801- L#show ip nat translations

[e][]

show policy-map type inspect zone-pair & & AI& 3504 &ate] HAL 87 ZLIEE

st g- 2801- L#show policy-map type inspect zone-pair
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ip nat inside source static tcp 192.168.1.10 25 10.15.22.2 25 extendabl e
ip nat inside source static tcp 192.168.1.10 80 10.15.22.2 80 extendabl e
ip nat inside source static tcp 192.168.1.10 443 10.15. 22.2 443 extendabl e

access-list 101 pernmit ip any host 192.168.1.10
access-list 103 pernmit ip any host 192.168.1.10
access-list 105 pernmit ip any host 192.168.1.10

cl ass-map type inspect match-all sdmnat-http-1
mat ch access-group 101
mat ch protocol http

cl ass-map type inspect match-all sdmnat-http-2
mat ch access-group 103
mat ch protocol http

class-map type inspect match-all sdmnat-http-3 **
mat ch access-group 105
mat ch protocol http

policy-map type inspect sdm pol - NATQut si deTol nsi de-1
class type inspect sdmnat-http-1

i nspect

cl ass type inspect sdm nat-user-protocol--1-1
i nspect

class type inspect sdmnat-http-2
i nspect

cl ass cl ass-defaul t
policy-map type inspect sdm pol - NATQut si deTol nsi de-2 **
cl ass type inspect sdm nat-user-protocol--1-2
i nspect
class type inspect sdmnat-http-3



i nspect
cl ass cl ass-defaul t

zone-pair security sdm zp- NATCut si deTol nsi de-1 source out-zone destination in-zone
service-policy type inspect sdm pol - NATQut si deTol nsi de- 2
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