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track 123 rtr 1 reachability

delay down 15 up 10

!

track 345 rtr 2 reachability

delay down 15 up 10

!

!---Configure timers on route tracking class-map type
inspect match-any priv-pub-traffic match protocol ftp
match protocol tcp match protocol udp match protocol
icmp ! policy-map type inspect priv-pub-policy class
type inspect priv-pub-traffic inspect class class-
default ! zone security public zone security private
zone-pair security priv-pub source private destination
public service-policy type inspect priv-pub-policy ! !
interface FastEthernet0O ip address dhcp ip dhecp client
route track 345

ip nat outside

ip virtual-reassembly

zone security public

!

!---Use "“ip dhcp client route track [number]” !--- to
monitor route on DHCP interfaces !--- Define ISP-facing
interfaces with “ip nat outside” interface FastEthernetl
no ip address pppoe enable no cdp enable ! interface
FastEthernet2 no cdp enable ! interface FastEthernet3 no
cdp enable ! interface FastEthernet4 no cdp enable !
interface FastEthernet5 no cdp enable ! interface
FastEthernet6 no cdp enable ! interface FastEthernet7 no
cdp enable ! interface FastEthernet8 no cdp enable !
interface FastEthernet9 no cdp enable ! ! interface
Vlanl description LAN Interface ip address 192.168.108.1
255.255.255.0 ip nat inside ip virtual-reassembly ip tcp
adjust-mss 1452 zone security private !--- Define LAN-
facing interfaces with “ip nat inside” ! ! Interface
Dialer 0 description PPPoX dialer ip address negotiated
ip nat outside ip virtual-reassembly ip tcp adjust-mss

zone security public !---Define ISP-facing interfaces
with “ip nat outside” ! ip route 0.0.0.0 0.0.0.0 dialer
0 track 123 ! ! ip nat inside source route-map fixed-nat

interface Dialer0 overload ip nat inside source route-
map dhcp-nat interface FastEthernet(0 overload !---
Configure NAT overload (PAT) to use route-maps ! ! ip
sla 1 icmp-echo 172.16.108.1 source-interface Dialer0
timeout 1000 threshold 40 frequency 3 !---Configure an
OER tracking entry to monitor the !---first ISP
connection ! ! ! ip sla 2 icmp-echo 172.16.106.1 source-
interface FastEthernet0O timeout 1000 threshold 40
frequency 3 !--- Configure a second OER tracking entry
to monitor !---the second ISP connection ! ! ! ip sla
schedule 1 life forever start-time now ip sla schedule 2
life forever start-time now !/---Set the SLA schedule and
duration ! ! ! access-list 110 permit ip 192.168.108.0
0.0.0.255 any !--- Define ACLs for traffic that will be
!--- NATed to the ISP connections ! ! ! route-map fixed-
nat permit 10 match ip address 110 match interface
Dialer0 ! route-map dhcp-nat permit 10 match ip address
110 match interface FastEthernet0 !--- Route-maps
associate NAT ACLs with NAT !--- outside on the ISP-
facing interfaces

dhep B 2 FH AS:
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interface FastEthernet0
description Internet Intf

ip dhcp client route track 123
ip address dhcp

ip nat outside

ip virtual-reassembly

speed 100

full-duplex

no cdp enable

oo
Cl== SoIgfLCt
ol MrMde AlE35t0{ AI|2Eo|Mo| MOZ Rt=st=x| &HolstL|C}.
Output Interpreter T (S S E D0 ) (OIT)= EX show BHE X|HELICH OITE ALE3Fl
0 show B& £2490| EAM 2 ELICI

. show ip nat translation - ZAE LIS NAT 2 NAT QI S AE 71
BH2 HE SAETI F NAT 2|8 FAE HetE| 1 QX Zelg

Router#show ip nat tra
Pro Inside global Inside local Outside local Outside global

16.108.44:54486 192.168.108.3:54486 172.16.104.10:22 172.16.104.10:22

tcp 172.

tcp 172.16.106.42:49620 192.168.108.3:49620 172.16.102.11:80 172.16.102.11:80
tcp 172.16.108.44:1623 192.168.108.4:1623 172.16.102.11:445 172.16.102.11:445
Router#

ASE 4 X HolFLI

show ip route - QIE{I0f Cit o2 B2 E

Router#show ip route

Codes: C - connected, S - static,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route

R - RIP, M - mobile, B - BGP
O - OSPF, IA - OSPF inter area
N2 - OSPF NSSA external type 2

Gateway of last resort is 172.16.108.1 to network 0.0.0.0

C 192.168.108.0/24 is directly connected, Vlanl
172.16.0.0/24 is subnetted, 2 subnets

C 172.16.108.0 is directly connected, FastEthernet4

C 172.16.106.0 is directly connected, Vlanl06

S* 0.0.0.0/0 [1/0] via 172.16.108.1
[1/0] via 172.16.106.1

show policy-map type inspect zone-pair sessions(show policy-map type inspect zone-pair

sessions) - private-zone A E 2} public-zone ZAE 7+o| &5le] HAL €58 EAIELICH

H242 S AEJ} Q|E HOoE ododo| MH|AQ EAIS M LHE 5

=X -
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