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' General
Name: [ISE_TACACS | Status:[Enabled V| @
The Customize button in the lower right area of the policy rules screen controls which policy
! conditions and results are available here for use in r_'lﬂllf‘}' rules.

Conditions
[«] Protocol: | match »|Tacacs Selact

Results

Service: | Default Device Admin |

:OK': Cancel :Help:
T ArEhof et MH|A MEH B R0 M MEHEH HMA MHIAE FEELICHAMA MH|A RIS
N;

o

T5tEd™ MM A Al > HMA MH[A > 7|2 FX| #EIXL > IS5 {8l A& 35HofF 5t= ID X
A8 MEIE = l= IDE O|SE Lt Het 204 732 Access Policies(Y M A &) > Access
Services(YAMIA AH|A) > Default Device Admin(Z & C|HIO|A &2|X}) > Authorization( & §04

)RE 0|Ssto] e = U&LICH
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HIE 2|3 C|H}O|AE ACS7} of=l TACACS MHHZ ISEE A ELICHINEIAM 20| HX] ISEO]|
CEstn FAMHEI RIS J|Ho 2 ISEE %0 Q8 MHE MEE|o{of st=X| 08 E ZAXEL
Ct.0ol&= ISEQ| TACACS Live 2104 A &HQlet 4= Ql&L|LCt.

ISEM|IM 20| 28 & 2™ Operations(Z ) > TACACS > Live Logs(2t0|E 21)2 O|S &L
Ct.o| HO|X[ofM ElOo|E EDME & = U2 24l e EE ™o gt EE7| oto|22 28

~
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Steps

13020 Get TACACS+ default network device sefting

13013 Received TACACS+ Authentication START Request

15049 Evaluating Policy Group

15008 Evalualing Senvice Selection Policy

15048 Queried PIP - Network Access.Protocol

15006 Matched Default Rule

13064 TACACS proxy received incoming request for forwarding
13065 TACACS proxy received valid incoming authenlication request
13062 Start forwarding request to remote TACACS server

13074 Finished to process TACACS Proxy request

13020 Get TACACS+ default network device sefting

13014 Received TACACS+ Authentication CONTINUE Request
13064 TACACS proxy received incoming request for forwarding
13065 TACACS proxy received valid incoming authenlication request
13071 Continue flow (seq_no > 1)

13063 Start forwarding request to remote TACACS server

13074 Finishedto process TACACS Proxy request

ACSOilA 215 2 1 :E = 24™ Monitoring and Reports(Z LIEI 2 3 2 1A &) > Launch

Monitoring and Report Viewer(2LIE{Z! & & 11 4| Al&) > Monitoring and Reports(2L|E{Z X &
1 M) > Reports(:2. 11 M) > AAA Protocol(AAA 2 E &) > TACACS Authentication(TACACS 2I&
)22 O|SELICE ISEQ Ot 7R 2 #4l e EE ™ it EE7| ol0|22 S SH F

of M B E el & it
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TACACS: Invalid TACALCS+ request packet - possibly mismalched Shared

Message Text
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node](‘cE M=) 2 O|SEL|CtEdit(=™)E 225t T 2lof EA|E! CHE General Settings(&
gk A7) & ool /= "Enable Device Admin Service(C|HFO|A & 2| AMH|A g 43" & QlEt
g =elghLct.clatolA B 2|7t ISEoM & 5te{H of & elgts MEdal of JFLICt



Porsonas

Rale PRIMARY
¥ M GG Role w Dfhgr Monitonng Node

<l polcy Serdce

*| Enable Sessian Senvices include Hode in Hode Group | Hone n

*| Enabile Profiing Sennce
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X| 8{Z) > Diagnostic Tools(ZIEF =) > General tools( &+ &) > TCP Dump(TCP Ex)Z O]
S gt

TCP Dump

Monitor the packet headers on the network and save to a file (up to 5 Minutes)

status @ Stopped [ start |

Host Name |[tornado "'
Network Interface |GigabitEthernet 0 "'
Promiscuous Mode @ on O off

Fiter

Example: 'ip host hebos and not iceburg’

Format |Raw Packet Data "'

Dump File Last created on Fri Dec 09 20:51:18 IST 2016
File size: 9,606 bytes
Format: Raw Packet Data
Host Name: tornado
MNetwork Interface: GigabitEthernet 0
Promiscuous Mode: On

| Download | | Delete |
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7t o B&LICHES ISEMM HES|S ClHHO|AZ 9| ghet EEiE 0| 5{& £|0{0F &fLCt
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