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Operations | ¥ Policy

A message displays to guests when they reach the maximum number of supported devices.

. Allow guests to register devices
You can set the maximum number of supported devices in the guest type settings.
Device information will be stored in the endpoint identity group specified in the guest type of the |
Configure guest types at:
Guest Access > Configure > Guest Type

hu

(0Ol 0|0l M E GuestEndpoints)oll HA o 2

EZQIE C|HtO|A(mac F4)E SEH A=ZQE O
=]

—ha b sl /> Home  Operations |¥  Policy | v
[l Network Resources |24] Device Portal Management

G- Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Endpoint List = CO:4A:00:14:6E:31

Identities
Endpoint
& L]
* MAC Address C0:4A:00:14:6E:31
v

- @, Static Assignment |

[ Users » .
* Policy Assignment | Windows 7-Workstation -
Endpoints

(& Endpoin : Static Group Assignment |«
ﬁ Latest Manual Network Scan Besu... >

* Identity Group Asslgnment| GuestEndpoints -

iE 2&2 ol olOlx|ol ZAIE CH= AL XS] HAE FE0AM ohAELICH

ol
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v Home Operations | v Policy | ¥

! Manage Accounts ! Sellings

Guest Type

Guesl type name: * I Contractor (default)

Description: | Default settings allow network access for up to a year.

Language File «

Collect Additional Data | Custom Fields... |

Maximum Access Time

Maximum account duration

365 Defaull 90 (1-999)

_ Allow access only on these days and times:

From | 9:00 AM | To | 5:00 PM _sun ¥ Mon ¥ Tue ¥

Login Optlons
¥ Mazimum simultaneous logins 3 {1-5849)
When guest exceeds limit:
2/ Disconnect the oldest connection
- Disconnect the newest connecticn

. Redirect user to a portal page showing an emor message |
This requires the creation of an authonzation policy nie

Maximum devices guests can register EI {1-293)
Endpoint [dentity group for guest device registration: | GuestEndpoints _‘I
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cisco Identity Services Engine

(ot Home  Operations | ¥  Policy | ¥  Guest Access

Configure Manage Accounts

+ Portal Settings

HTTPS port:

Allowed interfaces:

*

Certificate group tag:

*

Authentication method:

Employees using this portal as guests
inherit login options from: *

Bl Settings

(8000 - 8999)

b

Gigabit Ethemet 0

Gigabit Ethermnet 1

Gigabit Ethemet 2

Gigabit Ethemet 3

Default Portal Certificate Group :I

Configure certificates at:

Administration > System > Certificates > System Certificates

ME

Configure authentication methods at:

Administration > Identity Management > Identity Source Sequences
Administration > External Identity Sources > SAML Identity Providers

Guest Portal Sequence

| Contractor (default) ;I

Aoz HAEQ HZAE mac T4 & EH ID IAEN SELICHOIE RS2 HEYE
oigrLichol: T2 uf U MH|A).

. ZZnldq ATE ME324H EndPointPolicy T8t £04 Z7HE A& £ &LiCH
Cluto|AT & & SY A= ZQIE ID IEM SEtcte ALAME 21 /2 f o] o|O|x|ol| EA|E! CH
2 0|E 7|ttt 2 HEt 2o Elg FdE = JU&Ln

;lll-lll- i . i
! orvices Engine /> Home  Operations | ¥  Policy| ¥  GuestAccess |¥  Administration | v
| &) Authentication |4 Profiling | Posture |&3) Client Provisioning |5] Trustsec &% Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

For Policy Export go to Administration > System > Backup &

First Matched Rule Applies

-

» Exceptions (0)

Standard

Restore = Policy Export Page

Permissions

Status  Rule Name Conditions (identity groups and other conditions)
Fa AuthenticatedGuest GuestEndpoints Wireless_MAB PermitAccess
RedirectToPortal Wireless_MAB GuestPortal
AER7F QIS E|X| ot M 2047 Yt =] RedirectToPortaldt YX|ELICHHAE Z& 3
QIEo= ZIC|2iME £ S EolE s S S QI D 180] HHAIEILICHOlE 2ot FAISIQ
e 20| ALSELICHEE AEZQIES| 2E & QIS 2 W Hm| HEF Fof 720 =E 38t
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l‘lll'l'
Identity Services Engine P
Sisco ity ng ‘q* Home Operations | v Policy |w Guest Access | ¥ Administration | ¥
c;°;= System g- Identity Management i MNetwork Resources B Device Portal Management L,‘ pxGrid Services b Feed Service L8 pxi
Identities Groups External Identity Sources Identity Source Sequences
Settings [Endpoint Purge,|
= User Custom Attributes Define the EndPoint Purge Policy by configuration rules based on identity groups and/or other conditions. Drag and drop rul
= User Password Policy First Matched Rule Applies
:= Endpoint Purge v Never Purge
Status Rule Mame Conditions (identity groups and/or other conditions)
.: EnrolledRule DeviceRegistrationStatus Equals Registered
v Purge
Status Rule Mame Conditions (identity groups and/or other conditions)
GuestEndPointsPurgeRule GuestEndpoints ElapsedDays Greater than 30
RegisteredEndPoints PurgeRule RegisteredDevices ElapsedDays Greater than 30
v Schedule

Purge endpoints from the identity table at a specific time

Schedule : Every| Everyday r| at | 03 v| | 00 v|
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Identity Services Engine - —
B ity 9 /) Home Operations|¥  Policy| ¥  GuestAccess |v  Administration | ¥

| &) Authentication B Authorization | Profiling |®) Posture |G Client Provisioning |5) Trustsec & Policy Elements

Authorization Policy

Define the Authorization Paolicy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies v

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
[~ AuthenticatedGuest Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess
| RedirectToPortal Wireless_MAB GuestPortal

e ZU2 ISEIM &E MM &olstn o sie §42 &flgfLichaiE Mol o HA
£ §40| Q= B<2.ISE7+ NAD(Network
Access Device)0l| A RADIUS A &2 X| HIAIXIE o™ Mol B2 LSol| M7HEL[Ct
.0] EtA[0l M Network Access:UseCase = Guest Flow is not satisfaction anymore threat(HE 2|3
HM|A:UseCase = HAE 5 8)7t H Ol SFEIX| L&LICLANMO R 1Y AEXZQIES RE

34052 HAE QB QI3 Y 7! Bl|Mol T2 ELICH

#H:AE XL HotSpot ZEH 2 S5l QI8 = B2 HAE EER7} XIHEIX| et&LICH 0|2
8t AL} 2|20 M UseCase &2 Guest Flow CHA! Host Lookup2 2 A& ELIC}.

WLC ¢id 37| S&
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Identity Services Engine e
=) ity LY > Home Operations|¥  Policy| ¥  GuestAccess |¥  Administration | ¥
Aulhentlcatlons " Reports "%} Adaptive Network Control % Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops
0 0 0

m Show Live Sessions ‘u'i'u‘ Add or Remove Columns = @» Refresh @ Reset Repeat Counts

—— | Sz Det... Repeat C... Identity Endpoint D Authorization Policy | Authorization Profiles| Event

Y~ | il
2015-08-15 00:28:36... @ a 0 guest C0:4A:00:14:6E:31 Session State is Started
2015-08-15 00:13:58... a guest CO:4400:14:6E:31 Default == Authent.. PermitAccess Authorize-Only succeeded
2015-08-15 00:13:58... a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-15 00:13:56... a guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-15 00:13:25.., a C0:4A:00:14:6E C0:4A:00:14:6E:31 Default >> Redirec... GuestPortal Authentication succeeded
2015-08-14 22:36:58... Q guest CO:4A00:14:6E:31  Default == Authent.. PermitAccess Authorize-Only succeeded

JeqLt A siiAl = AFEREIF CHE WLANOY| 42K WLCE O M[ME X|2{oF & L|Ct Radius
HE BaE SX| 7} M&E |1 ISE7F MME M7 & LcHZ280|AE 7 &2 WLAN Guest
Flow(WLAN HAE EE2) Z7o| AZstE{T AEstE B2, SFLX| A0 ALSA7L QB2 @
af 2|C[=ME L ct

3 11:MFP(Management Frame Protection)2 T 4E WLCE= CCXv5 MFP Z2t0|MEQ| &5

stE CIelE Zode sEgfuoh

HAE Z-of 2lc|BME|D 84S0l 015 ISEE RHRIE 2 E2|713+7| 2/5H CoA(Change of

2|
Authorization)E& M&&LICLIOEIM MER MAB(MAC Authentication Bypass) HlAo| = EL|cH
0] A|Zt = Z QIE & GuestEndpoints ID ZE 0| &6t A BMAE KMEBste FEIS &QIEL
Ct.

alnafie

Identity Services Engine |
s L) L /1> Home Operations | ¥ Palicy | ¥ Guest Access | ¥ Administration | ¥

[ Authentications " Reports | Adaptive Network Control % Troubleshoot

Misconfigured Supplicants ' Misconfigured Metwork Devices ¢ RADIUS Drops ' Client
0 0 0

Show Live Sessions 40} Add or Remove Columns v & Refresh @) Reset Repeat Counts

Time d Status Det.. Repeat C.. Identity £ Endpoint ID £ Authorization Policy i Authorization Profiles | Metwork Device Event ©

| || J ]
2015-08-14 22:25:45... (@ a 0 guest C0:44:00:14:6E:31 Session State is Terminated
2015-08-14 22:12:40... a guest C0:44:00:14: Default == AuthenticatedGuest  PermitAccess wlcl Authorize-Only succeeded
2015-08-14 22:12:40... a C0:4A:00:14:6E:31 wlcl Dynamic Authorization succeeded
2015-08-14 22:12:32.., a guest CO:4A:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:10:18.., a CO:4A:00:14:6E CO:4A:00:14:6E:31 Default >= RedirectToPortal GuestPortal wlel Authentication succeeded

O EAOIH 24 HBTIE S BT T2 WLANO] SFE L1 LM 2128 & L. 2 &
2 IRl mac SR AMISE DB SRl S5 1D 30l St S0 B EIE HEol &
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ices Engine
L /> Home Operations | ¥  Policy | ¥  Guest Access | v

Administration | ¥

[&] Authentications

Miscenfigured Supplicants

(o]

" Reports i Adaptive Network Control " Troubleshoot

i Misconfigured Metwork Devices ¢

0

m Show Live Sessions {,_5} Add or Remove Columns + *@» Refresh o Reset Repeat Counts

i i

Status

i

RADIUS Drops
0

Client

i

Time Det Repeat C Identity Endpoint ID Authorization Policy = Authorization Profiles | Metwork Device Event
2015-08-14 22:28:18... @ a 0 CO:4A:00:14:6E CO:4A:00:14:6E:31 Session State is Started
2015-08-14 22:28:15... a C0:44:00:14:6E CO:44:00:14:68:31 Default == Authent., PermitAccess wicl Authentication succeeded
2015-08-14 22:12:40.., -] guest CO:44:00:14:6E:31  Default == Authent.. PermitAccess wicl Authorize-Only succeeded
2015-08-14 22:12:40.., Qa C0:4A:00:14:6E:31 wicl Dynamic Authorization succeeded
2015-08-14 22:12:32.., a guest C0:4A:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:10:18... a C0:44:00:14:6E C0:44:00:14:68:31 Default >> Redirec... GuestPortal wicl Authentication succeeded
Al HAIA
o — o T
Rl AlLL2|2 2] B (Guest Flow 7|8F =74 Z &) A|fo| S ELICEH
lome ons | v olicy | v uest Access ministration | ¥
o H Operations | Policy | Guest Al Administration |
i@ Adaptive Network Control "¢ Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops %
0 0 0
@ Show Live Sessions {é} Add or Remove Columns "@p Refresh o Reset Repeat Counts
- o Status Det... R | Identity i Endpoint ID Authorization Policy Authorization Profiles| Event '
| |
2015-08-14 22:34:35... o a 0 guest CO:4A:00:14:6E:31 Session State is Started
2015-08-14 22:34:34,, a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:34:34,, a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:34:33... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:33:51... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
=S4 O|= olH xle "M== o=
JeLt 2E =& Q150 Cis Mldo] MHE = HAETH L 722 HEstL CHA| HAE QIS
2 olF = =|
?/s 2lc[=MEL
ices Engine
B 7> Home Operations|¥  Policy| ¥  Guest Access Administration | ¥
** Reports i@ Adaptive Network Control "¢ Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops %
0 0 0
@ Show Live Sessions {é} Add or Remove Columns "@p Refresh o Reset Repeat Counts
- o Status Det... R | Identity i Endpoint ID Authorization Policy Authorization Profiles| Event '
Al v |
2015-08-14 22:36:58... o a 0 guest CO:4A:00:14:6E:31 Session State is Started
2015-08-14 22:36:58... a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:36:58... a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:36:56... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:36:27... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
2015-08-14 22:34:34,, a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:34:34... Qa C0:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:34:33... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:33:51... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
St 2HIE E A ole 740 e o X === =0 IZIOIE EAM2
M Mof Cist Z2HIE 0| U2 B HAE EER 20| SFELICLo|l= AdEXZQIE EHE
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i
ClISCL Identity Services Engine

;> Home  Operations | ¥  Policy | ¥  Guest Access | v Admir
s%e System g Identity Management il Network Resources [t Device Portal Management [&3 pxGrid Services [

Groups External Identity Sources
Identities
L R
[ Users >
| Endpoints >
= Latest Manual Network Scan Resu... 3

Port al User guest
St epDat a 5=MAB, 8=Aut henti cat edGuest
UseCase Guest Flow

B

CSCuu41157 ISE ENH CoAe HAE HE M7 E= BtE Al

(M2EAENHE=BE F HAEHNMBSE M 2

=

Cisco ISE 1.3 #2|X} 7l0o|=
Cisco ISE 1.4 #2|A} 7}0|=

Identity Source Sequences

NAS-IP-Address
NAS-Identifier

NAS-Port

NAS-Port-Type

Network DeviceGroups
Network DeviceMame

oul

OriginalUserMame
Policyersion

PortalUser
PostureApplicable
PostureAssessmentStatus
FPreviousDeviceRegistrationStatus

SelectedAccessService

Settings

10.62.148.101

WLC1

1

Wireless - IEEE 802.11

Location#All Locations, Device Type#All Device Types

wic1

TP-LINK TECHNOLOGIES CO. LTD.

c04a00146e31

4

guest

Yes

NotApplicable
NotRegistered

Default Metwork Access

SelectedAuthenticationldentityStores  Internal Endpoints

SelectedAuthorizationProfiles

PermitAccess

Service-Type Authorize Only, Call Check
StaticAssignment false

StaticGroupAssignment true

StepData 9=MAB, 8=AuthenticatedGuest
Total Certainty Factor 60

UseCase | Buest Flow

. ISE HF 1.3 AT Hu|a oM o

CISEHHTE 13 4dx S8 AHAE X& ZFHu|ad oM of

- WLC %! ISE #dxm|efo|io| S F QIF of

. ISE #H1uagojM2 ALt WLCS| FlexConnect APE A28 S 9| 215 of

. 71& X|§ & XM - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCuu41157
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
/content/en/us/support/docs/security/identity-services-engine-software/118741-configure-ise-00.html
/content/en/us/support/docs/security/identity-services-engine/118742-configure-ise-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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