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CISCO MONITOR  WLAMNs CONTROLLER  WIRELESS  SECLIRITY
Security RADIUS Authentication Servers > Edit
R Server Index z
General
* RADIUS Server Address 10.62.97.21
Authentication
Accounting Shared Secret Format Lﬂ[vl
Fallback Shared Secret I"'
CMNS
» TACACS+ Confirm Shared Secret |u-
LDAP
Local Net Users Key Wrap .
MAC Filtering L] (Designed for FIPS custome
Disabled Clients Port Mumber 181z

User Login Policies
AP Policies Server Status Enabled [vl
Password Policies Support for RFC 3576 Enabled [vl

» Local EAP Server Timeout |5_ seconds
b Priority Order Network User Enable

b Certificate Management Enable

b Access Control Lists IPSec [[] Enable

0{7} 220 H|& 8t Hm28|o|Ad0| U&LICHEESH ISEV7F SSIDE 7|Ete 2 18t 732
FHE 5 UL Z Called Station ID £H0{M SSIDE HE5HE=S WLCE T35t WOl £&
Lict.

Security RADIUS Authentication Servers
v AAA
General Acct Call Station ID Type £ IP Address |
- R*'*Q.I.':!.ﬁ ............................. Auth Call Station ID Type AP MAC Address:SSID [vl

2. WLANs(WLANSs) E40{| A Wireless LAN (WLAN) Guest(541 LAN(WLAN) HAE)E &5t 0
Correct Interface(2HIE QIE{H|0|A)E FHELICHMAC ZE{ZIZ AFE35104 Layer2 2ot
None2 2 M7 &FL|C} Security/Authentication, Authorization, and Accounting (AAA)
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Security Access Control Lists > Edit
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1. Guest Access(HIAE ML) > Configure(T43) > Guest Portals(HIAE Z&)E 0|55t A
Z & %0l Self Registered Guest Portal( & Z S8 HAE ZTE)S MdghLICH

Creabe Guest Portal - Choose Portal Type

Choose the type of portal you want to creabe.
) sponscred-Cuest Portal

SPoness aheals ol acoainte, Gosls cannol ereta thair owin soceunta.

[ ser-Registered Cunst Porial
Guests provide mformabion bo aateraically create an account, with sponsor approvel as an opiwocal requitement.

0 Hoispol Guest Portal
Guasts can aoosss the netwerl wathowt credesiala, but yeu can add fwelcoms messags and AUR

[Contnce. R
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£ ¥ e /o> Home  Operations [*  Policy |+  GuestAccess |*  Administration |i=

|&, Authentication B Autharization |4} Profiling [ Posture le, Cliant Provisioning |, TrustSec & Folicy Elements

Authorization Policy

Define the Authorization Policy by configuting rules based on identity groups andlor ether condiions. Drag and drop rules to change the erder
For Policy Expor go to Admeinistration = System = Backup & Restore = Policy Export Fage
[ First Matched Rule Applies -

k Exceplions (0)

Slalus Rule Mams Condifions (identity groups and other conditions Fermissions
Guast GuestEndpoints Radius Called-Sation-1D COMTAING Guest Parrmitiniemmat
= uesi_Authenlica adius:Called-Station: ues ues
- Guesi_Auth 1G] Radius;Called-5 1D CONTAINS Guest Guest
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5. WLCE Administration(Z 2l) > Network Resources(H|E {3 2|4 A) > Network Devices(L|
E Q|3 C|H}o|A)0ll M Network Access Device(HIE 3 HAMA C|HO|A)R F=IHEFLICEH
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CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
Password:
Passcode:
Dont have an account?
Contact Suppon
2. A BHo| gl a2 A eige Msior BLICL e MHBLICH AN A4

M H O|X|7} E AlElLICt Guest Portal 71| 12| 0|4401| M Registration Code(S
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é = https:/fisel 3. ecample.com:B44 3/ portal/SelfRegistration.actienfrom=LOGIN c E
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CISCO Sponsored Guest Portal

Create Account
Please provide us with some information 50 we can create an account for you

Registration Code*

CISCD

Username
guestt

First name

michal

Last name

garcarz
Email address
mgarcarz@cisco.com

Phone number

BE6E6666E

3. H{YHS = ALK HHMo| X7t e 42 MHE ¥4 5t2{™ Guest Access(HAE A
M) > Settings(4H) > Guest Password Policy(HIAE H|ZHE &3) £ Guest
Access(HIAE M|A) > Settings(AH) > Guest Username Policy(HAE AHE XL O|F &Y
)2 O|SELICtoE e Ct3n Zr &Lt



¢y Home

B8 Configure BN Manage Accounts
» Guest Email Settings Identify the SMTP server and specil
» Guest Locations and SSIDs Specify the locations where you war
» Guest Password Policy Specify the policy settings that will
+ Guest Username Policy Specify the policy settings that will ;

Configure username requirements that will be enforced for guest usernames. LIsernan

Username Length

Minimum username .4| (1-64 characters)
lenagth:

Username Criteria for Known Guests
If data is available, hase username on:

'E' First name and last name
() Email address

Characters Allowed in Randomly-Generated Usernames

Alphabetic: Allla-z) -

Minimum alphabetic: =) (D-64)
Mumeric: Alll0-9) -

Minimum numeric: 0 (D-64)
Special | All supported -

Minimum special: 0 (D-64)

O
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CISCO Sponsored Guest Portal

Account Created
)56 el Mollowineg informiadan 1o 5ign an 1o ha netenrk
;‘5-:--mmv.g uesti
Password.=_yl
First namemicha
Last name garcan
Ll||.:.l| Mgarca lil,‘i.:'_l.ul.f} |||

Conlad Sappon

5. Sign Onf (510 X124 SBE MBHUCHAIAE 2 ofajol THE B £ AN~ o
E7HLQH 4 S0l HIUHSE AT AU ASKE 2IQT £ YT B = EOHE E

oF HIZHLIE LCH.

suast Partal

Sign On
Welcomae fo the Guest Portal. Sign on with Twe us#rmame and password provided o vau
Usernama:
guas

FPassvwond:

Hasscode:

ason

6. MZ5H MEHZ{Ol AUP(Acceptable Use Policy)7t ZAIE & USLICHAAE ZEH| 2 HE
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ALR). Post Access HO|X[(HAE ZHOME FH 7IS)E EAIE = USE
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CIscO0 Sponsored Guest Portal

Fost Acoecs
Click Continue $o connect ko the natwork

You'ne wery dase o [=nning NETROCK ICCESS

Contac Suppor
OFX|2f mHo| x| M= HMA HEHo| RO{E[ARAZ S & IFLICEH

C1s€o Sponsored Guest Portal

Success
You now hiave Inlemnel aooess through #is nebark

Sonkacs Support
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[m Show Love Seesices 404 add or Removs Colornz = 1.5- Aafresh a Repst Bspast Caunse

Slalus Fepeat | Harkity 4 Authartication Palicy Aathorzation Pelicy | Authonzation Profies  [danty Sreup -

Client Skepped Resparding
o

Fafrash| Fvary 1 minuga | 5

Evart

Time L3 ﬂ Diat... Court | I

20ba-00-0k 1215 i o 4 guestl

0L 408-00 131852, B a guesl Dafauk == MaE Datauk == Suast Parmitint ermet Usar ldentity Gro...
2004-08-0L 13155 @ a

201 4-08-01 13:18:29.. & guestl GuasTypa_ DALY
2opa-08-0r 121e3l.. @ a 64:64:A%06: 23 Defauk >> MoB >= .. Default => Guest_... Guest

EZE O30 Z&Lich

Seesion State i Started
Authorize-Only succeaded
hramic Authorizabion succeeded
Guest Authercication Fassad

authertication succeaded

- HAE M-8R F B M 204 7 2|(Guest_Authenticate)2 & 74510 HAEZ Z|C|=M

. 7ﬂ*E7F Mz SEg Qs ZICIHMELICt E3Xoz ZOQI(ME MME 0{7I2E AL8)st
% |SEE CoA MBS M&stH, ol= WLCH| 2|5l &2l E LICH"Dynamic Authorization

succeeded").

- WLCE= Authorize-Only §4 2 At&35t04 RHQIE S =~ 5tH ACL O|FO| gtetElLICt



("Authorize-Only succeeded"). HAE &= SHIE HE I HHAE M3 ELICH
2 1 M (Operations(2 &) > Reports('2 1L A1) > ISE Reports(ISE E_"Lkl) > Guest Access
Reports(HIAE Y MA H 11 M) > Master Guest Report(OtAE| HAE BETM)T CHS2 = QIEL

Ct.

Master Guest Report

Fagw

Freif ORA1 2014 12:00:00 AM 15 00012014 02:42:34 PM
Loggad At Guast Usar MAL Addreas IP Address Qparation Ligar Mame Megsags AP Accaptancoa

Mamea
20140801 1%18:49.9 questl f4-65-83-08-23-43  10.221.0.218 Guest user has accepled the use palicy
0L 40001 12121087 guostl 54-55-83-08-23-03  10.221.0.218 Add SalfRagistratian
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GIM#rmanage. Nt EUmmany

[ bredE: soonsor. exarmple. com: B4 reorportall ogrsubent. action? from =1
WWelcome spansor -

alran]ua
€i5€0  Sponsor Portal

Create ACCOLIIE Ianage Accours (1] Fandng Accounts (0) Hoticzs 0]
Resend Exvend Edit Fuspand
Delete Reset Password Print
First nerme: michal
Shname garcarz

Usemnama guestl

*gsgwond =_yll

Emeil addrass mgarcarz@cisca. cam

Compar

S murnber GEEGEEEEE

Farzon being vistedamel
DALY
Bowraiting Initial Login

QBOUZ 4 12:58
OBMEZ01 & 12:58

angusgs Emglizh
ST Tag
lime lett 02347

E X2 H2E HHA > Y >

O| 580| ZE BHOMCIYE SHE 7 HE £ QU&LICEHO| 2E X2
HAE X8 > PortalName > HE| > X8 S% U E2< ™o AAE X &0 2t +HELICHH
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Zt 2 SM(ISE A 1.22] Time Profile(AlZt Z2 1} Y) 3t Guest Role(HIA E 238H) 0| &8 E|of
AEX HH
S8 I -FM3tE E, HY IEE 4T U= ASRIE XS SEF = JUagUchAES
OtE M &S E XS3sHor &).
AUP - X}7t S5 Al AL HA 5
AEMI HAE A™E SQ/EMHESESE 7 AHE

2 HAE A

. HHA FE - -t E ER, HIL ZEE 2T UE AAE MASKE 23018 £ Q&LCH
AUP - R} 7} Al ALE EH 2
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¥x 558 A

. 7|E2xoE ClotolaE iS22 SEELU
HAE ClHiolA& ™ &4 dH

. SE UM ZAK FHE
BYOD &%

- ZE-EE HAEZ ASsteE 7| AASKIH IR BRIE S5E + UTF &

AEM 52 AHE
Require self registered guests to be approved( = S8 HAEE £9I50fF &) SM0| MEHE &
2, HAETH MMFE AHE AZE M7 Q6o &LICE O] 7|s2 AEMAHA (HAE AHE &2l

2|5) RIS MLSH7| 5l olHUS AL E 4= USLICH

SMTP(Simple Mail Transfer Protocol) Al === O|H 22| 7|2 L& O|FHE|X| 42 B2 HHO0|
MM X| ef&LCt.

Account Created

Use the following information to sign on to the network

Email send failure ‘

First name:michal
Last name:garcarz
Emailmgarcarz@cisco.com

guest.log®| 2= SX|0l AL E ™A from FA7F FEEIRS S & QIFLICEH



2014-08-01 22:35:24,271 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | owmanager . st ep. guest . Sel f RegSt epExecut or -: 7AAF75982E0FCD594FE97DE2970D472F: : -
Cat ch Guest AccessSyst enExcepti on on sending enmail for approval: sendApproval
Notification: From address is null. A global default From address can be
configured in global settings for SMTP server.

A8 Ol Z4T| 2 2i|0l440] QloB Aol MAELICH

Mnimin
cisco Identity Services Engine

gc::mﬂgure gr-.ﬂanage Accounts @Seﬁings

‘0 Home  Operations

» Guest Account Purge Policy Specify when to delete expired guest accounts
» Custom Fields Add custom fields that can be used for creating
» Guest Emall Settings Identify the SMTP server and specify the email

SMTP server: outbound.cisco.com

Configure SMTP server at::
Administration > System > Settings > SMTF

Enable email notifications to guests

(®) Use default email address

Default email address: | ise_notification@cisco.com

() Use email address from sponsor

Account Created
Use the ftlllﬂwmg infarmation to s1gn on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com

Require self registered guests to be approved =M S &35} 5™ Include this information on the
Self-Registration Success page MMM AFE XL O|F 2 H ?L" s ZEJ AISSE MHE LI
Bt AEM Q10| HRFt B2 HAE AFEXLol| Cit Xt SHO| 7|E7‘*°_-E_ 2 HOo|X|ofl EA|
ZIX| etemH, o nﬂOIXIOﬂ'— HEo| HEEIRSE LIEHLHE EE7F EAIELICEHCH A SMS(Short
SH2 S8 AR 5 &7 HLY

Message Services) E£= O|H LS %OH ':E*E|0'|0|= gct.of



7| MM(0|H|Y/SMS E Aol A & Adst5Hok BLICH,

AEMoiA &3 olH Yol HMEELICH.

=ise notification(@cisco.com

% Beply| = Forward

00 ise_notification@cisco.com

wbject Guest Approval Request

o Me <mgarcarz{@cisco.coms=

Flaase approve (or deny) this selfregistenng guest. The gusast provded the following nformation:
Usemame: guasiy

Firsl Marme: michal

Last Mame: garcarz

AEMIL AEM Z-O| 221610 HEHE &lELIct

Weltome spansor -
atloan]ns P
cisco Sponsor Portal
Create ACcounts Manage Accounts (1) Pending Act Motices (T}
Approve Deny Refresh

Username State First Name Last Name Email address Phone number Company
# guesty Pending Approval michal garcarz mgarcarzEeisco.com

| 3

0| AMEE] HAE AFRAHE (OIHY = SMSOIA £ A5 X4 ZHE AR 5t0d) 23018 4 ¢

&Lich
QorstH, o 3ol Ml JHel oltlY F47H ALSELICH
LRl AN £4.0] 22 MM 2 HolEl L AZ M AFIM IS £ 74Xl 250

CHel &l FA2 AFREIL—IEP AEM(ECIE 25 &= U HAEH CHE AHE 3 MR HE
Ol Guest Access(HAE HA|A) > Configure(T4) > Settings(4d&) > Guest Email
Settings(HIAE O|HIY M%) oteHoil M T4 EL|CH.

Ol

2 gt AR FAQLICHOIE AZM7E S22 2lall AHE s LRSS LE7] 2l A

ELct. Ol HAE Z=0i A Guest Access(HIAE HA|A) > Configure(T4) > Guest
Portals(H|IAE &) > Portal Name(XZ & O|#) > Require self-registered guests to be

approved(dZ S8 HAEE &I 0k &) > Email approval request to(O|H & &1 L&) 2
TAE LI

m

. ©

- HAE "To" A0l 88 50l HAE ARV MSELICHSend credential notification on
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1. SMS MH[A S=XHE ME{ELICE

SMS Service Provider

Guests can choose from these SMS providers:
Global Default

[~ TT-Mobile
[ aTT

[ bverizon
[ |ClickatellViaSMTP d|
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6 B https isel 3.example.com:B443/portal/SelfRegistrat

Phone number*

nnnnnnnnn

Company

SMS provider®

T-Mobile

T-Mobile
ATT
Global Default

Reason for visit
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Account Created

Use the following information to sign on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com
Phone number.666666666
SMS Provider.Global Default

5. Administration(Z 2l) > System(AIA &) > Settings(4%) > SMS Gateway(SMS H|0|E9||0])
OF2H0i| A SMS Providers(SMS M3 AHE T 8& 4+ U&LICH.
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CI5CO Sponsored Guest Portal

Device Registration

You can add a madmum of Sguest deice_Bmits divices. Enter a devic 1D and dindce desoipion. The device 1D is the MAC address o Wi-Fi aodress of the
devica. Itis an alphanumaric 1D im this format A1 B3 ES19:6F BB

Chavice ID

Device Description

=
Cancel, continue

Manage Devices (1)

64:66:63.:08:23.A3 Defete

C|HtO|A7L O|0| RIS 22 FIIHEIIS S SR LICHC|HIO|A B2 S50 U2). Ol
Automatically register guest devices(HIAE C|HIO|A XS S5)7F MEAZ[AR 7| HE L|CH.
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Require guest device compliance(HIAE C|HIO|A 7 &4 EHQ) SMo| MEHE F2, HAE Al
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¥ Exceptlons [0)

Status  Rule Kame Conditions (idendity greups and other conditions) Fermissions
u Guest_Compliani GuestEndpoints Radiuzs Called-Station-10 COMNTAINS Guest Famitiniznmeal
SegzionFosuresiaius EQUALSE Compliamt
Guest GuesiEndpoinis Radius. Called-Sation-ID CONTAING Guesi LimitedAccass
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CISsCO Sponsored Guest Portal

Device Security Check

ISE is not able to apply an access policy to
your log-in session at this time. Please
close this browser, wait approximately one
minute, and try to connect again. If you are
still not able to log-in, please contact your

network administrator.

Contad Support

EE Bt guest.log IHY(ISE HHE 1.32| MER2 TtY)S ALY E< 0|8 &elg = &Lt

2014-08-01 21:35:08,435 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | ommanager . st ep. guest. d i ent ProvSt epExecut or -: 7AAF75982EO0FCD594FE97DE2970D472F: : -
CP Response is not successful, status=NO_POLICY

BYOD

Allow employees to use personal devices on the network(LIE T 0l M = 7421 F x| AL 3{8)
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+» Portal Setlings

HTTPS port: * (8000 - 8999)

Allowed interfaces: * [+] Gigabit Ethernet 0
[ Gigabit Ethernet 1
[ cigabit Ethemet 2
[ cigabit Ethemet 3

Ceificate Group Tag: *

Configure cerntificates at:
Administration = System = Certificates = S‘ystem Certificates

Identity source sequence:* [Guest Portal Sequence |

Configure identily source sequence al:
Administration > Identity Management > Identity Source Sequences

LIS AERHHLE AEXt O[T E HX] Aot LIF XHE A AlFHAULICH

fiv Home  Operstons | Paliey | *

el Syeiam m il Hetwork Resources [8] Device Pomsl Managament
Kenlites Groups Exlemal idenlily Sources Sattings

Eentily Searce Saquences List > Guesl Partal_Sequonce
Identity Sournce Sequence

w ldenifty Source Sequence

‘Nnmur fuest_Partal_Sequence

Deseriplion | & polt4n ientity Sequence for the Guest Portal

= Carlifcals Based Authenflicalion
[ select Certificate Anthentication =
Profile
+ Authenticallen Search List

& gab of idantity sourcss Malwill Be acsassed in sequanss undl Test authamcation sucaads
dyallakle Seleclad
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EYOD Walcome

Walcome by e BYOD pora

| wani guest access only
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/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
//www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
/content/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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