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% * Dlary B COA [ soconds (Ao enough delry before Col for the conirod B0 diownload from T sorver |
ol sove QEEEE

AR L E(EHZ)

interface G gabitEthernetl/0/12
description I SE1 - dotlx clients - UCS EthO
swi tchport access vlan 100

swi tchport nbde access

i p access-group webauth in

aut hentication order mab

aut hentication priority nab

aut hentication port-control auto
mab

spanni ng-tree portfast

end

VLAN 1002 ™A U ELXT AZE X2
=7 oleiet ZHo| Mol={L|ct,

= VLANQILICH 7|2 Z E ACL(0I& 0| webauth)O| &

[e]]]

ip access-list extended webauth

permit ip any any

Ol ¥Z Lol 2 AERI7L QB EIX|
2tA QIS EIX| of 2 AtEXtol CHEr HMAE K|

rlo

Aoz MA| HEXT HMAE NSELICH
beh &= U&Lct

rob

o| Zdx|Zei|ol Mol M ISE7} EICIEME ACL(BBE EICIAM)E ALt & T HE[0] JleE=z
HTTP X HTTPS E2t2E0| 215 glo| St x| et &LICHTHE ACLO hat). Af(x|2l HolEs o
Sot Z&Lch

ip access-list extended redirect
deny ip any host <ISE ip address>
pernmit TCP any any eq www



pernmit TCP any any eq 443

AL{X[7t ElC|HdE s ECiEE HolotedH A 2|X(0f O] AM|A S5 Folaliok & LICH (5
7bol| Yx/Ef L CE) O] ool M= EE0IMET ME oPL 2 E HTTP = HTTPS Eci{Zlo| & 2iC|
HME EB[HELICEES O] oo M= ISEIP FAE HESIER ISEE 7= EE|ZO| ISER 0|S
otH F Lo M 2|C|H M| x| §f &L CH (O AILPEIOOHA-I'— denyZt EEiEE &5t x| f&LICHE
o2 2|C|2MetR| ot &LIch) HIHAMOIHTTP ZE E= ZEAIE M85t R CHE ZEE
Fte = &L

2 L& & AMO|Eof CHE HTTP HMAE 5186t CHE &
=0 CL01IA-I L5 & AMeHofl Chet 5181 Heolste 3
ot s MY o UK LHE A—ItHOﬂ AM|AstE{ StH 2[4

M CoAE o1&st= RYULICLOEX| pfo™ ISEE 2 9X|7} 2EI0[MEE

aaa server radius dynam c-author
client <ISE ip address> server-key <radius shared secret>

HTTP ECiEE 7|ttez AQX|E E|C|ZMstedH o] HPo| Ee gLt

ip http server
HTTPS ECi=E& 7|fte 2 EC|&Ms5te{Hd o] ol EEhL|Ct.

ip http secure-server
ChE BET SL2ELcH

radi us-server vsa send authentication
radi us-server vsa send accounting

A2XI7F oFEl @IS E|X| k2 732 show authentication session int <interface num>2 CI2 S84
gtetstL|Ct
[y W = | .

01- SWB750- access#show auth sess int gil/0/12
Interface: G gabitEthernetl/0/12
MAC Address: 000f. b049. 5c4b
| P Address: 192.168. 33. 201
User - Nane: 00- OF- BO- 49-5C- 4B
Status: Authz Success
Dormai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e- host
Qper control dir: both
Aut horized By: Authentication Server
Vlan Policy: NA
ACS ACL: XxACSACLXx- | P-nmyDACL-51519b43
URL Redirect ACL: redirect
URL Redirect: https://1SE2. W aaan. com 8443/ guest port al / gat eway?
sessi onl d=C0A82102000002D8489E0E84&act i on=cwa
Session timeout: NA
Idle tineout: NA
Common Session | D: C0A82102000002D8489EOE84
Acct Session I D: 0x000002FA
Handl e: 0xF60002D9



Runnabl e nmet hods i st:

Met hod State

mab Aut hc Success
#1:MAB 21501 HSHXITHISEHAM MAC FAE & £ e 2 BIC|=M ACLO| Hi x| E
LIC}.

A Qx| F-E(TA))

Ol MUM=E ™A AR FHE EoiELICLUF S LE QIEH 0|AQF BHEEO| HELUE
LICE.I2tA o] MZ LT o|/M2 HZ82 =R AL&sHok st SAlsiAl= e &Lt

Bui | di ng configuration...

Current configuration : 6885 bytes

!

version 15.0

no service pad

service timestanps debug datetime nsec |ocaltime showtinmezone
service timestanps |og datetine nmsec |ocaltine showtinezone
no service password-encryption

1

|

boot - st art - mar ker

boot - end- mar ker

!

enabl e secret 5 $1$xqgt x$VPsZHbpGrLyH ECOhPpl a
!

aaa new node

|

!

aaa group server radius newG oup

!

aaa authentication login default |oca

aaa aut hentication dotilx default group radius
aaa aut horization exec default none

aaa aut horization network default group radius

aaa server radius dynami c-author
client 192.168.131.1 server-key cisco
1

aaa session-id common

clock timezone CET 2 0

system mtu routing 1500

vtp interface VIan6l

udl d enabl e

nmsp enabl e

ip routing

ip dhcp binding cleanup interval 600
1

1

ip dhcp snoopi ng

ip device tracking

1



crypto pki trustpoint TP-self-signed-1351605760

enrol | nent sel fsigned

subj ect - name cn=|1 OS- Sel f - Si gned- Certificate-1351605760

revocati on- check none

rsakeypair TP-sel f-signed- 1351605760

1

!

crypto pki certificate chain TP-sel f-signed-1351605760

certificate self-signed 01

30820245 308201AE A0030201 02020101 300D0609 2A864886 F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 31333531 36303537 3630301E 170D3933 30333031 30303033
35385A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 33353136
30353736 3030819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100B068 86D31732 E73D2FAD 05795D6D 402CE60A B93D4A88 C98C3F54 0982911D
D211EC23 77734A5B 7D7E5684 388AD095 67354C95 92FDO5SE3 F3385391 8AB9A866
B5925E04 A846F740 1COACOD9 6C829511 DOC5308F 13CAEA86 AF96A94E CD57B565
92317B2E 75D6AB18 04AC7E14 3923D3AC 0F19BC6A 816E6FA4 5F08CDA5 B95D334F
DA410203 010001A3 6D306B30 OF060355 1D130101 FF040530 030101FF 30180603
551D1104 11300F82 0D69696C 796E6173 2D333536 302E301F 0603551D 23041830
16801457 D1216AF3 F0841465 3DDDD4C9 DO8EO6C5 9890D530 1D060355 1DOE0416
041457D1 216AF3F0 8414653D DDD4C9D0 8E06C598 90D5300D 06092A86 4886F70D
01010405 00038181 0014DC5C 2D19D7E9 CB3ESECE F7CF2185 32D8FE70 405CAA03

dot 1x system auth-contro

dot 1x critical eapo

|

!

!

errdi sabl e recovery cause bpduguard
errdi sabl e recovery interval 60

!

spanni ng-tree node pvst

spanni ng-tree | oggi ng

spanni ng-tree portfast bpduguard default
spanni ng-tree extend systemid
spanning-tree vlan 1-200 priority 24576
!

vlan internal allocation policy ascending

I'1dp run
!

i nterface FastEthernet0/2

swi tchport access vlan 33

swi tchport node access

aut henti cati on order nab

aut hentication priority mab

aut hentication port-control auto
mab

spanni ng-tree portfast

1

interface Wl an33

i p address 192.168. 33.2 255.255.255.0
1

ip default-gateway 192.168.33.1
ip http server

ip http secure-server
!



iproute 0.0.0.0 0.0.0.0 192.168.33.1
1

ip access-list extended MY_TEST
pernmit ip any any

ip access-list extended redirect

deny ip any host 192.168.131.1

permit tcp any any eq ww

pernmit tcp any any eq 443

ip access-list extended webAut hLi st
pernmit ip any any

1

ip sla enable reaction-alerts

I oggi ng esm config

I oggi ng trap warni ngs

logging facility auth

| oggi ng 10. 48. 76. 31

snnp-server comunity c¢3560public RO
snnp- server comunity c3560private RW
snnp-server comunity private RO

radi us-server host 192.168.131.1 auth-port 1812 acct-port 1813 key cisco
radi us-server vsa send authentication
radi us-server vsa send accounting

1

1

1

privilege exec |level 15 configure termna
privilege exec |level 15 configure
privilege exec |level 2 debug radius
privilege exec |level 2 debug aaa
privilege exec |level 2 debug

1

line con O

line vty 0 4

exec-timeout 0 O

password Giscol23

aut hori zation
aut hori zation
aut hori zation
aut hori zation
I ogi n aut hent
line vty 5 15
!

ntp server 10.
end

conmmands 1 MyTacacs
conmmands 2 MyTacacs
conmands 15 MyTacacs
exec MyTacacs
cation MyTacacs

48.76. 33
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ip http port 8080
ip port-map http port 8080
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