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ISE PSN
Client NADs DNS
- o &= : ©
— ] —
Dotlx/MAB/VPN authentication Radius Authemntiction

ReduectACL Emmp.fe(WLC/S'W/ASA) 1 : ?
Vers Authorization policy selection.
Matched policy should contain posture condition (ex: Unequal
to Compliant or equal to Unknown)
Authorization components:
Web Redirection {must) —type client provisioning [ posture)
ACL {must) — nameof redirect ACL defined on NAD

DACL emmpie (s W/ASAJ DACL (optional) —name of DACL defined on ISE
permit ip any host Remediation servers
. Access-Accept
permit tcp any any HTTP + 3
per-m'tt udp any any DHCP redirect-url=https://psn_fgdn:8443/session-id_cpp
permit udp any any DNS redirect-acl=acl_name
permit ip any host PSNs dacl=DACL name

Access-Request/Access-Accept for
DACL if needed

-
-

4
Useropensanyweb =

page NAD applies DACL and redirect ACL to session
For switches — endpoint IP address should be
presented in IPDT

e DMNE request ex; google.com
U = DNS traffic needs to be excluded from — 5 >

h DNS reply=IP
@ @ redirection and permitted in DACL

TCP 5YN to google.com IP, des_port=80
> HTTP intercept on port 80
TCP SYN-ACK from google.com IP, src_port=80 . Web server must be enabled on port 80

TCP S¥N —-ACK to google.com IP, des_pori=80
End of threeway handshake

i
+

HTTP GET goggle.com
Destination goggle.com IF

EUES

_  HTTP Response cade 302 redirect = redirect-url 10
- OR
HTTP Response code 200 with loction head er=redirect-url
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Client NADs ISE PSN DNS
DNS request=ISE FODN I |

e un DNSreply=IP DNS traffic needs to be excluded from >
redirection and permitted in DACL
55Lconnectionto redirect URL over port 8443
l— 12

Connection protected by Client Provisioning portal certificate . = =

Client provisioning policy check:

Policy check is based on:
User Agent — retrieved from GET request, used for 05
type and Azent type selection
Session ID — retrieved from redirect URL, ISE usesthis
valueto get all session data (AD /LDAP groups, Network
Device Type/Location and soone)

Agent Download link presentedto client. User

e 14 downloads Network Setup Assisant >

Metwork Setup Assistant

et

First NSP probe is an HTTP GET to default gateway IP. (Redirect URL expected as a result)
Note: Incase of VPN connection with MAC OS this probe skipped as MAC-05 doesn’t support DG on VPN

1 HTTP GET Destingtion Default Gateway

15
N —
Probe

.
-

Second N5SP probe is an HTTP GET to enroll cisco.com (Redirect URL expected as a result)
Note: enroll.cisco.com should be successfully resolvable over corporate DNS, incase of VPN connection
traffic to enroll.cisco.com should be routed through the tunnel

DNS request enroll.cisco.com

o h ‘ DNSrephy=IP o
Probe 2 HTTP GET Destination enroll.cisco.com >
AnyConnect _ SSLconnectionta redirect URL over port 8305 _
Installation " Connection protected by ISE Admin certificate .
a7 1-2
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o @ All probes are sent
AnyConnect simultaneousky
Posture module
starts HTTP GET Destination Default Gatewa
Redirect expected DNMS request enroll.cisco.com
DMS reply=IP
HTTP GET Destination enroll.cisco.com _
0 Redirect expected .
HTTP GET Destination Discowery Host
Redirect expected
DME request PSN FQDM N
DNSreply=IP o
SSL over port B905 to previous PSN if any
Mo redirect expected "
Flow when redirect URL Session lookup based on
has been received information in request
1Ps/MACs list
‘ SSLconnectionto redirect URL on port B443 21a _
N Connection protected by Client Provisioning portal certificate "
HTTP Responsecode 302 redirect to port 8905 22a
_ 55Lconnectionta redirect URL on port 8905 ILJa | ISE returning URLs for AC configuration N
" Connection protected by ISE Admin certificate ‘ And AC package Download
J31-3
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551 exchangeon port 8305 . .

-+ - - — 243 - AC f tion Download —
Connection protected by ISE Admin certificate contiguration nioa

_ SSLexchangeon port 8305 253

Connection protected by ISE Admin cerfificate - Updates Download and Installation if needed —»

Posture module sends information about

551 exchangeon port 8305
OPSWAT Calls 6 < system. ISE providing posture requirements  —|

Connection protected by ISE Admin certificate

_ SSlLexchangeonport 8905 27a - Fe Pnstture r:dofule S;:;d;;ip":: i |
a " Connection protected by ISE Admin certificate LS return rom it ITHme ¥

configured

y

OPSWATCalls

Session status updated with new posture status
Posture lease value written to the endpoint if
configured

CAQ Request
COA ACK
Dotly/MAB/VPN authentication

-
>

B

Radius Authentiction

- g—

Authorization policy selection.
At this stage ISE can use new posture status
“Compliant” to apply full access policy

— B

Access-Accept |

+ 31

a2 14
24 A ISEO| A AC ISE Posture 28 ZI|ad0|MCIREE.
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« MM ID7}HZBEE A2 0| HAR2 M HAZ ME|ZIH ™A ZAX ZZ2AMATECHA| AJEHE
L|Ct.

« ZAX MTES UX|5H7| @S MM idE HEE miotct ZAX CHE ALSE £
O| AlLt2|0i| A 2HE 4FEHOf CHEF HE= MM |
E S4of| MEELICtol(7h HEEIR&LCH

A& LICE.
2

ol
D7t ge?! ARz ISEX| RX|Zl= A= xQl

30CHA|. &Ef &EfO] [TH2} ISE S0i| A A TEH F 04 HAo| MESEIL|CE
31EHA|. M T 0 0| QU= Access-Accept?t NADE MEElLICE

CHS 522 ZIC|2M URLO| ZA X Z2E|M AME|X| S T(EX bE EAIE) 0|Fof AZE
PSNO| OHX|2t Z2 H oM HEIE ZSE MYFLICH 047|2] ZE = PSNOA Z2H 40| Z
T2 YhetEls A4S FMQlstn 2024 URLS Ze et BEts| SURLICH ol Z2E T HAY 9
S Mol AR ARl SYUEH PSNO| AZEE B2, LS| ZAX O0|HEI Z2MAE 2R5HE
ol AF8ste M4 ID Zhol RfAfoll Z&HElL|ct o|Fol HAZAE S==7 SR MM ARKIQL S
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CHFnt

) system Scan
Satrching o poléy sarve
T o e g 1 30 seeneds.

NADs

All probes are sent

ISE

DNS

I« N O]
simultaneously
AnyConnect
Posture module HTTP GET Destination Default Gateway _
starts i v
Redirect expected DNS request enroll.cisco.com .
DNS reply= 1P o
HTTP GET Destination enroll.cisco.com -
Redirect expected "
20

HTTP GET Destination Discowery Host

Redirect expected

DMS request PSMN FQDN

S5L over port B905 to previous PSN if any

DMSreply=IP

Redirect not needed

S5Lconnectionto last successful PSN on port 8305

r 3

Flow when redirect URL

has Not been received
|

Posture Module sends system information

Connection protected by ISE Admin certificate

_ 55Lconnectionto redirect URL on port 8905

" Connection protected by ISE Admin certificate

551 exchangeon port 8305

I

21b - with IPs/MACs list

ISE returns URLs for AC configuration
226 - AC package Download
23b -

Connection protected by ISE Admin certificate

_ 55Lexchangeonport 8905

AC configuration Download

Connection protected by ISE Admin certificate

24b - Updates Download and Installation if needed

‘ Posture module sends information about

_55Lexchangeon port 8305
OPSWAT Calls g " Connection protected by ISE Admin certificate

_ 55Lexchangeon port 8905

25b - system. ISE provides posture requirements

Posture module sends report.

OPSWATCEHSW ' Connection protected by ISE Admin certificate

—

ISE 2.2 O| & AlE & &

ISE 2.2 O|&f KoM= EIC[=Edn 2CIHME gils &2

26b -
ISE returns status

ofn

L— HA

HE el S50 CHEr RbAMIEE DB LICH

>

Session lookup based on
information in request IPs/MACs list

=

Alof| X|2d8tLIC}. 2 e 2lc|aM



. NADs ISE
Client CDﬁ
— Eod —
|
.
Dotlx/MAB/VPN authentication Radius Authentication
-+ > - » 2

DACL example (SW/ASA): 1 :

permit udp any any DHCP Authorization policy selection.

permit udp any any DNS Matched policy should contain posture condition {Unequal to

permit ip any host PSNs Compliant or Unknown)

I . B Authorization components :
ermit ip any host Remediation servers
e P any DACL (highly recommended) —name of DACL defined on ISE

Access-Accept
< 3

dacl=DACL_name
. Access-Request/Access-Accept for .

a DACL if presented

NAD applies DACL
For switches — endpoint IP address should be

0 presented in IPDT

e 3 _ DNSrequest ex: cpp.example.com 5 _

@ @ " DNSreply=IP DNS traffic needs to permitted inDACL —

HTTP GET Host Client Provisioning Portal 6
FODN

Userisopening CPP
portal

-

- ISE returning code 302 with full CPP URL —

aZ 2-1
1CHAH| 2152 s Eo| A HHm EHAHIL|C}. dot1x, MAB EE= VPN £ J&LICt.
2EH7A|. ISEE AF8Xtol CHEH Q1B E—Jﬁﬁ%@ Hig MEASHOF B LICH PostureOi| A MEHSH FEH
5 5

5 5t
o
of &8to] TAK dejof chet B> [, MZ0ls & 4 gL HBE 4 giofo

gLICH Ol & BRE 25 Z&fot7| 2loll, Bl JEN7 EZSE HEETE A= ZUS ASE =

o_|.—.—
-r

o
U&LICH 2IC|EM0| gis AEHS| Z —?— et 2o 2ot M g 2lC|HM An|aslo|ME AL
g LRIt st ZAX HEHE AISE £ gl B2 HAH0IAM A8 HMAE AEtH5HT| </5H
DACL EE= Airspace ACLE2 At&3%te [g 1E{E = JUauct

3CHA|. ISE= Tt 204 §0| = Access-AcceptE gretEfLICt.

oll

ATt DACL O|& 0| Access-AcceptOll A BHEHE| 1 NAD7F DACL 2B CIREZEE A% stD ©

B Hoj mamilg ¢e & Mol Migsts B9

S5EHAH. M M2 YAl ME 2IC|EMO| 27158 A2 73522 ALK 2CI0|¢HE T2 H|
X< ZEH FQDNE =522 245l oF & L|Ct. CPP ZE 2| FQDN ISE &o| =& ZHu|ado|M
of Z4o|z|o{oF & L|Ct. DNS A 27X 0| A A-record= PSN 23&t0| &35 El ISE AHHE 7t2|740f
grLict.

6=t ZEtO|UE = HTTPE &stod EEH0|ME Z2H|X{'S FQDNoO{| 23Z¢gfLICt o] 2F



2 ISE H0M 7 & EME|H ™A = URLO| E2tO|MEZ CHA| EhEHEILICH

Client NADs ISE DNS

55Lconnectionto full CPP portal URLon port 8243

7 : - i = >
= Connection protected by Client Provisioning portal certificate™ : :

Session lookup.
Session lookup needed for single-signon.
ISE uses source IP for Radius session search. In case of failure user needs to
provide credentials
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for O5 and Agent selection
Session ID — retrieved from session lookup, this value ISE uses to get all session
data (AD /LDAP group, Network Device Type/Location and so one)
e 9 Azent Download link displayed to client. User >
dow nloads Network Setupdssigant, NSPfile name
contains CPP portal FODN

MNetwork Setup Assistant

HTTP GET Destination Default Gateway

Probe 1 >
‘ DNS request enroll.cisco.com N
- DNSreply=IP .
10 Probe 2 HTTP GET Destination enroll.cisco.com >
» DNS request PSN FQDN _
DNSreply=IP
Probe 3 SSLconnectionto PSN FODN [download URL) on port B44, .
Connection protected by Client Provisioning portal certificate
SS5Lconnectionto CPP FADN (download URL)on port 8443 B )
— 1 - - — —
Connection protected by Client Provisioning portal Agent download and installation

certificate

a3 2-2

7EHA. 2lC|EM URLOMIAM 418l ZEE S8 SSL ¢dZ40| MHELICH 7|2 2) 8443). 0| 1A=
ISE 0| L& QIS MZ E 3 ELICI. CPP(Client Provisioning Portal) 7} Ab& XFo{| Al E A& L|C}.

8EF7A|. O] EFAI0 M= ISEXIA CHS & 7HK| O|HIEZE L gLt

|
F

2

« SSO(Single Sign On) - ISE7} O|Foi| 4= &2

st t240 A|ZELICt ISE= THZlol A
AP TAE £I0|E RADIUS M|Ad0f| CHEH 444 =

FLCH.

oy
> fon
ol:o [e]]}
ok

N o ofZlo| AA PR MMO| ZRY IP FA 7HO| UXIE 7|8t 2 MMo| AMEL|CH =7

2 = UEtMO 2 ISEN|M 7 047128 U0l E0M ZMEIZ 2, NAD S0{|A 04
d FL|C =3t MME2 ARSHE = E0|AB SSO7I 7tss6icte Mg 7|
M40 PSN 10{ M CIB EIRX|ZH FQDN AHA|7F PSN2E 72|17 |=
A< SSO HZ{LIEo| AluigfL|Ct.

l_ql_

0>-

l?ﬁ

ol

—__

o

ok

=

- 2CI0|¢ME Z2H|XE HM £ 3| - 3521 SS02| B ISE= 25 E MM HlojE & 2
CHO|HE HEtR K| AHEX} OO[MEE A8 E + U&LICH SSO7H AWE 2 ASR=



e 5B E MSalof st LT & 9F ID ME £ (AD/LDAP/LHE 2&)0IM AL8XE 215 &
HE HME F 2210[¢1E Z2H|X'Y HH HAto| A8E =+ A&LICH

Y At T Cisco {1 ID CSCvd115742 Ql5H, Q|8 AFE X7 Q|5 ID ME A ZAm|ad|o|Mof =
7FEl 042 AD/LDAP 15 2| 71442491 Z3L H| SSO Al2|ol CHEt E2I0|HE Z 2 H|X{=! &=

g Mgt mf 27 7F EAIE £ QlaLch HZE ZE2 ISE 2.3 FCSOIA Al s0d 8 E|H
, O £Hof A& EQUAL CHAI AD I E0| QU Z70il A CONTAINSE ALS3Hiok & Lct.

obt7|. 2EI0|HE m 2 H|X{d MAM S MEHSIH ISEE AL K0 O|O|TE CHREE URLE EA|
BLICh CHR2E NSAE 22| & ¥, 88 T2 132 AFSRol FAIELICH NSA TH o|Folle
CPP Z&E9O| FQDNO| Z & Z|o{ U&LIC}.

10CHA[. O] EtAH|0l M NSAE ISEQLS| 142 MH5HY| 8t Z2EEE
ZZ2HO0|H M #Hmf Z2E= URL ZIC|EM0| gi= 2HE0lA ISE AME 585t S HAHEIE
LICF.

« NSAE X Hm| ZA = 2 5 (HTTP/auth/discovery)& 7|2 7O|EH0|2 HE
ZAnxo= 2| M-urlg o astot

o
T
n
z
»
>
rr

« NSAE X Hml T2 E7 MIfSIH F H| Z2EE BRLICH 5 H| Z2EEE= HTTP GET
/auth/discovery enroll cisco.com. O] FQDN2 DNS Ao H3 o= & olg o~ Qoo FL|Ct

A
AZEEI 0| 9= VPN AL 2|20 EBHEIE  enroll cisco.com E{E 2 S1taHoF &L|C}.
3tL|C} O] 9%ol= ISE7} M Z256H0F 5= BIAAE Alst &2 QI 2 5

AAl_I_ = °|'
gt ME 7t 2t E[o] /U&L Y.

11EtAH. NSA= Anyconnect /E= §H ZE2 CIR2EEYLICH CIREE T2 A= EE2H0[A
EXIZHIMEY ZTH ZTEE S5l =&=FLICt.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd11574

Client NADs ISE PSN ISE MNT DNS

';h-_u Sywbem S
Lot Gor pobey erver
— Ths con il taie g 1 30 severnly.
12
All probes are sent
AnyConnect simultaneousky
Posture module HTTP GET Destination Default Gateway _
starts i v
Redirect expected DNS request enroll.cisco.com .
DNS reply= 1P o
HTTP GET Destination enroll.cisco.com -
Redirect expected "
13
HTTP GET Destination Discowery Host
Redirect expected
S5Ltofirst PSN inConnectionDatmxm| on port 8443 _ =
Connection protected by Client Provisioning portal certificate -
Session lookup basedon
Stage 1 inf - li
Discovery information in request IPs/MACs list
Probes P DNS request “Call home" FODN N
DNSreply=IF Sessionowner _
55Lconnectionto “Callhome” FODN on port B243, Goal isto get sesion owner FODN _ |lookupon MNT |
Connection protected by Client Provisioning portal certificate Information :
about owner
14 )
P DN5 request PSNs FODN from ConnectionData.xml N
- DNSreply=IP o
Probe 2
Sessionowner
i _ i ) lookup on MNT
B _ 55Lconnectionto PSNs FODN from ConnectionData.xml on port 8443, Goal isto get sessionowner FODN N ) :
Stage2 h Connection protected by Client Provisioning portal certificate " | nformation
. about owner
Discovery
Frobes
_ 15 Posture process .
h Stepsarethesameasfor Pre 2.2 flow "

a3 2-3
12EHAH ISE 2. 20| ME ZAX ZEMATL F BAHZR LHELICH X #Hml| EA 0= url 2IC[RMEE A
8sot= &L O™ HHte| 3 dE X|Hst7| flet MSHYU A AM 2= ZEo| 27

Tlof U&LIcH

13EHA. & Hm HAolE ZE 7IE

= 7':4 AM m 2 -7yt TEE|0] QEeL|ct T2 ol CHEr AFA|
3t L8 E24™ 208 AH|(ISE 2.2 0| (=4

14EHA| 2Bt Al M 2IC|EM0] X[ HEIX| b= B Eol M Ml440| QIS El= PSNoJ CHE @14 E AC
ISE Posture ZE0| MHE = QU st 2710 AM 22 E 7} I3 E[0] U&LICH 2EHAMIME
DE Z2E7t &AL

e Z2H1-X Hm L2 H0{|A| AC ISE Posture 2 E2 'Call Home List'2| IP/FQDNe 2 X
S A|ZELICH Z2Hof CHEt CHAF S22 ISE £2| AC Posture T2 I of| A FAJ8HoF &L
Ch €lE2 72735104 IP/FQDNE Holg &= e, EE2 2 Z Call Home CHA O CHEH ZE

SE Holg = &aLIch ol ZE= ZEt0|ME Z2H|XME Z2HO| AdE= XEL Zot

OF &LIC}. Call Home MO CHEH EEI0|E & HE = 1seposturecFG.xmi, O IFU 2 Z 04| A
I.

rEE

0II

2 = A&t C\ProgramData\Clsco\ClscoAnyConnect Secure Mobility Client\ISE Posture\.

Call Home CHA O MM E AR 5HX| 2= B2 O BAH M &7 Rtoll CHet =&|7t E gLt
AC ISE Posture 2 =2 S8 4 URLZ AF85t0] AR A Z5|E AIETSHES ISEO| X[A|
&Lt jathing-discovery S 1S AA|L. ECI0|E IP L MAC SE L X & T|o{ U&LICt o] O



AlIX[7F PSN Mol olsf = 41El =, HX 2ol M = 2|7} T°”5'I—II:+(0| A3 AC ISE
Posture 2 =0 2[si MEE L[ IP I MACE 25 ALS R L. AlM ’;% T Qe B
? PSN2 MNT =E #{2|§ A|HELICH o] 2Fol= MAC S5 £3+5|o1 ooz AR%

O| FQDNE MNTOi|M 7kx{etof BfL|Ch a2 CHS PSN2 &R At FQDNE EI-OIO E2r}
Al gtergtLict E2to|ES| CHE 282 URLEL IP 2 MAC SS0{M QIB/MENE A8 3t0d
MM ARXH FQDNL 2 MSEELC

« T2 H 2-0|EtH0|M AC ISE Posture ZEE2 2| PSN FQDNE2 A= &LICt connectionDataxmi.
O| mU2 CHZ {XI0IM &E = UELICH causers

Io

\AppDatalL ocal\Cisco\Cisco AnyConnect Secure Mobility Client\
. AC ISE Posture 22 & HW| ZAX AlE £ 0| nF 12 MMELICH o] mtdof= ISE
HE AT B0l 8o =2 4d(o]

nlo I

PSN FQDN S£0| Z&k|o{ JY&LICt SF89| LHE2 CtZ o
EE £ gLt ol Z2Ho| 2[5 FE= FHX| MIA=| A S X2l FQDNE 7t 2= JdLC.
e Z2H 10 SUFLICH Z2H CHe MEHol| B Xt 0|7t A& LT

ot XtA|= 042 AL X7t CIHIO|AE A& St B #M ALEAte| EC{of @ x| LIt CF
E ALEX7L o] mlo| HEE AP%%* &= Qi&LCt 2t AHE Xb= Call Home CHAH O] X[
Z|X| f2 B2 2lc|EMo| 82: gEoM %71 2 o BAME 232 = &Lt

—LI

15EHA. MM AgXtol CHEt HEE U2 Fols 2E 5 HATZHISE2.2 0| &1 SYELICH

74

Ol EMoMH= ASAVZE HIERT HMA CIHIOIAZ AFRELICH 2 E HAEE= VPNE S8l £A4
*ME AHE35tod - EL|CH VPN; £t 2ot Ael x|2of CHEE ASA ZI|a8|o|Me o] 2EAMo| H
2|E slo{tL|ct. KFAMIEH L2 2 ASA BT 9.2.1 VPN Posture with ISE Z1I|28|0|M of| & & X5}
A|A _(ID_

]]

S 23 VPN ASRIIE 2l Bz ol B HE MES BlCiHM g ZA Ml
callhomelist= #85tX| &= 0| E&LICH 2 & Hf vpn 7| ALEXLS| <2, DACLO| HE
Elof HEf7} FHE PSNI SAISHK| 2t = affok ghuict

HE L3 Ccto|o{1=H


https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html

10.48.30.40 10.48.30.41 10.48.17.245
skuchere-ise22-1.example.com  skuchere-ise22-2.example.com  skuchere-ise22-2.example.com
CPP portal - skuchere-ise22-cpp.example.com

Primary PAN Secondary PAN
Primary MNT Secondary MNT PSN
PSN PSN

£
n
4l

BB connection
BB connection 10.62.145.44
;‘ 10.62.145.121 E
VPN Adapter
10.62.145.121
a3 341

O| EEZX|E HIAEO AFZELICH ASAMMHE NAT 7|5 [HE0| PSNS0|A 22I0|¢1E T2 H|
X ZEof cit SSO HIFHLIEO| AIHE A2 AlLIZ|I2E €A AlZdo|ME &= U&LICE
VPNE S8t Ut MEf S 20| A2, AF2X71 7| W E 30 S04Z [ VPN IPO]| CHSH NAT7} &
Hixo 2 A|™ME|X| fo o 2 SSO7t M2 ZrssHof & L|Ct.

4 x4

= O

>

22l0o|HE 2 H|XMY Ax|ad oM

Ct=2 Anyconnect Z1I|12l|0|ME FEH|st= THAIRILICE.

127 Anyconnect I 7| X| CH2 2 E Anyconnect I 7| X| AtA|= ISEMHM 2H CIREEE + Qo
B2 AESH7| o PCOHIMH ACE A2 E £ QUEX| &QISHAAIR. Ol 23 = ACCIREE0 AFE
g £ Ql&LIC. https://www.cisco.com/site/us/en/products/security/secure-client/index.html 0| 2

MO ME anyconnect-win-4.4.00243-webdeploy-ko.pkg ZIH 7| K| 7} A& E L|CE.

2EHA|. AC THZ|X|E ISE0| A2 E=3FE4T4 Policy > Policy Elements > Results > Client Provisioning > ResourcesS 2 2!
5t add. 2Z C|AT0d| A Agent resources(0|0|ME E|AA)E MEHELICH A oM Ctg2 M
EHSFLICH Cisco Provided Packages, 2 2! browse PCO|A{ AC THZ|X|E MEHEFL|CE


https://www.cisco.com/site/us/en/products/security/secure-client/index.html

Agent Resources From Local Disk = Agent Resources From Local Disk

Agent Resources From Local Disk

Category |Ci5cn Provided Packages M

anyconnect-win-4.4.00243-webdeploy-k9.pkg

* AnyConnect Uploaded Resources

Name 4 Type Version Description
AnyConnectDesktopWindows 4.4.24...  AnyConnectDesktopWindows 4.4.243.0 AnyConnect Secure Mobility Clie...
(Gt
J8 3-2

22! swmit 7t 7|2 OFEL|Ct
SEA. 78 &+ Z=2 ISE0| YZEsHoF §L|Ct 22 HO|X|0 A Add Firepower Threat

Defense Agent resourcesfrom Ciscosite. 2|24 SEM #H &4 ZRES =Qldlof ELICH o] 2ol A

€ AnyConnectComplianceModuleWindows 4.2.5080 TH & & ZE 0| AL ELILC}.

4TtA. O|N| AC Posture ZT 21t S M45HoF & LICE 22| Add Firepower Threat Defense NAC agent
or Anyconnect posture profile.

ISE Posture Agent Profile 3ettings = New Profile

Posture Agent Profile Settings

AnyConnect ‘I d.
"Name: | Ac44-posture b.
Description:

a3 3-3
- ZZOYU RYEE MEfEFLICEH O] AILIE|20i A= AnyConnectE AFE 3l oF EHLCH.
- TZOlY O|ES XIHELICH EM: postureProtocol MM E TR SHAA|L.



Parameter Value Motes

PRA retransmission time 120 Secs

Discovery host | |

needto be blank by default to force admin to

* Server name rules | * | a enter avalue. ™" means agent will connect

to all

List of IP addresses, FQDMs with or without
part must be comma-separated and with
b. colon in between the IP address/FQDMN and

Call Home List skuchere-ise22-2. examp the port. Example: IPaddress/FQDM:Port

(Port number should be the same, specified
in the Client Provisioning portal)

Back-off Timer cecs Entervalue of back-off timer in seconds, the

supported range is between 108 - 600s.

S

1334
CHE S RIEELICE severNameRrues, O 2EE H|RIE + Si&LICH O] =0l MAE HYHA
| 0| £ 014 PSNOJ| CHEt AC ISE &Ef & 44 tAdezte7t 8 E FQDNE

[
—
124
=3

ir
h:

ZEE 4 U&LICH FQDNE 5183H0k 5 ghict.

0{7]0l X|HE OIF X IP= B Mol B 204 AL SlLICH 22 A& 304
FQDN/IP 7o ZE #15 & FIHE & IS B ofLct OIS 2 &ER FEE & UGLIch
GPO E& Call Home FA9| CHE £AZEQ0{ Z2H[XMY AlAH ZHEAE AHE5H0 ACTt
Cied 2|(ISE E2t0|UE Z2HIM'E Z-M HEIX| gf5)2 FHE 82, 0l ISE
PSNO|| 83 Mo 2 Qe = Qle RYUS Z2H0|22 I-XUuch &, THH AC Z2
HIX{Fol AL TEIRI7IAC ZEDYU HET|E AHE3101 AC ISE ZAX Z2 It M3t
T AC dx|et &M ol S Z2H|X{'JaHok &rLCt.

0 rO

21 CHE AL PCOlE 2 & FA7| HHEA| Z 8 E|o{of & LIC}. Posture flow post-ISE
2.201 M 14EHHE HEELICH

5EHAH|.AC ZAI| 2ol MAEFLICEH B A policy > Policy Elements > Results > Client Provisioning > Resources, =
2| AddS ME4EL Ef% AnyConnect Configuration.



AnyConnect Configuration = New AnyConnect Configuration

* Select AnyConnect Package]| AnyConnectDesktopWindows 4.4.243.0 v| d.
* Configuration Mame| ac-44-cco | b
Description:
DescriptionValue Hotes

* Compliance Module) AnyConnectComplianceModuleWindows 4.2.508.0 «| ¢

AnyConnect Module Selection
ISE Posture
VPN
Metwork Access r-.«1anager|:|
Web Securit_|
AMP Enabler_
ASA Posture[]
Network Visibilitd_]
Lmbrella Roaming Securitﬂ:l
Start Before Lngnnlj
Diagnostic and Reporting Teol]

Profile Selection

*15E F'nsture| AC-44-Posture v| d

%l 3-5

« AC I{7|X|E MEHFILICY.

- AC Z1Z|1glo|M o|§2 M3 FLct

- TE &5 ZE HEES MEHFLICH

- EECIR S50{AM AC Posture ZAIL|22{|0|M Z2 0t U MEHFHL|CY

6CHA|. 22t0|ME Z2H|M'E HAME F/eLICH BM policy > Client Provisioning. Z27| Z1I| 12|02
AR 7I2USE MIEls Mol Hl gt M = A& EXStE ZAX HI|aE oMol
M2 F 7|50k 5= AR RHAF gt Mo Z 0|5 5to4 MEHEFLICE Duplicate Above EE = Duplicate

o
Bdow . MZ2 HHME G T U&LICH

o|

ol
N
orr

(Al

S Aol AL El ol of it



aililig

aisco  Identity Services Engine Home v Conbext Visibility » Operations + Policy » Administration » Work Centers License Waming

PolicySels  Profiling  Posture | Client Proisioning  » Policy Elements
Click here to do wiraless

Client Provisioning Policy

Wi, @15 will Fecie Upan Hegin and use
compliance module, andior agent ©

rd. Drag and drop rules to change b

v initiation:
ation package

Rule Mame Identity Groups Operating Systems Other Conditions Resufls
- | AC-44 | | Any ] Windews All ] I EXAMPLE-ExtarnalGroups EQ. AC-44-CCO
Agent Configuration
Agent |ac44-ccol

Native Supplicant Configuration
Config Wizard{ Choose a Config Waard ]
Wizard Profile| Choosa a Wizard Profie

1% 3-6

AL} Mo M AC TT|TF[0[MES MEHBILICH SSO MTjjo] A ISEE 20l ZHEO| 54
7HE 4 LI Ol2{Et S42 LI U 9l 1D ME A0iM AL Rtoll ThaH ZAE 4 i &
22 MEELICH of 2MolAS AD 2E0| 22l0|iE T2 H|Xd MMo| AHOE AR EL

0

AFEN R4%H Ol =

n

CH&F AEN ZAAFIE AFRElLICH ISEE= 9I= C|HEO|A &0l A Window Defender AMH|A Q| AtEHE
OISt & FHELICH X AlLUElee EM H SEE = UX|EH UPtxel Zu[TJeo|M EtAl=
I.

= gg‘ﬂ'——“:". é:I'EH X?;lg I:|' |7-<|0‘|| QAﬁblEl'. Policy > Policy Elements > Conditions >
Posture, &FEH Z7Z40| R¥E MEY §LIC} CHE2 Windows Defender MH|A 7} A& S IX| & elsHof



senice Conditions List = WinDefend

Service Condition

*Mame | WinDefend

Description

* Operating Systems  Windows All

Compliance Module Anyversion

* Senvice Name JinDefend

Semnvice Dperator | Running v

(Reset)

a2l 3-7

2EHA| ZAX 271 ZAT|2d|0|M. B A policy > Policy Elements > Results > Posture > Requirements. CHS 2
Window Defender ZAL2| of| IL|C}.

| wibefend ] ol Windoy using 4. o ter * using | Dsabled =] metd | WinDefend | men [ Message Done
Action |Message Text Only v

Note: e mediation Action is fitered bated on the operaling sysiem and sleaih mode seledtion. Only supporied remediation | Message Shown to Agent User [ Enabis WinDafand ]

1% 3-8
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3EHA|. AEN A ZAI| 784 0|4 B A policy > posture. 07|04/ A O]
Q& LICH Z2of= Windows Defender 27 Al 0| E4&2 &
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“Haehe Identity Services Engine Home  » ContedVisibilty  » Operations RIS » Administraion

+ Wark Centars License Waming A
PolicySets  Profling  Posture  Client Provisioning  » Policy Elements
Click heve 10 50 wirele 55 5 edup
Posture Policy

Dafing the Posture Policy by condguring nales based on operating system andior eihar conditio

Compliance Module Stealth mode Other Conditions Requirements
4.x or bter -] | Deablad r] 0 [ EXAMPLE Exemal L W [ winDetnd Done

= [ wnbefend | Ay Windo,

[wrDafend

Zol0o|E T2 H|XMY ZTE A

— o - - © 1T = [
2IC|EMo| gle dEle] B2 ZEto|HE Z2H|M'E £=-O| 7| o|Me HEsHok &fLict &
A Administration > Device Portal Management > Client Provisioning” | = Z&E & AFR3H7HLE & BtE = U&LICH

St 1T o — — A A
ST S 2C[HM0| U= JEIQ gl &Ef 250l AL E = U&LICh
Authentication method:*l All_User_ID_Stores [+] | a
Configure authentication methods ai:
Administration > ldentity Management > ldentity
Source Sequences
Configure authorized groups
Liser account with Super aadmin prvilege or ERS admin privitege wil have access fo the portal
ALL_ ACCOUNTS (default) - EXAMPLE: example.com/Users/Domain Us » b.
Employee
EXAMPLE example.com/SkuchereOLiBos:
EXAMPLE: example.com/Skuchere OLIFina
EXAMPLE:example.com/Skuchere QUATGF e
EXAMPLE: example.com/Skuchere OLIStaff
GROUP_ACCOUNTS (default) e
OWN_ACCOUNTS (default)
# Choose all X Clear all
Fully qualified domain name (FQDM): | skuchere-ise22-cpp.exan | C.
Idle timeout: | 10 | 1-30 (minutes)
12 3-10
QO 3T (=) (=215 =] S
2|C|AMO| ot AlLtE|29| B2 ZE An|ado|lMolM chs dE S HESHoF #uct.

« Authentication(@!&)0| A SSO7t A& Xtodi| CHEr M2
Identity Source Sequence(ID &4 A|ZA)E XI’“°FL_II:}
. MEHEH D AA ARA 220 [mE AR S8 2E 0| MUEILICH ol = 2 aQlof Tt
Heto| /e &S MEistof &Lct
- EEI0|ME Z = H|X|'F Z=-H0|MH ACE FF5Hof st= AlLtE|0] CH3H ZEH0[HE T = H|X
‘=l LEO| FQDN2 X|&38HoF & LICt. O] FQDN{ ISE PSN IPoi| CHall &2l 7t s3Hok = L|Ct
CAFERbE A M 12 Al Boi @ E2t* KoM FQDNE X|™5t2t= XA 2rotof &L
Ct.
5t Hod T2 ubQl Ll AR 1A

== O 1 o



EtO|MEof CHEr X7| HMAE HBtstiok gLICt ol= Ch&xt
O

DACL Assignment(DACL &%) - MIEHEl HMA EHAOAM AF XFoi| 7 DACLE & %+04 CHA|

AE ANEHe £ Ql&LICH o] HMZ ¥ A2 Cisco Network Access DevicesOll AF2E 4= Q&L

Ct.

« VLAN & - MZ3HQl L AX ALSAHE M EHE VLANO| Hi%|5H7| oil o M2 &Al2 79|
2 E NAD HIHo CHal & =& 3toF &LiCt.

- Radius Filter-Id - O| £+ & A5t NADO| EZHE HO|EIACLE & = Qi &Ef HEHO| A
EXoA 2L E = UELICH EE RFC §E0[22 0| ™2 A2 2= NAD SSUA o &
M E|o{oF ELCt,

127 DACLE FE&LICH O] o= ASAE 7|Ht2 2 322 NAD DACLE AIEE = l&Lct &
AN AlLtZ|22| AR 7ts8t SM2 2 VLAN EE Filter-IDE T24afof ghuct.

DACLE ‘4432424 Policy > Policy Elements > Results > Authorization > Downloadable ACLs= 2 213+ 11 Add.

o}

of = Ql= &8l &, Mo{x ChF HErE XS sfiok &Lich.

- DNS Ez{=
- DHCP EH{=|

« ISE PSNO{| CHF EBHEl(ZEHO| 21538 FQDNE & £ UE 71542 I8t ZTE 80 L 443).
CP ZHO| A SQl ZEE= J|2XO=Z 84430|MH, 0|X H{Z1lo| S &tA42 2|8l 8905Q]L

. To# 7S 2/0/ciofolM Aol chEt Eaym

Ct=2 2lo/c|ofol4 M7t 8= DACLS| of Lct.

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name | VPN-No-Redirect-Unknown

Description

* DACL Content 1 permu udp any any eq 53

3 permit 1Cp any host 10.48.30.40 eq BO

4 permit tep any host 10.48.30.40 eq 443
8 permit tep any host 10.48.30.40 eq B443
B permit tcp any host 10.48.30.40 eq B305
¥ permit tep any host 10.468.30.41 eq B0

8 permit tcp any host 10.48.30.41 eq 443
8 permit tep any host 10.48.30.41 eq B443
10 permit tcp any host 10.48.30.41 eq 8905

» Check DACL Syniax i

suom T

aF 3-11

2EH7A| HEt Foi Zzutdg FIFLICH
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HENZI 78 £ 2 ZX| o2 B0 M8 & = JU&LICH F Hl #HE Fo{ T2 U2 KM A
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Authaorization Profiles = VPN-No-Redirect-Unknown
Authorization Profile

*Mame | VPH-No-Redirect-Unknown

Description
" Access Type | ACCESS_ACCEPT v
Metwork Device Profile des Cigen | w | 6

Senvice Template [

Track Movement [l

Fassive ldentity Tracking [7] ;

* Common Tasks

DACL Name VPN-No-Redirect-Unknown

% 3-12

O| oflofl A 7|2 ISE Z 21}l PermitAccess= &0l AEH &2l £ MlMof| AR EL|C}
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* Authorization Policy

» Exceptions (D)

&

Status  Rule Mame Conditions (identity groups and other conditions)

Session:PostureStatus EQUALS Compliant
EXAMPLE ExternalGroups EQUALS
example.comiUsers/iDomain Users

Permissions

Posture-Compliant PermitAccess

Py Posture-Unknown- Session:PostureStatus NOT_EQUALS VPN-Mo-Redirect-LInknown
Mo-Redirect Compliant EXAMPLE:ExternalGroups
EQUALS example.comiUsers/Domain Users
Default DenyAccess
1% 3-13
0IF HMo| A2 0| 2AO| URT} ofLIX|EH HEt Hof MM X2 M K el FES ¥ 517
oi| &'dsHoF gfLict.
o o — —
Ct=&2 = el ct.
EERO| 7|2 EE2 M 7tX| £ HAHZE 7 HE £ JU&Lch
1EHH|. 218 5 & &2l
o Refresh @) ResetRepesi Counts B ExponiTo Triler= &=
Time Status Details Repeat Identity Endpoint ID Endpoint P Authenticat Authonzati, Authorizaton Profiles. IF Address
a
a e
[ a d.
a o [
5 b.
a a.
a2 41
1. 27| &, o] Az HEt 2o T2 U0| MEE ABol 2alS 7HE = U&LICH o
717l S48 T3 mod Z2utRl0| S E Y KAE O1B HAME ZANHLC Ml Wi o
oM EE7IE 225t0of o] EDAE ¥ + laLich 4M 915 H1Mol S48 Ux(g Ho
= Oil”EI._ Tt £0o4 WMol 7 H|WE = AU&LICH.
2.DACLCI2EE O|HIE. o]l EXIYE2 £7| IE5 S <5 MEis Het fo{ Z=2utoi DACL
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3. XH QB - 52| 0| A= SSO HIFHLIEO| ALERH MM E & X| ZFS S LIEHALICH Cf
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- CPP Z= FQDN2 7| QI1&0| 2|8 =2} C}2 ISE L E9| IPE EQIZ|R&LICt
- ZEl0|MEE NAT Foi &Lict

4. M| C[o|&| 3. o] & ofo| M= MM AEZF UnknownOl| A Compliant2 BB E|{& LIC

5. HHE Q{3 HA|A C|HFO|A0] CHEH COA. O] COAE NADZO|M A 215 & FA|5tD ISESO
MM et 2o HAg gE5te{H 8330k B LICH COATF Almlist B XtMEt EDAME &
0 O|RE ZALE &= U&LICt COAL| 71 YEt™Ql Bl ctsat Z&Lct

« COAA|Zt =1} - 23S EH PSNO| NAD 0| A COA Seto|MEZ LM E|X| 2Et7H
Lt COA 2H0| =50 AN EIR&LICEH

« COA negative ACK - COAZ} NADO| 4= A E|FX|BH COA EHed
LIEFHLICE O] AlLt2I0iME ME B Ao RRAEt A>HO|

FO|

—

|
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O| ofloflA ASA7F NADZ AL E|2 2 AFEXI0]| CHE £& Q15 Q™O| EAIZIX| d&LICH Ol
ISE7} VPN AMH|A SEHE 4 X|5H= ASAO EH%F COA FA|E AFEEICHE AFA [HEoff Eh A EhL|CE.
0|28t AlLIE|20] M= COA AtA|o] M2 HeH 2o o747t & |22 RQIS 0| E 5K
or&LCt

2B 2E0|ME 22 H[X{'d A MEf &0l - 0] X YUS ?lsH o —Z*EPOIO*
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O| Ar&xtoi| CHal M E[A=K| mhefst= Ol =F0| == ISEO| CHEH 2 1A

—_l

oS

EF M Operations > Reports Endpoint and Users > Client Provisioning R 8t ™ol 21 ME A& gfLct.

Client Provisioning @ + MyReports | B ExportTo ® Schedule
From 2017-02-04 00:00:00.0 to 2017-03-06 24:06:33.980
T Filer~  “=Refresh =24
Logged At O server Event O identity Client Provisioning Policy Matched Failure Reason

AL 3tof offel F2f0l01S T 2 bixfd EMo| tIesigtex| HelE 4 plaLict £
S|>—, O|RE N AlISHOF & LIC}. Failure Reason .

3':'" 7=” o EH -_'I—Ai '§|I' o|_| - En:n" &]I Operations > Reports Endpoint and Users > Posture Assessment by Endpoint.

Posture Assessment by Endpoint @ + MyRepors 2 Export To = ® Schedule
Fram 2017-02-04 00:00:00.0 to 2017-03-06 21:24:17 603
T Filter= = Refresh o~
Logged At Status Details [i ] Identity [i] Endpoint ID IP Address Endpaint OS
% L | ..: x -
a o
B
a3 4-3
017|M 2t £ o|HE ol CHEt MIF ETME G = JA&LICH 0o|§ S04, ol 21 M7t £8F MM 1D,



ISEO|AM A= ZQIE o CHEH MEISEH st AEH QF A L ZF @ F ALE 9| HEHE EIF =
2N
&L|C}.
=X siZ&
Ut 3
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* dient-webapp - O|O|ME Z 2 H|X IS HE 5t 78 LAQULICH CH 23 T guestiog & ise
psc.log.
* guestacess - SCIO|QIE Z2H|XME ZTEH 7 24 S MM ARK =3 E HYESe 7 24
(LHO| HZ2EIPSNCZ 2 7). Ui 213 ThY - guestiog
* provisoning - 2CI0|Q1E T2 H|XE HAM X2 & HEH Sl 7+ A QL|CH CHA 21 0F Y -

guest.log

 posture - T E AE| 224 O|HIE, CHA

- =

* adsensalog -2 2H0|E S0|AM ECI0|HE ZZH|X{E Almf A|, O] I}YUS NSA7I CIREZE (Y
Bt O 2 Windows2| CHREE CIHERZ|) B 22 Eo] Mo Euict
* AnyConnect_ISEPosturetxt - O] IF 2 C|E 2|9| DART HEWM 2 = &

xETWwﬂELGmMWWM
ISE Posture Module. ISE PSN A4 &l T AR ZE2 20| UPHMQI EHAjof CHEt 2E EE 7} o] o
of 7|=&ElL|ct.
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= USE LIEFLICH

<#root>

2016-11-09 15:07:35,951 DEBUG [http-bio-10.48.

30.40-8443-exec-12][] cisco.cpm.posture.

| ooki ng for Radius session with input values :

2016-11-09 15:
2016-11-09 15:
2016-11-09 15:
2016-11-09 15:
2016-11-09 15:

Found sessi on

07:35,989 DEBUG
07:35,989 DEBUG
07:35,989 DEBUG
07:35,989 DEBUG
07:35,989 DEBUG

[http-bio-10.48.
[http-bio-10.48.
[http-bio-10.48.
[http-bio-10.48.
[http-bio-10.48.

sessionld: null

30.40-8443-exec-12][]
30.40-8443-exec-12][]
30.40-8443-exec-12][]
30.40-8443-exec-12][]
30.40-8443-exec-12][]

c0a801010002600058232bb8 usi ng i pAddr 10.62. 145. 121

MacAddr :

cisco.

cisco

cisco.
cisco.

cisco

nul |,

cpm.posture.
.cpm.posture.
cpm.posture.
cpm.posture.
.cpm.posture.

i pAddr :

runtime.PostureRu

10. 62. 145. 121

runtime.PostureRu
runtime.PostureRu
runtime.PostureRu
runtime.PostureRu
runtime.PostureRu



<tfroot>

2016-11-09
2016-11-09
2016-11-09
2016-11-09

15:07:35,989 DEBUG [http-bio-10.
15:07:35,989 DEBUG [http-bio-10.
15:07:35,989 DEBUG [http-bio-10.
15:07:35,989 DEBUG [http-bio-10.

Login step will be skipped, as the session

2016-11-09 15:07:36,066 DEBUG [http-bio-10.

SSO7t &t &5t X|

<ffroot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.

| ooking for session using | P 10.62. 145. 44

2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.
2017-02-23 17:59:00,779 DEBUG [http-bio-10.

No Radi us session found

ElA

52| guest.log 0|Eﬂ§& Zg

<ffroot>

@ ZEHO|M ™A AFE R

48.30.40-8443-exec-12]1[]
48.30.40-8443-exec-12]1[]
48.30.40-8443-exec-12]1[]
48.30.40-8443-exec-12]1[]

=c0a801010002600058232bb8 al ready established for

48.30.40-8443-exec-12]1[]

ofS B2 isepxlog IFHO| MM 3| Almljol| CHEF HE 7}

48.
48.
48.

17.249-8443-exec-2]1[]
17.249-8443-exec-2]1[]
17.249-8443-exec-2]1[]

48.
48.
48.

17.249-8443-exec-2]1[]
17.249-8443-exec-2]1[]
17.249-8443-exec-2]1[]

|m

ol=2
Lo =

guestaccess.flowmanager.step.cp.CPI
com.cisco.ise.portalSessionManager.
com.cisco.ise.portalSessionManager.
guestaccess.flowmanager.step.cp.CPI

mac addr ess

cpm.guestaccess. f1 owmanager.process:

PostureRu
PostureRu
PostureRu

runtime.
runtime.
runtime.

cisco.cpm.
cisco.cpm.
cisco.cpm.

posture.
posture.
posture.

PostureRu
PostureRu
PostureRu

runtime.
runtime.
runtime.

cisco.cpm.
cisco.cpm.
cisco.cpm.

posture.
posture.
posture.

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St



Ret urni ng next step =LO3 N

2017-02-23 17:59:00,780 INFO [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.Ste

BAE

ozt
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<ffroot>

2017-02-23 17:59: 07,080 DEBUG [ htt p-bi 0-10.48. 17. 249-8443-exec-2][] guestaccess. f|l owmanager. st ep. guest . (

2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.common.utils.OSMapp
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.common.utils.OSMapp

2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,505 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.

:userl:- CP Policy Status =SUCCESS, needToDoVl an=fal se, CoaActi on=NO_CQOA
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Date : 02/23/2017
Time : 17:59:57
Type : Unknown
Source : acise



Description : Function: Target::Probe
Thread Id: Ox4F8

File: SwiftHttpRunner.cpp

Line: 1415

Level: debug

PSN probe skuchere-ise22-cpp.example.com with path /auth/status, status is -1..

TNl fdeh NVl fdh Nl Rl ddhddhddhddhddhddn

BAE
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O| EFAH|0 A PSN2 M4 A Rlof CHEF AC HEZ SotLIch LIS ChE F 7He| HAIXRIE =
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Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: Target::probeRecentConnectedHeadEnd
Thread Id: OxBE4

File: SwiftHttpRunner.cpp

Line: 1674

Level: debug

Target skuchere-ise22-2.example.com, posture status is Unknown..

Fededededededehdede el NNl Al defddedhddefhdde NN ddendddn

MM ARAE HO|MENH 2E s HEE HratghLIch

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: SwiftHttpRunner::invokePosture
Thread Id: OxFCC

File: SwiftHttpRunner.cpp

Line: 1339



Level: debug

MSG_NS_SWISS_NEW_SESSION, <?xml version="1.0" ?>

<root>

<IP></IP>

<FQDN>skuchere-ise22-2.example.com</FQDN>

<PostureDomain>posture_domain</PostureDomain>
<sessionId>c0a801010009e00058af0f7b</sessionId>
<configUri>/auth/anyconnect?uuid=106a93c0-9f71-471c-ac6c-a2f935d51a36</configUri>
<AcPackUri>/auth/provisioning/downToad/81d12d4b-ff58-41a3-84db-5d7c73d08304</AcPackUri>
<AcPackPort>8443</AcPackPort>

<AcPackVer>4.4.243.0</AcPackVer>

<PostureStatus>Unknown</PostureStatus>

<PosturePort>8443</PosturePort>

<PosturePath>/auth/perfigo_validate.jsp</PosturePath>

<PRAConfig>0</PRAConfig>

<StatusPath>/auth/status</StatusPath>
<BackupServers>skuchere-ise22-1.example.com,skuchere-ise22-3.example.com</BackupServers>
</root>
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<#root>

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

mac_list fromhttp request ==> 00: OB: 7F: DO: F8: F4, 00: OB: 7F: DO: F8: F4

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi

iplist fromhttp request ==> 172.16.31. 12, 10. 62. 145. 95

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,368 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,369 ERROR [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov

Session Info is nul

2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture
2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture
2017-02-23 17:59:56,369 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture

Performi ng MNT | ook up for macAddress ==> 00-0B- 7F- DO- F8- F4

2017-02-23 17:59:56,539 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture

Performed MNT | ookup, found session O with session id c0a801010009e00058af Of 7b

.NextGenD1i
.NextGenD1i
.NextGenD1i

.NextGenD1i



2017-02-23 17:59:56,539 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,541 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,545 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,545 DEBUG [http-bi0-10.48.17.249-8443-exec-10][] cisco.cpm.client.posture.NextGenDi
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
2017-02-23 17:59:56,545 DEBUG [http-bio-10.48.17.249-8443-exec-10][] cpm.client.provisioning.utils.Prov
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<#root>
2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

ooki ng for session using session ID: null, IP addrs: [172.16.31.12, 10.62.145.95], mac Addrs [00: 0B: 7F: I

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,791 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

Found sessi on c0a801010009e00058af Of 7b usi ng i pAddr 172.16. 31. 12

BHIAE 7})}- 5-10
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<tfroot>

2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] com.cisco.cpm.swiss.SwissServer -:::
2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,795 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PosturePol
2017-02-23 17:59:58,203 DEBUG [http-bio-10.48.30.41-8443-exec-8][] com.cisco.cpm.swiss.SwissServer -:::
2017-02-23 17:59:58,907 DEBUG [http-bio-10.48.30.41-8443-exec-10][] cisco.cpm.posture.util.AgentUtil -:

Increase MhT counter at CP:dientProvisioning. ProvisionedResour ce. AC- 44- Post ure



CHS EFAIAM &El 27 A

o

5+ AEH

E:

—_ 1

HIZ|1 2 3ol ghEhELct

<#root>

2017-02-23 18:00:00,372 DEBUG

About to query posture policy
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2017-02-23
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2017-02-23
2017-02-23
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<package>
<id>10</id>

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
<version>ISE:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

2.

W nDef end

00,423
00,423
00,423
00,432
00,433
00,433
00,438
00,438
00,438
00,439
00,439
00,439
00,439
03,884
03,904
03,904
04,069

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.

for user

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

2.0.470</version>
<encryption>0</encryption>

=

= A

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

E

30.

30

30

30
30

30

30

30
30
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41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
.41-8443-exec-8][]
30.

41-8443-exec-8][]

.41-8443-exec-8][]
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]

.41-8443-exec-8][]
30.

41-8443-exec-8][]

.41-8443-exec-8][]
.41-8443-exec-8][]

cisco.

cisco

cisco.
cisco.

cisco

cisco.
cisco.

cisco

cisco.
cisco.

cisco

cisco.
cisco.
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cpm.
.cpm.
cpm.
cpm.
.cpm.
cpm.
cpm.
.cpm.
cpm.
cpm.
.cpm.
cpm.
cpm.

userl with endpoint mac 00-Ob-7f-d0-f8-f4

posture.
posture.
posture.
.runtime.
posture.
posture.
posture.
posture.
.runtime.
posture.
posture.
posture.
posture.

posture

posture

0%

A0
a
o

runtime.

runtime.
runtime.
runtime.

runtime.
runtime.
runtime.
runtime.

runtime.
runtime.
runtime.
runtime.

cpm.posture.runtime.agent.
cpm.posture.runtime.agent.
cpm.posture.runtime.agent.
cisco.cpm.posture.runtime.

A

PostureHan

PostureMan
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
AgentXmlGe
AgentXmlGe
AgentXmlGe
PostureHan



Enabl e W nDef end



W nDef end

301

W nDef end



runni ng

(W nDef end)

</package>
</cleanmachines>
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2017-02-23 18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan
2017-02-23 18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan
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2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

18
18
18
18
18
18

:00
:00
:00
:00
:00
:00

104,272
104,272
104,272
104,272
104,273
104,273

INFO [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureMana

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.
[http-bio-10.48.30.
[http-bio-10.48.30.
[http-bio-10.48.30.
[http-bio-10.48.30.

Jo

m

41-8443-exec-8][] cisco
41-8443-exec-8][] cisco
41-8443-exec-8][] cisco
41-8443-exec-8][] cisco
41-8443-exec-8][] cisco

.cpm
.cpm
.cpm
.cpm
.cpm

.posture.
.posture.
.posture.
.posture.
.posture

runtime.
runtime.
runtime.
runtime.

.runtime.

PostureCoA
PostureCoA
PostureCoA
PostureCoA
PostureCoA
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