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PrimaryPortal

Allow login using :
Portal visible to the client during CWA flow

SS0SubPortal
@USéd in 1 rules in the Authorization policy

SS0SubPortal

Used as alternate login option by :
SubPortal that will connectto the SAML IdP

PrimaryPortal
@Used by another portal for alternate login
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SP Connection
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Select the type of connection needed for this SP:; Browser
users/groups o an SP) ar all.
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Connection Type Connection Options

Please select options that apply to this connection.
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LDAP Directory Search LDAR Filter Attribute Contract Fulfillment

This senver uses local data stores to retrieve supplemental attributes to be sent in an assertion. Specify an Attribute S

ATTRIBUTE SOURCE DESCRIPTION -
ACTIVE DATA STOR [ .
DATA STORE TYPI LDAP

hManage Data Stores
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Flzase configure your directory search. This information, along with the attributes supplied in the contract, will be usec
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Please enter a Filter for extracting data from your directory.

FILTER

sAMRccountName=5 {username }
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Fulfill yvour Attribute Contract with values from the authentication adapier, dynamic text values, or from a data store bookup.

Attribute Contract Source Value

SAML_SUBJECT Adapler o USEmame v
mail Adapler ot il L
memberOf Adapler o meemberCd L
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When the 5P sends messages, what SAML bindings do you want to allow?
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Connection Typa Connection Options Metadata URL General Info m

This task provides conneclion-endpaint and ather configuration information enabling seount browser-based S50, 10 nesources i
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SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a keylt

SIGHNING CERTIFICATE 0155:31:36:ED:D8 (cn=1R1471) "t
¥ |NCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT
INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE> ELEMENT
SIGMING ALGORITHM RSA SHAZGE o
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1. PingFederate 22| 2 & 0{ A Server Configuration > Administrative Functions > Metadata
Export® MEHEILICE A7} od2] A& ( IdP & SP)oi CHEH 7 44El Z< | am the Identity
Provider(IdP) S4& ME{gfLICt Next(CHH)& 2 =|gHLCt.
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Export Metadata

Metadata Role Metadata Mode Attribute Contract m

The metadata may contain a public key that this system uses for digital signatures. If yvou wish to inclu

DIGITAL SIGNATURE KEYS/CERTS
01:55:31:36:ED:D8 (cn-IEIl1471) v

6. Metadata Signing(HIEHE|O|E{ A{H) of2ioll M M 2IE ME MEHSI T Include this certificate's
public key in the key info element(0| 21&A{2| B7H 7|& key info R 40| ZE)E MHEHEFLICEH
Next(Ct&)& 2 2&LCt.

0S5 ILIEEDDE (on-1d4 361471 wf

RE5A SHAZ GG L

7. XML & &8 2l&E Mol XM Next(CH&)E 2=ELICH.



31047\ L535E MEslE SM2 UERT o{=gloi|A YU&LCt.

8. 29 MMM LHELHVIE =L YHE HEHOIE otde MY

rob

tChE 22 & FELIOL

Export Metadata

e e e

Click the Export Btion 10 eapor S metadata 1o th filo myitom

Motadata Role

Mstadats et Ietarstiny Provider
Metadata Mode

Wistadeta mode. ‘Seloct information manually
Use thr secondary port for SOAF channal taiso

Protocal
Protoect
Attribate Contract

Adtributo

Mona dofinod

Signing Key

Sigring Kary MM IITL, OUSTAC, OoChcn, LIRTR, CUS
Motadata Signing

Signing Cortifeata CHEM IEMT1, OUSTAL, O=Cisco, LRTR, C-US
Inchudo Cortificate in Kyinfo taiso

Inchudio Blaw Ky i Kiniskoo e

Sohkvctod Sigeing Algerthan BSA SHAZSE
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9. ISEX| M Administration(Z 2l) > Identity Management(ID & 2l) > External Identity Sources(2|5
ID £&4) > SAML Id Providers(SAML ID X|3%}) > PingFederate® 148 L|Ct.
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SAML Identity Provider

Service Provider [

General

Identity Provider Configuration
Import Identity Provider Config File [ Browse... | i

Provider Id PingFederate
Single Sign On URL https:;’_.id?.‘l 9031
Single Sign Out URL (Post)  https N 147 1:9031
Signing Certificates

Subject =[]
CNEEE 147 1, OU=I O=Cisco, L=RTP, C=US 1

1. [ &) Bl [/ Fd8 fd] ot M [ ] F71E MEE O S [FI7HE S =gt

Assertion2| Name(O|&) ot2H0ll memberOf E440| LADP I HM AME ml IdP7I BtEtsHok st=
Distinguished Name2 F7I&fLICt. 0| 2 FHE IE2 TORS| AEM OE0 HZAEH Ol 2E
of CHEt DN2 CHE 3t Z&Lct.

SAML Identity Provider
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Add Attribute X

"Name in Assertion | mail |

Type |STRING j=]

Default valusa ' |

“Mame in ISE "mail ] i
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Sign On
Welcome to the Guest Portal. Sign on with the usermame and password proveded 1o you
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Passwonrd:
Don't have an account?
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Please sign on and we'll send you right along
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Sponsored Guest Portal

Success
You now have Intemel access thmugh thas network
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SAML ise-psc.log . Administration() > Logging() > Debug log Configuration( ) > Select the
node in question( ) > Set SAML component to debug level(SAML ) SAML( ).

CLI ISE show logging application ise-psc.log tail SAML . Operations() > Troubleshoot( )
> Download Logs( ) > ISE > Debug Logs() > ise-psc.log

2016- 06- 27 16:15: 39,366 DEBUG [ http-bio-10.36.157. 210-8443- exec- 3] []
cpm sani . framewor k. i mpl . SAMLFacadel npl -::::- SAMLUils::isOacle() - checking whether |DP URL
indicates that its OAM |IDP URL: https://10.36.147.1:9031/idp/sso.sam 2
2016- 06- 27 16:15: 39,366 DEBUG [ http-bio-10.36.157. 210-8443- exec- 3] []
cpm san . framewor k. i mpl . SAMLFacadel npl -::::- SPProviderld for PingFederate is: http://C scol SE
/ 5b4c0780- 2da2- 11e6- a5e2- 005056a15f 11
2016- 06- 27 16:15: 39,366 DEBUG [ http-bio-10.36.157. 210-8443- exec- 3] []
cpm sani . framewor k. i mpl . SAMLFacadel npl -::::- ResponseVal i dati onCont ext:
IdP URI: PingFederate



SP URI: http://C scol SE/ 5b4c0780- 2da2- 11e6- abe2- 005056a15f 11
Assertion Consunmer URL: https://10.36.157.210: 8443/ port al / SSOLogi nResponse. acti on
Request 1d: _5b4c0780-2da2- 11e6- a5e2- 005056a15f 11_DELI M TERpor t al | d_EQUALS5b4c0780- 2da2-
11le6- abe2- 005056a15f 11 SEM port al Sessi onl d_EQUALS309f 733a- 99d0- 4c83- 8
b99- 2ef 6b76c1d4b_SEM _DELI M TER10. 36. 157. 210
Client Address: 10.0.25.62
Load Bal ancer: null
2016- 06- 27 16:15: 39,366 DEBUG [http-bio-10.36.157. 210-8443-exec-3][]

cpm sam . framewor k. val i dat ors. BaseSi gnatureVal idator -::::- Determine the signing certificate
2016- 06- 27 16:15: 39,366 DEBUG [http-bio-10.36.157. 210-8443-exec-3][]
cpm sam . framewor k. val i dat ors. BaseSi gnatureValidator -::::- Validate signature to SAM. standard

with cert:CN=10.36.147.1, OU=TAC, O=C sco, L=RTP, C=US serial: 1465409531352
2016- 06- 27 16:15: 39,367 DEBUG [http-bio-10.36.157.210-8443-exec-3][]

org.opensanm . xm . si gnature. SignatureValidator -::::- Creating XMSi gnature object
2016- 06- 27 16:15: 39,367 DEBUG [http-bio-10.36.157. 210- 8443-exec-3][]
org.opensanm . xm . si gnature. SignatureValidator -::::- Validating signature with signature

algorithm URI: http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

2016- 06- 27 16:15: 39,368 DEBUG [ htt p-bi o-10.36.157. 210- 8443-exec- 3] []

cpm sam . f ramewor k. val i dat ors. SAMLSi gnatureValidator -::::- Assertion signature validated
succesful l'y

2016- 06- 27 16:15: 39,368 DEBUG [ htt p-bi o-10.36.157. 210- 8443-exec- 3] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response

2016- 06- 27 16:15: 39,368 DEBUG [htt p-bi o-10.36.157. 210- 8443-exec- 3] []

cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2016- 06- 27 16:15: 39,368 DEBUG [htt p-bi o-10.36.157. 210- 8443-exec- 3] []

cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Assertion issuer succesfully validated
2016- 06- 27 16:15: 39,368 DEBUG [ htt p-bio-10.36.157. 210- 8443-exec- 3] []

cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Subject succesfully validated

2016- 06- 27 16:15: 39,368 DEBUG [ htt p-bio-10.36.157. 210- 8443-exec- 3] []

cpm sam . framewor k. val i dators. AssertionValidator -::::- Conditions succesfully validated
2016- 06- 27 16:15: 39,368 DEBUG [ htt p-bio-10.36.157. 210- 8443-exec-3][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for guest

| DPResponse

IdP I D: PingFederate
Subj ect: guest
SAML St atus Code: urn:oasis: nanmes: tc: SAM.: 2. 0: st at us: Success
SAML Success:true
SAML St atus Message: nul |
SAML enai | : guest @xanpl e
SAML Exception: nul |
2016- 06- 27 16:15: 39, 368 DEBUG [http-bio-10.36.157.210-8443-exec-3][]
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - about to call
aut hent i cat eSAM_LUser nessageCode: nul | subj ect: guest
2016- 06- 27 16:15: 39,375 DEBUG [http-bio-10.36.157.210-8443-exec-3][]
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Authenticate SAML User - result:PASSED
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https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/ko_kr/obsolete/security/cisco-identity-services-engine-2-1.html
https://www.cisco.com/c/ko_kr/support/security/identity-services-engine/series.html
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