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Ser 1/0: 10.1.11.2
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Ser 1/0: 10.1.12.2

MPLS/Private IP

Ser 1/0: 10.1.20.2

GM1

Eth 0/0: 192.168.20.1/24

SRS

- KS1

crypto gdoi group G1
identity number 3333

server local

rekey authenmypubkeyrsa get
rekey transport unicast

sa ipsec 1

profile gdoi-p

match address ipv4ENCPOL
address ipv4 10.1.11.2
redundancy

local priority 10

peer address ipv4 10.1.12.2

- GM1

crypto gdoi group G1
identity number 3333

server address ipv4 10.1.11.
server address ipv4 10.1.12.

1

crypto map gm_map 10 gdoi

2
2

Ser 1/0: 10.1.21.2
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Eth 0/0: 192.168.21.1/24
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set group G1
1

interface Seriall/O0
crypto map gm_map
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CHC|H 2 23 HAIX| 250l Chal La|x(Y2|xX) EFUAR T E g A5t shL|Ct
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service timestamps debug datetime msec
service timestamps log datetime msec

. show B £=0| EI YA Z OIX| & QIFHLICY.
Router#terminal exec prompt timestamp

- ZEE Z82! o|HE == Ho|E EdiQ! 7t2E 0l CHEr show BE £ st 49 €
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GETVPN ZEE &d2! 2 sHE

HEE Z02/2 GMAIM 2 &l SA(Security Association) 7+ 2443 =/o CI|O|E{ E&Q] Ei=E ¢
S35l siSE =H|7H B RE T2 EE O|HEE o|0|8L|CHGETVPN Ao WHHo| U8 Fo
AAE2 ChE20 Z&Lct



IKE Setup | ' GM Policy Download

| Registration [ | andSAlnstall [ |KEK/TEKRekey
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. C|HZE|l= 2 E C|HIO|AMAM EtRE EHE S7I3512{H NTPE AFS & LCH
. ClHH & 23 M| A|X|od| CHEH msec EFIA BT E & M58t

service timestamp debug datetime msec
service timestamp log datetime msec

- show BE E30| C|HI £t 43 HAZEE & U T EFHLR I} X|H 2|o{oF L|CH

terminal exec prompt timestamp
st 49 2 #E0M 2R ClHEE AFSELICH

GETVPN ZHEE &gl A slld =7
GETVPN Show E&
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KS

show crypto gdoi

show crypto gdoi ks coop
show crypto gdoi ks members
show crypto gdoi ks rekey
show crypto gdoi ks policy

GM

show crypto eli

show crypto gdoi rekey sa
show crypto gdoi

show crypto gdoi gm

show crypto gdoi gm rekey
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GM_CLEAR_REGISTER clear crypto gdoi B 0| 24 1§ 7ol 2/ AHE[AR&LICE.
GM_CM_%{& BEZ OE Tl chEt =35t Mol HEE[ISLICH
GM_CM_£2/ 2Z O& Tl chsh =3t Mol 2EIER&LICH
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& HH7F HEFHAE 7| 2|7 HIAHLIE S A&st= W0l RLIFHAE
HLIE A2 2 TR E[RELICEH

GM_REKEY_TRANS_2 MULTI

GM_REKEY_TRANS_2_UNI

OJAF_AlZF & & FSH0| KA ofAr Azt 2| CHE Zf2 = QAR AlZHE BIAI&L
A& &lmff O& 78 E= 7| MHIM Ad L x| & Qlol A&t

Atp-uztA o 2 ZEX EAIZl HA|X|&= GETVPN 220 7HE RH = E= S8 HAIX|Q
L|Ct.

M &35 3 GDOI C|H
GETVPN C|tHa= ChE1h Zho| #EELCH

1. HX 2xl 2 ¢l C|ato| A0 A ==~ T L|CY.
F340.06.15-2900-18#debug cry gdoi ?
all-features All features in GDOI

condition GDOI Conditional Debugging
gm Group Member
ks Key Server

2. 7 HmE 22X si2 52 A s LIc
GMl#debug cry gdoi gm ?
all-features All Group Member features
infrastructure GM Infrastructure
registration GM messages related to registration
rekey GM messagese related to Re-Key



replay Anti Replay

3. Ml Ml 2 g Md3t5HoF sh= CIHZ =& LChH ™ 15.1(3)T ol& o= 2 & GDOI 7|s C
7t olgdet CIH &8 A5 EZEEEUELICLOlE SE8 CIHE MEEZ 2
GETVPN 32| EME e = UESE HAHIUJELICLGETVPN EME CIHZE Me
MY CIHO +=F2 ME88ts W0l SRELICLYMoZ 7Ha F2 ClHO BHel 2F
BlER ARSI T WS H ClHZ MEAS EULICH
GM1l#debug cry gdoi gm all-features ?
all-levels All levels

=
=
ko
T

detail Detail level
error Error level
event Event level
packet Packet level
terse Terse level

GDOI =747 C|HZ

Cisco 10S® HZ 15.1(3)T O|At 0l M= CHF 2 B0l M GETVPN 2X|E siZst= ol 220 Bl
£ GDOI 218 C|HZo| FIHE[I&LICLIEIM O|X 2& ISAKMP(Internet Security Association
and Key Management Protocol) 2 GDOI C|HHO & & == |0 IP FAE V(R E st =
2 ZE2 Eg|HE = UELICHIHE 22| GETVPN EX|0{ A= GDOI C|H{ 2042t GDOI 22 e
ol EAIElS 2 ME# 275 LEZ ISAKMP 2 GDOI ClH18 & 48HsHs 20| LIt
ISAKMP X GDOI Z7AR CIHIE M8 oPE4'.:'_‘| CE & EHHE 2t =5t Al2.

1.
2.
of:

ABEhLct.
QF Zo| 21 ISAKMP X GDOIE & MstEhLct.

KS1l# debug crypto gdoi condition peer add ipv4 10.1.20.2
% GDOI Debug Condition added.

KS1#

KS1l# show crypto gdoi debug-condition
GDOI Conditional Filters:

Peer Address 10.1.20.2

Unmatched NOT set

KSl#debug crypto gdoi ks registration all-levels
GDOI Key Server Registration Debug level: (Packet, Detail, Event, Terse, Error)

B 1:ISAKMP 2 GDOI ZZAR C|HOE AF85H0d Z7H EE HEJI Qg = U= CiHa o
AIR|(odl: CIHZ B2 2| IP F4)E catchdt 7| I8 LRIsHX| &= EEHILE g §P%E* = A&
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GMl#show monitor event-trace gdoi ?

all Show all the traces in current buffer

back Show trace from this far back in the past

clock Show trace from a specific clock time/date

coop GDOI COOP Event Traces

exit GDOI Exit Traces

from-boot Show trace from this many seconds after booting
infra GDOI INFRA Event Traces

latest Show latest trace events since last display
merged Show entries in all event traces sorted by time
registration GDOI Registration event Traces

rekey GDOI Rekey event Traces

GM1#show monitor event-trace gdoi rekey all

*Nov 6 15:55:16.117: GDOI_REKEY_EVENT: ACK_SENT: From 10.1.12.2 to 10.1.13.2
with seq no 1 for the group G1

*Nov 6 15:55:16.117: GDOI_REKEY_EVENT: REKEY_RCVD: From 10.1.12.2 to 10.1.13.2
with seq no 1 for the group G1

*Nov 6 16:11:01.125: GDOI_REKEY_EVENT: ACK_SENT: From 10.1.12.2 to 10.1.13.2
with seq no 1 for the group G1

*Nov 6 16:11:01.125: GDOI_REKEY_EVENT: REKEY_RCVD: From 10.1.12.2 to 10.1.13.2
with seq no 1 for the group G1

exit path trace= 7|EX O £ traceback M2 435510 B2 2(Me U F _7E7'|)01
Mgt MEE N3&LICt.a31 Cl S tracebacksE AF25101 S8 A2 X722 0|58t H
AMFHAE CIZEE £ UELICELFEN HEHWM BFEME AMSHE{M detail SMS

GM1l#show monitor event-trace gdoi exit all detail

*Nov 6 15:15:25.611: NULL_VALUE_FOUND:Invalid GROUP Name

-Traceback= 0xCA51318z 0xCAlF4DBz 0xC9B2707z O0xCAlED4Ez 0x97EB018z

0x97EA960z 0x97E8D62z 0x97F3706z 0x97F3361lz 0xA02684Ez

*Nov 6 15:15:25.611: MAP_NOT_APPLIED_IN_ANY_ INTERFACE:

-Traceback= 0xCA51318z 0xCA46718z 0xCAlEF79z 0x97EB018z 0x97EA960z

0x97E8D62z 0x97F3706z 0x97F3361z 0xA02684Ez 0xAQ01lFD52z

*Nov 6 15:15:25.650: NULL_VALUE_FOUND:NULL Parameters passed idb or ipaddress
when idb ipaddress is changed

-Traceback= 0xCA51318z 0xCA22430z 0xA09A8DCz 0xA09D8F6z O0xAO0F280Fz

0xBA1D1F4z O0xBA1CACCz 0xBA1C881lz 0xBA1C5BBz 0xA0F494Az

7|12 £ HH 37(|= 51270 §=0|H, EM7t tdMo 2 st ZRos SE6tX| kg &= U
&LICLO| 7|12 & &5 37|E selt{H 3ot 20| O|HE F£X =
&LCt.

GMl#show monitor event-trace gdoi rekey parameters
Trace has 512 entries
Stacktrace is disabled by default

GM1#

GMl#config t

Enter configuration commands, one per line. End with CNTL/Z.
GM1 (config) #monitor event-trace gdoi rekey size ?
<1-1000000> Number of entries in trace

GETVPN ZHEE &2 M3 22 E U 38 A
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KSl#show crypto gdoi ks policy
Key Server Policy:
For group Gl (handle: 2147483650) server 10.1.11.2 (handle: 2147483650):

For group Gl (handle: 2147483650) server 10.1.12.2 (handle: 2147483651):

# of teks : 1 Seq num : 10

KEK POLICY (transport type : Unicast)

spi : 0x18864836BA888BCD1126671EEAFEBR4CT
management alg : disabled encrypt alg : 3DES
crypto iv length : 8 key size : 24

orig life(sec): 1200 remaining life(sec): 528

sig hash algorithm : enabled sig key length : 162
sig size : 128

sig key name : keyl

TEK POLICY (encaps : ENCAPS_TUNNEL)
spi : 0x91E3985A

access-list : ENCPOL

transform : esp-null esp-sha-hmac
alg key size : 0 sig key size : 20

orig life(sec) : 900 remaining life(sec) : 796
tek life(sec) : 2203 elapsed time(sec) : 1407
override life (sec): 0 antireplay window size: 4

Replay Value 442843.29 secs
KS M X-IxH A-UC-I O| OII:||-X-IO| |

B2 2ULICH 021 5 0f:

ot |2 KS2t EX KS HHI MEZ CE
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%$GDOI-3-COOP_CONFIG_MISMATCH: WARNNING: replay method configuration between
Primary KS and Secondary KS are mismatched

2/ 7|8 & EX KS 7holl AtS HI|adold STIEI gleEz 522 sYsloF FLICH

COOP= GETVPNS| £28K

Ho| & =) 40|22 COOP7t ZHE A 2S5t COOP KS
°igr0| 2HEX| Holsts %0l LT,

KS1l#show crypto gdoi ks coop
Crypto Gdoi Group Name :G1
Group handle: 2147483650, Local Key Server handle: 2147483650

Local Address: 10.1.11.2
Local Priority: 200
Local KS Role: Primary , Local KS Status: Alive
Local KS version: 1.0.4
Primary Timers:
Primary Refresh Policy Time: 20
Remaining Time: 10
Antireplay Sequence Number: 40

Peer Sessions:
Session 1:
Server handle: 2147483651



Peer Address: 10.1.12.2

Peer Version: 1.0.4

Peer Priority: 100

Peer KS Role: Secondary , Peer KS Status: Alive
Antireplay Sequence Number: 0

IKE status: Established

Counters:

Ann msgs sent: 31

Ann msgs sent with reply request: 2
Ann msgs recv: 64

Ann msgs recv with reply request: 1
Packet sent drops: 7

Packet Recv drops: 0

Total bytes sent: 20887

Total bytes recv: 40244

7155 COOP A%olA 0| ZREZ E2E BHEslof FLch

IKE Exchange > ANN with COOP priorities 1L & > COOP Selection > ANN from primary to
secondary KS (&2, GM Cl|o|E{H|0o|A & 7))

COOP7t MCHZ 2 S3tX| £ 7HLE 042 KS7t 7|2 KS7t El= §2| COOP 2&0| e 4« =X
&2 flsll oleqst C|Ha & +=&lstof & LCt.

debug crypto isakmp

debug crypto gdoi ks coop all-levels

show crypto isakmp sa

show crypto gdoi ks coop

IKE &7

24 MM QU SACFHRRCE 9/ Kof A2 H 33512 GETVPNO| 2Ol KE B#H0| BR

grct 83 ™MQl IKE 2 EH0| ZLIMH GDOI_REKEY sa7Zt ‘& ELct.

Cisco 10S 15.4(1)T O|™ B{Z104| M= show crypto isakmp sa &1} & 74 GDOI_REKEYE EA|E

GMl#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status

10.1.13.2 10.1.11.2 GDOI_REKEY 1075 ACTIVE
10.1.11.2 10.1.13.2 GDOI_IDLE 1074 ACTIVE

IPv6 Crypto ISAKMP SA

GML1#

Cisco 10S 15.4(1)T 0|40 A= 0|l GDOI_REKEY sa?} show crypto gdoi rekey sa H&31} &74 &
AlELc,

GMl#show crypto gdoi rekey sa

GETVPN REKEY SA

dst src conn-id status
10.1.13.2 10.1.11.2 1114 ACTIVE

2t1:%x 7| IKE 80| &t 25| GDOI_REKEY SAE Al235l0{ KSOIAM GMe 2 $£& XRHn}
7|7} = A|ElL|Ct. 2t A GDOI_IDLE SA7F Bt2 =l 7| RjAd% o] gigLict.s=Ho| ct £|H



AbEHEILICH 2L GMOIAM 7| CHA| @124 Bfo g4 &4 GDOI_REKEY SA7F Q{040F &L

Ct.
GETVPNoO{ CHEH IKE 22 7|&E 29| ZRE-F-ZQIE |Psec E{'0l| ALSEl IKER} El-EX| pfenz
2M g gy %OE%Ul #XIELICHIKE 215 EX|E aliZdsted™ o|2{8h CIH2E ~EshoF &

LICE.

debug crypto isakmp

debug crypto isakmp error

debug crypto isakmp detail (hidden command, if detailed isakmp exchange information

is needed)

debug crypto isakmp packet (hidden command, if packet level isakmp information is needed)

S8 MMCREE 4 SA x|

IKE 2150 ‘&35t GM2 KSoll SS & LIt 0[2{8t syslog HIAIX|= O] 2X7t SHIEH &dE
[ 2 Al LICE

%$GDOI-5-GM_REKEY_TRANS_2_UNI: Group Gl transitioned to Unicast Rekey.
$GDOI-5-SA_KEK_UPDATED: SA KEK was updated

$GDOI-5-SA_TEK_UPDATED: SA TEK was updated

%GDOI-5-GM_REGS_COMPL: Registration to KS 10.1.12.2 complete for group Gl using
address 10.1.13.2

%GDOI-5-GM_INSTALL POLICIES_SUCCESS: SUCCESS: Installation of Reg/Rekey policies
from KS 10.1.12.2 for group Gl & gm identity 10.1.13.2

S BEE M8 Folgh = U&LICH

tof A &l 7| IE =+

[e]l]
1]
ok

GMl#show crypto gdoi
GROUP INFORMATION

Group Name : G1

Group Identity : 3333
Crypto Path : ipv4

Key Management Path : ipv4
Rekeys received : 1

IPSec SA Direction : Both

Group Server list : 10.1.11.2
10.1.12.2

Group member : 10.1.13.2 vrf: None
Version : 1.0.4

Registration status : Registered
Registered with : 10.1.12.2
Re-registers in : 139 sec
Succeeded registration: 1
Attempted registration: 1

Last rekey from : 10.1.11.2

Last rekey seqg num : O

Unicast rekey received: 1

Rekey ACKs sent : 1

Rekey Rcvd(hh:mm:ss) : 00:05:20
allowable rekey cipher: any
allowable rekey hash : any
allowable transformtag: any ESP



Rekeys cumulative

Total received : 1

After latest register : 1
Rekey Acks sents : 1

ACL Downloaded From KS 10.1.11.2:
access-list deny icmp any any
access-list deny eigrp any any
access-list deny ip any 224.0.0.0 0.255.255.255
.255.255.255 any

848 any port = 848

o O

access-list deny ip 224.0.0.0
access-list deny udp any port
access-list permit ip any any

KEK POLICY:

Rekey Transport Type : Unicast
Lifetime (secs) : 878

Encrypt Algorithm : 3DES

Key Size : 192

Sig Hash Algorithm : HMAC_AUTH_SHA
Sig Key Length (bits) : 1024

TEK POLICY for the current KS-Policy ACEs Downloaded:
Seriall/O0:

IPsec SA:

spi: Ox8BF1l47EF (2347845615)

transform: esp-3des esp-sha-hmac

sa timing:remaining key lifetime (sec): (200)
Anti-Replay (Time Based) : 4 sec interval
GM1#

GM1#

GM1l#show crypto ipsec sa

interface: Seriall/O
Crypto map tag: gmlmap, local addr 10.1.13.2

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 0.0.0.0 port 848

PERMIT, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.1.13.2, remote crypto endpt.: 0.0.0.0
path mtu 1500, ip mtu 1500, ip mtu idb Seriall/0

current outbound spi: 0x0(0)

PFS (Y/N): N, DH group: none

local crypto endpt.: 10.1.13.2, remote crypto endpt.: 0.0.0.0
path mtu 1500, ip mtu 1500, ip mtu idb Seriall/0

current outbound spi: 0x8BF147EF (2347845615)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: O0x8BF147EF (2347845615)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }



conn id: 1, flow_id: SW:1, sibling_flags 80000040, crypto map: gmlmap
sa timing: remaining key lifetime (sec): (192)

Kilobyte Volume Rekey has been disabled

IV size: 8 bytes

replay detection support: Y replay window size: 4

Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: O0x8BF147EF(2347845615)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2, flow_id: SW:2, sibling_flags 80000040, crypto map: gmlmap
sa timing: remaining key lifetime (sec): (192)

Kilobyte Volume Rekey has been disabled

IV size: 8 bytes

replay detection support: Y replay window size: 4

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
GM1#

FIL:GETVPNOIAM = QlHI2 = & Ot RHF2 = SA7F ST SPIE AFSELICH

GETVPN S5 X HH UX| & EME sidstedd Ot S ClHa7F ERELICH

debug crypto isakmp (KS and GM)

debug crypto gdoi ks registration all-levels (KS)
debug crypto gdoi gm registration all-level (GM)
debug crypto engine (GM only)

show crypto eli detail (multiple iterations on GM)

#a:ol2fet &340 Antol| ek F7F CIHI7 HeE - U&LICH

UetHo 2 GETVPN S52 GMCHA| 2E X &dso2 0| EEM A3 BE= L& CIHOE =
tste ol =80| & + U&LIC

event manager applet debug

event syslog pattern "RESTART"

action 1.0 cli command "enable"

action 2.0 cli command "debug crypto gdoi all all"

7| M

GMO| KSOf| S£E|1 GETVPN HIEQ3 7| SHIE2H MYMEMH 7|2 KSE SEE 2E GMo] 7|
AT HAIXIE B 2elo| &LICET| MMM HAIXK|E GMe| ZE MA F| L QAL A|IZHE S
7|8tste o AFEEILICH 27| HAIR|E RUIFHAE = HE|FHAE WS S5l HEE = U&L

Ct.

Ol syslog HIAIX|= 7] HEE HIAIX|7F TS E M KSoi| EAIELICE



%$GDOI-5-KS_SEND_UNICAST REKEY: Sending Unicast Rekey for group Gl from address
10.1.11.2 with seq # 11

GMO{| A O| A2 rekeyE F=&Ie M EA|Z[= syslogLICt.

%$GDOI-5-GM_RECV_REKEY: Received Rekey for group Gl from 10.1.11.2 to 10.1.20.2
with seq # 11

KSolA 7| dH&E /I8t RSAF| 4 27 AIE

7| MM 7|2 AHE 324 KSoll RSA 7|7t Rl0{ok & LICH KS= &5 Foi o] 2ot x2S &3l
RSA 7| 49| 37l 7|& GMO| M3 & LICt. O™ CtE KSE= GDOI SIG HO|2E0|M 712l RSA 7|&
A& 3504 GMOoi| & El= GDOI HIA|R|of MHEEFLICHGME GDOI mlAlxI: £ AlI5tT 22 RSA
7|1& AL&35t0{ HIAIXIE =HQlgtL|Ct KS2t GM 7H2| IHIAIXIt KEKE 253 E|H, GMO| c>7IAI
HIEIC SE0| §t2E|HH & F| CHA| 7| KEKZ & 53150 712l RSA 7|2 M EL|CE.

GM S5 & KS0| RSA 7|7t ¢i= B CtS HAIXITt syslog0il LIEFEfLICE.

$GDOI-1-KS_NO_RSA_KEYS: RSA Key - get : Not found, Required for group Gl
717t KSof| gie™ GMO| ME2 2 SEEIX|E CHE 7| HH™2 KSH|M AmiELICHZ= GMe| 7|
& 7|7t Bt2 2|17 ChA| SFELICH

%GDOI-4-GM_RE_REGISTER: The IPSec SA created for group Gl may have expired/been
cleared, or didn't go through. Re-register to KS.

RSA 7| 42 7| M HIAIX|o HESH7| 251 AEEI2E 7|2 KSeH ZE EX KS Ztol S YsH
of BrLCt ol A 3™ 7|2 KS Hol Al EZ KS(M 7|2 KS)0AM M&35tE 7| 21717 GMAIM 2
HI2H A5 E = USLICHT|E KSOHIM RSA 7| 4 éﬁ“°* [ O| LT AIEE EF5H7| flaH =2
EEXZKSEUHEL = AT 7| ¥ S L2 = ME SMo = ddstok gLict,

7| X siE

KEK/ITEK 7| fAH Aliile 12 2 F0|M glst= 71E LEHXCI GETVPN 24| & sHLEIL|CEH
27| 2Ad siE 2 ot 2ol 217 B AHIE wekok ghuct.

1. KSO|lM ZHZ|E E XL

FO

?

0| W22 %GDOI-5-KS_SEND_UNICAST_REKEY syslog HIA|X| = 0] HAS AL 5104

ot st #elg + A&Lich

KSl#show crypto gdoi ks rekey
Group Gl (Unicast)

Number of Rekeys sent : 341
Number of Rekeys retransmitted : 0
KEK rekey lifetime (sec) : 1200

Remaining lifetime (sec) : 894

Retransmit period : 10

Number of retransmissions : 5

IPSec SA 1 lifetime (sec) : 900

Remaining lifetime (sec) : 405

MESE 7| +£ KSO|M et x| T8 7| A= 2! A 7tsE 7| MXIE 2XME LHEL



Ct.GDOI rekey= UDPE AEE = Qi ME HALESR AI8SIE2E 7|8 ME HERZ
20 AF X

of plz|dof et UF 7| TS 0| of & 2
gLt

GMZ ECt ZtMIEH 27| SHE ¥E = U&LICHO| B2
A& LICt

KSl#show crypto gdoi ks members
Group Member Information :
Number of rekeys sent for group Gl : 346

Group Member ID : 10.1.14.2 GM Version: 1.0.4
Group ID : 3333
Group Name : G1
Key Server ID : 10.1.11.2
Rekeys sent : 346
Rekeys retries : 0
Rekey Acks Rcvd : 346
Rekey Acks missed : 0

Sent seq num : 2 1 2 1
Rcvd seq num : 2 1 2 1

Group Member ID : 10.1.13.2 GM Version: 1.0.4
Group ID : 3333
Group Name : G1
Key Server ID : 10.1.12.2
Rekeys sent s 340
Rekeys retries : 0
Rekey Acks Rcvd : 340
Rekey Acks missed : 0

Sent seq num : 2 1 2 1
Rcvd seq num : 2 1 2 1

AX|F, 7| XY

& Bt FME ¢ ZAstof

Ut E o2 A7 EH YA &

7M™ miZlo] 7|2 elzet HEHF oM HEERE L2

KS2 GM 7te| ERZT! HIEL|T oA 27| ZfZ! 0] AFM|E|X|
atoF ELICho{7[M ALS £l & 7FX| UEHHOI BA| HE =7 &
0124/& 24 ACL(Access Control List), Netflow & I{Z! ZH&{ I L|C}.

Z P EZEAYS £
H& HEYI

7l MAEE WZlol 7]l MM2|E fls GDOI Z2MA0f =&

GMl#show crypto gdoi gm rekey

Group Gl (Unicast)

Number of Rekeys received (cumulative) : 340
Number of Rekeys received after registration : 340
Number of Rekey Acks sent : 340

. 7| &ol miZl0| KSE Sotzt&Lnt?

GMO|M KSZ CHA| 7| &l miZlg FX35t2{H 1~3EHE £

AT 7| NS Z2E Mt &

HE L2



HE|FHIAE 7|
HE|FHAE rekey= CtS I 22 SH| M RLIFHAE rekey?} CHELICH.

. KSOIM GM2Z 0|33t 7| RHM X mhZle ME5H7| Q5 E'|E|9H¢§7} MEEEE2 KSE 7| K|
MY IHZ! KA E SXE 2RIt i&LICtKSE 7| AR miZlo| SAHE sHLtpt M&stn &
EIFHAE K| HEXF M SHELICH.

. HE|PHAE 7| MAd™of CiEt 821 HIFLIEO| Q1222 GMO| 7| TS mZle x| otg &

I &

? KSE 0|& &X| RstE2 2 GM CllO|E{H| 0| A0 A GME M HstX| ei&Lcha2(n el i
AXI7b leB 2 KsE 4 7| MTS HuladolMe 7|¢Hez 7| XiMS HZlSe MESEL

Ct.
HE|FHAE 7| MEHE EXME GMOIM 7| 27|17 = &E|X| o2 & AErLIChChsa 242 o8 7t
x| 7S¢t #elol /g = U&LCh

. HEIHAE BH9E o1zt Lol ! MY 2
. 9lc £ e HEPHAE B2 EO| HIEST Lol ZAIstElx| oS
UEPIAE 7| A BNIE S 2 W B YePHAS0IN RLPHAS Yuioz T
& f 21717k SHS st x| gelshs Zeluict,

r2 o
o \J

O ﬁ

EIFHAE 7| RiX|H1} 2&40| JUSE & et + KS7}H X|HE HEFHAE FAR 2[F|E
| k=

7t HEIFHA
t=X[ & lghL|ct,

%$GDOI-5-KS_SEND_MCAST REKEY: Sending Multicast Rekey for group Gl from address
10.1.11.2 to 226.1.1.1 with seqg # 6

HE|FHAE F A0 CHE ICMP(Internet Control Message Protocol) 2 82 AFH& 35104 KSeF GM 7H9|
HEIFHAE HAS EHIAEFLICLHEFHAE O 50| £8 ZE GM pingoll SE3HofF ELICt
ICMP7} O| EH|AE 9| KS &= 38 HA| M M Z|R= K| = I g LC.

KSl#ping 226.1.1.1

Type escape sequence to abort.
Sending 1, 100-byte ICMP Echos to 226.1.1.1, timeout is 2 seconds:

Reply to request 0 from 10.1.21.2, 44 ms

HE|IFHAE ping EIAE 7} AUli5tH HE[FHAE EX| HES s=&sHok &LICt o] EXl= o] EA12]
=k} O|§ H"O-l'-"l,ll:'-

=aTIE A = .

HEE &oi2l ’ldilo] &l
84

TZ80| GME MZLR Cisco I0S H{ZI2 2 ¢4e|0|= & [ syslogoll EA|IZ|E O] HIA|X|2F &7
KEK 7| R{EHE @7 7F 2hdlig = &Lt

$GDOI-3-GDOI_REKEY_SEQ FAILURE: Failed to process rekey seq # 1 in seq payload for

group Gl, last seqg # 11

%$GDOI-3-GDOI_REKEY_FAILURE: Processing of REKEY payloads failed on GM 10.1.13.2 in the group G1,
with peer at 10.1.11.2

$CRYPTO-6-IKMP_MODE_FAILURE: Processing of GDOI mode failed with peer at 10.1.11.2
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&Ry

Ol EME sHZs5te{H ZHEE E0Ql A |s 0|%0{ GMI} KSZ Cisco 10S H
2llo|=3toF & LICtAH Cisco I0S ZEE AF%&E A2 KSE KEK Z|Z|ofl CHal AlFHA
12 RHAZSHKR| of 1, CHAL 34Kl A RA 1S E A& AF85HD TEK 217101 CHEE AR A
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ﬁ
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HMoz2 41
HEECC
H

0|248t Cisco I0S H{Z10l= Replay Check 7|S 0| Q4 &LIC}.

. 12.4(15)T10

. 12.4(22)T3

. 12.4(24)T2

- 15.0(1)M O] 4
7[Et A4 g 2R

- ANN HIA|X| RHH & =l Alml(Cisco B2 ID CSCtc52655)2 213 COOP Almf

ClHa HEE S22 A4 Aluj

HEE Z02 M Al Al o]l SEE +Elst1 AlZF0| KS2H GM zhHol| S 718t E[A= K] &2l
ct.

(] _||1_

C

I

. GMI} KS 25 9| Syslog

. ISAKMP C|HH1

. KS2} GM2| GDOI CIHZ(Z| A% 2! R Ad)
ZEE 82 MR =25 A

GETVPN2 AI&5tH ZHEE Z8|2! miz! B Hstot ditxel EAo|H, HEE %Eﬂ | I
S| M IP ZEfOHES 7 2o & M O] F AILIZ|R2 & stLEolAM RHAIS LIEF &~ M%LIEL

. GETVPN COOP & & mfZ!


http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_encrypt_trns_vpn.html#wp1049430
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_encrypt_trns_vpn.html#wp1049430
https://tools.cisco.com/bugsearch/bug/CSCtc52655

- GETVPN 7| {7 o
COOP & m%!

COOP Announcement I{Z!2 GM Cl[O|E{H|O|A MEE ™MYESIEE CiH 2 GETVPN £&F0M 3
H B7te 2 QaLichot 7 ZEolM 1,5007 0|4t 2| M E 7% GETVPN ESIIE
1,8024HI0|EECI 2 L& mZle *”*"oP"IHI O|& Cisco 10S9| 7|2 Huge HH1{ 3 7|L|Ct.0| &
L KSELCIE FE °|oH ANN IZ/E MEE = US ._F —E* HIHE &2 5K Z&LICt.

%$SYS-2-GETBUF: Bad getbuffer, bytes= 18872 -Process= "Crypto IKMP", ipl= 0, pid= 183
JESERS L ET RIS SER 3

buffers huge permanent 10
buffers huge size 65535

%! 7| "

&35 HAO| 2 32 ¢ =3 ACLO] ‘I 87H 0|4t o] ACE(Access Control Entries) &z A& &
At 20| GETVPN 9| MAY ozl L8Rl 1500 IP MTU(Maximum Transition Unit) 2. 7|& i
et =2 &L,

ZZ8 24 W AE

Ol & AlLtE|20{ A COOP EE= GDOI rekey7t MCHZ %S 5l24 GETVPNO| Zf1HEE
UDP I{Z!2 SHIEH M&st T **|°* = U0{0F EfL|ct LR I:IIE—?—-IEL gZoMe 1P EHESE 7L
=X7t E ¢ QJQ L|C}t.0 & S04, ECMP(Equal Cost Multi Path) Z |2 Z22Ie2 2 HE HES
39t Z|T E72lo| UL C|HIO|A M E VFR(Virtual Fragmentation Reassembly) 1t ZH2 Z2f
JHEE P EH%’JQ—I 7t Mo{dEgel7t 2 Fhuc.

EME Mot i3 E E UDP 848 IHZ!0| MCHZ +AE|X| Of2 Wo 2 oMkl C|HHO
A0 ElofdEEl 2T E =elgLict

KSl#show ip traffic | section Frags
Frags: 10 reassembled, 3 timeouts, 0 couldn't reassemble
0 fragmented, 0 fragments, 0 couldn't fragment

2lo{M 22| Alzt MEto| A& &7+5HH debug ip error B-E AL 35104 =& 0| rekey/COOP I Z!
S 5o YR QIX| EQlFL|Ct 2 ClEl o= I E &K 1I§ﬂ% T Qe MY WM HeHEt C|dtol
A8 H2I57] 9lof LEt P ZOIT ER{E#EE +2aot BLICH YtHo 2 ARl YR £
= Ot Z&Lct

i EARL b

. ECfE ME S

. Hot 7|5 SAH(EEE, IPS)

. VFR &4
GDOI &% 284 =X
0] &l S GETVPNO|AM Ct et 45 R EXN7I HAEUCH, 43 28 =XE <l5H
KS2t GM Z+2] Cisco 10S ZIZ|A HZ 1 KS ZH2| Cisco 10S 22 |é H™MEZ 2Qlst= [0l 52F

LICH.



Me chsat Z&Lich

gl

7|Et & 2E2{ZI GETVPN &% 284

- ZAEE Zzel &alo] =el

. GETVPN KEK 7| R{M¥ S 844

. Cisco H{1 ID CSCub42920(GETVPN:KS7} 0| GM HH I M 7| A ACKH|A SHA|C] &7
282 AMSHR| 237

. Cisco {1 ID CSCuw48400(GetVPN GMO| S&357L} 7| MAEHEE +&8E & Q1S - sig-
hash > 7|& SHA-1)

. Cisco HH71 ID CSCvg19281(M KS #<o 2 oto|1a|lo|M8t & C}S GETVPN GM £5)GM H
70| 3.16 0|0|11 KS7I 0| Z=0{A 3.16 0|42 Z LI O|=F ZR Ol EX|7} LA

T A&LCt)

GETVPN 10S &iaglol= &xt

GETVPN 2tZ20{ M Cisco 10S ZE HIH|0|=EE &3l oF 3t= E< CI= Cisco I0S ¥280|=
MR E wekoF ghuct.

.HX EX KSE dasllol=3st COOP KS MEtio| &t 22! 7t K| 7|CHRILICH.
.BPE HX KSof CHEH 1EHAH E gt=Egh|ct.

7|2 KSE s o|=guct.

.GM ¥dadgio|l=

GETVPN Clo|e &&iel A 34

A OWODN -

EE Eo2 X2t H|1 S [ GETVPN Cl|o|E Edi¢! XM= GMo H|o|e Edi¢! =3t &
2 HES 8= G 2 (71 UX|TH o{H O|FR AE & = EpjE] SEO| & S5HX| &
=AM ULICHGETVPNO| CHEF CHE 22| C|olE] E8i2! A= Yt IPsec Z T 2R E|H
GETVPNOI| S5t X| et &LICh2tAM o470 MH5t= CHE 22| A sHZ2 & Al2 Uekx ol
IPsec OIO|E{ &2 EA|oll = M EL|Ct.

rr ¥

2 EMOE 718 E= & A EHE 2F)oMHE EXME HE
2 2XNE ZAzlste Zdo| 28 LICE6|, 07|0 M MHSt= 2X
X C

st ClolE ZRo B BES
- |
E|20f EfeHsteE ol 20| Euict

37 M2 WAle Chgl Ze

J

. 2t E Y35 E= 2t RE SHS S 0fF C|HO|ATE HRUAULI?
. Q1B A(ingress) EE& O|22l|A(egress) & 0= WEOZ BA|7F & MBI

MNad =

e 72 E2iQlof th3t 27 8121 042 CHELICHoolEf Eai2l
S AFS S UHHO 2 ARE & 9l CIHIT 97LE H01T Z2EM Bzl ohsist|
¥ 4+ UaLIChIEtA 2R ZS M2 Z2 8 et B S8 of £80| Bl M2 OHE 5t
SE{ot E2iT SH ol 2H| |F B LICHTHR D 20l 0| AKIElE SIRIE ZEIsH| IsH MAE
OlE MEE THere 4 Lo

Ao

GETVPN Ci|o|E &2l

1L

M|k

IPsec O|O|E{ Z2|2! 2X| 5HZ

ok Ml
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/content/en/us/support/docs/security/group-encrypted-transport-vpn/116737-upgrade-getvpn-key-00.html
https://tools.cisco.com/bugsearch/bug/CSCub42920
https://tools.cisco.com/bugsearch/bug/CSCuw48400
https://tools.cisco.com/bugsearch/bug/CSCvg19281

I Traffic Direction > 1 I 4 6
oy -
E oM I Private WAN Tﬂmz E

Client 2 Server

CHES2 % 7kX| ololE Eaie! ClHZ =7 Lo

LN A =2
- IP M =2 0{7I2E
- Netflow
- QlE{m|olA 72 E
. &t 53} 712
- IP CEF(Cisco Express Forwarding) 224 ! 7|5 A 7} 2E
- EPC(Embedded Packet Capture)
. Olo|H Z&el CIHZ (P IHZ! 2! CEF C|HZ)
O| o|Olx[e| ClolH B2ol| U= AA™2 OIS E2 AI85tod AEE = U&LICH

GM =3}

. Q133 A LAN QIE{mo|A
2123 ACL
QIR A netflow
UHC|= T A
U M =A™

. 453 QdE
crypto ipsec sa E Al
show crypto ipsec sa detail(®f 2.3} ipsec sa Al HE EA|)
=3 AT 57| SH EA

. 0|23|A WAN QIE{H o|A
o|ladA HESZa 5
AUHIC|= miZ! ZHX

£33 2 =2 Al™

GM &% S5

. 2138 A WAN QIE{mo|A
2l24 ACL
13 8|A netflow
AHICI=E mZ! A
UH M =2 AY

. 55 2
crypto ipsec sa EA|

crypto ipsec sa detail FA|
et 235} QT 7157 SH E A



. 0|23A LAN QIE{H|0|A

olaBA HERNT 58

ZEE i3 A
HHEt A2 = SUst EQE 552 HELICHOHS MMolME A2 591 o|2{8t Clo|E 2l =
TFo| H 71X & ATHELIC
ot &3l E s 7l 2EH
CHRE{2 | o53le S IS FIR2E{E IPsec EE2 7|Ho 2 g L|Ct 2Lt GETVPNS X o
EDENE Y = "permitip any any" &3} Hag 2F357| IIE 0| GETVPNO|AE 0] 7|
SO| MCHZ B S 5HR| L& LICHIEIM Y8 Z2 20 CHSHAM T 2X| 71 gHAist D MBS ofl U8
%EOON CHEH M BE BA|7}F ehAist 32 ANMOHZE & S6te ME St Id“:LEP"E Eci=o| e mj mj
Zlo| & &3t HL SIS = X| HE st AH Dr1et7| 160 oledst ZIREIE A8 3617]71 ChA ofgig
T QAQI—IEL

53

1[Ral BT- POI'

GMl#show crypto ipsec sa | in encrypt|decrypt
#pkts encaps: 100, #pkts encrypt: 100, #pkts digest: 100
#pkts decaps: 100, #pkts decrypt: 100, #pkts verify: 100

Netflow

NetflowE At&3t01 & GML| elaz|A 2 o|azlA EcfEg 25 2LEZE = U&LICH
.GETVPN permit ip any any policyE AM23tH OF“PEI EgfjE ’é!74IEID=I SEH HEE M35t
x| t&LIch O™ ChS LHSol e DSCP/*M =9 EAIQ & 28 HEE & aloF &L
Ct.

ol oflofl ME CHEt M3 X RIE0 GM1 FIol ZAEMM GM2 £l ZAEZ 100 72 E pingodl CH
8t netflow7} E A|ELICEH

GM &t &3}

Netflow Z1I| 224 0|/M:

interface Ethernet0/0

description LAN

ip address 192.168.13.1 255.255.255.0
ip flow ingress

ip pim sparse-dense-mode

I

interface Seriall/O0

description WAN interface

ip address 10.1.13.2 255.255.255.252
ip flow egress

ip pim sparse-dense-mode

crypto map gmlmap

Netflow & 23

GMl#show ip cache flow | be SrcIf

SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Et0/0 192.168.13.2 Sel/0* 192.168.14.2 32 8DEl 6523 100
Et0/0 192.168.13.2 Sel/0 192.168.14.2 01 0000 0800 100



GML1#

23:0|M E240f| M *= o|2BA EEHZIS LIEFHLICHA B 2 WAN 0IE-|u-I|O|/\01|A-| L}
7te olada 53 ERE(Z 2 EE 0x32 = ESP)T LAN OIEhHIOIéZ S5t F
2tel QI8 A ICMP EBHEIE EoiFLCH

GM &% dli=

aak=F

interface Ethernet0/0

description LAN interface

ip address 192.168.14.1 255.255.255.0
ip flow egress

ip pim sparse-dense-mode

1

interface Seriall/O0

description WAN interface

ip address 10.1.14.2 255.255.255.252
ip flow ingress

ip pim sparse-dense-mode

crypto map gmlmap

Netflow &&4:

GM2#show ip cache flow | be SrcIf

SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Sel/0 192.168.13.2 Et0/0 192.168.14.2 32 8DEl 6523 100
Sel/0 192.168.13.2 Et0/0* 192.168.14.2 01 0000 0800 100
GM2 #

DSCP/IP ME=L EA|

=3t EME sfidste ol ol Exe mZlo] ¢ E3HE|H Ho|z= =0 EH?_ 7tAl'S0] & Ak,
Ol= & &3t7} s~slof st AHYULICH et £ IP =&oi cHet MH g FHst7|7F o{dd T
Ch= ZALIChIPsec 2| sl 20l Rl04A O] AMEHE sidst= WHolE F 7HX|7F Q&L

. IPsec B8t 2 ESP-NULLE AFS & LICHIPsec2 0475| ESP & stE 85X Ho|Z2=
of M2cls ¢35 7} gloo 2 mZ! ol EAIELICH
. L3/L4 EMoil 2} 1) 8t DSCP(Differentiated Services Code Point)/2M =2 ZE A2t &7 IP
5E8 EAIELICH
ESP-NULL2 F E{d IEZQIEE T F Aok 5tH T2 E ot MAMof| 2t {8 EIX| 2= FR
7} BE&LICH 2 CiscoE YUMo Z DSCP/RM =2 EAIE CHA AF8EHE Zdo| E4LCH

DSCP/2M =9 &= RIE

ToS(16Z15) ToS(ATIS) IP M &= DSCP  O|Zl
0xEO 224 7 HEL3 Mo{ 5670 CS7 11100000
0xCO 192 6 HIE 3 7t Mo4 CS6 487 11000000
0xB8 184 55 4BEF 10111000
0xA0 160 4074 CS5 10100000
0x88 136 4 Z2Al R&e|l  34AF41 10001000
0x80 128 CS4 3271 10000000

0x68 104 3 EChHA 26AF31 01101000



0x60
0x48
0x40
0x20
0x00

96
72
64
32

DSCP/2M =<2 W3l EA|

o

23t wee

PBR

—

interface Ethernetl/0

ip policy route-map mark

oIHl-X_-IIgE

CS3 247K 01100000
18AF21 01001000
CS2 1671 01000000
CS1 87 00100000
0=E 00000000

access-1list 150 permit ip host 172.16.1.2 host 172.16.254.2

route-map mark permit 10

match ip address 150

set ip precedence flash-override

MQC

class-map match-all my_flow

match access-group 150

policy-map marking

class my_flow

set ip precedence 4

interface Ethernetl/0

service-policy input marking

et

SE{ Ping

GMl-host#ping ip

Target IP address:

Repeat count [5]:

Datagram size

Extended commands

[100]:
Timeout in seconds [2]

[n]:

Yy

Source address or interface:

Type of service [0]:

<snip>

|

=
k=1

EAE A ZUEE

P2

M &9 of5t 2!

136

192.168.14.2



interface Ethernet0/0
ip address 192.168.1.2 255.255.255.0
ip accounting precedence input

middle_router#show interface precedence

Ethernet0/0

Input

Precedence 4: 100 packets, 17400 bytes
IE{H| O]A ACL

middle_router#show access-list 144

Extended IP access list 144

10 permit ip any any precedence routine

20 permit ip any any precedence priority

30 permit ip any any precedence immediate

40 permit ip any any precedence flash

50 permit ip any any precedence flash-override (100 matches)
60 permit ip any any precedence critical

70 permit ip any any precedence internet (1 match)

80 permit ip any any precedence network

2HIC|= T X

EPC(Embedded Packet Capture)E izl
A oM Z! 2 ZAste o R
A mfZlo] s 5telH 2X7F 2
M HdEE DSCP/RM =9 At Z2
TH A& 3HoF Lt

Zlo| & ClHtolaol =ER=X] Flst7| flsH QIEm[ O]
2iLICtEPCE Yt HIAE ECfEoiM & S shX| 2
&LICHIEIAM EXE O ERtHo 2 sl st 7| 2ol &
=

=
=
ol

A

X C
7|=0lLt 1P THZle| Zol2t 22 VIEt IP XS EPCL &

Cisco I0S-XE %! F£&]

o

7|52 CSR1000v, ASR1000 & ISR4451-X2 Z 0| Cisco IOS-XEE Adsl= ZE ESHE0M
7ls ™Y Z

HAZE FXM3lE O %-gﬁu:r.
GETVPN H|o|E| E8l|el 3& &

GETVPNO{ CHEF IPsec Cl|O|E{ E&iQI2] EB{EFER2 T2 GETVPNL| & OIo|E E8i¢ &
MO 2 OIst 27t X| 2| & A|2|5tT MEXMQ ZQIE-FE-ZQIE |Psec C|O|E{ ZdQ! XS a2
st 41 CHELICH

Algh 718k 7S S x| Al

GETVPN U EQI0ME f o4 Wo 2 EE3= B{d0| gie= 2 TBAR M OoHE sHZEsH7| o{2d
£ £ U&LICL.GETVPN TBAR @ F & dl|ZA5tE{H LS BHAIE 2R A|2.

1. TBAR YOl Z Qlal AXEl= HZlE AEEt & & &3t GME AEE LI

Version 15.3(2)T O|T2| TBAR &I syslog= ATfet IHZIS| AA FAE QIMSIK| ke
2 o {3 o] MM =X| AE57|7t O 0{=&LICH O|= Cisco IOSO|M CH& & 2IM 5t
= 7 15.3(2)T O|&0lM I H o ER& LIt



%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed
connection id=13, sequence number=1

%GDOI-4-TIMEBASED_REPLAY_FAILED: An anti replay check has failed in group Gl:
my_pseudotime = 620051.84 secs, peer_pseudotime = 619767.09 secs, replay window =
4 (sec), src_ip = 192.168.13.2, dst_ip = 192.168.14.2

TBAR 7|22 0| HH™ME TR & LICE

GM2#show crypto gdoi gm replay

Anti-replay Information For Group Gl:

Timebased Replay:

Replay Value : 621388.66 secs

Input Packets : 0 Output Packets : 0

Input Error Packets : 2 Output Error Packets : 0
Time Sync Error : 0 Max time delta : 0.00 secs

TBAR Error History (sampled at 10pak/min):
19:29:32.081 EST Wed Nov 13 2013: src=192.168.13.2; my_pst=620051.84 secs;
peer_pst=619767.09 secs; win=4

#HI:0|™of ¢AZ & F4E 7|52 Cisco I0S-XE0| M Cisco BHH1 ID CSCun49335 2! Cisco
0SS0 M Cisco {1 ID CSCub918112 T3 E|UA&LICE.

0| 7|5 0| 1= Cisco 10S H{T12| 7342 debug crypto gdoi gm replay detail= 0| HEE XS
g = AU&Lth a8Lt ol ClHO = 2 E ECiEof Cieéh TBAR EE(TBAR 27 2 Qlal 4A
Z IiZet ot ) E IMSIEE TEHM B F0l| A A™E = eisLICh

HA EH

GDOI:GM REPLAY:DET: (0) :my_pseudotime is 621602.30 (secs), peer_pseudotime is 621561.14
(secs), replay_window is 4 (secs), src_addr = 192.168.14.2, dest_addr = 192.168.13.2

2. ZIo| AAT} AlHE|H oF S 3 GME &2 £ Qlo{oF ELICH O ChS GMe| 55 2l ef 5
= D50l CHEr oAl EfUARME E D LIE{RI510] FAHAQI oA} A7 & % =QI5HoF BF L
Ct.GMII KSE 25 NTPO| S7|3t5tD, GMLe| 23 7|20|2 Q5 2|7t M=K &2ls
7| 2l ZE NTPO| & & AlAE 2210 &7 At AlZt HEE H7|Mo =2 #Qérf 20| 7t

& Fe wHelLct
GM1

GMl#show crypto gdoi gm replay
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is hardware calendar, *21:06:26.469 EST Wed Nov 13 2013

Anti-replay Information For Group Gl:

Timebased Replay:

Replay Value : 625866.26 secs

Input Packets : 0 Output Packets : 0

Input Error Packets : 0 Output Error Packets : 0
Time Sync Error : 0 Max time delta : 0.00 secs

GM2

GM2#show crypto gdoi gm replay
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is hardware calendar, *21:06:26.743 EST Wed Nov 13 2013


https://tools.cisco.com/bugsearch/bug/CSCun49335
https://tools.cisco.com/bugsearch/bug/CSCub91811

Anti-replay Information For Group Gl:

Timebased Replay:

Replay Value : 625866.51 secs

Input Packets : 4 Output Packets : 4

Input Error Packets : 2 Output Error Packets : 0
Time Sync Error : 0 Max time delta : 0.00 secs

O|7 oflofl A RH 48 Zroll EAIE RA{H 2|At AlZHO| GM Zhofl 45| CHE B2, SUs X Alzte
2 32 UXSH 2 7|S0[7| HEo| 2Nt HdE = A&
& 11:Cisco Aggregated Services Router 1000 Series ZSHZ 0| A= E3E ot 7|EIX{ 2 QI5H

QFP(Quantum Flow Processor)2| G|0|E{ 27} &M Z pseudotime E—l —’F—Z H btz @/et
SA|HE 7t2[ZLICEOIR Qla NTP S7[3t2 QI5H B4 A[7A| AlZto] HEE [ TBARO| &
M7t gt Mz&LICH o] XM= Cisco H{1 ID CSCum3791101] A |04 & LICt.

PMTUD % GETVPN 3l E&

GETVPNE At&3tEH PMTUD(Path MTU Discovery) 7t GM2| & 5 3 %*é ol = 7+01I "*E%M
OFOEH DF(Don't Fragment) HIE &g 0| = & A2 EET
x| b O CIOJE| AX/ChA F A7} ESP Z& 3 siciol &5
Preservation & &/LIC}t.O| 0|0|X|= CtZ1t Z&LCH

MTU 1500 MTU 1500

- - ww =

MTL 1000 G2

ol 2ZlM £ £ = 0| PMTUDE GETVPNI} &7/ Ct=21t ZHo| gLt

—

.CH&% olo|E{ mHZlo| & =3 GM10d| =&F§FLCt,
2. AHE 233 ESP IiZI2 GM10M MEE|o{ SMX|Z MEELICH
3. IP MTUZ} 1400HI0|EQI ERMK! 213 7} Qo ESP IHZ!0| AHAN| =/ ICMP 3/4 Z{Z!0| G| O]
E{ mjZ1o| AAQITHZ] AA R MAEL|CE
4.ICMP3/4 T{Z]2 GETVPN & 235t HAoi| M M| Z|X| L2 ICMPE QlaH Al E| 7Lt ESP IH
ZIQRIBE|X| of2 HO|ZE)0| CHH OFF UL Z27| MHE| A= SAETJ} AFAELICE
QOF5HH, PMTUDE $XH GETVPNO|A 2 &S5t K| et &LICt o] EXE 1123t 7| ?I5H Cisco= CHS
CHAl= HEretLICh

1. & HELXFMH 535 @HGIE & %A A2 MTUE £2517| {&l TCP izl MIOAHE
37| F4 37|12 £0|7| 28l "ip top adjust-mss"E F4EFLICIH
2. PMTUDS & x|5t7| @8l Cilo|E] THZ!oflM DF HIE 7} &t 53t GMol| =& 5tH X|SLICH.

et IPsec O|O|E{ &d|2! E2A


https://tools.cisco.com/bugsearch/bug/CSCum37911

e

CHE 22l IPsec ClIOE| ZCHQ! =Xl sHE2 7|ELQ| 2RI & ZQIE IPsec B{'d =X sii2nt Z&
LICH et =01 2X| § 3Lt %CRYPTO-4-RECVD_PKT_MAC ERRULICHARAIE 24 st &

£ Syslog "%CRYPTO-4-RECVD_PKT_MAC ERR:" Ping Loss Over IPsec EI'd £ sHZES #
T AAIS.

-l-l-

2T 2

O| HIAIX|= SADB2| SPI2} &x|5HK| &t = IPsec THZ!O| = AIE i MMHE £+ QU&LICHpkt7F LK
5tX| o= Z2 0] Cis 2 7=l Cisco B2 ID CSCtd47420 - GETVPN - CRYPTO-4-
RECVD_PKT_NOT_IPSECE H#ZX3MAIR.04E EMH CIST Z&LCH.

$CRYPTO-4-RECVD_PKT_NOT_IPSEC: Rec'd packet not an IPSEC packet. (ip)
vrf/dest_addr= /192.168.14.2, src_addr= 192.168.13.2, prot= 50

O| HIAIX|= %CRYPTO-4-RECVD_PKT_INV_SPI040F gLIC}. o] HIA|X|= 7|& IPsect ASR}
22 UdF StEfo{ E3HE0 cisf EnEL|CH o]l 2AMHE] M= Cisco H{1 ID CSCup805470i|
9_|6H X*EI%Q L|CH.ESP pak® CRYPTO-4-RECVD_PKT_NOT_IPSECE E15t= 50 277}
af MM & LICE.

#r1:0|24& HIA|X|= CHE GETVPN tH:L CSCup34371 2o LIEFL = U&LICE
.GETVPN GM2 TEK 7| M{AdH & ECid 52 SK|ELICt.

T A& LICHSATL 7|
M= TEK rekeyZ} O
200x2 B 78 &
b Z=740] I:HoHA-IL EH

0| 2 GM SADBO| & 'rr° 8t IPsec SA7F U X|EBF GETVPN ECHE2 315
XHXI’“E'). SA7| BtE2 /M X7} F Al Al2t X[ SADBOIAM XM 74ElLICt 0]
2| S| 7| 2o 428t 715 SEHE TelELCHolE £04, TEK £=HO|
Et2 2220| E &= &LCt.ol H4:L§ 2 A|Z|7] @5 SFHoF 5t HEE
O dEE FZSHMAIR.

Hu ot

0II ~

Cisco IOS-XEE &3tz & &F0|A GETVPN 2A| &
2l s B

Cisco IOS-XEE A¥sl= EE0|= ESHE Y ++340| U2, GETVPN EAX|of| CHeH ZHEE l:I
HZOo| e st BRIl B&LICHCHS 2 olg{et ZaHE 0| GETVPNS EB{E #2567 Ql6H Ltk
Mo Z AEEL|lE HHE SEQLIC

crypto eli all EA|

& AT EQ|0] ipsec A EH EA|

EZS1& AT EQ| 0] ipsec fp &4 QIHER| EA|

show platform hardware qfp active feature ipsec spd all

S35 St=0] ofp &Y A 4 A x| 7|

show platform hardware qfp active feature ipsec Cl|O|E{ 4t A| X[ 7|

crypto ipsec sa Al


/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116085-troubleshooting-pingloss-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116085-troubleshooting-pingloss-00.html
https://tools.cisco.com/bugsearch/bug/CSCtd47420
https://tools.cisco.com/bugsearch/bug/CSCup80547
https://tools.cisco.com/bugsearch/bug/CSCup80547
https://tools.cisco.com/bugsearch/bug/CSCup34371

crypto gdoi A
K ot %3 ipsec A
ClH &% 8 ipsec
CIHO £ 8 ipsec 27/
CItH 2= 3} ipsec & Ef
debug crypto ipsec M A|X|
debug crypto ipsec hw-req
debug crypto gdoi gm infra detail
debug crypto gdoi gm rekey detail
ASR1000 3& &
IPsec H& Mx| AL AEFH)
2f =3 ATIo| = 4l8t IPsec A EEE AT E|&E K[BetR| &

7| Mo S5 =+ JU&LICH 01I £01, N 74
SHA2 M X-IxHO x|°_|£|x| ofooz cl)_=|_J_-\|_ XH%% g/\}-m HFAH S} _JI\_

LS ——

32 ASR1000 GMO]| AHl& 8 A
(04| ASR1002)01 A Suite-B L=
J&LICH

er& 2l oto|agold/dasol= EX

ASR1000 TBAR A&t

ASR1000 £3HZ0{| M Cisco HH1 ID CSCum37911 =2 20%x 0O|EHe| TBAR A[Z+HO| X[ HEIX| &f
£ Ol Z3&0i Cigh Mgt T UM&LICHIOS-XEL| GETVPN AMetE H At A,

Ol &% {7} ¥ed o] MstE S0{2&ILIC}. Cisco {1 ID CSCuq25476 - ASR1kE 20% 0|89
GETVPN TBAR & 3 7|2 Xx|sHof g L|Ct

4d|0|E: 0| A|Et2 Cisco H{1 ID CSCur57558 %1} &7 Al £/ I 0|4 XE3.10.5,
XE3.13.2 2! 0|F I E0{M A|Eto| gi&Lct.

EE$t Cisco I0S-XE EHE(ASR1Kk EE £ ISR4k)0IMH A-E|= GMO| B TBARVI € M35HEl 42
A =

C|HFO|AOA O] EX|of CHEF = A+°*ﬂ+ M HHE A"stE 20| %gbltf.osco B2 1D
CSCut91647 - I0S-XEL| GETVPN:GMO{ A TBAR ZOHZ Ql&l miZ!S &2 AN LICE

ISR4x00 £/ A

745 0| R AIEIE ISRAX00 EHFOIA 2718 LA LICEAME LIS Cisco H1L ID
CSCut14355 - GETVPN - ISR4300 GMO{A 75 HAZ F Al L|CtH

o e


https://tools.cisco.com/bugsearch/bug/CSCum37911
/content/en/us/td/docs/ios-xml/ios/sec_conn_getvpn/configuration/xe-3s/sec-get-vpn-xe-3s-book/sec-get-vpn.html#GUID-6DF33040-FCBE-4862-BE15-D55E83A0507B
https://tools.cisco.com/bugsearch/bug/CSCuq25476
https://tools.cisco.com/bugsearch/bug/CSCur57558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut91647
https://tools.cisco.com/bugsearch/bug/CSCut14355

. GET VPN(Group Encrypted Transport VPN) - Cisco Systems
. 7| X|®¥ 8! XM - Cisco Systems



http://www.cisco.com/en/US/products/ps7180/index.html
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