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GROUP | NFORMATI ON

G oup Nane : Gl

Group ldentity : 3333
Crypto Path : ipvé

Key Managenent Path : ipv4
Rekeys received : 0

| PSec SA Direction : Both

Group Server list : 10.1.11.2

Group nenber : 10.1.13.2 vrf: None
Version : 1.0.4

Regi stration status : Registered
Regi stered with : 10.1.11.2
Reregisters in : 81 sec <=== Reregistration due to TEK or
KEK, whi chever comes first
Succeeded registration: 1
Attenpted registration: 1

Last rekey from: 0.0.0.0

Last rekey seq num: 0

Uni cast rekey received: 0

Rekey ACKs sent : O

Rekey Received : never

al | owabl e rekey cipher: any

al | owabl e rekey hash : any

al | owabl e transforntag: any ESP



Rekeys cumul ati ve

Total received : O

After latest register : O
Rekey Acks sents : 0

ACL Downl oaded From KS 10. 1. 11. 2:

access-1ist deny ospf any any

access-1ist deny eigrp any any

access-list deny udp any port = 848 any port = 848
access-1ist deny icnp any any

access-list permt ip any any

KEK POLI CY:

Rekey Transport Type : Unicast

Lifetime (secs) : 56 <=== Running tinmer for remaining KEK
lifetime

Encrypt Al gorithm: 3DES

Key Size : 192

Sig Hash Al gorithm: HVAC AUTH _SHA
Sig Key Length (bits) : 1024

TEK POLICY for the current KS-Policy ACEs Downl oaded:
Serial 1/ 0:

| Psec SA:

spi: 0xD835DB99(3627408281)

transform esp-3des esp-sha-hmac

sa timng:remaining key lifetine (sec): (2228)

Anti - Repl ay(Ti ne Based) : 10 sec interval
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%DA - 4- GM_RE_REG STER: The | PSec SA created for group Gl may

have expired/ been cleared, or didn't go through. Re-register to KS. % RYPTO 5- GM REGSTER:
Start registration to KS 10.1.11.2 for

group Gl using address 10.1.13.2 %DO -5- GV REKEY_TRANS 2 UNI: Goup Gl transitioned to
Uni cast Rekey. %GDA -5- SA KEK_UPDATED: SA KEK was updat ed %GDA - 5- SA TEK _UPDATED: SA TEK
was updated %=DA -5- GM REGS COWPL: Registration to KS 10.1.11.2 conplete

for group Gl using address 10.1.13.2 %DO -5- GV | NSTALL_POLI Cl ES_SUCCESS: SUCCESS:
Instal | ati on of

Reg/ Rekey policies fromKS 10.1.11.2 for group GlL & gmidentity 10.1.13.2
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%DA - 5- GM_DELETE_EXPI RED_KEK: KEK expired for group GL and was del eted
3. S = ElO|H7I BFRE|H GM2 ME S5t M KEKE 2 Euct

%DA - 4- GM_RE_REG STER: The | PSec SA created for group Gl nay
have expired/ been cleared, or didn't go through. Re-register to KS.
YCRYPTO 5- GV REGSTER: Start registration to KS 10.1.11.2 for
group Gl using address 10.1.13.2 %3D0O -5-GVM REKEY_TRANS 2 UNI: Group Gl transitioned to
Uni cast Rekey. %GDA -5- SA KEK_UPDATED: SA KEK was updat ed %GDA - 5- SA TEK_UPDATED: SA TEK
was updated %DA -5- GM REGS COMPL: Registration to KS 10.1.11.2 conplete for
group Gl using address 10.1.13.2 %3DO -5- GM | NSTALL_POLI Cl ES_SUCCESS: SUCCESS: Installation
of
Reg/ Rekey policies fromKS 10.1.11.2 for group GL & gmidentity
10.1.13.2
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