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crypto i kev2 client flexvpn Flex_Cient

peer 1 172.25.1.1

peer 2 172.25.2.1

client connect Tunnell
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interface Tunnel 1
tunnel destination dynamic
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crypto | oggi ng session

crypto i kev2 keyring Fl ex_key
peer Spokes
address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_|KEv2

match identity renpte address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i kev2 client flexvpn Flex_Cient
peer 1 172.25.1.1

peer 2 172.25.2.1

client connect Tunnell

crypto i psec transformset | KEv2 esp-gcm
nmode transport

crypto ipsec profile default
set ikev2-profile Flex_|KEv2



interface Tunnel 1

description Fl exVPN tunnel

i p address negoti at ed

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nss 1360

del ay 2000

tunnel source Ethernet0/0

tunnel destination dynanic

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
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ip |ocal pool FlexSpokes 10.1.1.100 10.1.1.175
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ip local pool FlexSpokes 10.1.1.176 10.1.1.254
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bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes
network 192.168.0.0

nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

nei ghbor 192.168. 0.2 renote-as 65001

nei ghbor 192.168.0.2 route-reflector-client

nei ghbor 192. 168. 0. 2 next-hop-sel f al

nei ghbor 192. 168. 0.2 unsuppress-nmap ALL

access-list 1 pernit any

route-map ALL pernmit 10
match ip address 1
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show crypto ikev2 client flexvpn &2 At&5tH ZHE2[Xt7t FlexVPN 20| E 24 9|
E olaiE &= JU&Lct.

Spoke2# show crypto ikev2 client flexvpn

Profile : Flex _dient

Current state: ACTI VE

Peer : 172.25.1.1

Source : Ethernet0/0

ivrf : | P DEFAULT

fvrf . | P DEFAULT

Backup group: Default

Tunnel interface : Tunnell
Assigned | P address: 10.1.1.111

show logging ZAL|1H|O|Me 2 Fo ZX|E 33X 2 +™stH AX 3 C|HIO|A0M O] E240]
7|5t

YCRYPTO 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is DOAN. Peer 172.25.1.1:500
Id: 172.25.1.1

%-LEXVPN- 6- FLEXVPN_CONNECTI ON_DOMN: Fl exVPN(Fl ex_Client) dient_public_addr =
172.16.2.2 Server_public_addr = 172.25.1.1

%_| NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Tunnel 1, changed state to down
% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Tunnell, changed state to up
YCRYPTO 5- | KEV2_SESSI ON_STATUS: Crypto tunnel v2 is UP. Peer 172.25.2.1:500
Id: 172.25.2.1

%-LEXVPN- 6- FLEXVPN_CONNECTI ON_UP: Fl exVPN(Fl ex_Client) Cient_public_addr =
172.16. 2.2 Server_public_addr = 172.25.2.1 Assigned_Tunnel _v4_addr = 10.1.1.177
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