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|IOS - CA

HZX{ CA(Certificate Authority)E 435t 10S 2t E{0f| CHEH ID QUBME MdsHok & LICtZEH0]
EE &Y QIBME 7|HoZ Bl RE{o| IDE &olgtLC}.
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I0S0ilM CAS| 42 CtEn 2 &Lt

crypto pki server CA

grant auto

hash shal

eku server-auth client-auth

5% 7| ALS(EAPO TR 3 MuI-215, RSA-SIGH 221091 @15 TR)o Chsh 7|tsHoF ELick

crypto pki At CA0{ M no shutdown BHE S Al&35t04 CAE & M3t gfLct

|IOS - ID 218 M

O kg @15 Mo CidH SCEP(Simple Certificate Enroliment Protocol)E & 4386t 1 AZ| X|™HE
FMELICEH

ip http server

crypto pki trustpoint CA-self

enrol |l ment url http://10.1.1.2:80
fgdn 10.1.1.2

i p-address 10.1.1.2

subj ect - name cn=10. 1. 1. 2, ou=TAC
revocati on- check none

eku request server-auth client-auth

O ChE QB ME &t SSELICH

(confi g) #crypto pki authenticate CA-self
Certificate has the followi ng attributes:
Fi ngerprint MD5: 741C671C 3202B3AE 6E05161C 694CA53E
Fi ngerprint SHAl: 8C99513C 2198470F 7CB58FA2 32D8AA8SD FC31D1ED
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

R1(confi g) #crypto pki enroll CA-self

%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.

Passwor d:

Re-ent er password:

% The subject name in the certificate will include: cn=10.1. 1.2, ou=TAC
% The subject name in the certificate will include: 10.1.1.2

% I nclude the router serial nunber in the subject nane? [yes/no]: no
% The | P address in the certificate is 10.1.1.2

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The ' show crypto pki certificate verbose CA-self' conmand

will show the fingerprint.



Rl(config)#

*Dec 2 10:57:44.141: CRYPTO PKI: Certificate Request Fingerprint M5
BFSEF4B6 87FA8162 9079F917 698A5F36

*Dec 2 10:57:44.141: CRYPTO PKI: Certificate Request Fingerprint SHAL:
AC13FEA3 295F7AE6 7014EF60 784E33AF FDO4CA1D

Rl(config)#

*Dec 2 10:57:44.198: %Kl -6- CERTRET: Certificate received from
Certificate Authority

AnyConnectolM ZEZE M A|X|E EAISHX| 22243 AnyConnect Z2 I of| 2T MHE SAE O]
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Ol oflod M= cn=10.1.1.2ILIC}. [FEFA] AnyConnect 10.1.1.20{l A AnyConnect xml I 2 I} 2104 A
HolIP FAZ2 24EL|Ct

|I0S - AAA 3! Radius 71| 8|0]4d

Radius & AAA 215 4! #HEt 2048 745l oF & LICH

aaa new node

radi us- server host 192.168.56.202 key ci sco
aaa group server radius SERV

server 192.168. 56. 202

aaa authentication |ogin eap-list group SERV
aaa aut horization network eap-list group SERV

ACS =7| Zim|aefo|4d

MZX{ ACSOH| Mf LIER T C|HIO|AE F7HELICHNetwork Resources(HIE |3 E[AA) > Network
Devices and AAA Clients(H|E 9|3 C[dH}O|A 2 AAA ZEI0[E) > Create( ).
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A& Xt F=7H(Users and Identity Stores > Internal Identity Stores > Users > Create):



Uzzes and [denlily Siores = Inlersd [denlils Slopes » Ugers = Seale

Ganaral

MzrnEe: J=serd Status: Enatled - 6

Cescrighion:

IEErEy Croup A1 Grous | Select |

Fassward Infarmatlan Enabkle Passyard [nfarmatlan
Pasgwaord rass Pesgword ozt

» Conlain 4 - 37 cheractars e Dionlain £ - 37 cheracl=rs
# Passeart] Type Itterral Lisers Select Friahir Pesssmsrrnd
# Passwond: [T T zarminn Pessscrd
[TTTE]

conlirm Passsord

Chanee pass=woard ononest bgn

Usar Infermation
There ae ne additions dentity attriboles cefired for eser remmnes
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e £0{2 {5 AFSXHE FIHELICE O] ool = IKESTRILICHH|ZH S = 10SHMH ME5H=
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— HA

General
Status: Enabled ~ ©

MName: IKETEST

Description:
ldentity Group: All Groups Select

Password Information

Fassword must;
e Contain 4 - 32 characters

Select

Password Type: Internal Users

Fassword: SEBBBEES

Confirm FPassword: ( TTTTT Y

Change password on next login

User Information
There are no addibonal identity attnbutes defined for user records
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B LICHPolicy elements(™
3T HAMA) >
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Authorization and Permissions(T4 & £01 & F8t) > Network Access(HIE



Authorization Profiles(T4gt £ 04 Z 21} 2l) > Create(d4)).
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Access Policies = Access Senvices = Default Network Access = Edit: "Dafault Metwork Access®

General  Allowed Protocols

¥ Frocess Host Lookup

Authentication Protocols

P [7] Allow PAPIASCI

» Allow CHAP

» Allow MS-CHAP
L Al MS-CHAPZ
b [ Allow EAP-MDS

(] Al EAP-TLS

[ Allony LEAP

b Allow PEAP

» Allow EAP-FAST

Prefemed EAP protocol | LEAF

_ Submit | _ Cancel _
]

Access Policy(AM|A HEH)of CHet Z7AE M5t T HMHE Het Fo{ Z20tUS S ELICHO|
A2 NDG:Location in All Locations(Z2 & ¢lx|2| @/ x[)ofl CHet Z710| YH |22 2 E RADIUS T
gt §04 270l Cialf POOL HEF F0{ ZZ Ut (AAMIA HH > HAMA MH[A > T2 HEXZ HA|
A)0| M3 ELCt.



General

MName; Hule-1 atatus Enabled

- B

. ’ The Customize button in the lower right arsa of the policy rules screen cortrols which policy
candiions and results are available harg for Lse in palicy rules.

Conditions

+ MNOG Location:  IF -~ Al Locations Select

Time And Date: -AMNY-

Results
Authorzation Profiles:
FOOL =
Wou may s2lect multiple suthonzadon profles. Atrbutes defined
in muttiple prafiles will use the value from the first profile defined
Select |
A7t SHIZH QIBE &= Q= B 10S BtREUM E|IAEE 5= QlofoF & LCt.

Rl#test aaa group SERV user3 Ciscol23 new-code
User successfully authenticated

USER ATTRI BUTES

user nane "user 3"
addr 192. 168. 100. 200
rout e- set "prefix 10.1.1.0/24"

|OS FlexVPN Z4x|12f|0]M

Ltoil chst Mgk 2o ét'éj%u ch

crypto i kev2 proposal PROP
encrypti on 3des

integrity shal

group 2

crypto i kev2 policy 5
mat ch address local 10.1.1.2
pr oposal PROP

OHCHS 7Hy HESof BT IKEV2 Z 2

OF BLICHCSCtn59317 & X). O oflof M= IP F£2(10.1.1.2) & &t

Zl 9l |Psec Z2LE OtEL|CT

I|ago|M 7tol=oi M HESHE CHE http-url 215 MHE 7Hok gLCt

crypto i kev2 profile PROF



match identity renote address 0.0.0.0

match identity renote key-id | KETEST

aut hentication renpte eap query-identity

aut hentication local rsa-sig

pki trustpoint CA-self

aaa aut hentication eap eap-Iist

aaa aut horization user eap list eap-list |KETEST
virtual -tenplate 1

no crypto ikev2 http-url cert

crypto i psec transformset transforml esp-3des esp-sha-hnmac
crypto i psec profile PROF

set transformset transfornd

set ikev2-profile PROF

interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

O| ool M= ACS ZI|aef|ol oM HEE ALSXHIKESTE 7|2 M Fo{7F DHEL|Ct

Windows T4

Windows EEHAEZ CA 7t <27]

|I0SOi|A{ CA QIZEME LWEHLICHID QIBME WEWD X ¢ 228 7hx{2tof 7).

R1(confi g) #crypto pki export CA-self pem terminal

% CA certificate:

----- BEG N CERTI FI CATE- - - - -

M | B8z CCAVygAwW BAgl BATANBgk ghki GOw0BAQUFADANME wCQYDVQQDEWI DQTAe
FWOxM ExM YxNzMz Mzl aFwOXNTExXM YxNz Mz Mzl aMAOx Cz AJBgNVBAMIAKNBM Gf
MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQCVvDR4Il HCcr j 42QF HpRuNu4Ey Fr LR8H
ThPanXYV+GdCBmu53pDl LEOOASEHBY D6DYBXx01EZuDsi ol J7t 2MPTguB+YZe6V40
Jbt ayyxt ZGrF7+eDgReg@HHC394ad QAW 20j gQ uTHeRDTgDJR8i 5gN2Ee+KCsr 3
+0 nH UnXb/ | 6Q DAQABo2 MWYTAPBgNVHRVBAf 8EBTADAQH MA4 GAL Ud DWEB/ wQE
Aw Bhj Af BgNVHSMEGDAWBTH5Sdh69g4HAJul LQYLbYHONK 9z z AdBgNVHQAEFgQU
x+UnYevauBwChpS0GC22B9DZPc 8wDQYJKoZl hve NAQEFBQADg YEAD: BLi NXnl +LC
Pl gJonl /j H5p2l wl zwbPbZcGs Z9"54Qaqgr hmhbHnmgKQJI / 20+JPE6p+4nol Cg
VBr xoi X2KYQLOMTESc Pp@XJ9vhGgt Q4 Xcx3g20Hhxx FDf p2 XuW hwUOVBd TCrizw
4vodj 47qEXKI 6pGuzauwdMN1xhkNar c=

----- END CERTI FI CATE- - - - -

BEGIN CERTIFICATES2} END CERTIFICATE ALO|0f| &2 S A5t04 Windows 2| HIZ ZEHod| £ 04
=1 CAcrt TIFUZE K ELICH

ME|E &= QlE FE HMEk(file > Install Certificate > Place all certificates in the following store >
Trusted Root Certification Authorities)2 F #H 22l5t04 0| QIZME AEE = U= FE 215 7|
2 (Trusted Root Authorities)f| A %|3HoF &FL|C}.



Certificate Import Wizard I.ﬁ

Certificate Store

Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate skore, or wou can specify a location For
the certificate.

fukormatically select the certificate skore based on the tvpe of certificate
@ Place all certificates in the Following store

Certificake stare:

Trusked Roaok Certification &uthorities

Learn more about cerkificate skores

< Back || Mext = || iZancel

AnyConnect XML Z21}Q] 74

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile create a file
"whether.xml"0| M Ct&& 20{g&LICt

<?xm version="1.0" encodi ng="UTF- 8" ?>
<AnyConnect Profil e xm ns="http://schemas. xnm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocati on="http://schemas. xn soap. or g/ encodi ng/ AnyConnect Profil e. xsd">
<Clientlnitialization>
<UseSt art Bef oreLogon User Cont rol | abl e="true">f al se</ UseSt art Bef or eLogon>
<Aut omaticCert Sel ection UserControll abl e="true">
fal se</ Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySetti ngs>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>t rue</ Al | omLocal ProxyConnecti ons>
<Aut henti cati onTi neout >12</ Aut henti cati onTi nmeout >
<Aut oConnect OnStart User Control | abl e="tr ue" >f al se</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</M ni ni zeOhConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>



<Cl ear Smart cardPi n User Control | abl e="true">true</C ear Smart car dPi n>
<l PPr ot ocol Support >| Pv4, | Pv6</| PPr ot ocol Support >
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or User Control | abl e="f al se">Di sconnect OnSuspend
</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="fal se" >t rue</ Aut oUpdat e>
<RSASecur | DI ntegrati on UserControl | abl e="fal se">
Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cerment >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndowsVPNEst abl i shrment >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="f al se">Di sabl e
<PPPExcl usi onServer| P User Control | abl e="f al se" ></ PPPExcl usi onSer ver| P>
</ PPPExcl usi on>
<Enabl eScri pting UserControl | abl e="fal se">f al se</ Enabl eScri pti ng>
<Enabl eAut omat i cServer Sel ecti on UserControl | abl e="fal se">fal se
<Aut oSer ver Sel ect i onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi ne>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut onat i cServer Sel ecti on>
<Ret ai nVpnOnLogof f >f al se
</ Ret ai nVpnOnLogof f >
</Cientlnitialization>
<ServerList>
<Host Entry>
<Host Name>| OSEAP- MD5</ Host Name>
<Host Addr ess>10. 1. 1. 2</ Host Addr ess>
<Pri mar yPr ot ocol >I Psec
<St andar dAut henti cati onOnl y>t rue
<Aut hivet hodDur i ngl KENegot i at i on>EAP- MD5</ Aut hMet hodDur i ngl KENegot i ati on>
<| KEl dent i t y>| KETEST</ | KEl denti ty>
</ St andar dAut henti cati onOnl y>
</ Pri mar yProt ocol >
</ Host Entry>
</ ServerList>
</ AnyConnect Profi | e>

10.1.1.2 & =0| ID /&5 Moi| cisll UZ3El CN=10.1.1.22 M& S| Z 2| =fleL|ct

E|AE

O] AlLt2|20 M= SSL VPNO| AL E[X| et 2 2 |0S0|MH HTTP M7t HIZ &S EIRA= K| & el
2 LICHip http A 835). 2E K| 2t 2™ AnyConnectt| A "Use a browser to gain access"2l= 2
F HIAIXIZF 2 AELICE

AnyConnectoll A @128 [ &5 & =245tetE HIAIXKIZF EAIELICE O] oAM= MM E User3d
L|C}.



fﬁ.' Cisco AnyConnect Secure Mobility Client = 8

Please enter wour username and password,

[CSEAP-MDG

l::_&l Cisco AnyConnect | IOSEAP-MD5

Please enter wour username and password,

Isername: user3

Passwiord: R

] | Zancel

1 F0il= ASKIF AZE LI
#ol

|0S 2t H

Rl#show ip inter brief | i Virtual
Virtual - Accessl 10.1.1.2 YES unset up up
Virtual - Tenplatel 10.1.1.2 YES unset up down
R1# show i p route 192.168. 100. 200
Routing entry for 192.168.100. 200/ 32
Known via "static", distance 1, netric O (connected)
Routi ng Descri ptor Bl ocks:
* directly connected, via Virtual - Accessl
Route nmetric is 0, traffic share count is 1
Rl#show crypto i kev2 sa
IPv4 Crypto | KEV2 SA
Tunnel -id Local Renote fvrf/ivrf Status
1 10.1.1.2/4500 110.1.1.100/61021 none/none READY
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: RSA, Auth verify: EAP
Li fel/ Active Tine: 86400/94 sec
I Pv6 Crypto | KEv2 SA
Rl#show crypto session detail
Crypto session current status
Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnentation
Interface: Virtual - Accessl
Uptinme: 00: 04: 06
Session status: UP-ACTI VE
Peer: 192.168.56.1 port 61021 fvrf: (none) ivrf: (none)
Phasel_id: | KETEST
Desc: (none)
| KEv2 SA: local 10.1.1.2/4500 renpte 10.1.1.100/61021 Active
Capabilities:(none) connid:1 |ifetine:23:55:54
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 host 192.168. 100. 200
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 1 drop O life (KB/Sec) 4160122/ 3353
Qut bound: #pkts enc'ed O drop O life (KB/ Sec) 4160123/ 3353

C|H{ 2 (debug crypto ikev2)E &g 4= U&LICt

HER

VPNO{ M AnyConnectl| 112 &M0{| A Route DetailsE ME{SI0{ AZS LR HEXIE &2l
g = JUsLct

% Cisco AnyConnect Secure Mobility Client =

'L'.'_{é!&' AnyConnect Secure Mo ility Client

Status Overview rtual F'r

Freferences | Statitics  Roubs Debals | Frewal

Message Hisbory

Houte Details

Metworks

. Secured Routes [1Pwd)
Weh Security

10.8.1.0]24
=
ocfl Fo| AY S8 EX
. IKEv22| M&H 8H | & FZEH HHo SHA1E A8 5t B (Cisco HHI ID CSCtn59317 & &
(S=t=apnkd Fw

. 10SID 0I"H°I CN2 ACS XML Z21}elo| SAE 0o|E1} Zolof &LC}.

. 215 Zof M= Radius AV 42 A5t IS0 HEt H0iE M5{ AL K| foEiH


https://tools.cisco.com/bugsearch/bug/CSCtn59317
//tools.cisco.com/RPF/register/register.do

IKEv2 Z2EZofM 0| 7|52 ALEE == JU&LICH
aaa authorization user eap cached

. B Roi Ha IB/AS A BB Roiol HIYHS "cisco"S AFSELICLAIS B0l 5 4
RlgsLich.
aaa aut horization user eap list SERV (w thout any paranaters)
AnyConnectOl| M AL Xt & H|ZES "cisco"2 MEE MEXE AHE36to{ THEtE Foistein
g LICE Ol AFEXIe| HIZHHE 7L ot = U&LILCH.

- N7 AE F2 ol2{E Zote 24 A Cisco TACH M3 E = e E-ULIChC|HO &
2 35} ikev2C|H 22 &t ikev2 LHEDART &3

. SSL VPNZ A8 35I| &b= A<= ip http MH(ip http A 1S)E HIE Gt MAI. 2= K| ¢t
S8 AnyConnect= HTTP ME{0i| @122 A|= 8104 "Use a browser to gain access(EE2IRME
A+83to HMAE LIZ)Ete AUE AT

XEAMICH &f 5 5t

?lo| Au|aefold2 x|AFHo| 2F] Lol E EAISHY| et HEE /s MSELIC

O
Iy
r
ful

7hs 8t B2 NGC(Next Generation Cryptography)& AF& 3= 210

otolzi|o|AMof CHEE FAH THE AFE 2 o7[0l M &Rl &= &Lt
.http://lwww.cisco.com/web/about/security/intelligence/nextgen_crypto.html

NGC HI|ago|MHe MElE ] 22I0|HE AZEQ0{9} FEQE SEQ0{ Z5 0|2 x|t
K| ZQIgFLICHISR 2A[CH 2 ASR 1000 2FRE{= NGCO| CHEr StE N0 X [HEof = =EZE
THEELICE

AnyConnectt| A= AnyConnect 3.1 HHE S E{ NSAQ| Suite B ¢ 1 2[& AIE 7} X[ ELICH

2 HE

. Cisco ASA IKEv2 PKI AIO|E AIO|E VPN

. 10S2| IKEV2 Site2-Site C|HHZ

. FlexVPN/IKEv2:Windows 7 7|& XM= 20| E:I0S S|=EQIE Part | - 2IE A 2IF

. FlexVPN %! Internet Key Exchange % 2 Z11|3 8 0|M 7}0|E, Cisco I0S BE|A 15.2M&T
. 71& x| U M - Cisco Systems



//www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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