AnyConnect to IOS Headend Over IPsec with
IKEv2 and Certificates Z1I|12| 0| of

=it

271

AT 27 Mg

MNEEEFE 24

HEQ3 EEZX|

CIE 7|EH(AMEH AR

|OS CA Z41|22jo|M

CIE Moi| Z2HIE EKU7L A E[o] QI=X| & 2lst
SIEE ZAu[T2|o|M
PKI 74| gio|M
Crypto/IPsec Z41|12{|0|M
ZCt0|MHE

PIEMEE

AnyConnect Z 21}

oid &rol

AtMICH &f 5=

ero{ Tl Fo| AR 2 & X
el He

rr

4]

vl

0| 2 M0 A= AnyConnect 2EI0|HEE A™MSH= C|HFO|A0|M FlexVPN ZHUXIE &
01 QIZ M Q1B 0t 9l= Cisco 10S® EHE{0f| IPsece 2 235 El 9 Hof C
ghLct.

=

AN T AN

2T MY

CtS FAof ChEt X|Alg 2/t Ao RS ELICH



- FlexVPN
- AnyConnect

ABElE T 24

Ol EMe| HE= Chg 2ZEH o A stESo{ HHE 7[8te = FLC

HO

==

Cisco 10S EHPEl= Z|4 15.2 M&T BIE|AE &¥st= IKEV2E ABY =+ l= ZE EH*EH7HE
+ QlaLich 22l 216 FElAE A8 ol UCkEE Fo| M #E)

FCo|HE
AnyConnect 3.x 22|A&

1= 7|§

0]

Ol ool A CA(Certificate Authority)= 15.2(3)T 2 2|AE AMEILICH.
EKU(Extended Key Usage)& XI5l oF 57| 2 0i %4l 2lI2[A & StLIE AFESHOF LI
Ol #HUM= 10S Bt RE7t CAZ AFSELICH J2{Lt EKUE M8

OHZ 2|7 0| A& LICH.

B7| 5

2 4] Aol ChEt REMIEH LSS Cisco 712 &l E7| 7 &

jo
mok
|__|
9'|_|
>
>
X0

748

HEQ3 EEZX|

Certificate Authority

Any device with

|03 router Anyconnect
bsns-1941-4 3.x installed

=

Internet

Secure IPsec connection


/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

2IE 71H(ME ALY

I0S Bt REHE AL83I S M5t CA JE g +de = U

|I0S CA Zdx| 12 o]

CA MHE= EE}OIO E 4l M 215 Mof 2HFE EKUE HiX|8HOF §fLIC}. o] AR

CH3H server-auth 2! client-auth EKU7} A& E|F& L|C}.

bsns-1941-3#show run | s crypto pki

crypto pki server CISCO

database level complete

database archive pem password 7 00071A1507545A545C
issuer-name cn=bsns-1941-3.cisco.com, ou=TAC,o=cisco
grant auto rollover ca-cert

grant auto

auto-rollover

eku server-auth client-auth
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BSNS-1941-4#show crypto pki certificate verbose
Certificate
(...omitted...)

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Signature Algorithm: SHAl with RSA Encryption
Fingerprint MD5: C3D52BE9 1EE97559 C7323995 3C51DC53

Fingerprint SHAl: 76BC7CD4 F298F8D9 A95338DC E5AF7602 9B57BE31

X509v3 extensions:

X509v3 Key Usage: A0000000
Digital Signature

Key Encipherment

X509v3 Subject Key ID: 83647B09 D3300A97 577C3E2C AAE7F47C F2D88ADF

X509v3 Authority Key ID: B3CC331D 7159C3CD 27487322 88ACO2ED FAF2AE2E

Authority Info Access:

Extended Key Usage:

Client Auth

Server Auth

Associated Trustpoints: CISCO2
Storage: nvram:bsns-1941-3c#5.cer
Key Label: BSNS-1941-4.cisco.com
Key storage device: private config

CA Certificate
(...omitted...)
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crypto pki trustpoint CISCO2

enrollment url http://10.48.66.14:80

serial-number

ip-address 10.48.66.15

subject-name cn=bsns-1941-4.cisco.com, ou=TAC, o=cisco
revocation-check none

crypto pki certificate map CMAP 10
subject-name co cisco
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crypto ikev2 authorization policy AC
pool AC

crypto ikev2 proposal PRO
encryption 3des aes-cbc-128
integrity shal

group 5 2

crypto ikev2 policy POL
match fvrf any
proposal PRO

crypto ikev2 profile PRO

match certificate CMAP

identity local dn

authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint CISCO2

aaa authorization group cert list default AC
virtual-template 1

no crypto ikev2 http-url cert
crypto ipsec transform-set TRA esp-3des esp-sha-hmac

crypto ipsec profile PRO
set transform-set TRA
set ikev2-profile PRO

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernet0/0
tunnel mode ipsec ipv4 tunnel protection ipsec profile PRO
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<ServerList>
<HostEntry>

<HostName>bsns-1941-4.cisco.com</HostName>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

IKE-RSA

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>

</ServerList>
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BSNS-1941-4#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA
Tunnel-id Local Remote fvrf/ivrf Status



2 10.48.66.15/4500 10.55.193.212/65311 none/none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:5,

Auth sign: RSA, Auth verify: RSA

Life/Active Time: 86400/180 sec

IPv6 Crypto IKEv2 SA
BSNS-1941-4#show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 10.48.66.15

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.16.1.2/255.255.255.255/0/0)
current_peer 10.55.193.212 port 65311

PERMIT, flags={origin_is_acl,}

#ipkts encaps: 2, #pkts encrypt: 2, #pkts digest: 2

#ipkts decaps: 26, #pkts decrypt: 26, #pkts verify: 26

local crypto endpt.: 10.48.66.15, remote crypto endpt.: 10.55.193.212
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/0

current outbound spi: 0x5C171095(1545015445)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0x8283DOF0(2189676784)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel UDP-Encaps, }

conn id: 2003, flow_id: Onboard VPN:3, sibling_flags 80000040,
crypto map: Virtual-Accessl-head-0

sa timing: remaining key lifetime (k/sec): (4215478/3412)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound esp sas:

spi: 0x5C171095(1545015445)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel UDP-Encaps, }

conn id: 2004, flow_id: Onboard VPN:4, sibling_flags 80000040,
crypto map: Virtual-Accessl-head-0

sa timing: remaining key lifetime (k/sec): (4215482/3412)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)
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The client certificate's cryptographic service provider (CSP)
does not support the sha512 algorithm
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