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Error: Unable to establish IPMI v2 / RMCP+ session Error
Info: cannot activate SOL payload with encryption
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ipmitool lan print
Set in Progress : Set Complete
Auth Type Support : NONE MD5 PASSWORD
Auth Type Enable : Callback : NONE MD5 PASSWORD
: User : NONE MD5 PASSWORD
: Operator : NONE MD5 PASSWORD
: Admin : NONE MD5 PASSWORD
: OEM :
IP Address Source : Static Address
IP Address : 192.0.2.2
Subnet Mask : 255.255.255.0
MAC Address : 00:1e:67:0a:24:32
SNMP Community String : INTEL
IP Header : TTL=0x00 Flags=0x00 Precedence=0x00 TOS=0x00
BMC ARP Control : ARP Responses Enabled, Gratuitous ARP Disabled
Gratituous ARP Intrvl : 0.0 seconds
Default Gateway IP : 192.0.2.1
Default Gateway MAC : 00:00:00:00:00:00
Backup Gateway IP : 0.0.0.0
Backup Gateway MAC : 00:00:00:00:00:00
802.1g VLAN ID : Disabled
802.1g VLAN Priority : 0
RMCP+ Cipher Suites :1,2,3,6,7,8,11,12,0
Cipher Suite Priv Max : XaaaXXaaaXXaaXX

X=Cipher Suite Unused
c=CALLBACK

u=USER

o0=0PERATOR

a=ADMIN

O0=0EM
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ipmitool -I lanplus -H XXX.XXX.XXX.XxXX -U admin sdr
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ipmitool -I lanplus -H XXX.XXX.XXX.Xxx -U admin sdr
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Info: cannot activate SOL payload with encryption
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ipmitool -I lanplus -H xxx.xxX.xXxxX.xxx -C 3 -U admin sdr
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr
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RAKP 2 message indicates an error : unauthorized name
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User Configuration

User Narma TestomUser

Authentication Use External Authentication Method

Pazsward SRR RRD

Confirm Passwaord Tl

Mairmurn Mumber of Failed Lagins 5 0 = Unlirnited)
Minirmum Passward Length 5

Days Until Passward Expiration 0 0 = Unlimited)

Days Before Password Explration Warning 0

Force Password Reset on Login
Options Check Password Strength

Exempt from Browser Session Timeout

Administrator Options " Allow Lights-Out Management Access

User Role Configuration

W Administrator
External Database User
Security Analyst
Security Analyst (Read Onhy
Security Approver

Sourcefire User Roles
Irtrusian Adrmin
Access Admin
Metwark Admin
Maintenance User

Discovery Admin

Inkrusion Admin- Test Jose - Intrusion policy read onhy accesws
Custom User Roles test
Test Armi

Save || Cancel

ipmitool user list 1

ID Name Callin Link Auth IPMI Msg Channel Priv Limit
1 false false true ADMINISTRATOR
2 root false false true ADMINISTRATOR
3 TestLomUser true true true ADMINISTRATOR
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ipmitool user set name 3 admin
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ipmitool channel setaccess 1 3 callin=on link=on ipmi=on privilege=4
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ipmitool user set password 3
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ipmitool user list 1

ID Name Callin Link Auth IPMI Msg Channel Priv Limit
1 false false true ADMINISTRATOR
2 root false false true ADMINISTRATOR
3 admin true true true ADMINISTRATOR
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ipmitool sol payload enable 1 3
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pmtool status | grep -i sfipmid
sfipmid (normal) - Running 2928 Command: /usr/local/sf/bin/sfipmid -t 180 -p power PID File:
/var/sf/run/sfipmid.pid Enable File: /etc/sf/sfipmid.run
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pmtool restartbyid sfipmid
PID7} HA LA = K] Ef IFLICH.

pmtool status | grep -i sfipmid

sfipmid (normal) - Running 20590

Command: /usr/local/sf/bin/sfipmid -t 180 -p power

PID File: /var/sf/run/sfipmid.pid

Enable File: /etc/sf/sfipmid.run
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Overview Analysis Policies Devices Objects | FireAMP

Lecal » Configuration

Information

HTTPS Certificate Consale Configuration

Database Consale o WGEA Physical Serial Port
Metwark

Management Interface Save Refresh
Process

Time

Remate Storage Device
Change Recondliation
k Console Configuration

Cloud Services
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Local(2Z) > Configuration(Z1I| 14| 0|44) > Console Configuration(2& Z1I|212{|0]M)2 MEt
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XxXX -C 3 -U admin sdr
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ipmitool -I lanplus -vvv -H XXX.XXX.XXX.XXX -C 3 -U admin sdr
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ipmitool bmc reset cold
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ipmitool -I lanplus -H xXXX.XXX.XXX.xXxxX -U admin power status
arp -an > /var/tmp/arpcache
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admin@FireSIGHT:~$ sudo shutdown -r now

Broadcast message from root (ttyS0) (Tue Nov 19 19:40:30 Stopping Sourcefire 3D

Sensor 7120...nfemsg: Host ID 1 on card 0 endpoint 1 de-registering ... nfemsg: Host ID 2 on
card 0 endpoint 1 de-registering ... nfemsg: Host ID 27 on card 0 endpoint 1 de-registering
...... ok Stopping Netronome Flow Manager: nfemsg: Fail callback unregistered Unregistered NFM
fail hook handler nfemsg: Card 0 Endpoint #1 messaging disabled nfemsg: Module EXIT WARNING:
Deprecanfp nfp.0: [ME] CSR access problem for ME 25 ted config file nfp nfp.0: [vPCI] Removed
virtual device 01:00.4 /etc/modprobe.conf, all config files belong into /etc/modprobe.d/.
success. No NMSB present: logging unecessary...[-10G[ OK ].. Turning off swapfile

/Volume/ .swaptwo

[-10G[ OK ] other currently mounted file systems...

Unmounting fuse control filesystem.

Un
ZZ= E AE £2 Unmounting fuse control f"lesystem UNS FireSIGHT SystemO| @1ZEl AL x[0]|
M STP(Spanning Tree Protocol) 7t &+33tx|04 {01 0{Z2t0|QiA0l| CHEt 1A0| BEHEINSE £

AlgrLich 22| ElE ClHtolA7F R —-IEI OHE @ 774 EAIELICH

Error sending SOL data; FAIL
SOL session closed by BMC
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