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adm n@our cefi re3D: ~$ cat /var/log/messages
HIAIXIOIM CtS B & 5tLtE AAMEL(CE

Sour cefire3D SF-1MS[ 2004]: [2011] d oudAgent: | PReputati on [ WARN] Cannot downl oad
Sourcefire_lntelligence_Feed

Sour cefire3D SF-1 MS[ 24085] : [24090] C oudAgent: | PReputation [ WARN] Downl oad
unsucessful : Failure when receiving data fromthe peer
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1. C2 & & RIELICE. intelligence.sourcefire.com AFO|E 7| & AFEfIL|CE.
https://intelligence.sourcefire2 £ O|S#LICI. B} X E Lct

2. SSH(Secure Shell)Z Firepower Management Center2| CLIO{| HAM|AEFL|CH.

3. & intelligence.sourcefire.com Firepower Management Center0i| A

adm n@our cef i re3D: ~$ sudo ping intelligence.sourcefire.verifyyou receive an output simlar
to this:

64 bytes fromx (xxX.XXX.xx.X): icnp_req=1 ttl=244 time=4.05 ifyou do not receive a
response simlar to that shown, then you can have an outbound connectivity issue, or you do
not have a route to intelligence.sourcefire.com.

4. 9| 3AE 0O|F &2l intelligence.sourcefire.com:

adm n@Fi repover : ~$ sudo nslookup intelligence.sourcefire.com
oOrCFe A AlSH = = =
ClSot fAte 82 =4ARI=X| &elgfLct


https://intelligence.sourcefire.com

8.8.8.8
8. 8. 8. 8#53

Server:
Addr ess:

Narme: intelligence.sourcefire.com
Address: XXxX.XXX.XX. X

1 A M MHEE £290{ AHE Google DNS(Public Domain Name System) MEHHE |2 Al
Eruich 22 System(Al2H) > Local(2 ) > Conﬁguration(ﬁIJ'.I:LE{I0|A=i)01IA-| 2 Ad

DNS A™ofl et et R LICH Network AME B ESHAMAIL. EAIE 74]'_} RAe SEHE &K
S 22 DNS 0| SHHEXR| HOIFLICHFo|: Muis 2= Waidl L1ZsS U getele
Qs 2H2E 2RI IP FA AF|OIE ALSELICH M2t IP FATFHZAE £ Qlom, $atwe
CNAME IP =4 CHAI AF2EL|C}

. 218 &2l intelligence.sourcefire.com TelnetE AIE 3t B
adm n@i repower: ~$ sudo telnet intelligence.sourcefire.com 443
CtSa fAte 222 AR &l ot
Tryi ng XXX. XXX. XX. X. ..
Connected to intelligence.sourcefire.com
Escape character is '"]'
BT S UR OIS MEMoE 2EE 4 XIT HUS Sa chee £3Y £ ols Be
intelligence.sourcefire.com 2 E 4432 &3 £ E 443 O} RHIREE A= et &0 /US

A . . i
T QAIE |—| E-|' intelligence.sourcefire.com.

. System(A|AH]) > Local(iﬁ) > Configuration(ZAZ|12|0| M) 2 O|Sst ol ZEA| ™S

2I'°|°"L,||:.|- Manual Proxy ‘_I'L Network A—-'!AI_:‘ ; H=E OI'AlAlo

&1 0] ZTE A|7} SSL(Secure Sockets Layer) AAIE +=&5lE B CISoll CHSt ZEAIE
235t 23| #EIE ME3dHoF & LICE. intelligence.sourcefire.com.

CISE 8 £+ U=X| HAE Hrrp eer CHSO| CHEH 2 & intelligence.sourcefire.com:

adm n@i repower: ~sudo curl -vvk https://intelligence.sourcefire.com

* About to connect() to intelligence.sourcefire.comport 443 (#0)

* Trying 198.148.79.58..

* Addi ng handl e: conn: 0xec5630

* Addi ng handl e: send: 0O

* Addi ng handl e: recv: 0

* Curl _addHandl eToPi peline: length: 1

* - Conn O (Oxec5630) send_pipe: 1, recv_pipe: O

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)

* SSLv3, TLS handshake, Cdient hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):
* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Cient key exchange (16):
* SSLv3, TLS change cipher, Cient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, Cient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE- RSA- AES256- SHA
certificate:

* Server

* subject: O=Sourcefire Inc.; OU=VRT Departnent of Intelligence;
emai | Address=vrt-systenms@ourcefire.com L=Col unbia; ST=MD;, C=US;
CN=i ntel i gence. sourcefire.com



* start date: 2016-02-29 22:50:29 GMI

* expire date: 2019-02-28 22:50:29 GVI

* jssuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence
emai | Addr ess=vrt-systems@ourcefire.com L=Col unbia; ST=MD;, C=US
CN=i ntel i gence. sourcefire.com nsCaRevocationUrl =
https://intelligence.sourcefire.comvrtca.crl

* SSL certificate verify result: unable to get |ocal issuer certificate
(20), continuing anyway.

>GET / HITP/ 1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/ 1.1 200 OK

<Date: Tue, 01 Mar 2016 13:06:16 GMI

* Server Apache is not blacklisted

<Server: Apache

<Last-Modi fi ed: Tue, 09 Dec 2014 20: 08: 06 GVl

<ETag: "9da27-3-509cel9%9e67580"

<Accept - Ranges: bytes

<Content - Length: 3

<Cont ent - Type: text/htm

<

:)

* Connection #0 to host intelligence.sourcefire.comleft intact
Do B £ TR GHS LEIHLICLAD: TS AIE Ao B2 an HHo
= A8%t O|§0| 2L ct o] BHEE curl -U <user> -vwvk

https://intelligence.sourcefire.com@ILIC}. EE8F IS QI2dst £ T EA| H|YHS E =452}
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CHot QIEHIZ|MA TI|EE COHR2EC5te O ASE HTTPS EEiZ 0| SSL sHE7|E S1t5tK| &
£ x| SIELIT SSL 2 =0l G Rl =R Helsaied 6B S210lM A 215
MHEEE A&g Ut M QI8 M7t O oflol] EAIE! 4ot AX[SHR| 2 74-?— RIEME -
7|5t= SSL =718 ERE = A&LICH EBIEO0| SSL 6H57|E sitste 2 2 oS3t
= 2 E Eoi=E 235|510k & LIC} inteligence.sourcefire.com.

adm n@i repower: ~$ sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.comport 443 (#0)
* Trying 198.148.79.58..

* Addi ng handl e: conn: 0xec5630

* Addi ng handl e: send: 0O

* Addi ng handl e: recv: 0

* Curl _addHandl eToPi peline: length: 1

* - Conn O (Oxec5630) send_pipe: 1, recv_pipe: O

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLv3, TLS handshake, Cdient hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Cient key exchange (16):

* SSLv3, TLS change cipher, Cient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, Cient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE- RSA- AES256- SHA

* Server certificate:

* subject: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com


https://intelligence.sourcefire.com

* start date: 2016-02-29 22:50:29 GMT

* expire date: 2019-02-28 22:50:29 GMT

* issuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com; nsCaRevocationUrl=
https://intelligence.sourcefire.com/vrtca.crl

* SSL certificate verify result: unable to get local issuer certificate
(20), continuing anyway.

>GET / HITP/ 1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/ 1.1 200 K

<Date: Tue, 01 Mar 2016 13:06:16 GMI

* Server Apache is not blacklisted

<Server: Apache

<Last-Modi fi ed: Tue, 09 Dec 2014 20: 08: 06 GVl

<ETag: "9da27-3-509cel9%9e67580"

<Accept - Ranges: bytes

<Content - Length: 3

<Content - Type: text/htm

<

:)

* Connection #0 to host intelligence.sourcefire.comleft intact
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https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118791-technote-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118791-technote-firesight-00.html
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