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. FMC(Firepower Management Center) HH& 7.1.x
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- Firepower Threat Defense 7.1.x

- ASA 9.17.x
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1. AlAE > &8 > 171888 ME#hLC

Firepower Managemen nter .
IIC"'S‘EIOII & E:pr '-1:2(--1[ ? EIQB . = t ;E te Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @ Giobal | admin v
Configuration Logging Maritaring
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Users Security Analytics & Logging Audit
1 Domains Syslog
- - 3 : - e i Health i
Select a role for this Management Center and specify peer details to setup high availability. I 2 Statistics
SecureX Monitor
Role For This FMC: Updates Folicy Tools
'») Standalone (No High Availability) Events Backup/Restore
Primary Liconses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Expart
Seconda
v Classic Licenses Data Purge:

of

2. FMCe| g g &QlgfLICh ol 2 1718 -0l FEEIX| St FMCE SEE FHd2=z &S

Iéllls:élf.:al F|r.epow.er Mana__g?men_t- CBI’I(EF Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{1 @ Giobal | admin v

Peer Manager

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:
» Standalone (No High Availability)

Primary

Secondary




Iélls.t:c;l Firepow.er Managemem Qenter Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy &-@ﬁ @ Global | adminw
Pe
Cloud Services Realms Identity Sources High Availability eStrecamer Host Input Client Smart Software Satcllite
#% Switch Peer Roles g Il F
Summary Systemn Status
Status & Synchronization task is in progress Local Remote
Active - Primary Standby - Secondary
Synchronization W OK (10.122.148.122) [10.122.148.123)
. 10.122.148.122 Operating System Fire Linux 0S5 7.1.0 Fire: Linux OS 7.1.0
Active System { HA synchronization time : Mon May 23 15:00:36 2022 )
Software Version 7.1.0-90 1.1.0-80
Siandiy Segtar 10.122.148.123 ) )
I Syon { HA synchronization time : Mon May 23 15:25:14 2022 ) Model EacalFirpowne ) sanag smert raaco Fimpowsr
Center 4600 Management Center 4600
FMC CLI
FMC CLIOIA FMC T7h84 AT a|0lM U AEE 20l524™ CFe BHAIE 2 8ot AAIQ
D = S
1.SSH EE= 2& HZAE S3ll FMColl HMAFLICH
2. expert HHS AEE O} sudo su BHS A&#ELICH
> expert
admi n@ntl: ~$ sudo su
Passwor d:
Last login: Sat May 21 21:18:52 UTC 2022 on pts/0
frel: / Vol ume/ horre/ admi n#
3. troubleshoot_HADC.pl &S 4&5t1 M 1 Show HA Info Of FMCE MEigfLICE 17tEH
o o S = va

Ol +EE[X| f2 E< Ch& £30| ZAIELICH

fncl: / Vol une/ hone/ adm n# troubleshoot_ HADC.pl
FrE&xxxkxxxkxxkkx Troybl eshooting Utility
2 Execut e Sybase DBPi ng

3 Show Arbiter Status

4 Check Peer Connectivity

5 Print Messages of AQ Task

6 Show FMC HA Operations History (ASC order)
7

8

9

R R O R 1

Dunp To File: FMC HA Qperations History (ASC order)
Last Successful Periodic Sync Tine (Wen it conpleted)
Print HA Status Messages

10 Conpare active and standby device |i st

11 Check nmanager status of standby m ssing devices
12 Check critical PM processes details

13 Hel p

0 Exi t

EE I I I I I I R I I R R R R I I R R I R R R R I I I R R R S R R I R R I I I
Enter choice: 1
HA Enabled: No
o o = I A=
TI7t8Mo| FHE F2 o8 £30| ZAIELUICH

fncl: / Vol une/ hone/ adm n# troubleshoot_ HADC.pl
ER IR SR kI O S I I Troubl eshootlng Utlllty EE IR IR S I O
1 Show HA Info Of FMC

Show HA Info Of FMC




Execut e Sybase DBPi ng

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations Hi story (ASC order)
Hel p

EXIt R R S S S S

oo ~NO O WN

Enter choice: 1

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Status out put: vnsDbEngine (systemgui) - Running 29061

I'n vmsDbENngi neSt atus(): vnsDbEngi ne process is running at
/usr/local/sf/libl/perl/5.24.4/ SF/ Synchroni ze/ HADC. pm | i ne 3471.

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Rol e: Active

3 0718d | Tef oMo FMC HE2 7|8 = BEX g g4 == 7] &H
7t == &L

FMC REST-API
FMC REST-APIE S&ll FMC 17t24 L && M 74 a2l HEfE & Qlsted™ 2 EHAIE =854
Al2. REST-API Z210|1EE AFEELICE O] ool A= curlO| AFSELICH

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. 0| HE|o| EEE A83sto M =H2/e| UUIDE R &LCH

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool
{ "items": [
{

"name": "Global",

"type": "Domain",

"yuid": "e276abec-e0f2-11e3-8169-6d9ed49b625£f"

}
{

"nane": "d obal / LAB2",

"type": "Domain",

"uui d": "84cc4af e- 02bc- b80a- 4b09- 000000000000"
}
{

"nane": "d obal / TEST1",

"type": "Domain",

"uui d": "efOcf3e9-bb07-8f 66-5c4e- 000000000001"
}
{

nane": "d obal / TEST2",
"type": "Domain",
"uui d": "341a8f03-f831-c364-b751- 000000000001



1.
"links": {

"self": "https://192.0.2.1/api/fnc_platform vl/info/domai n?offset=0& init=25"
H
"paging”: {

"count": 4,

"limt": 25,

"offset": O,

"pages": 1
}

#o: HH -E—XP?E"OI “| python -m json.tool" £ &2 JSON AE}

3. 0| FEZ|oM 2 2Y £ MR UUIDE AFSELICH

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-

6d9ed49b625f/integration/fmchastatuses' -H 'accept: application/json'

5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool
718 Mo| FEEIX| 2 B2 ChE E30| EA|ELCH

{
"links": {},
"paging": {
"count": O,
"limt": O
"of fset": O,
"pages": O

}

}
ntEdol FEE 32 thE £30| ZAIELICH

" fmcPrimary": {
"i pAddress": "192.0.2.1",
"role": "Active",

"uui d": "de7bfcl0-13b5-11ec- af af - a0f 8¢cf 9ccb46"

H

" fmcSecondary": {
"i pAddress": "192.0.2.2",
"role": "Standby",

"uuid": "a2de9750-4635-11lec- b56d-201c961a3600"

I
"haSt at usMessages": [
"Heal t hy"

"id": "de7bfcl0-13b5-11lec- af af - a0Of 8cf 9cch46"
"overal | Status": "GOOD",
"syncStatus": " GOOD"
"type": FNCHAStatus
}
1,
"links": {

-H 'X-auth-access-token:

"self": "https://192.0.2.1/api/fnc_config/vl/ donai n/ e276abec-e0f 2- 11e3- 8169-

6d9ed49h625f /i nt egr ati on/ f nthast at uses?of f set =0&l i m t =25"



H
agi ng": {

"count": 1,
"limt": 25,
"offset": O,
"pages": 1
}
}
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1. 82X 2 oY S YW1 <filename>.tar/results-<date>—xoooxx/command-outputs Z2C 2 O|S &
LiCt.

2. usr-local-sf-bin-troubleshoot_HADC.pl -a.output I} & iL|C}.

7t No| FAHEIX| g2 B2 o Ho| EAIFLICH

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put's

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output"
Qut put of /usr/local/sf/bin/troubl eshoot_ HADC. pl -a:

$VARL = [
"Mrror Server => csnEng',
{
'rcode' => O,
"stderr' => undef,
"stdout' =>'SQ Anywhere Server Ping UWility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole NULL
Dat abase MrrorState NULL
Dat abase Partner State NULL
Dat abase ArbiterState NULL
Server Ser ver Nane csnEng

Pi ng dat abase successful.

}
I
(systemgui) - Wiiting
HA Enabled: No
Sybase Dat abase Nane: csnEng
Arbiter Not Running On This FMC.
Not In HA

178 Aol FHE HS O+ FHo| EAFLICH

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put s

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output”

Qut put of /usr/local/sf/bin/troubl eshoot_HADC. pl -a:

Status out put: vnsDbEngi ne (systemgui) - Running 9399

I'n vmsDbENngi neSt at us(): vnmsDbENngi ne process is running at
/usr/local/sf/liblperl/5.24.4/SF/ Synchroni ze/ HADC. pm | i ne 3471.
$VARL = [



"Mrror Server => csmprimry',

{

"stderr' => undef,

"stdout' =>'SQ@ Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole primary
Dat abase MrrorState synchroni zi ng
Dat abase Part ner St at e connect ed
Dat abase ArbiterState connect ed
Server Ser ver Nanme csmoprimry

Pi ng dat abase successful.

'rcode' => 0
}
I

(systemgui) - Running 8185

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Role: Active

Sybase Dat abase Name: csmprimary
Arbiter Running On This FMC.

Peer |s Connected
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alval : ; o i= @ . . @ +  admin
cisco. Firepower Device Manager Monitoring  Policies  Objects Device: FPR1120~1 & @ P Administrator
Madel Software VDB Intrusion Rule Update Cloud Services High A
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519=-1116 & Not Registered | Register Mot mnﬂgum
No interface named “inside” .
Cisco Firepower 1120 Threat Defense 0
e 1M
a— . IEI IEI EI EI o -
| BEEE OO
8 110 1112 gpp
No interface named “outside”
Interfaces Routing Updates System Settings
Connected There are no sfatic r Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
DHCP Server | Relay
View All Interfaces > View Configuration > View Configuration »
DDNS Service
DNS Servar
M. =ment Interface
Smart License Backup and Restore Troubleshoot aragementintenace
= Hostname
Evaluation expires in 89 days No files created yot Time Servicas
View Gonfiguration > View Configuration > el e Sew more
=2 M A 740 74 I:II 2|74 oLl Xt x in ol o945t I A=
D710l +EE 42 22 X ¢4 mlo R Fol ZX| x| ol & g o] EAIELICH
alvalne o ) A i o = = @ . @ . admin
cisco. Firepower Device Manager Manitoring Policies  Objects Device: FPR1120-1 & : Administrator
Model Software VDB Intrusion Rule Update Cloud Services High Avallability
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 &3 Not Registered | Register Primary Device: Active ' Peer: Standby
No interface named “inside’ [
Gisca Firepower 1120 Threat Defense 0 i M
f e )
s @@ o0
@ lil IE] L) o [
18 110 112 s5p
Mo interface named "outside”
Interfaces Routing Updates System Settings
Connectid Thare are no static reutes yel Geolocation, Rule, VDB, System Upgrade, Managament Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
DHCP Server / Relay
View All Interfaces > View Configuration > View Configuration >
DDNS Service
DNS Servar
. Ma t Interf
Smart License Backup and Restore Troubleshoot aragementnieriace
DATS Hostname
Evaluation expires in 89 days No files created yet Time Sanvicas
View Configuration > View Configuration > R e See more
A2 =1 m] = St (=) = ASHS
FDM REST-API 28 &l FDM 17t&d 71 A JEfE & elsted® Ot 3 HAHE s &Lt
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# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Ciscol23" }'
'https://192.0.2.3/api/fdm/latest/£fdm/token’

{

'access_token":

" eyJhbGciOiJIUZzIINiJ9.eyIpYXQiOjE2NTMyMDg1MjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYS0
XMWVJ LWESMMEtMjk4YjRI ZTUXNmMIj TiwibmImIjoxNjUzMjA4NTI4LCT1eHALIOJE2NTMYMTAZMjgsInJ1Znd1lc2hUb2t1bkV
4cGlyZXNBACI6MTY1MzIxXMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTNmZDA3ZjMtZDg
XZS0xXMWV]jLWESMmMEtYzk5N2UXNDcyNTMOIiwidXN1clJdvbGUiOiJSTOXFXO0FETUlOIiwib3JpZ2luljoicGFzc3dvemQiLCT
1c2VybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANAd_1V6TbFe6M"

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGci G JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDl OM Ox MV
Vj LTk4ZWMt YTI | OTl KZGMAMN2YOI i wi bmdm j oxNj UyMzkOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk1OTY5MDewWL Cly ZWZy ZXNo@91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntcnVzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWht Zj k4ODEXNI Nj ZW wi i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3Jpz2
luljoi cGFzec3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0-i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"token_type": "Bearer"

}
2. 07t88 782 #Qlstzd™ o] A2l HMA EE 2hS AFSELICH

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTMyMDg1MjgsInN1YiI6 ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYSOXMWV
FLWESMmMEtMjk4YjRJ ZTUXNmMIj I iwibmImIjoxNjUzMjA4NTI4ALCI1eHALIOFE2NTMYMTAZMjgsInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MzIXMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTNmMZDA3ZjMtZDgxZS0
XMWVjLWESMMEtYzk5N2UXNDcyNTMOIiwidXN1clJvbGUiOiJSTOXFX0FETUlLOIiwib3JpZ21luljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANd_1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/ha/configurations’

17880l &R g2 32 ohE £30| ZAIFLICH

{
"itens": [
{
"version": "issgb3rw2lixf",

"name": "HA",

"nodeRole": null,
"failoverlnterface": null,
"failoverNane": null,

"primaryFail overl Pv4": null,
"secondaryFail overl| Pv4": null,
“primaryFail over| Pv6": null,
"secondaryFail over| Pv6": null,
"stateful Fail overlnterface": null,
"st at eful Fail over Nanme": null,
"primaryStateful Fail overl Pv4": null,
"secondarySt at ef ul Fai |l over| Pv4": nul |,
"primaryStateful Fail overl Pv6": null,
"secondarySt at ef ul Fai |l over| Pv6": nul |,
"sharedKey": null,
"id": "76ha83ga-c872-11f 2- 8be8- 8e45bb1943c0",
"type": "haconfiguration",
"links": {
"self": "https://192.0.2.2/api/fdm v6/devi ces/ defaul t/ hal/configurati ons/76ha83ga-c872-
11f 2- 8be8- 8e45bb1943c0"
}
}
1,
"pagi ng": {
"prev": [],



"next": [],

"limt": 10
"offset": O,
"count": 1,
"pages": O
}
}

17t880| FEE E2 o3 30| RA|ELICH

{
"items": [
{

"version": "issgb3rw2lixf",
"name": "HA",
"nodeRole": "HA_PRIMARY",

"failoverlnterface": {
"version": "ezzafxo5ccti 3",
“panme": "",
"har dwar eNarme": "Ethernetl/1",
"id": "8d6c4ldf - 3e5f-465b-8e5a- d336b282f 93"

"type": "physicalinterface"

b

FolstedH Chs Zol& AFSELICH

0jo

3. 17t8d EY

i
ok

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzZI1INiJ9.eyIJpYXQiOjE2NTMyMDg1lMjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYS0xMWV
jLWESMmMEtMjk4YjRj ZTUNmMIJ IiwibmImIjoxNjUzMjA4ANTI4ALCIleHALiOjE2NTMYMTAZzMgsInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXB1lIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoi YTNmZDA3ZjMtZDgxZS0
XMWV LWESMMEtYzk5N2UxXNDcyNTMO0IiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANd_ 1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default"’

t8dol FE&IX| i 2 B2 ots E30] ZAIELICH

LS L—

{

"nodeRol e" : null
"nodeState" : "SINGLE_NODE",
"peerNodeState" : "HA UNKNOWN_ NODE",

"configStatus" : "UNKNOM',
"haHeal t hSt at us" : "HEALTHY",
"di sabl edReason" : "",
"di sabl edTi nestanp” : null
"id" : “"default",
"type" : "hastatus"
"links" : {
"self" : "https://192.0.2.3/api/fdm v6/devi ces/ defaul t/operational/ha/status/default”

}
}
17t8dol FEE 2 ohg £30| EAIELICH

{

"nodeRole": "HA_PRIMARY",
"nodeState": "HA ACTIVE_NODE",
"peerNodeState": "HA_STANDBY NODE",
"configStatus": "IN SYNC",
"haHealthStatus": "HEALTHY",

"di sabl edReason": ,



"di sabl edTi nest anp": ""

"id": "default",
"type": "hastatus",
"links": {
"self": "https://192.0.2.3/api/fdm v6/devi ces/def aul t/operational / ha/status/default”
}
}
FTD CLI

MAdo| EHAIE =L}
FTD SNMP &2

MAdo| EHHIE =L}
FTD A siZ& ot

MAdo| EHHIE =L}
FTD 17t84d X &

S SME M85 FTD 17t &
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[ul

- FTD CLI

. FTD SNMP

. FTD &AM sHZ ot
- FMC Ul

- FMC REST-API

- FDM Ul

- FDM REST-API

- FCM Ul

. FXOS CLI

- FXOS REST-API

. FXOS M A| show-tech I} &

FTD CLI

FTD CLIOIAM FTD 7184 ! & & Z4u|agio|M L AEE = l5te{™ O BHE =854
Al2.

1.

M

SiE& 3 7% 2oof et FTD CLIo| M ASHEAH CHE S HE AFSELICH

. FTDO{| CHt 2% SSH HMA - B E ZEHE
. B dA ftdE S35 FXOS £ CLI(Firepower 1000/2100/3100)01| A A A
. HHE S35 FXOS CLIMIA M| A(Firepower 4100/9300):

connect module <x> [console|telnet](017|M x= &€& IDO|11, 07| M x= ftd [instance]& 21 &
gLich 07| M QIARA = OFE QIAEA THo B ST E LCH

. 714 FTD| 222 FTDO CHEH B SSH HM|A = 5t0|HHIO|X] S 2EHLE U0l 22



OH Af| A
2.FTD Holl x| 7+ & 4EHE & 215t24™ CLI0I M show running-config failover %! show
failover state &2

ol =X[7F +EEIX| g2 B Chg £30| ZAIFELICH
> show running-config failover

no failover
>show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Det ected None
====Configuration State===
====Conmuni cati on State==
o ZX|7t 7 EEl A< ChE E=0| EA|IELCH

> show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.34.2 255.255.255.0 standby 10.30.34.3

>show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Primary
Active None
O her host - Secondary
St andby Ready Conm Fail ure 09: 21: 50 UTC May 22 2022
====Configuration State===
Sync Done
====Conmuni cati on State===

Mac set
3.FTD E2{AH 74 & AEfE 2 2l5t2{ show running-config clusterE A3 51 CLIOI A
show cluster info &3 2

o y,
> o
(2
o
=
n

e

SPIAEH RAEIR| g2 B2 08 Ho| EAIFLICH

> show running-config cluster
>show cluster info
Clustering is not configured

2B{AE7 TAE 72 08 0| EAIEL

> show running-config cluster

cluster group ftd clusterl

key * %k k k%

local -unit unit-1-1

cluster-interface Port-channel 48.204 ip 10.173.1.1 255.255.0.0
priority 9

heal t h-check hol dtinme 3

heal t h-check data-interface auto-rejoin 3 5 2

heal t h-check cluster-interface auto-rejoin unlimted 5 1
heal t h-check system auto-rejoin 3 5 2



heal t h-check nonitor-interface debounce-tine 500
site-id 1

no unit join-acceleration

enabl e

> show cluster info
Cluster ftd_clusterl: On

Interface node: spanned
Cluster Menber Limt 16
This is "unit-1-1" in state MASTER
1D 0
Site ID 1
Ver si on 9.17(1)
Serial No.: FLML949C5RR6HE
CCL IP 10.173.1.1
CCL MAC 0015. ¢500. 018f
Modul e FPR4K- SM 24
Resour ce 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last | eave: N A
O her nenbers in the cluster:
Unit "unit-2-1" in state SLAVE
1D 1
Site ID 1
Ver si on 9.17(1)
Serial No.: FLM2108V9YG/S1l
CCL IP 10.173.2.1
CCL MAC 0015. ¢500. 028f
Modul e FPR4K- SM 24
Resour ce 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last |eave: 14:02:31 UTC May 20 2022
&3 otAH L Ao dgo| SYefLIch
FTD SNMP
SNMPE &3l FTD 17184 & & H 7 U dEHE &Hlsted™ O S BHAHE S-S MUA2.
1. SNMP7} 74 & M= %] &elgL|ct FDM 22| FTDS| B2 +4 EtH|= Firepower

FDMOIA SNMP 74 3! x| s HZsHAAL.
MP ZAE & XSHAMAIL.

A= Firepower NGFW 0{Z 20|21 A0 A SN

FMC & 2| FTD2| B Zm|eiold &

2. FTD o Z&| ZAL|T3|01M U AEHE =015} 24w
gfLict.
Yo =XI7F FEEIX| ef2 42 O E E30| EAIELICH
# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.5 .
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING
SNMPv2-SM ::enterprises. 9.9.147.1.2.1.1.1.2.7 = STRING
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.4 = | NTEGER
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = | NTEGER
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.7 = | NTEGER
SNMPv2-SM : :enterprises. 9 9.147.1.2.1.1.1.4.4 = STRING
SNMPv2-SMI: :enterprises.9.9. .1.2.1.1.1.4.6 = STRING:
SNMPv2-SMI: :enterprises.9.9. .1.2.1.1.1.4.7 = STRING:
ROl 2517} BAE A5 18 20| EAELIC

0ID.1.3.6.1.4.1.9.9.147.1.21.118 &3

1.3.6.1.4.1.9.9.147.1.2.1.1.1

"Fai |l over LAN Interface"
"Primary unit"

"Secondary unit (this device)
3

3

3

"not Configured"

"Failover Off"

"Failover Off"


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)" <-- This
device is primary

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.4 = I NTEGER. 2

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = I NTEGER 9

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.7 = | NTEGER 10

SNVMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit" <--
Primary device is active

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.4.7 STRING "Standby unit"

3. 2eiAE 7 L HEE EQlste{™ OID 1. 3614 1.9.9.491.1.8.1& EZELICH.
ZeHAE7E FHEIR| o2 E< ChE £30| EAIELICH

# snmpwalk -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SM : :enterprises.9.9.491.1.8.1.1.0 = INTEGER. 0

A FHEIRKIE 82X §f 2 F2 CHE £30] ZAIELICH

# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0 <-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0 <=-- Cluster unit state, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd_clusteril" <==- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <=-- Cluster side ID

[ T

SEIAET 74, BAE U SS5HE CHE 20| EAELICH

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 INTEGER: 1 <-- Cluster
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16

status, enabled

<-- Cluster unit state, control

unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd clusterl" <=-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <=-- Cluster unit name
1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <=-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <-- Cluster side ID

OID Aol CiEr REMIEF LIS

FTD Al silZd ot
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AAIL.

oM FTD
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CISCO-UNIFIED-FIREWALL-MIBE & X5}
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ok
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11 <filename>-troubleshoot .tar/results-<date>—xooxxx/command-outputs


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

2. usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output It 22 3L|C}.:

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output'’

3. 8o x| £ U MENE E0QI5I2{H show failover MM & QIEFL|CE.

Yol Zx|7F 7 HEEIX| o2 B CHE £3{0| R AIELICH

Failover Off

Fai | over unit Secondary

Fai | over LAN Interface: not Configured

Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maxi mum

MAC Address Move Notification Interval not set

ol Zx7F +EE E2 o= 30| ZAIFLICH

Failover On

Failover unit Primary

Fai |l over LAN Interface: fover Ethernetl/2 (up)

Reconnect tinmeout 0:00: 00

Unit Poll frequency 1 seconds, holdtine 15 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1

Monitored Interfaces 1 of 1291 maxi num

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.17(1), Mate 9.17(1)

Serial Nunber: Qurs FLM2OO6EN9UR93, Mate FLM2006EQFWAGG

Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active
Active tinme: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornmal (Wiiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornmal (Wiiting)

slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)..

4. FTD E8{AH 7 4l ME|E & 21521 show cluster |nfo MME MEEHLICE

=

SeiAE7 FEEIR] i 2 B2 O3 £30| ZAIELICH

------------------ show cluster info ------------eeewe--
Clustering is not configured

SEIAEIE 748D S OHe S20] EAIELICH



show cluster info

Cluster ftd_clusterl: On

Interface node: spanned
Cluster Menber Limt 16
This is "unit-1-1" in state MASTER
I D 0
Site ID 1
Ver si on 9.17(1)
Serial No.: FLML949C5RR6HE
CCL IP 10.173.1.1
CCL MAC 0015. ¢500. 018f
Modul e FPR4K- SM 24
Resour ce 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last |eave: N A
G her nenbers in the cluster:
Unit "unit-2-1" in state SLAVE
I D 1
Site ID 1
Ver si on 9.17(1)
Serial No.: FLM2108VIYGrS1l
CCL IP 10.173.2.1
CCL MAC 0015. ¢500. 028f
Modul e FPR4K- SM 24
Resour ce 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last |eave: 14:02:31 UTC May 20 2022
FMC UI
FMC UIGIM FTD 7844 X &4 Zu|adold & dEfE &Qlste{™ CHS EAHE &St Al
2.
1. Devices(C|HIO|A) > Device Management(C|HFO|A #E) & ME4EFL|CH
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1.9l

ER

Ol

EZH:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. C|HtO|A7F Z&E THQIZ AEFLICH CHE 22| REST API #HE[oMdE= =M@l of7H B4=~7t
Luct o] 2ol EEE AFE5t0d THIQI S5 AAMELCt

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal"
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. THQI UUIDE At835lod EM ClHlo|A BlRE L EH C|HIO|A UUIDE A EIEfLct.

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/v1l/domain/84cc4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool
{
"items": [
{

"id": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
},
"name": "ftd_ha_ 1",
"type": "Device"

4. Fol Zx| & #elstedH o] #2|el 3EAH[olA =Ml uUID & C|Hto|A/Z4E|0|L] UUIDE

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£8-d83b-11ec-9414-b9083eb612d8' -H 'X-auth-access-
token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

"containerDetails": { "id": "eec3ddfc-d842-llec-al5e-986001c83f2f",
"name": "ftd_ha",
"type": "DeviceHAPair"

—

5 ol =x| &fENE & lstzdH of HE|ef 4EH 0l =M@l UUID & DeviceHAPair UUIDE AHE



# curl -s -k

-X GET

'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
-H 'X-auth-

000000000000/devicehapairs/ftddevicehapairs/eec3ddfc-d842-1lec-al5e-986001c83£f2f"
| python -m json.tool

access-token:

"primaryStatus":
"currentStatus":

b

"secondaryStatus": {

6. EHAE & =2l

5d817ef7-£f12f-4dae-b0c0-cd742d3bd2eb’

{
"Active",

"device": {
"796eb8£8-d83b-11lec-941d-b9083eb612d48",

"cur
"dev

AHEErLCH

# curl -s -k -X GET

idr:
keepLocal Events":
"ftd ha_1"

fal se,

name" :

rent Status": "Standby"

ice": {
"id": "e60ca6d0-d83d-1llec-b407-cdc91a553663",
"keepLocal Events": false

"name": "ftd_ha_2"

&olstadH of #2lof 3EtH M =HIQ uuID 2 C|dtolA/Z4E| 0] UUIDE

'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
-H 'X-auth-access-

000000000000/devices/devicerecords/3344bc4a-Ad842-1lec-a995-817e361f7ea5"
| python -m json.tool

token:

5d817ef7-£f12f-4dae-b0c0-cd742d3bd2eb’

"cont a

" 8e6188c2-d844-1lec-bddl-6e8d3e226370",

inerDetails": { "id":
links": {
"https://192.0. 2.1/ api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-

"sel f":
000000000000/ devi cecl ust ers/ ftddevi cecl ust er/ 8e6188c2- d844- 11ec- bddl- 6e8d3e226370"

7. 2{AE| MEHE =0l
UUIDE AL

# curl -s -k

b

b

"ftd_clusterl”,

"name" :
"DeviceCluster"

[[] type LI

&ol5te4 o] Hz|el 6EHAH[0 A = H Q! UUID & C|H}o|A/Z4E | 0|

Ct.

'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
-H 'X-auth-

| python -m json.tool

-X GET
000000000000/deviceclusters/ftddevicecluster/8e6188c2-d844-1lec-bddl-6e8d3e226370"

access-token:

{

"contr
Ild

.
{

5d817ef7-£f12f-4dae-b0c0-cd742d3bd2eb'’

ol Device": {
evi ceDetails": {
"id": "3344bc4a-d842-1llec-a995-817e361f7ea5",
": "10.62.148. 188",

"nanme":
"type": "Device"

"dat aDevi ces": [

"devi ceDetail s": {
"a7ba63cc-d842-1lec-be51-f3efcd7cd5e5"

llidll:
"name": "10.62.148. 191",



"Devi ce"

"type":
}
}

1,

"id": "8e6188c2-d844-11ec-bddl-6e8d3e226370

"name": "ftd_clusterl",

"type": "DeviceC uster"
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FXOS CLI
FXOS CLIS| FTD 17t84 X &t 71 & & El & 2I2 Firepower 4100/93000 A AtE & = R
&Lct

CHS EHA|of 2k FXOS CLIIA FTD 7t & &8 Hu|ago|M 2 AEfE & QlstLct.
1. MAlof 2& E= SSH ¢ddg Mgt
2. FTD 17+8M AEHE & 215l2{H scope ssa HH S A LIS scope slot <x>& Al&i5t04
FTD7} AdE|l= EY £ 92 ™EHSHT show app-instance expand B2 A& EFL|C.

firepower # scope ssa
firepower /ssa # scope slot 1
firepower [/ssal/slot # show app-instance expand

Application Instance:
App Nare: ftd
Identifier: ftdl
Adm n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Val ue

firepower-mgnt-ip 192.0.2.5

ha-l an-intf Et hernet 1/ 2

ha-link-intf Et hernet 1/ 2

ha-role active

ngnt - url https://192.0.2.1/

uui d 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8

3 FTD SAE 74 L HEIE & 215l2{H scope ssa WS A5 show logical-device
<name> detail expand BH 2 A3 t. 097|M name =2[* C|H}O|A O|F 0|1 show app-
instance BH. 5 &X o CH




firepower # scope ssa
firepower /ssa # show logical-device ftd clusterl detail expand

Logi cal Devi ce:
Name: ftd clusterl
Descri pti on:
Slot ID 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

firepower /ssa # show app-instance
App Name Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftd_clusterl 1 Enabl ed Ol ine 7.1.0.90 7.1.0.90
Cont ai ner No RP20 In Cluster Master

FXOS REST API

FXOS REST-API= Firepower 4100/930004| A X|&ElL|C}.

FXOS REST-API & &3l FTD 17184 Ll =& Zu|api o] L AENE & elste{d S
EAHE &5t AI2. REST-API 22I0|¢1EE AL ELICE. O] ofollAHE curdO| AFREIL|CE.

1.2158 EEE 2F&LCL

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login'
{
"refreshPeriod": "0",
"token": "3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d"
}
2. FTD Toll ZX| 4EHE &Qlstzd™ o] HE|MH EE L &R A& ELCt.

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d’
'https://192.0.2.100/api/slot/1/app-inst"’

{ "smAppl nst ance": [ { "adm nState": "enabl ed", "appDn":

"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1&3",

"appNane": "ftd", "cl earLogDat a": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",

"current JobProgress”: "100", "currentJobState": "succeeded",

"currentJobType": "start", "depl oyType": "container", "dn": "slot/1/ app-

inst/ftd-ftd1i", “errorMsg": "", "event Msg": "",

"execut eCmd": "ok", "ext ernal | yUpgraded": "no", "fsnmbDescr": "",
"fsmProgr": "100", "fsnRmt | nvErr Code": "none",

"fsnRnt | nvErr Descr™: "", "fsmRm I nvRslt": "", "fsntt ageDescr™: "",
"fsnStatus": "nop", "fsmilry": "0", "hotfix": "",

"jdentifier": "ftdliv,

"operational State": "online",

"r easonFor Debundl| e": ,



"resourceProfil eNane": "RP20",

“runni ngVersion": "7.1.0.90",

"SmAppAttribute": [

{
"key": "firepower-ngnt-ip",
“rn": "app-attribute-firepower-ngmt-ip",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
firepower-ngnt-ip",

"val ue": "192.0.2.5"

H
{
"key": "ha-link-intf",
“rn": "app-attribute-ha-link-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-1ink-intf",
"val ue": "Ethernetl/2"
H
{
"key": "ha-lan-intf",
“rn": "app-attribute-ha-lan-intf",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-lan-intf",
"val ue": "Ethernetl/2"
H
{
"key": "mgnt-url",
“rn": "app-attribute-mgnt-url",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
mgmt -url ",
"value": "https://192.0.2.1/"
H
{
"key": "ha-role",
“rn": "app-attribute-ha-role",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-rol e",
"value": "active"
H
{
"key": "uuid",
“rn": "app-attribute-uuid",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
uui d",
"val ue": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"
}

1

3. FTD 2&{AH Hu|aefo|ME #elsted™ o] Z{E|oAM =2|X ClHtol& AEXE A
Ct.

mo
r

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997dad4453cdc0c37££b888816c944d’
'https://192.0.2.102/api/1d/ftd_clusterl’

{
"snlLogi cal Device": [
{
"description": "",
"dn": "ld/ftd_clusterl",
“errorMsg": "",
"fsnmbDescr": "",

"fsnmProgr”: "100",



"fsnRmt | nvErr Code": "none",
"fsnRt | nvErr Descr": "",
"fsmRm I nvRslt": "",
"fsntt ageDescr™: "",

"fsnStatus": "nop",
"fsnrlraskBits": "",
"fsnry": "0",

"ldMode": "clustered",
"linkStateSync": "disabled",
"name": "ftd_clusterl",

"operational State": "ok",
"slotld": "1", "snCl ust er Boot strap”: [ {
"ccl Network": "10.173.0.0", "chassisld": "1",
"gat ewayv4": "0.0.0.0", "gatewayv6": "::", "key": "",
"mode": "spanned- et her channel ", "name": "ftd_clusterl",
"net maskv4": "0.0.0.0", "pool Endv4": "0.0.0.0",
"pool Endv6": ":: ", "pool Startv4": "0.0.0.0",
"pool Startvée": "::", "prefixLength": "", "rn": "cluster-
boot strap”, "siteld": "1", "support Ccl Subnet ":
"supported”, "updat eTi nest anp": "2022-05-20T13: 38: 21. 872",
"urllink": "https://192.0.2.101/api/ld/ftd_clusterl/cluster-bootstrap"”,
"virtual | Pv4": "0.0.0.0", "virtual | Pv6": "::"
} 1.

4. FTD Ec{AH SEIE Flsied™ Chg ZolE AFSE LI

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997da4453cdc0c37£fb888816c944"
'https://192.0.2.102/api/slot/1/app-inst"’
{
"smAppl nst ance": [
{
"adm nState": "enabl ed",
"appbDn": "sec-svc/app-ftd-7.1.0.90",
"applnstld": "ftd_001_JAD19500BABI YA3OO658",
"appNane": "ftd",
"cl ear LogData": "avail abl e",
"clusterOperationalState": "in-cluster",
"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",

"“dn": "slot/1l/app-inst/ftd-ftd_clusterl",
“errorMsg": "",

"event Msg": "",

"execut eCnd": "ok",

"ext ernal | yUpgraded": "no",

"fsnbDescr": "",

"fsnmProgr": "100",

"fsnmRmt | nvEr r Code": "none",
"fsmRnt | nvErrDescr": "",
"fsmRnt I nvRslIt": "",
"fsnttageDescr": "",
"fsnStatus": "nop",

"fsmlry": "0",

"hotfix": "",

"identifier": "ftd clusterl",
"operational State": "online",
"reasonFor Debundl e": "",
"resourceProfil eNane": "RP20",

"“runni ngVersion": "7.1.0.90",



FXOS MA| show-tech I+

FTD m7t84 2 =& 34 U 4Eff= Firepower 4100/9300 A A| show-tech TH0f|Af & QIg
A& LICEH

FXOS MA| show-tech Tt UM 17t8E X & Hu|azold & &EfE &Helsied™ ChS B
HE st AIR.

1. FXOS 7T 2.7 0| &0 = sam_techsupportinfo I+ &=
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.taroil A 1L |C}.
0|™ 9| B2 FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tarof| A
sam_techsupportinfo It 22 jL|C}.

2. 2ol Zx| MEHE & 215l24H 'show slot expand detail' Mo EX £ of2{ol M ha-role
k& EISH A2,
# pwd

/var/tnp/20220313201802_F241-01- 11- FPR-2_BC1_al | / FPRM_A TechSupport/
# cat sam_techsupportinfo

“show slot expand detail’
Sl ot :
Slot ID: 1
Log Level: Info
Adm n State:
Qper State: Online
Disk Format State: Ok
Di sk Format Status: 100%
Cl ear Log Data: Available
Error Msg:

Application Instance:
App Nane: ftd
Identifier: ftdl
Admin State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner
Turbo Mode: No
Profile Name: RP20
Hot fi xes:
External |y Upgraded: No
Cluster State: Not Applicable
Cluster Role: None
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Cl ear Log Data: Available
Error Msg:
Current Task:

App Attribute:
App Attribute Key: firepower-ngnt-ip
Val ue: 10. 62. 148. 89

App Attribute Key: ha-lan-intf



Val ue: Ethernetl/2

App Attribute Key: ha-link-intf
Val ue: Ethernetl/2

App Attribute Key: ha-role
Value: active

App Attribute Key: ngmt-url
Val ue: https://10.62.184.21/

HAE 72 &2l5t2{H 'show logical-device detail expand' MMM EH &% oo
= Mode £41 Z+& =03t |C}
M VMode 'S smE =3 L H .

oW
M
—
O
i

“show logical-device detail expand’

Logi cal Devi ce:
Name: ftd clusterl
Descri pti on:
Slot ID: 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Cl uster Bootstrap:
Narme of the cluster: ftd_clusterl
Mode: Spanned Et her channel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
I Pv4 Netrmask: 0.0.0.0
| Pv4 Gateway: 0.0.0.0
Pool Start |1Pv4 Address: 0.0.0.0
Pool End | Pv4 Address: 0.0.0.0
Cluster Virtual |Pv6 Address:
I Pv6 Prefix Length:
| Pv6 Gat eway:
Pool Start |1Pv6 Address:
Pool End | Pv6 Address:
Last Updated Ti mestanp: 2022-05-20T13: 38: 21. 872
Cluster Control Link Network: 10.173.0.0

4. FTD 2HAE YEHE =2I5t2{H 'show slot expand detail' 40| £ &% ofzHol| = B
AE E) U FRHAE HE 59 & FFLChL

“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Adm n State:
Qper State: Online
Di sk Format State:
Di sk Format Status:
Cl ear Log Data: Available
Error Msg:



Application Instance:
App Nare: ftd
Identifier: ftd_clusterl
Admi n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Native
Turbo Mode: No
Profil e Nane:
Hot f i xes:
External ly Upgraded: No
Cluster State: In Cluster
Cluster Role: Master
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Cl ear Log Data: Available
Error Msg:
Current Task:

ASA 117188 S &F Y

Ct

2 M2 ALS85t0{ ASA 178 & =E M 71 &l MEfE =IE 5= &LICt
. ASA CLI

. ASA SNMP £2!

. ASA show-tech I}

. FCM UI

- FXOS CLI

- FXOS REST-API

. FXOS MA| show-tech I}

ASA CLI

= EtAof th2F ASA CLIOIAM ASA T7t87d A =&t HI|ag|o|MHdE &l

SHE L 7= 2of 2k ASA CLIO| M ASHES

[IIII=I

2
_ITI_
alo
o
End
fjo
>
oo
o
r
_ITI_

. 0{Z 20| A 2 =0i M Firepower 1000/3100 & Firepower 21000{|A{ ASA0{| CHEF &% &I

/SSH YA A
Z2& 20l M Firepower 21002 FXOS 2% CLIO|A HAM|A ST connect asa BHEE S5

ASA0] 34
. HHE S5 FXOS CLIMIA HM A (Firepower 4100/9300)

connect module <x> [console|telnet](017|A xE &€& IDRILICHE HAZS C}S asaE HEE
Lict.

. 7F4 ASAS| A ASAO] CHEF 21 SSH HM|A EE= SHO|IHHFO|A EE= EEIRE Ul E£
oHA-||/\
2. ASA ZHof =x| 714 4! AEHE EQI5t2{Td ASA CLI0IA show running-config failover 2! show
failover state WE =2 A EL|CtH



Yol ZR7F FEEX| 2 2 oS £30| ZAIELICH

asa# show running-config failover
no failover
asa# show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Det ect ed None
====Configuration State===
====Conmuni cati on State==
o =X|7t +EEl A2 ChE £30| EAIELICE

asa# show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.35.2 255.255.255.0 standby 10.30.35.3

# show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Primary
Active None
O her host - Secondary
St andby Ready Comm Fail ure 19: 42: 22 UTC May 21 2022
====Configuration State===
Sync Done
====Conmuni cati on State===

Mac set

3. ASA E2{AE 78 U MEE & 2I5t2{™ show running-config clusterE &A1& 5t 1 CLIOIAM
2

= O
show cluster info @& & A&EHLICT

SEIAET TAEIR| o2 B9 g B0l EAIELIC

asa# show running-config cluster
asa# show cluster info
Clustering is not configured

SBIAET 24T B2 08 EHo| EAELC,

asa# show running-config cluster
cluster group asa_clusterl
key * Kok k ok
local -unit unit-1-1
cluster-interface Port-channel 48.205 ip 10.174.1.1 255.255.0.0
priority 9
heal t h-check holdtime 3
heal t h-check data-interface auto-rejoin 3 5 2
heal th-check cluster-interface auto-rejoin unlimted 5 1
heal t h-check system auto-rejoin 3 5 2
heal t h-check nonitor-interface debounce-tine 500
site-id 1
no unit join-acceleration
enabl e



asa# show cluster info
Cluster asa_clusterl: On

Interface node: spanned
Cluster Menber Limt 16
This is "unit-1-1" in state MASTER
I D 0
SiteID : 1
Ver si on 9.17(1)
Serial No.: FLM2949C52321T
CCL IP 10.174.1.1
CCL MAC 0015. ¢500. 018f
Modul e FPRAK- SM 24
ASA SNMP
SNMPE S35l ASA 17t8d & &8 d Zu|aso|MS #elsieiH ot 5 BHE +¥s

1. SNMP7} 74 2 438t It x| 2holgtict
2. &off Zx| 42804 L AEHE 2 QI5t7| 25H 01D.1.3.6.1.4.1.9.9.147.1.2.1.1.18 B2

LICF.
Yol ZR|7F FHEIX] &

# snmpwalk -v2c¢ -c¢ ciscol23

-On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit"

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit (this device)
SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER. 3

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.6 = I NTEGER 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER. 3

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1. 4.4 = STRING "not Confi gured"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.6 = STRING: "Failover Off"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Failover Off"

Fofl Zx|7t TAE A ohg H20| EAIELICH

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"
SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)"
This device is primary

SNVWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"
SNVPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = |NTEGER 2

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER. 9

SNWPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 10

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit"

Primary device is active

SNVPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Standby unit"

3. 2HAE 74 & AEHE 2Ql5t2{7 OID 1.3.6.1.4.1.9.9.491.1.8.18 E LI},
S2{AE7} PHEX| b2 B9 g Ho| EAIEUL

# snmpwalk -v2c -c ciscol23 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SM ::enterprises.9.9.491.1.8.1.1.0 = INTEGER 0

ZeHAET7E FHEIUR|B H -GS 2 K| o2 < CHS £30| EAIELICH



# snmpwalk -v2c -c ciscol23 -On 192.0.2.12

.1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0 <-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0 <-- Cluster unit state, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER 11
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "asa_clusterl" <-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <-- Cluster side ID
2RAETL T4, 45t 2 HS5E oh E20| AL
# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 1 <-- Cluster status, enabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16 <=-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "asa_clusterl" <-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <=-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <=- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <=-- Cluster side ID

OID Aol CHEr RiMIEF L8 2

CISCO-UNIFIED-FIREWALL-MIBE & X4

ASA show-tech I} &

Failover Off

Fai | over unit Secondary
Fai | over LAN Interface: not
Reconnect timeout 0:00: 00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 nmaxi num
MAC Address Move Notification |Interval

SUESBIEPELE-EY=EY SIE:

Confi gured

not set

T AIELICE

Failover On

Failover unit Primary
Fai |l over LAN Interface: fover
Reconnect tinmeout 0:00:00
Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maxi num
MAC Address Move Notification Interva

Et hernet 1/ 2 (up)

not set

01524 show failover AlME

-

=
=


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

failover replication http
Version: Qurs 9.17(1), Mate 9.17(1)
Serial Nunmber: Qurs FLM2OO6EN9AB11, Mate FLM20O6EQZYO02
Last Fail over at: 13:45:46 UTC May 20 2022
This host: Primary - Active
Active time: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

2. 2HAE 7 L HEIE = 2l5t2{T show cluster info AlMHE MESEHL|CE.

SEIAETL TAEIR| o2 B9 o8 B0l EAIELIC

—————————————————— show cluster info ------------------
Clustering is not configured

SEIAEIE TAST FAIEHEHE CHS S20] EAIFLIC

—————————————————— show cluster info ------------ceee---
Cluster asa_clusterl: On
Interface nobde: spanned
Cluster Menber Limt : 16
This is "unit-1-1" in state MASTER

I D 0
SiteID : 1
Ver si on ©9.17(1)
Serial No.: FLM2949C52321T
CCL I P :10.174.1.1
CCL MAC : 0015. c500. 018f
Modul e . FPR4K- SM 24

EéMUl
MMo| EHA & mHELICt
FXOS CLI
MMo| EHA & mHE LT
FXOS REST-API
MMo| EHA & mHELICt
FXOS MA| show-tech I+

MiMO| EHAIE S LT
dhsied o= &0l

FTD &3l o=



- FTD CLI

- FTD show-tech

- FMC Ul

- FMC REST-API

- FCM Ul

- FXOS CLI

- FXOS REST-API

. FXOS M A| show-tech I+

210 FDM2 EH B EE X|5HK| ek&L|Ct.

FTD CLI

Ct=Z EtAof 2t FTD CLIGIAM FTD &3t 2= & & QIghLCt.

m||:|
1]H:|
—LI
Hy

HJ
In
(=3
o
Ml
_|
O
@)
—
[=3
§el
;
>.
ol
N
e
jul
ﬂlo
rﬁ
fjo
>
oo
o
r
[ul

. FTDO| CHt 2% SSH YM|A - BE ZEHE
. B M4 fidE S5 FXOS 22 CLI(Firepower 1000/2100/3100)01l A A A
. HHEZ S35 FXOS CLIMIA M| A(Firepower 4100/9300):

?1d 2 E <x> [consoleltelnet], 07| x= £ F IDYILICY.

ftd [instance] B PZELICE 047|M QAE AL C}E QIAEIA TLHofo BHRAE/L|CH

7H4 FTD| 249 FTDO CHE Al7 SSH #AM|A = 5H0[THHOIX] Ei= B2HRC UlolM 22
A &

2. ety mE E 221524 CLIO A show firewall &S AEHL|CH

> show firewall
Firewall mode: Transparent

FTD 24 a4 ol
CIS EHAlof 2t FTD EBE 4 E IHUMAM FTD &sted m= & &olghLct.

1. 22X s YU S P11 <filename>-troubleshoot .tar/results-<date>—xoooxx/command-outputs
ZHZ o|S gLt

2. usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output Zt &S iL|C}.:

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output'’

3. FTD g3led m =& #0152 show firewall Mg MEHEFL|CE.



------------------ show firewall ------=-----------
Firewall mode: Transparent

FMC UI

CtZ BtAof 2t FMC Ul FTD &3t 2= & elghL|ct.

1. Devices(C|HIO|£) > Device Management(C|HFO|A #E2|)& ME4EFLICH.

alisifi F|repower Management Center -
CIICO  Overview f Ceshboards f Mansgenms Overview Analysis Policies 1 Objects AMP Intelligence Deploy Q @{} [7] | admin ¥
—
2 wn Trobieshoot
Device Upgrade Site To Site File Download
B NAT Remote Access Threat Defense CLI
GoS Dynamic Access Policy Packet Tracer
- =
Platform Settings Troubleshooting Packet Capture L‘ a , L
FlexConfig Site 1o Site Monitoring
- =
Certificates Bass
admin No No Posu
t organized by diffe admin No No Fas.
e No No "o s w
admin No No o/
Filas Dashbo:m -
LA S R TTE T y ancl Fila Events admin Mo No o #Fw
soounnr |I1IB||I nce Slallulcs " =
rowden Securty admin o Mo B s
&Jmmar\f Dashboard - —
rovides & summary of activity admin Mo Yes o Ff e
H S rC= '—
2.ctelg 42
Fire r Man. men nter
il cpow_e } aagc B t Cente Overview  Analysis  Pebcies  Doviess  Objects  AMP Depley O @I @ LaB2|adminy
Doploymant Histary
Viaw By: Domain .
AI(S)  ®Emor(0)  ® Warning (0) Offine (0) @ Homal {5) Deployment Pending (0] ® Upgrade (0)  # Snort 3 (5) 0y, Search Davice m
Co g All
Mo Model varaon Chassts Licanses fecess Control Policy Gaoup
~ LABZ(3)
fd_ehustor] (2) .
™ Cluster £
10.62.148.188(Controd)  Snort 3 FP4120-5:443 - .
1062148 188 E Firepowes 4120 wath FTO  7.1.0 B Secusity Module - 1 (Gontainer) Baae, Throat acp i
10,6214%191 Snart 3 KSEC-FPR 4 443 . :
e Firepower 4120 with FTD 7.1.0 = | gml,.w'ﬂnouuuc 1 i(‘.'gr:ta'l‘"erp Base, Threat acp :
fid_ha
™ High Availsbiity £
1ad_ha_1[Primary, Active) Snort 3 KSEC-FPRA s
10,62, 148 89 Firepowsr 4150 with FTD  7.1.0 B ecumity piod g \Containar) Base, Threat acp
fid_ha_2(Secondary, Standby) Snort 3 Firepower 4150 wilh FTD. 7.1.0 = s Base, Threat acpl 3
fic_standalons (i Firepower 2120 with FTD. 7.1.0 NIA Base, Threat acpl rE
10.62.148.181 [Roued] =

FMC REST-API

i

CZ EHAlol| 2t FMC REST-APIE S8l FTD W3t REE & QI LICH REST-API E20|AE



£ A8 EfLICH o] 0l M E curlO] AHEEILICH.

ro
0l

EZ %:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token

< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. ClHO|ATF Z & El ZHIQIE AlMEELICH CHE 22| REST API #HE[d M= |l o7 g7t
Zoluich of #2lol E2g Agstol Nl S2g HME LI

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal"
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. ZHQI UUIDE At835lod EM CHlo|A BlRE L EH C|HIO|A UUIDE A EIELCt.

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool
{
"items": [
{

"id": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
1
"name": "ftd _ha 1",
"type": "Device"
1

4. 0| F2|o| 3EtAH oM =HQ! vUID 2! C|H}O|A/ZAE| 0|l UUIDE AF2 5D ftdModel| 22 &0l
grLict.

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£8-d83b-1lec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{

"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514"



name": "acpl",
"type": "AccessPolicy"

b,
"advanced": {
"enabl e0GS": fal se

b,
"description": "NOT SUPPORTED',

wftdMode": "ROUTED",
FCM Ul

#t3led @ == Firepower 4100/93002| FTDO| CHaH & Q18 &~ Ql&LICH
CH= EHAo| 2k FCM UIo| M FTD &3t R EE = QIghLCt.

1. =2/ ClHto|A HO|X|o M =2l ClHto|A & HER LT

Overview Interfaces J[IGLIT=1ReEMELEE Security Engine  Platform Settings

1 & Refresh | ) Add -~
Legical Device List {1 Containar instance) 77% (66 of 85) Coras Avadable
a1 Standalons Status:ok 2 I:I H
Application Nersion Resource Profile Manasgement IP Gateway Management Fort Status
4 e 7.1.0.90 P20 10,62, 148,89 10.62,148.1 Ethesnet/ i @ orine (0] AT
Interface Name Type Attributes
data Chuster Operational Status: not- applcsble
ik FIREPC/WER-MGMT- 19 + 1062 148,89
ata M LINK: INTF : Ethernet1/2
M LAN- INTF + Ethernet1/2
MGAMT: LIRL + hitps:/10.62.184.21/
HA-ROLE ke
Ui + T96ehErE-dB50-1 1ec-341 0-D083e D61 206

2. O Z 2|7 0| o} 0|22 Z2!5t1 Settings(A™) B0l M Firewall Mode(& 3t D E)E MEHEF L
Ct.

Editing - ftd1 SO0 | | CBECRL
Standalone | Cisco Firepower Threat Defense | 7.1.0.90
Cisco Firepower Threat Defense - Bootstrap Configuration Tix
Ethernetl/2
Permit Expert maode for FTD SSH yes -
Ethernetl/3 SESSIONS:
Etharnatl/4
Search domains: X
Ethamatl/s G0
+ Ethametl/6 Firewall Mode; Transparent i
£ L/ DNS Servers; 8888 1
Ethernetl/g =
Fully Gualbfied Hostname: “
Password: Set: Yes FTD - 7.1.0.90
Ethamati/i
Confirm Password: Click to configura
Registration Key: Sat: Yes
Confirm Registration Key:
Firepower Management Cantar [P: 10.62.184.21
Firepower Management Center NAT ID:
Eventing Inteface: "
Hardware Crypta: Enabled v
[ S S e
9 fo 7.1.0.90 FP20 fhemati/a oning
oK cancal
Interface Name —
Eetometyz data
Eetemetys data

FXOS CLI

4Fshed 2 E = Firepower 4100/93002] FTDO| CHaH & Q18 &~ Ql&L|ch.



Ct= EHA|Of 2 FXOS CLIOIAM FTD ested 2 E & &holstL|Ct.

1. MAlol & EE= SSH ddg ™M™t
2. scope ssaE Meret ok 878 =2l Clat

firepower# scope ssa
firepower /ssa # scope logical-device ftd_clusterl
firepower /ssal/logical-device # show mgmt-bootstrap expand

Managenent Confi guration:
App Nare: ftd

Secret Bootstrap Key:
Key Val ue

PASSWORD
REG STRATI ON_KEY

I P v4.
Slot ID Managenent Sub Type | P Address Net mask Gat eway Last

Updat ed Ti nest anp

1 Firepower 10.62. 148. 188  255.255. 255. 128 10.62. 148.129  2022-05-
20T13: 50: 06. 238

Boot strap Key:

Key Val ue
DNS_SERVERS 192. 0. 2. 250
FI REPONER_MANAGER | P 10. 62.184. 21
FIREWALL_MODE routed

PERM T_EXPERT _MODE yes
SEARCH_DOVAI NS ci sco.com

FXOS REST API

FXOS REST-API= Firepower 4100/93000| A K| E{L|Ct.

CtS BHAof [H2F FXOS REST-API RS &8l FTD Y&t R=& 2 elgrL|Ct REST-API 2210
HEE MEFLICH O oo M= curlO] AASELICH

1.l

LR

EZ %:

0l

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23’
https://192.0.2.100/api/1d/ftd_clusterl
{

"refreshPeriod": "0",
"t oken": "3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££fb888816c944d"

}
2. 0| HZ|M =2|x & x| AHEXIE AF25t D FIREWALL_MODE 7|2 Zt2 &holstL|Ct,

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997dad453cdc0c37££fb888816c944’
https://192.0.2.100/api/1ld/£ftd_clusterl



{ "key": "FIREWALL_MODE",

"rn": "key-FI REWALL_MODE",

"updat eTi nest amp”: "2022-05-20T13: 28: 37. 093",

"urllink": "https://192.0.2.100/api/ld/ftd_clusterl/ ngnt-
boot strap/ ftd/ key/ Fl REWALL_MODE"

"value": "routed"

b

FXOS MA| show-tech I+

FTDS| &3t 2 == Firepower 4100/93002| show-tech T 0i|A{ & Qg £~ Ql& LT,
CHS EHAIo H2F FXOS AHA| show-tech THOIA FTD 5t 2 EE & QlghLct,

1. FXOS K7 2.7 0|40 A= sam_techsupportinfo It &S <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar0il A 3L |C}.
0|™ H{T™ o] B2 FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.taroi| A
sam_techsupportinfo I+ & iL|C}.

2.

Am

# pwd
/var/tnmp/20220313201802_F241-01- 11- FPR-2_BC1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo

“show logical-device detail expand’
Logi cal Devi ce: Name: ftd clusterl
Descri pti on:
Slot ID: 1
Mode: C ustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Boot strap Key:
Key: DNS_SERVERS
Val ue: 192.0. 2. 250
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FI REPONER_MANAGER I P
Val ue: 10.62.184. 21
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FIREWALL_MODE

Value: routed
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

ASA sl nE

Y Al Y &R okeholl = 'show logical-device detail expand’ A E & QI5HAA|2.



- ASA CLI

- ASA show-tech

- FCM Ul

- FXOS CLI

- FXOS REST-API

. FXOS MA| show-tech I+

ASA CLI

ASA CLIOJA ASA &3l ZEE

1.

[T

ot

FOIstE{™ CHg EHHIE =™t AR,

M|k

SHE 2 75 2Eof 2k ASA CLIO| HMASIE{H CHE S M2 AFSELICH

. 0{Z2t0|1A 2 =0 M Firepower 1000/3100 2! Firepower 210001 A ASA0]| CHEH &% &L

/SSH Y M| A

. E3E T C0f A Firepower 21002 FXOS 2& CLIOIM HA|A ST connect asa BHEE &N

ASAO] o4

. BHE S5H FXOS CLIo|M HAM| A (Firepower 4100/9300):

connect module <x> [console|telnet](017|AM xE &€& IDQILICHE HAZS OIS asaB HZEE
Lict.

. 7HA} ASAC| Z4S ASAOH CHEH EIT SSH HMA &= 310|HHHO|X] £ ZEHRE UM 28
oH | A

2. CLIOI A show firewall 23232 AldHistL|Ct.

asa#

show firewall

Firewall mode: Routed

ASA show-tech I}

ASA 2t3te @ &= £ =015t 2{™ show firewall MM S &QlgtL|Ct

------------------ show firewall -------=-=-==-------
Firewall mode: Routed

FCM UI

MM

O| A E &L},

FXOS CLI

MM

O| A E &L},

FXOS REST-API

MM

O| A E &L},

FXOS MA| show-tech I} &l



Mol BHAIE MHELICH

QIAEA HIE R &l
che S 7hx| ofE 27014 QIABIA 7& REo| AL

- HIO|E|= QIARIA - HIO[E|E QIARIAE Hot B E/QdTI0| E'= 2|AA(CPU, RAM 2 C|A3
37HE A8t R 5tLto| WO[E|E QAR AR MR £ Ql&LICH
- ZIE|O|Ld QIAEIA - 5"|E1|O|L-i OIAEIAL Hot mE/0lElo] EI/\/\ st9| zlate ARSI}
CIS QIAEA 7|52 FMCOIM 2[5t FTDOIZH X[ HEILICH ASA EE= FDMOAM & E2|5HE
FTDOllE XIEIX| L,,.=.|,||:+
ZiE 0| T E QIAEIA 71| I3|0|ME Firepower 4100/93002| FTDOY| Bt K| E!L|C}.

QUAHA HIZ RH2 OIS SME ALSSto] HE & JU&LICH

0%

- FTD CLI

- FTD Show-tech

- FMC UI

- FMC REST-API

. FCM UI

- FXOS CLI

- FXOS REST-API

. FXOS MA| show-tech T+

FTD CLI
Ct2 SHA|ofl [ 2F FTD CLIOIAM FTD QIAEIA 1= Q32 =olghL|ct.

SHE 9 3% 2o M2t FTD CLIo| HMASIE{™ CHE M2 AFSELICH

IIJII=I

. FTDO{| CHB8t 2% SSH M A - ZE ZSHE
- BHE S35H FXOS CLIO| A HAM|A(Firepower 4100/9300):

connect module <x> [console|telnef](017|A x= &% IDILICt. 22 CHF ftd [instance] & A EE
LIt 047|M QIARAE OFHE QIAERA FHoitt s ELC

2. show version system &2 A3t 1 SSP Slot Number(SSP &% £13%)%t &4 £2 &ol#t
LICt Z4E|o|Lq7} o] E0i 2™ FTDE= ZAE|0|] 2E0| A A ELICE.

> show version system

------------------- [ firepower J---------mmmcmmmonnn-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uJl D . 3344bc4a- d842- 1lec- a995-817e361f 7eab

VDB ver si on : 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Conpi | ed on Tue 30- Nov-21 18:38 GMI by buil ders
Systeminmage file is "diskO:/fxos-|fbff-k8.2. 11.1.154. SPA"
Config file at boot was "startup-config"



firepower up 2 days 19 hours
Start-up time 3 secs

SSP Slot Number: 1 (Container)

FTD 2x1 812 Tl

Che EAlol et FTD 27 817 Dol M FTD QIARA 25 8

o2
mo
1

QIErLCH.

1. 2A| si2d & Y1 <filename>-troubleshoot .tar/results-<date>—ooooo/command-
outputs EC{Z O|SEFLICH
2. usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output I+ &€ jL|C}.

# pwd
/ ngf wl var/ common/ r esul t s- 05- 22- 2022- - 102758/ conmand- out put s
# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_ cli_util.output'’

3. BEAlE sSSP &R HEJI e £ olgLCt AHE|o|Ld7t o] £oi 2™ FTD= Z4H| 0L
2o AEL|C

------------------- [ firepower ]--------------------

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uul D . 3344bc4a- d842- 11lec- a995- 817e361f 7eab
VDB ver si on . 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP (Qperating System Version 2.11(1.154)

Conpi l ed on Tue 30-Nov-21 18:38 GV by buil ders
Systeminmage file is "diskO:/fxos-Ifbff-k8.2. 11.1.154. SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up tinme 3 secs

SSP Slot Number: 1 (Container)

FMC UI
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Al Fnep@werManagementCenmr P
CISCO  Overview | Dashboands [} Overview Analysis F‘nllclcs] Objects AMP Intelligence Dweploy Q, @{:} @ Giobal\ admin»

—
2 Toubleshoot Create Dashboard
Device Upgrade Site To Site File Dowmload
Name NAT Remote Access Threat Defense CLI
5 Dynamic Access Pol Packet Tracer
Access Controlled Uiser Statistics ao " I “ ' B Q , u
Provides traffic and intrusicn event statistics. by | Platform Settings Troubleshooting Packet Capture o
Application Statistics FlexConfig Site (o Site Monitoring e
Fravicon i i Anason o St Pphcal Cartificates E
.ABD."GBUHD.H 51a:lis1.|r.ell 1?.:].0} admin Mo No N |
ComOntOn UMY etk secment raanised by difesent admin Mo Mo W
Rel.ailea.l}a.s!ﬂm_:a:rf! — admin No Mo AN
!:r_e!.aile:l.ola)s_r_'bﬁ-.dtf.o.or SR — sdmin N N Fass
Ercvkcee s cvariews of Matware anc il Events _— G Re Barsw
:S:uurilv\lnlsll_quam?e SFatis\is_sr e admin [ Mo ke B ]
SLDCETESelE| admin No Yes "o 5

2. Chassis(MAl) @& &elgtL|ct ZEI0|L{ 7t 2tRlofl U= B2 FTDE ZE|O|L 2E0i| A A&
ELct.

C '.- r
"cll's'élq" Firepower M,?nage_'m_em Center Ovanview Analysis Pulicies Davices Objects AMP Deploy Q émi:& @ LAB2 | adminv
—
Deployment History

View By Domain v

All(8) ® Error (0) ® Warning (0) Offline: (0) ® Narmal (5) Deploymant Pending (0) ® Upgrade (0) ® Snort 3 (S5) Q, Search Device m
Hame hadel Version Chassis Licenses Access Control Policy Group

v LABZ(3) “

fid_clusteri (2] A
™ Cluster B

10,62.148.188(Control) Snon 3 ) I EP4120-5.443
1057 188 16 Firapower 4120 with FTD 7.1.0 Security Module - 1 (Contamer] Basa, Theoat acp
1062148191 SR Firepower 4120 with FTD 7.1.0 Base, Threat
frd_ha .
™ High Availabilty 3
fid_ha_1(Primary, Active) Snot 3 . ) N KSEC-FPRAIN0-T 443 - o
Ay Firepower 4150 with FTD  7.1.0 =] Escurity Modulc - 1 [Contamer]| Base, Threat acy

fid_ha_2{Secondary, Standby) Snort3

Firepower 4150 with FTD 7.1.0 = | Base, Threat

0.62.146.125

FMC REST-API

FMC REST-APIE S3ll FTD QIAEHA &5 RS &lsie{H ChS BHHE =&"ELICH REST-
AP| 2CI0|HEE AL ELICEH O] oo M= I

1.1 EE Q%:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. C|HIO|A 7 ZEE EHQIE AlESILICH CHE 22| REST API #HE|Hd= EHIQ! of 74 #4571
ZixQL|Ct o] # 2ol EES AIE5t0d THIQ S5 HAAMEhL|Ct



# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb' | python -m

json.tool
{
"itens":
[
{
"nane": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. TH2I UUIDE AtE5tod EH ClHio|A B|ZE 2 £ C|HFO|A UUIDE # 2|&fLct.

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool
{
"items": [
{

"id": "796eb8£f8-d83b-1lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
H
"name": "ftd ha_1",
"type": "Device"
H

4. 0| 2|2 3EtAH oM =M/ UUID ¥ C|HO|A/Z4E O[] UUIDE A& 35t isMultiinstance 2t &
§.°._E. LICE.

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords/796eb8£f8-d83b-1lec-941d-b9083eb612d8' -H 'accept:

application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m

json.tool

"name": "ftd_clusterl",
"isMultiInstance": true,

FCM UI

L

N
fjo
o
o
o
r

FTD QIAEIA 1= 932 &0l5t2{MH =2|% C|H} 0| A0{ A Resource Profile &%
Ct. ZtO| H|od U K| gt ™H FTDE ZIE(|0|L] 2 =0l A A= L|C}.

0
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Overview Interfaces ERGLIT=INeEINTLEY Security Engine  Platform Settings System  Tools Help  admin

Logical Device List {1 Container instamce) 57% (26 of 46) Cores Avalable

frd_clisterl Chustered Statusiok

Application version Resource Profile Management IF Gateway HManagement Fort Status

o

F1o 2.1.0.86 | =20 10,62.148, 108 10,62, 148,120 Ethsnata/1 @ oriine @SN s

FXOS CLI

Ct= BtAof 2t FXOS CLIMA FTD QIARA 5 RHEE & IFLICH

M

1. MAo]|

& = SSH ¢1ZAE d™gfLich

2. scope ssa= TSt show app-instance B2 A&Ast Ofg € X & A|HEXIE 7[geR §
M FTD2| Deploy Type(#& /) &2 =elgrLct.

firepower # scope ssa

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Deploy Type Turbo Mode Profile Nane Cluster State Cluster Role

ftd ftd_clusterl 1 Enabl ed Online 7.1.0.90 7.1.0.90
Container No RP20 In Custer Mast er
FXOS REST API

FXOS REST-API 28
REST-API 22| 0| E
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1.1 EE Q%:

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://10.62.148.88/api/login’'
{

"refreshPeriod": "0",

"t oken": "3dba916cdfb850c204b306al38cde9659ba997da4453¢cdc0c37££b888816c944d"
}

2. EZ, &2 IDE o] #2lofl X|H35t 1 deployTypel| 7t S & QlgrL|Ct.

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997da4453cdc0c37££fb888816c944d!
https://192.0.2.100/api/slot/1/app-inst

A "smAppl nstance": [ { "adm nState": "enabl ed", "appDn":
"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1G3",

"appNane": "ftd", "cl earLogDat a": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",
"currentJobProgress": "100", "currentJobState": "succeeded",

"currentJobType": "start", "deployType": "container",

FXOS M Al show-tech I+

ChE EHAof| 2t FXOS MM A| show-tech T A FTD 3t REE EQIgLCH.



1. FXOS 7% 2.7 0|40l M= sam_techsupportinfo It 21S <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar0il A 3L |C}.
0|™ BT o] B2 FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.taroi| A
sam_techsupportinfo I+ & iL|C}.

S

2.

m
>

2 4l AlExtof CH St 'show slot expand detail' Al & Q18L|C},

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo
“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Admin State:
Qper State: Online
Di sk Format State:
Di sk Format Status: 100%
Cl ear Log Data: Available
Error Msg:

Application |Instance:
App Nare: ftd
Identifier: ftd_clusterl
Admin State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

. ASA CLI
. ASA show-tech

ASA CLI

[T

ASA CLIOJIA ASA HEIAE R E 20151 2{MH C} 2 BHHE £ AMAIL.

i
ot

HE U7

2o 2k ASA CLIO| HMASHE{H CHE S M2 AFSELICH

M|k
gy

- 0{Z2t0|dA B E0f M Firepower 1000/3100 & Firepower 210004 A ASA0]| CHEH %17 ELY
/SSH M| A

. Z25 & D E0i| M Firepower 21002 FXOS 2& CLI0|A HM|A ST connect asa BEE S8t
ASA0| 44



. H2S S5l FXOS CLIOIAM HAIA (Firepower 4100/9300):
connect module <x> [console|telnet](017|A x= &€& IDRILICHE QT CtS asaB HEE
Lict.

. 714 ASAS| A ASAO]| CHSF AI1X{ SSH HM|A EE= 5FO0|I{HIO|X EE= EE}RE UIMH E&
OH M| A
2. CLIO| A show mode HZ 2 ASELICEH

ASA# show mode
Security context npde: multiple

ASA# show mode
Security context node: single

ASA show-tech I} &

ASA show-tech I} 20| A ASA ZAEIAE D E =0I512{H C}2 CHHE $35HAAIL.

1. show-tech I} 2l0{|A{ show context detail M = QIEILICI. 0| <2 CI&E ZAHIAETI Qoo 2
HEIAE = S 2 EQLC}

—————————————————— show context detail --------=----------

Context "system", is a syst emresource

Config URL: startup-config

Real |nterfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/ 12, Ethernet1/ 13, Ethernet1/14, Ethernet1/15,
Et hernet 1/ 16, Ethernetl1/2, Ethernetl/3, Ethernetl/4, Ethernetl/5,
Et hernet1/6, Ethernetl/7, Ethernetl/8, Ethernetl/9, Ethernet2/1,
Et hernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal-Data0O/1, Internal-Datal/l,
Managerent 1/ 1

Cl ass: default, Flags: 0x00000819, ID: O

Context "admin", has been created
Config URL: diskO:/adm n.cfg
Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managenment1/1
Real |PS Sensors:
Mapped | PS Sensors:
Class: default, Flags: 0x00000813, ID 1

Context "null", is a systemresource
Config URL: ... null
Real | nterfaces:
Mapped | nterfaces:
Real |PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000809, ID: 507

ASAE Al23104 Firepower 2100 D E & QI

ASAE At83t= Firepower 21002 CHE 2E & StLIE M¥

It
>
$0
o>
C
ful



EZSE ZC - 7|2 28 07l 2 StER 0] QIE{H O|A HH2 FXOS|IM F&dEL|Ct. o]2
3t MXofE QIE{m o|A 22| AEN 8473, EtherChannel 43, NTP, O|0|X| 2| S0| Z & &L
Ct. FCM # QIE{H|0|A EE= FXOS CLI= FXOS ZAm|adio|Mofl AL & 4= Q&L
. {ZCI0o|HA BE(T|EZL) - O{ZEI0|YA REMME AFXI7F ASAMIAM ZE HAg 2 e
= A&LICH FXOS CLINME 15 HEL AL = U&LICH
ASAEZ ALE3lE Firepower 2100 ZEE CHS SME AL 36t0{ &0lg &~ Ql&LCH.

. ASA CLI
- FXOS CLI
. FXOS show-tech

ASA CLI
CHS ErA ol 2k ASA CLIOI M ASA7F Z 8HEl Firepower 2100 2EE & QI8 LICH,
1. &ILl/SSHE A& 3104 Firepower 210001 A ASAO]| A AELICEH

2. CLI0{| A show fxos mode 23S AlssL|Ct.

ci scoasa(confi g)# show fxos mode
Mode is currently set to plaftorm

o{Z20o[HA BE;

ci scoasa(config)# show fxos mode
Mode is currently set to appliance

1. CtE HEAE D E0f A show fxos mode W2 AAH = BE| HEIAENM ALS

3% alac

FXOS CLI
CHZ EtAIofl 2t FXOS CLIMIA ASA7F & El Firepower 2100 2EE & QI8FLIC},
1. ElL/SSHE AF2 304 Firepower 210004 A ASAO]| U A A BHLIC,

2. connect fxos HHEE AlEL|CT

ci scoasal/ admi n(confi g)# connect fxos
Configuring session.

Connecting to FXCS.

Connected to FXOS. Escape character sequence is 'CITRL-~X .

31 Cls HEAE RDEO|ME connect fxos HHEE 22| HAHEAEO|M AR E £+ &LICH

3. show fxos-mode HE & AMELICI.



firepower-2140# show fxos mode
Mode is currently set to plaftorm

O{ZZ}0o|oiA R E:

firepower-2140#show fxos mode
Mode is currently set to appliance

FXOS show-tech I}

FXOS MA| show-tech I} 20{ A ASA7} Z & El Firepower 2100 2EE & Ql5t2{H LS HHE £
AL,

1. <name>_FPRM.tar.gz/<name>_FPRM.tar0i| A tech_support_brief I} &/ 7|

2. 'show fxos-mode' AlM & =olsL|C}.

# pwd
/var/tnmp/ fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode’
Mode is currently set to platform

o{Z20o[HA BE;

# pwd
/var/tnp/fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode"
Mbde is currently set to appliance

&eqZ 28

Cisco H{11 ID CSCwb94424 ENH: FMC HA Z1x|gi|o|4 & Q12 |2t CLISH B &7t

H

(o]l

A

ol

Cisco {1 ID CSCvn31622 ENH: =2/ C|H}0|A L Y QIAEA ZAT|TF0|ME £
FXOS SNMP OID &7}

Cisco B{1 ID CSCwb97767 ENH: FTD QIAEA & 3 012 2|8 OID F7}

Cisco H{1 ID CSCwb97772 ENH: Firepower 210004 A ASA2| show-techt| 'show fxos mode' £
2 xE

ok

H-|]. ID CSCwb97751 &&F &3t 2= £QlZ 2|8 OID 1.3.6.1.4.1.9.9.491.1.6.1.12 AIS

& LIt

e e

. Secure Firewall Management Center REST API £ A|ZF 7}0|E, BT 7.1

J

Cisco
& 4 g



https://tools.cisco.com/bugsearch/bug/CSCwb94424
https://tools.cisco.com/bugsearch/bug/CSCvn31622
https://tools.cisco.com/bugsearch/bug/CSCwb97767
https://tools.cisco.com/bugsearch/bug/CSCwb97772
https://tools.cisco.com/bugsearch/bug/CSCwb97751
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html

. Firepower NGFW 0{Z 2} 0|21 A0 A{ SNMP 244

. Cisco Firepower Threat Defense REST API 7}0|=E

. Cisco FXOS REST API &=

. Cisco ASA S &

- Firepower 1000/2100 ! Secure Firewall 3100 ASA &! FXOS BE HA
CHEFTE 4

. Firepower Troubleshoot I} &) 2444 A&}

. Cisco Firepower 2100 A%} 710|=

. Cisco Firepower Threat Defense S &4 710|=



https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/ko_kr/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
/content/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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