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<#froot>

firepower#

cluster exec show capture
UNT =11 (LOCAL) % ¥ v v v e e e e e de e de e e e e e e e e e e e e e e e e e e e de e de e dededede e
UNTT=2-1; Fddedededdededdddodddddddddddbddddddbhddddddddddddddddddhiddbdidits

UNT T= 31 7 s s s s e dede s e s e e e e e e o e e e e e e e e e e e de e e e e e de e e e e e e de e e e de de e s e e e e

firepower#



Po1.201(INSIDE)2| 2& S0 CIO|EH E&le! ZHAME & d3tsicdiH IS S =8 F
<{froot>
interface | NSIDE
2 Ao2 o ElE A2 WX HHE =2|l= XWo| E&LICH
192. 168. 240. 50 host 192. 168. 2

firepower#
cluster exec capture CAPI

buf fer 33554432 interface INSIDE match tcp host

<#root>
firepower#
cluster exec capture CAPI

—
Tl Sl ddhddNdh

LR

b

<#root>
firepower#

cl uster exec show capture
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Capturing - 5140 bytes]

fkkdkddhhhidk
Jo oo de de g do e O

match tcp host 192.168.240.50 host 192.168.241.50 eq www
match tcp host 192.168.240.50 host 192.168.241.50 eq www

unit-1-1(LOCAL) ; #¥%%**
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Captur1ng - 260 bytes]

unit-2-

ek

match tcp host 192.168.240.50 host 192.168.241.50 eq www
)

Ojo

ol
A

unit-3-1:"
7| A
lT

1z e
capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - O bytes]
Of <

rlo

24
24

M

HE{H(0

fjo

= Z4%10] LiS

rl

<#froot>

firepower#
pager 24

t er m nal

firepower#
cluster exec show capture CAP



unit_l_l(LOCAL):******************************************************
21 packets captured

: 11:33:09.879226 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: S 2225395909:2225395909
: 11:33:09.880401 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45456: S 719653963:719653963(0
: 11:33:09.880691 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: . ack 719653964 win 229
: 11:33:09.880783 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: P 2225395910:2225396054

N WN R

unit 2 1-*************************************************************

0 packet captured
0 packet shown

unit 3 1-*************************************************************

0 packet captured
0 packet shown
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<#root>
firepower#

cluster exec cap CAPO int OUTSIDE buff 33554432 trace trace-count 1000 match tcp host 192. 168. 240. 50 hos

A E22E AXE Fole 4 Ao 2 WS FAstof FLICH 7[dslior g S8t W2 &
H ozl RA-1-100 #1 = UX|BF CHE fRoll #2 &= UCHE LT

<#froot>



firepower#

cluster exec show capture CAPO | include S. *ack

UNTE=1-T1(LOCAL) : # s sodedesodesdesdededede oo de e desode e e e ot de ol et deio e o o e o e dedode et e o
1: 12:58:31.117700 802.1Q vlan#202 PO 192.168.240.50.45468 > 192.168.241.50.80: S 441626016:441626016 (0
2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S
301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

1.*************************************************************

unit-2-

un_lt 3 l B S S S R R S A R

1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:
S

301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

24 fA0IM I #2(SYN/ACK)E FHstodH Ch88 L ch

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 2 trace

unit_l_l(LOCAL):*x****************************************************

2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

o
i,
Jo
»C
=)
x
omn
e
Fi"
a‘
_<
<
>
@)
2
fjo
-I>|'
&
AN
2



<ffroot>

firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:
S

301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

CCL A

CCL A (2 E HRIHM)M AHMHE & H3tsted™

<ttroot>

firepower#

cluster exec capture CCL interface cluster

unit_l_l(LOCAL):******************************************************

edededefededede el Nl dehddedhdde NNl defhdde N dde RNl de Al dhddddhd

unit_z_l:************axuw"xxhxuﬂ"""nx"ﬂ"n"

R dedede e de el dede el dehddefe Al RNl de el de Nl dedhddefddd

unit_B_l:***********K%%n%ﬁ%ﬂ%%ﬁ

CHAl &l =7171
72X e z ool E&i|2! olo|E QIE{m|o|A0M & d3tE AXME ZE WIS EAIRLICH

- ECH HEI0M HMEE=E A2
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<#root>



firepower#

cluster exec capture CAPI_RH reinject-hide interface INSIDE match tcp host 192.168.240.50 host 192. 168.°

Q0| ANE EX QIE{HO|AMAM CHE ZB{AE 0| ot 22X HEQIE
8t W8 Eo{F Lt

M 580 Cist AZ EQo] AKX E & Q152 asp-drop captureE E45He 4+ Q&LICH XH
F0{0F & AKX O|RE 2 E B all 7|¥EE AASELCH E£8F 3! Ho[2E =
eaders-only 7| EE X|HE = U&LICt O|F A 51 20-30H] BE 2 IZ!E HXHE = U&L

>0

<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

unit-1-1(LOCAL) : **
unit_z_l:*************************************************************

unit_B_l:*************************************************************

L8t ASP R0 |5t= IPE RIHE = U&LICE.
<tfroot>

firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

match ip host 192.0.2.100 any

A |27

= SHAE| EH9IZ A¥EIE DE WAl MHE XIS LICH O/F A 8% W7t SXIE/X| gtn
BB K| ZILIC

<#root>
firepower#

cluster exec clear capture /al



un-it_l_l(LOCAL):»,';-,':-k-,':-.':»,*:-."-*-.':-k-,':-:::':-."-:‘:-.':-::-,‘:-:::':-.'c:':-.':-.'::‘::'::':-.':-.‘::‘:-.'c:‘::’::':-.':-k:'r:'c Yedededededededede e dededede
un-it_z_l::‘:7‘::‘:3‘:7’::‘:7’::‘::‘::‘::‘:7’:«:’:n-.':n 3

un-i t_3_1: Tl Sl ddehfdhddhddn

<tfroot>

firepower#

cluster exec cap CAPI

urnt_l_l(LOCAL) :7‘::‘:7‘:-.':7':-.':7':7‘::‘:7‘:7‘:7':-.'::':7‘::':7‘::':7'::'::':-‘ Fedhhhhhhhhn
unit_z_l:-,'::':7‘::':7‘::':7':7‘::‘:7‘:-.':7':-.':7':-.‘::':-k-.':7':-.'::':7‘::':7‘::':7'::'::':7‘::‘:7‘:7‘:7’:7‘::‘:-‘ dededek
unit_'_),_l:-,': FTehhhhh RN RN fddddddeddedededededdeddhhh RN h %
CHAl A|=F&tEdH

<#root>

firepower#

cluster exec no capture CAPI stop

un-lt_l_l(LOCAL) :7‘::‘::‘::‘:7’::‘:7’:7‘::‘::‘::‘:7’::‘:7‘:7“ R R R TededefeNd
un-it_z_l::‘:7‘:7‘::‘:7’::‘:7’::‘::‘::‘:3‘:7’:«7’:”-.'::“:::7'::“:7':7“‘ g R R R TededefeNd

uni =3 -] F ek

2EHA|

<ffroot>

firepower#

cluster exec no capture CAP

st

st op

Ad FH=x
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=

& X

interface | NSIDE

R R R S
R R R S

F 7bX|7¢

AR RO R OO
AR RO R OO
AR RO R OO
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et dede
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unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit 3 1-*************************************************************

CHAl Al%fstedH

<#root>
firepower#

cluster exec capture CAPI interface | NSIDE

unit-1-1(LOCAL) :***

unit_z_l:****

unit oz dedede et vt d e de d e de S e de S g e d e e e e S e b e e e S e e e e e e e e e e de e e e e

HME HE U= YHoil= odd 7HX|7F [{d&LICH

O|Z A 5tH O[O E&|QIHM &E MEHH(H: TFTP)E ZXE U2 E=¢E
IS & x| O|§ 0| At 22 HZAFELICH

<#root>
firepower#

cluster exec copy /pcap capture: CAPlI tftp://192.168.240.55/ CAPI . pcap

unit_l_l(LOCAL):******************************************************
Source capture name [CAPI]?
Address or name of remote host [192.168.240.55]?

Destination filename [CAPI.pcap]?

81 packets copied in 0.40 secs

Unit 2 1-*************************************************************

INFO Destination filenane is changed to unit-2-1_CAPI. pcap

mo



unit_a_l-*************************************************************

INFO Destination filenane is changed to unit-3-1_CAPI. pcap

Y2 EEl pcap Th:

Mame =

g -

ate UNIt-1-1_CAPIL.pcap

g -

aie UNIt-2-1_CAPIL.pcap
w8l UNit-3-1_CAPI.pcap

Way 2 - FMCOM 2% 7} K27

O| Y2 FTDO|TF M EILICH HA{ HXE FTD C|AI 0| SAFELILCE.

<#root>
firepower#

cluster exec copy /pcap capture: CAPl diskO: CAPI. pcap

un-i t—l—l(LOCAL) . TeRR N RS S A S ddddddddeddeddededededhhh RN NN NN fddddedededededededd
Source capture name [CAPI]?
Destination filename [CAPI.pcap]?

62 packets copied in 0.0 secs

expert 2E0|AM Tt UES /mnt/disk0/0| M /ngfw/var/common/ C|RE 2|2 S AL LICH.

<tfroot>
>

expert



admin@firepower:~$

cd /mt/di skO

admin@firepower:/mnt/disk0$

sudo cp CAPI. pcap /ngfw var/conmon

OFX|=2 2 FMCOIAM System > Health > Monitor M2 2 0|5 & LIC}. View System &
Troubleshoot Details(A|A R & 2X| 12 MEALE E7]) > Advanced Troubleshooting(ZL2& 2|
a)2 MEfetn A mtUE 7HA{SLICH.

albale Firepower Management Center
CISCD 2 i

onrendiew Anahysis

W -:;_r. term & Troubles
Tl Home Owverview CPU Memory Int
'L'.'{élc;' Firepower Managerment Center - p— fodckia . Objects p— —
Advanced Troubleshooting
10.62.148.228
Fila Dorvmiaad Threat Defense CLI Packet Tracer Capiure WwWiTrace
Fil
CAPLpCan
==
A AFA|
2E 2o{2H fAM HAHE M7Hste{H Cl 2 BE 2 AFSFLICH

<#root>
firepower#

cluster exec no capture CAPI

UNTE-1-T(LOCAL) ;% # s desededesedesedesedesedesedesdedesdede s de e dede e de e de e e de e de e e e de e de e e e e de e e e e
LN = 2 = 1 = e e e e e e e e e e o o o o o o o o 0 00 00 90 30 00 20 00 B e e e e e e e e e e e e e e e e e e e e e e e e

LN = 3 1 = e e e e e e e e e o o oo o o o 0 00 00 00 20 00 20 00 B e e e e e e e e e e e e e e e e e e e e e e e




QLECEEZR

FP41xx/FP93000 M E2 2= H™(0{: Fastpath #2l) E= SO 2 HW Accelerator2 LEZZE
2 AELICH EER QLEZ L OiEt AHMIEH 82 CHE EAME TSt AIR.

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-
threat-defense-acc.html#anc22

E2RI E2C ™ UL fZ!0 FTD Cl|o|E £l STtELIct LIHX[= HW 7t 7]
(Smart NIC)0i| M A EZ|EfLICEH

A 2rHolM 28, ol= FTD HlolE Sl e HApt Egste 32 ClHIO|AE Sitste 2
E mZlo| ZAIZ/X| é%% o|0fgfLCt. O] B< FXOS MA| Bl Y= & 43tstok g LICH

CCLOIAM HAE +stH SHAE RAMM MZ CHE RS2 HAIXIE wEtsts RE =T =+

=
A&LICH 24 2ok

ZZEZ AMH

ZAE StEHIE(ZIYEI0|E)
. L3 ER2CEI|AE(255.255.255.255)

UDP 49495 *E HZ2 ZE AR FRM B HHE EF AT gtol 132 &

SAE KXo Z2EEZ O|0|E B2 HA|X|
LLIFHAE

- 0|23t HZlolE B2 ARAL CIME], ¢ AR Sof Chet M2 (HE

Clo|Ed) 7+ Z&HEILICE. of:
UDP 4193 4| O|Ed) 7h = &HElLICH. o

-MEERI MEEMH ARKNERE CIEEHZ 'E2{AH F7F HAIX[7F ™
£=|Lc}.

EE2RV BRI ARKNZRE CIAMEHZ 'EHAH A A7 HE
Lt

E[VI= il EA ZHAEHE Shtste ChYet Eci® 550 &5t olo[E I

0



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22

SP{AE SIEHIE

314 23.95434% 152.222.1.1 |255..255. 255,255 | LDP 205 45455 - 49495 Lens=163
315 23.954364 192.222.1.1 255.255.2535.255 Upp 285 49495 -+ 49495 Len=l63
JEE 28.958976 152.233.1.1 255.255.255. 255 upp 285 49405 -+ 40495 Len=lE3
IehH 28.950993 152.222.1.1 255.255. 255,255 upp 2085 45455 = 49495 Len=163

* Frame 314: 285 bytes on wire (1648 bits), 285 bytes captured (15648 bits)
+ Ethernet II, Src: Dell 98:01:8F (09:15:c5:98:81:8F), Dst: Broadcast (Ff:ff:ff:ff:fFifF)
+ Internst Protocol Versionm 4, Sre: 192.222.1.1, Dot: 255.255.255.255
User Datagram Protocel, Src Port: 43495, Dst Port: 43455
4 Data (163 bytes)

ﬂltl alaleaf eddaioaneanos 3oL eBE s beeaeadaT4 TS 2455583 10000,

TFF ff f ff ff f @@ 15 <5
80 bf af 1f &8 08 ff 11 51
ff ff ¢l 57 cl 57 @8 ab 79
B B0 29 &0 DO 8O 0D 09 8D
B8 Bb 00 &0 B0 A7 47 52 4Af
@89 75 6& &0 74 2d 31 24 31
69 74 2d 31 2d 31 2@ &8 a3
2o B89 85 D) B4
89 00 &7 &8 84 99 9@ Ja 96
B0 co de &1 81 Tf f

Ba B0 84 2D 20 de

88 Bl 99 @l &8 868 B
Bl 28 ad 2 88 o8

81 &f &5 82 45 90 E
code 81 BL FFFF -2 - - Qf .
oL 01 80 fe 00 a3 - W-W-- y

Heartbeat
sequence number

S
3
S
®
SEBELE=ENE
3
3
2
2

CCP(Cluster Control Point) H|A|X]|
StEH|E HAIX| 2oz £ AlL2|20 A CCLE S5 wEtEl= Chof E2{AE Mo HIAIX|7t
QleLich URs RLIFHAE HAIXIO|T CHE YRE HaC A

CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC

0| Mo] =0 M 3712 1% SHEHIE HAIX|E ¢4 motct CCLE Sl
CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC HAIXIE dEgfLIct o]l HAIXlE ChEt Z&
LICE.

. FLIFHAE
zt @ulof 1% 244 E S gLt
« RHoAM O] EHIAIxI AstH E22{AEE S 251 (DISABLED) CHA| ZQIEFLIC.



switching infra Heartbeats | Dl switching infra

@ ﬁ 3 Health Check (HC)

Keepalives did not reach unit FTD3

CLUSTER_CHIIT_REASON_MAS

TD3 asks FTD1 and FTDZ2 to quil E;E
cluster

(__FTD1 D2 ) — ccl K FTD3 )
Contral Linit Data Unit - Data Data Unit

Q. CLUSTER_QUIT_REASON_PRIMARY_UNIT_HCS| SX2 FoIL|7t?

A. unit-3-1(Site-B) 2| X0llM 2 I} AFOIE AMIM unit-1-1 & unit-2-101| CHEF @1Z20| 25 B7|=
2 Jtst e el FEY SFoM Mok uict JEX| 2™ unit-2-10] 045| +EH S5
ofl 41 unit-2-10| @4 2o| C|AE{Ql 22 o] £4E = U0 unit-2-10] CHEt & #HEI7F A
mf gL ch.

CLUSTER_QUIT_REASON_UNIT_HC

Mo =& HI0o|E =0 3712| @14 SHEH|E MIAIX|IE el wiOlCt CCLE S5k
CLUSTER_QUIT_REASON_UNIT_HC HIA|X|E A& ELICE O] HIAIX|E |RLIZHAEILICE

g e 3 .
Site-A switching infra n e - switching infra
3 Health Check (HC)
Keepalives didn't make it to the
Control Unit
COP_MSG_QUIT § ‘
resdgon CLUS
; - CCL
. FTD1 FTD2 ) — Data \_Site-ﬂ )|
Control Unit Data Unit Data Unit

CLUSTER_QUIT_REASON_STRAY_MEMBER

=& mE[M0] mo] THE|MI} CHA| AZEH, MER H0|E =E= M Hof fKof 2fst OfX
HZ #|ZElH CLUSTER_QUIT_REASON_STRAY_MEMBERE O|® 2 &= CCP & HAIXIE
dr& Lot



(. switching infra Heartbeats | DCl Gy switching infra

Recovery after a split brain

it and rejoin)

CCL
Data

FTD1 )

Control Unit Data Unit Data Unit
(priority 9)

N

CLUSTER_QUIT_MEMBER_DROPOUT

OIO|E| =0 o6l MME|T HEEFHAER ME L= HEEIHAE HA|IX|QULICH S0 A O]
HIAIX|E +=4151H DISABLED & EHZ O|SELICH E8t XI5 RIS Z T &|X| & &LCtH

<#root>
firepower#

show cluster info trace | include DROPOUT

Nov 04 00:22:54.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-1-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

Nov 04 00:22:53.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-2-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

ZeiAH Y2 oS &L

<#root>

PRIMARY DISABLED Received control message DISABLE (

menber dropout announcenent

)

HC(Cluster Health-Check) HI7{LI&



At

o
0]
0o

Zt AR A2 HEf =R E& AlZh2tol 1/30iCt SIEHIEE OHE ZE RIUEEEIA

E 255.255.255.255)2 2 &8t 1 CCLE S S22 UDP ZE 494952 AL EHLICt

7t 22{AE RS2 Poll EFO|HE Poll 7HR2 E 22 M83t0{CIE ZE RAS SRz £

Mo

« 22{4E RAO| StEH|E 7+ Lol 2244 H I|o| R X2 2R E ofH WZ(SHEHIE E&
CilofE mZ) = == &1t X| 33 Poll count ££0l 7+ LICH

- 28{AH Ilo R £ 7I2E 10| 30| =M mloj= SEHE Aoz ZhFE L

- StEH|E7} = AIE miotch, I AlRA HE7F A3 2D oMol +=41E SHEH|EQLS| Xt0|7}
11t CHE 89, StEHIE E& 7I2E8{7t 20l 2t 7FEtC

- E2AE T|ofol CHEt Poll 7H2 E 7H2E{7t 01t ChE 1 T|o{oll M THZIE =I5t FH2E{Tt

022 RHAMELICEH

ZeiaH dEf 7H2EE #Qlstt{™ Cf

i
b
{0

BEE ASELICH

<#root>
firepower#

show cluster info health details

| Unit (ID)| Heartbeat| Heartbeat]| Average | Maximum| Pol11|
| | count| drops| gap (ms)| slip (ms)| count|
| unit-2-1 ( 1| 650] 0] 4999 | 1] 0]
| unit-3-1 ( 2)| 650] 0] 4999 | 1] 0]

o AMOd
= O

& xI(ID) W4 2{4H mlofef IDYLICH

StEHIE £ CCLZ2 &35 ¢4 m|o{oi M &2 StEH|E lL|Ct
—2tE| 5 20| LE = &AAIE| F

SEH|E AMK +& __I oPEH_IE_ FelLICt O] 7I2EE AIE StEH|E AIA
A 5ol 7|Z= 3o A AHEICH

Y 4xt F=AE StEHIES| Wi AlZh ZHE LTt




ol 7H2E{7t 30| EIH R0| BEAEIIM MATLICH B3
zasieE 2| 717 StEH|E 2T SYsK(E SEUxoz N
Lict.
S} EIE ARSI Ohe HBS AR BLICH

<ffroot>

firepower#

clear cluster info health details

<#froot>

firepower#

show cluster info health details

Unit (ID)| Heartbeat| Heartbeat]|

drops|

Aver age

| Maximum| Pol11 |

| | count|
gap (ns)

| sTip (ms)| count|

| unit-2-1 ( 1)| 3036
999

Q. FTDOIM EHAE EJ/ Al+E

A. FlexConfig A&

<tfroot>

x
ER
Jdo
N
N
02
Hir
ro
N
02
i

Q. 2EZ Eiel = FIH Mo
A




firepower#

show run cluster | include priority

priority 9

KEMEH LHE2 HC A AlLIE|2 18 HZsHA AL,

ZHAE HC HFHLE AlZst

Foll Foll
Query Query
1/3

1/3
holdtime haldtirme

Poll Poll
Query Query

1/3 1/3
holdtime haldtrme

Cluster peer
HC failed

o 2 EtO|H: %[Agtu Z|CHZf2 OHX[H e 2 =4lEl CcCL miZ! =2fof et St &L|ct

2| AA EF

257 Azt Z|A BFR| A|ZH Z|CH BFX| AlZt
(Rlx)

3E(ZIBZ)  |ME ~3.01% ~3.99%

4% ~1.33% ~4.01% ~5.32%

5% ~1.66% ~5.01% ~6.65%

6% ~2% ~6.01% ~7.99%

7% ~2.33% ~7.01% ~9.32%




8= ~2.66% ~8.01= ~10.65=
Z0{AE HC 2F AlLI2|2
Ol MMo| EX = OS2 Aledsts 24t

« CI2 Z2{AEH
s MECIE 29 HYH

EEEX|

switching infra

Site-A DCI

switching infra

&

7'\

_®_ =

__FTD1 FTD2 )
Control Unit Data Unit

CCL
Data

Ze{AH Zu|ago|M

Unit-1-1

Unit-2-1

cluster group GROUP1
key Sl
local-unit unit-1-1

priority 9

cluster-interface Port-channel48 ip 10.17.1.1 255.255.0.0

cluster group GROU
key Vel deded
local-unit unit-2
cluster-interface
priority 17

health-check
health-check
health-check
health-check
health-check
site-id 1
enable

holdtime 3

data-interface auto-rejoin 3 5 2
cluster-interface auto-rejoin unlimited 5 1
system auto-rejoin 3 5 2

monitor-interface debounce-time 500

hold
data
clus
syst
moni

health-check
health-check
health-check
health-check
health-check
site-id 1
enable




SeiAE HH

Unit-1-1 Unit-2-1
<ffroot> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1: On Cluster GROUP1: On
Interface mode: spanned Interface mode: spanned
This is "unit-1-1" in state PRI MARY This is "unit-2-1" in state SECONDARY
ID : 0 ID 2
Site ID 1 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247LNK Serial No.: FCH23157Y9N
CCL IP : 10.17.1.1 CCL IP : 10.17.2.1
CCL MAC : 0015.c500.018f CCL MAC : 0015.c500.028
Last join : 20:25:36 UTC Nov 1 2020 Last join : 20:44:46 UTC
Last leave: 20:25:28 UTC Nov 1 2020 Last lTeave: 20:44:38 UTC
Other members in the cluster: Other members in the cluster:
Unit "unit-3-1" in state secondary Unit "unit-1-1" in state PRI MARY
ID 1 ID : 0
Site ID 2 Site ID : 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247MKJ] Serial No.: FCH22247LNK
CCL IP : 10.17.3.1 CCL IP : 10.17.1.1
CCL MAC : 0015.c500.038f CCL MAC : 0015.c500.018
Last join : 20:58:45 UTC Nov 1 2020 Last join : 20:25:36 UTC
Last Teave: 20:58:37 UTC Nov 1 2020 Last Teave: 20:25:28 UTC
Unit "unit-2-1" in state SECONDARY Unit "unit-3-1" in state SECONDARY
ID 2 ID 1
Site ID 1 Site ID 2
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH23157YO9N Serial No.: FCH22247MKJ]
CCL IP : 10.17.2.1 CCL IP : 10.17.3.1
CCL MAC : 0015.c500.028f CCL MAC : 0015.c500.038
Last join : 20:44:45 UTC Nov 1 2020 Last join : 20:58:45 UTC
Last Teave: 20:44:38 UTC Nov 1 2020 Last Teave: 20:58:37 UTC




Al T

FTD1 FTD2 FTD3
AOIE A AOIE A AlOIE B
ANo{ = ColE = HOH ==
ST F (8RR ggo| HEEX| et 3)

FTD1 FTD2 FTD3
AOIE A AOIE A AlO|E B
Mo Clo|E =E OB LE
=4

Almj(ccL E4l0] #Z).

unit-2-1
Data Unit

unit-1-1
Control Unit

unit-3-12| C|O|E{ E&2l & H|IA|X]:

<#root>

firepower#

unit-3-1
Data Unit

WARNING: dynamic routing is not supported on management interface when cluster interface-mode is 'spann
If dynamic routing is configured on any management interface, please remove it.

Cluster unit unit-3-1 transitioned from SECONDARY to PRI MARY



Cluster disable is performing cleanup..done.
AT11 data interfaces have been shutdown due to clustering being disabled.
To recover either enable clustering or remove cluster group configuration.

Unit-1-1 224 & 2.

<#root>
firepower#

show cluster info trace | include unit-3-1

Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8918307fb 0x
Nov 02 09:38:14.239 [INFOJFTD - CD proxy received state notification (DISABLED) from unit unit-3-1
Nov 02 09:38:14.239

[ DBUG Send CCP nmessage to all: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QU T_MEMBER DR
Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8917eb596 0x
Nov 02 09:38:14.239

[ DBUG Send CCP message to id 1: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QUI T_REASON_ U

Nov 02 09:38:14.239 [CRIT]Received heartbeat event 'SECONDARY heartbeat failure' for member unit-3-1 (I

AEZ Eyel
Unit-1-1 Unit-2-1
<#root> <#root>
firepower# firepower#
show cluster info show cluster info
Cluster GROUP1: On Cluster GROUP1: On
Interface mode: spanned Interface mode: spanned
This is "unit-2-1" 1in state S
This is "unit-1-1" in state PRI MARY gl'i)te 1D i
Version 1 9.12(2)33
ID -0 Serial No.: FCH23157Y9N
Site ID -1 CCL IP : 10.17.2.1
Version : 9.12(2)33 CCL MAC  : 0015.c500.028
Serial No.: FCH22247LNK Last join : 20:44:46 UTC |
CCL IP - 10.17.1.1 Last Teave: 20:44:38 UTC
CCL MAC - 0015.c500.018F Other members in the cluster:
Last join : 20:25:36 UTC Nov 1 2020




Last Teave: 20:25:28 UTC Nov 1 2020|unit "unit-1-1" in state PRI MARY
Other members in the cluster:
Unit "unit-2-1" in state SECONDARY D . 0
e 1 Site ID - 1
. : Version : 9.12(2)33
cersion 9.12(2)33 Serial No.: FCH22247LNK
erial No.: FCH23157Y9N CCL IP . 10.17.1.1
CCL IP : 10.17.2.1 . i
. CCL MAC : 0015.c500.018
CCL MAC : 0015.c500.028f Last S0in - 20:25:36 UTC
Last join : 20:44:45 UTC Nov 1 2020 Last %eave: 20:25:28 UTC
Last Teave: 20:44:38 UTC Nov 1 2020 : T
E8AH 7|5
Unit-{|Unit- )
11 |lo-1 Unit-3-1
<{froot>
09:38:16 UTC Nov 2 2020
Ol ol | SEcoNDARY PRI MARY POST CONFIG  Primary relinqui shed
E E
eS|t
09:38:17 UTC Nov 2 2020
PRIMARY_POST_CONFIG Primary Primary post config done

e

CCL&& =

Unit-1-12 $4XH Mo = E& EFX|SHH, unit-1-12] ME=L7H H 7| {20l fS-3-10]
CLUSTER_QUIT_REASON_STRAY MEMBER MHIA|X|E ELH A MEH =2 MASE E2|HEHL|C}.
A= unit-3-12 O|0|E| = EZ CtA| s stAH Elct.

Z3! TE|M0] Z|o THE|MT ChA| AZE|H, CI0|E =EE A XMo{ ==0f olaf 2Ez 0] H
2 #Z &£/ CLUSTER_QUIT_REASON_STRAY_MEMBERE O|R & 3t= CCP quit HIAIX|E
P
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PRI ™) R e )
Site-A switching infra Heartbeats Dal *m,lbm switching infra

Recovery after a split brain

and rejoin)

CCL
Data

. FTD

Control Unit Data Unit Data Unit
(priority 9)

<tfroot>

Unit-3-1 console Togs show:

Cluster unit unit-3-1 transitioned from PRI MARY to DI SABLED

The 3DES/AES algorithms require a Encryption-3DES-AES activation key.

Det ected Cluster Primart.

Beginning configuration replication from Primary.
WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.

Cryptochecksum (changed): a9ed686f 8e2e689c 2553al04 7a2bd33a
End configuration replication from Primary.

Cluster unit unit-3-1 transitioned from DI SABLED t o SECONDARY

£ X (unit-1-1 L unit-3-1) 2F SHAE 230 ZAIELUCH

<#root>
firepower#

show cluster info trace | include retain

Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima
Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima



A Z8 B 2lof| cHsll M E|= syslog HIAIX|Z A&LICH

<#root>
firepower#

show log | include 747016

Nov 03 2020 21:20:23: %FTD-4-747016:
Nov 03 2020 21:20:23: %FTD-4-747016:

2eiaH 7|5

Clustering: Found a split cluster with both unit-1-1 and unit-3-1
Clustering: Found a split cluster with both unit-1-1 and unit-3-1

Unit-{|Unit-

1-1 lo-1 Unit-3-1

<#troot>

09:47:33 UTC Nov 2

Primary DI SABLED

09:47:38 UTC Nov 2
DISABLED

09:47:38 UTC Nov 2
ELECTION
of#llol#ling: 47:38 UTC Nov 2
SECONDARY_COLD
09:48:18 UTC Nov 2
SECONDARY_APP_SYNC
09:48:29 UTC Nov 2
SECONDARY_CONFIG
09:48:30 UTC Nov 2
SECONDARY_FILESYS
09:48:54 UTC Nov 2

Q
jo
£2 |m
Ojo

SECONDARY

Client progression done

SECONDARY_BULK_SYNC

2020
Detected a splitted cluster

2020
ELECTION Enabled from CLI
2020
SECONDARY_COLD Received cluster control me
2020
SECONDARY_APP_SYNC Client progression done
2020
SECONDARY_CONFIG SECONDARY application c
2020
SECONDARY_FILESYS Configuration replicati
2020
SECONDARY_BULK_SYNC Client progression done
2020

AL2I 2

02
of
od

OE ~34% S2tCCL &

>
El

i

=
e



FTD1 FTD2 FTD3

ALOIE A AOIE A MOIE B

Mol -E HolE == Ho|EH =

ST F(RW Aol HHEX S

FTD1 FTD2 FTD3
AOIE A ALOIE A AlO|E B
ANo{ = ClolE = ClolH =&
24

O|HIE 1: Mo] ==
[E{kC

rr

R%-3-101M 3 7He| HCE £ 45t RH-3-12 HAIXIE EU EBH{AEHE

;ite-A switching infra el - Eswitching infra

3 Health Check(HC}
Keepalives didn't make

nele unit-3- it to the Contrpl Unit

ro quit

CCL
Data

O|HE 2: CCLO| O W2 H EF 5|1 Ao =E 9|
CLUSTER_QUIT _REASON_STRAY MEMBER HIA|X|7} 74 Hof MY & LIC} Unit-3-12
DISABLED 2EZ | Mt AZ 2! E8Ql(split-brain) O] & LILC}.



rf i i i -\\l { - - "
Site-A switching infra DCl switching infra

Ask uni
ro quit

CCL
Data

unit-1-1(control)0il M Ct& 2 = == U&LICH

<tfroot>

firepower#
Asking SECONDARY unit unit-3-1 to quit because it failed unit health-check.

Forcing stray nenber unit-3-1 to | eave the cluster

unit-3-1(ClIO0JEH =E)HM CtE2 =2 = A&Lch.

<tfroot>

firepower#

Cl uster disable

is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-3-1 transitioned from SECONDARY to DI SABLED

2 AE % unit-3-10| DISABLED A E2 MEE|ioH CCL S4I10| E/E|H H|O|E| = EZ T}
Al A EL|CH

<#root>
firepower#

show cl uster history



20:58:40 UTC Nov

SECONDARY

20:58:45 UTC Nov
DISABLED

20:58:45 UTC Nov
ELECTION

20:58:45 UTC Nov
SECONDARY_COLD
20:59:33 UTC Nov
SECONDARY_APP_SYN
20:59:44 UTC Nov
SECONDARY_CONFIG
20:59:45 UTC Nov
SECONDARY_FILESYS

1
1
C
1

1

2020
DI SABLED Recei ved control nessage DI SABLE (stray nenber)
2020
ELECTION Enabled from CLI
2020
SECONDARY_COLD Received cluster control message
2020
SECONDARY_APP_SYNC Client progression done
2020
SECONDARY_CONFIG SECONDARY application configuration sync done
2020
SECONDARY_FILESYS Configuration replication finished
2020

SECONDARY_BULK_SYNC

21:00:09 UTC Nov 1 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

Client progression done

FTD1 FTD2 FTD3
AOIE A ALOIE A AlOIE B
ANo{ = ClolE == CloIE ==
53 (Ao =7t HEHE).

FTD1 FTD2 FTD3
AOIE A AOIE A AOIE B
HOo|E & Mo e HOolE =




i H ) H Heartbeats P i z b
R 0o, E—
-

e—p| 3 Health Check (HC)
Keepalives didn't make it to and

from the Control Unit

CCL
Data

1. CCLO| C}2 EIR& L.

2. Unit-1-12 unit-3-10{| A 37H2| HC HIA|X|& & X| 25t unit-3-12 QUIT HIAIX|E 2'HLICt
O| HIAIX|E unit-3-10]l ZE & X| SE&LICH

3. &x|-3-12 & x[-2-10] QUIT HAIX|E E-LICE. O HIAIR|= & x[-2-101 == 5HX| §E&LCH.

CCL =+

4. Unit-1-12 §%-3-10| AtAlE Ao EZ Z 18t WS &olstn
QUIT_REASON_STRAY_MEMBER HA|X|E fX-3-12 EHL|Ct fX-3-10] O] HIAIX|E
DISABLED &EfZ Metst™ ElL|Ct a2t & Alo] unit-3-12
QUIT_REASON_PRIMARY_UNIT_HC HA|X|& unit-1-12 ™&5t01 S2E ™ ELICY.
unit-1-10llA O| HIA|X|& 7t 2T DISABLED & E{7} ElLIC},

ZeiaH 7|5

Unit-1-1

<f#froot>

19:53:09 UTC Nov 2 2020

PRI MARY DI SABLED

Received control message DISABLE
(primary unit health check failure)

19:53:13 UTC Nov 2 2020

DISABLED ELECTION Enabled from CLI

19:53:13 UTC Nov 2 2020

ELECTION SECONDARY_COLD Received cluster control message




19:53:13 UTC Nov 2 2020

SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done
19:54:01 UTC Nov 2 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configur
19:54:12 UTC Nov 2 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication fini
19:54:13 UTC Nov 2 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

19:54:37 UTC Nov 2 2020
SECONDARY_BULK_SYNC

SECONDARY

Client progression done

AlLIE[R 4

~3~4% S0t CCL B4l Al

Al ™

FTD1 FTD2 FTD3
AOIE A AOIE A AO|IE B
Mo Clo|E == ol = E

=3 £(Xof LE7} ALO|EE wHZEh

FTD1 FTD2 FTD3




AOIE A AIOIE A AlOIE B

HOoE == OOl == Mol =

AL
1z

Almj

e AMujo| ChE &, 0] B unit-1-1£ unit-3-12 5 E{ 37H2| HC HIA|X|E EHX| 231, LT A
keepalive7} 47|10 LIH STRAY HIA|XIE AR50 unit-3-12 SZ25t240 X2 HIAIX|7F fR-
3-10f MEE[X| etk &LICE

(‘_ I 1 I - - -
Site-A switching infra Heartbeatls DCI switching infra
. —
ﬁ 3 Health Check (HC)
Keepalives didn't make it from

the Control Unit

_3.1 fo
H_UNIT_HC

BilEason g

CLUSTER_QUIT_REA SDN_MA

1. CCL2 ¥ £ s¢oF etehgo| ELCH Unit-3-12 & 7| unit-1-125E 372l HC HIAIXIE 4

—_ O L
5tX| 25t Mo{ ==7} =ct.
2. Unit-2-12 CLUSTER_QUIT_REASON_RETIREMENT HAIX|(EZEFAE)E HM&ELICH
3. Unit-3-12 QUIT_REASON_PRIMARY_UNIT_HC HA|X|& unit-2-12 ™&gHL|C}. Unit-2-



12 O|§ =4I5t0 EB{AEE SE&LCH

4. Unit-3-12 QUIT_REASON_PRIMARY_UNIT_HC HA|X|Z unit-1-12 &&gFL|ct. Unit-1-
12 O|§ s=4I5t0o] EB{AEE SEFLICL CCL S+

5 9%-1-1 2 f%-2-12 C|o|E| =EZ Z2{AE{0f CtA| 7t EHLC.

&1 sEHA0M CCLO| S K| 2f 2™ site-AMAM FTD10| A Mo =E7}F 2|11, CCL =
T = M Md=ol M S2lFf L

24! 1-12] Syslog M A|X|:

<#root>
firepower#

show [ og | include 747

Nov 03 2020 23:13:08: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:09: %FTD-4-747015: Clustering: Forcing stray member unit-3-1 to leave the cluster



Nov 03 2020 23:13:09:
Nov 03 2020 23:13:10:
Nov 03 2020 23:13:10:

%FTD-7-747005: Clustering: State machine
%FTD-4-747015: Clustering: Forcing stray
%FTD-6-747004: Clustering:

State nachi ne changed from state PRI MARY to DI SABLED

Nov 03 2020 23:13:12:
Nov 03 2020 23:13:12:
Nov 03 2020 23:13:18:

%FTD-7-747006: Clustering: State machine
%FTD-7-747005: Clustering: State machine
%FTD-6-747004: Clustering: State machine

FH 119 EHAH FH 23
<#root>

firepower#

show cluster info trace | include QUT

Nov 03 23:13:10.789 all:

notify event CLUSTER_EVENT_MEMBER_STATE
member unit-3-1 to leave the cluster

is at state DISABLED
notify event CLUSTER_EVENT_MY_STATE (sta
changed from state ELECTION to ONCALL

Nov 03 23:13:10.769

Recei ve CCP nmessage

03 23:13:10.769
03 23:13:09.789
03 23:13:09.769
03 23:13:08.559
03 23:13:08.559

Nov
Nov
Nov
Nov
Nov

[DBUG]Send CCP message to
[DBUG]

CCP_MSG QUIT fromunit-3

[DBUG]Send CCP message to

[DBUG]Receive CCP message:

[DBUG]Send CCP message to
[DBUG]Send CCP message to
[DBUG]Send CCP message to

7 '% 3-12| Syslog HIA|X]:

<#root>
firepower#

show | og

Nov 03 2020 23:13:09
Nov 03 2020 23:13:10
Nov 03 2020 23:13:10

i nclude 747

: %FTD-7-747005: Clusteri
: %FTD-7-747005: Clusteri
: %FTD-6-747004: Clusteri

CCP_MSG_QUIT from unit-1-1 for reason CLUSTER_QUIT_R

-1 to unit-1-1 for reason CLUSTER QUI T_REASON PRI MARY_UNI T

id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C

machine
machine

ng: State
ng: State
ng:

notify event CLUSTER_EVENT_MEMBER_STATE
notify event CLUSTER_EVENT_MEMBER_STATE

St at e machi ne changed from state SECONDARY to PRI MARY

03
03
03
03
03
03

2020
2020
2020
2020
2020
2020

23:
23:
23:
23:
23:
23:

13:
13:
13:
13:
13:
13:

Nov
Nov
Nov
Nov
Nov
Nov

State nachine i

10:
10:
10:
10:
10:
10:

%FTD-6-747004:
%FTD-6-747004:
%FTD-6-747004:
%FTD-7-747006:
%FTD-6-747004:
%FTD-7-747006:

Clusteri
Clusteri
Clusteri
Clusteri
Clusteri
Clusteri

s at state PRI MARY

machine
machine
machine
machine
machine

State
State
State
State
State

changed from state PRIMARY_FAST to PRIMA
changed from state PRIMARY_DRAIN to PRIM
changed from state PRIMARY_CONFIG to PRI
is at state PRIMARY_POST_CONFIG

changed from state PRIMARY_POST_CONFIG t

ng:
ng:
ng:
ng:
ng:
ng:



ZeiaH 7|5

Unit-1-1

<{#froot>

23:13:13 UTC Nov 3 2020

PRI MARY DI SABLED Recei ved control nessage D SABLE
(primary unit health check failure)

23:13:18 UTC Nov 3 2020

DISABLED ELECTION Enabled from CLI

23:13:18 UTC Nov 3 2020

ELECTION ONCALL Received cluster control message
23:13:23 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ELECTION SECONDARY_COLD Received cluster control message

23:14:48 UTC Nov 3 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

23:15:36 UTC Nov 3 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration
sync done

23:15:48 UTC Nov 3 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

23:15:49 UTC Nov 3 2020

SECONDARY_FILESYS  SECONDARY_BULK_SYNC Client progression done

23:16:13 UTC Nov 3 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

ALIEI2 5

Ay

FTD1 FTD2 FTD3

AIOIE A MOIE A AOIE B




Mo{E HO|E L E OOl = E

ST F(HE M QIS)

FTD1 FTD2 FTD3
AIOIE A AIOIE A AIOIE B
Mo Clo|E =E OB LE
Al

Unit-3-12 unit-1-12} unit-2-1 250 QUIT HIAIX|E B X2 44 EXZE QI5H unit-2-18F QUIT
HIAIR|E gt & LTt

Unit-1-1 28AE % 2 71:

<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.429 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.059 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:45.429 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 04 00:51:45.429 [DBUG]Send CCP message to unit-3-1(1): CCP_MSG_QUIT from unit-1-1 to unit-3-1 for r

Unit-2-1 22AE| & 27:

<#froot>

firepower#



show cluster info trace | include QUT

Nov 04 00:52:10.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.019 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_R
Nov 04 00:51:46.999 [DBUG]

Recei ve CCP nmessage: CCP_MSG QUIT fromunit-3-1 to unit-2-1 for reason CLUSTER QU T_REASON_PRI MARY_UNI T_

Nov 04 00:51:45.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CLUSTE

ZeiaH 7|5

Unit-|| .
11 Unit-2-1
<#root>
00:51:50 UTC Nov 4 2020
SECONDARY DI SABLED Recei ved control nessage Dl SABLE
(primary unit health check failure)
00:51:54 UTC Nov 4 2020
DISABLED ELECTION Enabled from CLI
00:51:54 UTC Nov 4 2020
ELECTION SECONDARY_COLD Received cluster control message
00:51:54 UTC Nov 4 2020
SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done
O|#l1|00:52:42 UTC Nov 4 2020
= ||SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY appTlication configura
ole sync done
HA B

00:52:54 UTC Nov 4 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finis
00:52:55 UTC Nov 4 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done
00:53:19 UTC Nov 4 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done
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unit-1-1 {id 0)

INSIDE — OUTSIDE
Fol.201 _@_. Pol.202
& |
PodB | - —
:I:
Cantral Unit
192.168.240.x/24 192.168.241.x/24
switching unit-2-1 (id 1) ?vﬂlthing
infra

infra

. IsD
—

. - !

CCL

Data Interface

E2HAH S 2 ID:

Unit-1-1 Unit-2-1
<f#froot>
Cluster GROUP1l: On <#root>
Interface mode: spanned Unit "unit-2-1" in state SECC

This is "unit-1-1" in state PRI MARY

I D 1
'° $ 0 Site ID  : 1
Version : 9.15(1)
Version - 9.15(1) CCL 1P : 10.17.2.1 ‘
Serial No.: FCH22247LNK CCL MAC  : 0015.c500.02.
CCL IP - 10.17.1.1 Last join : 02:04:19 UTC
CCL MAC  : 0015.c500.018f Last Teave: N/A

Last join : 02:24:43 UTC Nov 27 2020
Last leave: N/A




SeiAH A A E:

cluster exec
cluster exec
cluster exec
cluster exec

cap CAPI int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq 8
cap CAPO int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq

cap CAPI_RH reinject-hide int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 19
cap CAPO_RH reinject-hide int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 1

cluster exec cap CCL int cluster buffer 33554432

Sz D olpyst BlAEE SBIAEIE STt ER1T0| 2ASHE B BHOIM ABEIRSLIC
Z2 M BHOIAE TSR B S WA TE(Ol: HY ZE U IbsE FS 44 ZE)2 A
83104 24%10| "= O|X'8 2|4 351241 BLICH

1. reinject-hide ZIX{= unit-1-10{| MBF THZIE EA[ELICH Ol S S&EO|unit-1-18 &
NS o|0[FLICHO E EcfH).

<#root>
firepower#

cluster exec show cap

unit_l_l(LOCAL):******************************************************

capture CCL type raw-data interface cluster [Capturing - 33513 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 1interface INSIDE [Buffer Full -

33553914 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Buffer Full -

33553914 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

Unit 2 l.*************************************************************

capture CCL type raw-data interface cluster [Capturing - 23245 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]



match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

UINT = 31 2 % v e s s e v e e e e e e e e e e o e e e e e e 0 S e e e e B S e e e e B S e e e e e S e e de e e e e e e

capture CCL type raw-data interface cluster [Captur1ng - 24815 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

gH&k 2 ZE 4595490| 20| CHEt @2 Zea B
<ftroot>

firepower#

cluster exec show conn

un-i t_l_l(LOCAL) . Fededede NS de NN S NSNS N Nhde N Ndedehdedehdede Nl SNl SNl SNl VNS NN de NNl ddhdt
22 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used



centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 2 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954
, idle 0:00:00, bytes 487413076,

flags U O NL

Unit 2 1.*************************************************************

22 1in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:443 NP Identity Ifc 192.168.240.50:39698, idle 0:00:23, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954

, idle 0:00:06, bytes 0,

flags y
chHe] Zoia  |HZ
- Flow Owner(E2 <2 A %X} - C|HIO|A 7L E2RE XEIFLICH.
Unit-1-1 ulo - Director - unit-3-12 'y'E& X1 'Y'E #1 UX| o2 0| EEZ29
CIHME{Z unit-1-10| ME{E|IS S 9.|u|%n,|:+ 2|50 AR AH0|7|=
StE 2 i ARXIE CHE RI(O] AHA unit-3-1)2 MESIICE
Unit-2-1 - -




nit-1-1 (ig,Q
TCP SYN owigr'4'Birector
INSIDE —_— UUTSIDE
Pol 201 _®'— Pol.202
o ‘.
Podd | m—m—
=c o om
Cluster Adg-ontrol Unit e 192.168.241.%/24
LOEL082a0g2A mgssage: unit-3-1is TCP S
tHe Backup onwer
P SYN/AC
ikchin
ALy | unit-2-1 (id 1) gy L o
& h&nj f ,
50 | ————
! @' Po1.202
Host-A 9 Cluster Delete
message: The flow is
terminated
v unit-3-1 (id 2)
—_— -
Pod8 Backup owner
ccL _@—

Data Interface

1. TCP SYN I{Z!0| Host-A0| M unit-1-12 =&t gHL|C} Unit-1-10] 28 A AH7| ELICH

2. Unit-1-1£ RS O|AFZ MEELICE et % 3-1E Y ARXHEHAE F7HHAIXNZ

MERSHLCY,

. TCP SYN/ACK THZ!0| Host-BO| A unit-3-12 =&&L|CH S&2 CH .

4. 0140| BREH A RAE EHAEH AN HAIXIE ELH ¥ ARKMH EE2ER HEE MAH
ghct.

w
o
I°
T
o

i
wt

Moz Ax{stH & Yol FH-1-12 SaiMer THECHE WE & + UL

ok

3.

182H. 24 ZEE Vo2 B E FE{AH fRoM &2 e 58 X miZlE AEeLCH

<#root>
firepower#

cluster exec show capture CAPlI | i 45954

un-i t_l_l(LOCAL) :*-.'cs"c-.‘ca':*s':*-.'c****s’:*:‘c**s'c***z‘c**s':*:'e*:‘c**s’:*-k****s'c*:'c*:‘c**s’:*:‘c*****

1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: S 992089269:992089269(0



2: 08:42:09.363521 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45954: S 4042762409:4042762409
3: 08:42:09.363827 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 4042762410 win 22

Unit 2 1.*************************************************************

Unit 3 1.*************************************************************

<#root>
firepower#

cluster exec show capture CAPO | i 45954

unit-1-1(LOCAL):*

1: 08:42:09.362987 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: S 2732339016:2732339016
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954: S 3603655982:3603655982
3: 08:42:09.363903 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 3603655983 win 22

unit Dz dedde ettt e g e de de e v de A e de S e de S e de S e e g e e S e e S e e b g e e e e S e S e e e de S e

unit_3_1:*w****% ThhhhhNNNNNhfddddddeddedededededdhhh NN NN NN hddddddedddd

2EtAH. TCP 528 FMo|22 3uE =M o3 1f
1-10| AR AFLICH ZtASISHZ| @Ie] B X| of

rIo >‘£

<#root>
firepower#

show cap CAPI packet-nunber 1 trace

25985 packets captured
1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.

45954
> 192.168.241.50.80:
S
992089269:992089269(0) win 29200 <mss 1460,sackOK,timestamp 495153655 0,nop,wscale 7>
éhése: 4
Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'



Fl ow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

gtk E2E/(TCP SYN/ACK):
<#froot>

firepower#

show capt ure CAPO packet-nunber 2 trace

25985 packets captured
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954:

S
3603655982:3603655982(0)
ack
2732339017 win 28960 <mss 1460,sackOK,timestamp 505509125 495153655,nop,wscale 7>
Phase: 3
Type: FLOW LOOKUP
Subtype:
Result: ALLOW

Config:
Additional Information:

Found flow with id 9364, using existing flow



2t& 4. FTD HIO|E E22l syslogeE 2 E fRA0IM 012 d8 & SR E Eo{ELICH

<#root>
firepower#

cluster exec show log | include 45954

unit-1-1

(LOCAL) :* Yededededded e dde ke de ke d Sk w
Dec 01 2020 08:42:09: %FTD-6-302013:

Bui It i nbound TCP connecti on 9364

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302014:

Teardown TCP connection 9364

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024000440 TCP FIN

un _I LoD r et et e de de e de de g e g e e S e e A e e S e S e S e e S S e S e de e de e e dr e e e e e e

unit-3-1

Dec 01 2020 08:42:09: %FTD-6-302022:
Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302023:

Tear down backup TCP connecti on

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

Abed 4= 2. CHE EcH=|(CIEIEQF CHE AR A}

o AR 7 #12F SUSHKIEE, 2 Al 9T oM E 222 247t CIEEe CHE BH2(Oo|Ct.
DE S32 A AT #12t RAFRTLICH At A7 #12 HuRHE [ =2 Ro|™2 AlLteE|
2 19|y Z2E ChAlst= "Y' S Lt

B 1. AT S CHEUL
AA EE 462782 SEOf CHEH @12 Zeia 2
<{froot>

firepower#



cluster exec show conn

unit_l_l(LOCAL):******************************************************

23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46278
, idle 0:00:00, bytes 508848268, flags

U o N

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46276, idle 0:00:03, bytes 0, flags aA N1

unit_z_l:*************************************************************

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

unit_B_l:*************************************************************

17 1in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:46276, idle 0:00:02, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46278
, idle 0:00:06, bytes 0,

flags Y

Er Zcia |H=E

Unit-1-1 ulo - Flow Owner(E2 2 ARAl) - C|HtO|AT 22 E X{2lgfLch.




Unit-2-1 - -

Unit-3-1 Y -CI3E] & 8] ARKL- 2% 310l Eei Y(CIRE) 7 U&LICH

INSIDE
Pol. 201

POAS  —
Control Unit
ke e 192.168.241.x 24
192.168.240.x/24 scksrpe: imie-3-1s o
the Backup onwer
SYN/ACH
unit-2-1 (id 1) EWI ching

o048

5'.l.|1EH'irF b
< . 50
50 e S— :
Host-A 9 Cluster Delete Host-B

message: The flow is
terminated

 J . .
unit-3-1 (id s
> \ Zblrectur +
ccL i —@_ Backup owner
_ ,
Data Interface Pol.201 j':—?:_— Pol.202

At7t ELlct,

1. TCP SYN I§Z! 0| Host-AM| A unit-1-12 £ &&tL|Ct. Unit-1-10| 52 A8
2 53§ UDP 41939| '3

2. Unit-3-10| 222 C[HEZE MEHELICH Unit-3-1 ¥4 AR XHCCL
EAAE] 70 HAIX))LICH

3. TCP SYN/ACK I§Z!0| Host-BO{| A unit-3-12 T&t8fL|CH 582 CHE QLY.

4, 20| SR E|H ARAHE UDP 419301 M 'cluster delete' HA|X|E CCLE S35l 214 35H0q &
U ARKe 58 HEE MAHELICEH

<tfroot>

firepower#



cluster exec show cap CAPlI | include 46278

unit-1-1

(LOCAL):******************************************************
3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842317 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46278:

S
3524167695:3524167695(0)
ack

1972783999 win 28960 <mss 1380,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842592 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3524167696 win 22

unit_z_l:*************************************************************

unit_B_l:*************************************************************
firepower#

Q|F QIE{H[0]| A0l M ZHA:

<tfroot>

firepower#

cluster exec show cap CAPO | include 46278

unit-1-1

(LOCAL):******************************************************

3: 11:01:44.841921 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

2153055699:2153055699(0) win 29200 <mss 1380,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46278:

S
3382481337:3382481337(0)
ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842638 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3382481338 win 22

unit_z_l:*************************************************************

unit_g_l:*************************************************************

firepower#



o
A2
I
T
ful

2CHA. elael|A IZ(TCP SYN 2 TCP SYN/ACK)H| =7H

<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 3 trace

UNTt-1-1(LOCAL) z # s s dededededesosodededededede
824 packets captured

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>

Phase: 4
Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

unit-1-10 A SYN/ACK F%:

<{froot>

firepower#



cluster exec show cap CAPO packet-nunber 4 trace

uni t_l_l(LOCAL) . TehR NN N NS S dddddededededdeddedededdehh RN RN NN hdddddedededddd

4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46278

S

3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
Phase: 3
Type: FLOW-LOOKUP
Subtype:
Result: ALLOW
Config:
Additional Information:

Found flow with id 9583, using existing flow

& 3. FTD Oi|O|E] &2lQl syslogeE ARAH & Q] AR Atof CHE 12 Hd A E=E EoiEL
Ct.

<#root>
firepower#

cluster exec show log | include 46278

un1 t- 1 1(LOCAL) TR dd A S S S S dededededededededededek
Dec 01 2020 11:01:44: %FTD-6-302013:

Bui It inbound TCP connection

9583 for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 11:01:53: %FTD-6-302014:

Teardown TCP connection

9583 for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024001808 TC
unit-2-1:%*

unit-3-1:+* % de g dede de s de de e de e
Dec 01 2020 11:01:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 11:01:53: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste



At 937 3. HICHE EEHTY(CIEN7H EaHT M)

2 1. reinject-hide unit-1-1 & unit-2-1(HICHE! £&)9| show T2 Z4#x{&L|C}

<#root>
firepower#

cluster exec show cap

unit-1-1(LOCAL) :* e dede e e el dededededede e e de e dedede et de e

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554320 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinject-hide

buffer 100000 interface
I NSI DE

[Buffer Full -

98552 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinj ect - hi de

buffer 100000 interface
QUTSI DE

[Buffer Full -

99932 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-2-1:7 e o e 55 5 56 e e o o s 55 55 55 o o s 55 566 o o o 55 5 o o o 5 5 o o o o
capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553268 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinj ect - hi de
buffer 100000 interface
QUTSI DE

[Buffer Full -



99052 bytes

]
match tcp host 192.168.240.50

host 192.168.241.50 eq www

un 1 t- 3 - 1 . TehR NN N fhddddddededdeddedededdehh NN RN N hddddddeddedededededededededhhhn
capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 53815 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50

host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 658 bytes]

match tcp host 192.168.240.50
capture CAPI_RH type raw-data
match tcp host 192.168.240.50
capture CAPO_RH type raw-data
match tcp host 192.168.240.50

i
2k

<#root>
firepower#

cluster exec show conn

unit-1-1

host 192.168.241.50 eq www

reinject-hide buffer 100000 interface INSIDE [Capturing - 0 bytes]
host 192.168.241.50 eq www

reinject-hide buffer 100000 interface OUTSIDE [Capturing - 658 bytes]
host 192.168.241.50 eq www

F2.AA TE 4650220 SEo| Ciet i Zeja EM

(LOCAL):******************************************************

23 1in use, 25 most used
Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used
centralized connections: 0 in use, 0 most used
VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46502

, idle 0:00:00, bytes 448760236,

flags U O N1

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46500, idle 0:00:06, bytes 0, flags aA N1

unit-2-1

R R o R e R R L R U L R R L o R Lk R R A

21 in use, 271 most used
Cluster:

fwd connections: 0 in use, 2 most used
dir connections: 1 in use, 2 most used
centralized connections: 0 in use, 0 most used
VPN redirect connections: 0 in use, 0 most used



Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502
, idle 0:00:00, bytes O,

flags Y

un-i t 3 1. TedehfdehddhfdehddhddhddNdddh VNl Nl Nl Ndh Sl fdhfdhddhddNddNdh

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

Er i |H=

Unit-1-1 ulo - Flow Owner(EE2 2 ARAl) - C|Hto|AT 22 E {2IgfLct

- Director - unit-2-10{= 'Y' Zell27 U222 0| EZ 22| DirectorZ
unit-2-10| MEHE|AZ & o|O|&L|Ct.

oy AR R}

-OrX|2 o 2, 0 E=230f| A H=H5HX| 2 X2 show capture & show log
Unit-2-1 Y E£20| M RH-2-10| 2RAto|H 0| EE2RE MY 5= XWo| BHEF L
CHOI AlLIEIR20IME Z|8Me 2 MERIZ ZHFE|X| 2EX|EH.

2D gt A2 CIHEE(Y 28)2 HEXNzE8)7 25 2 + gieH,
O| = g2 &5 HiEtAMLICt CIRE (Y £8)s oiTs| EafEE ™
e = A&LICH O] Ate| 79| IR 20i L2 = show log E2 F
ZEHAAIR

Unit-3-1 -




TCP SYN ";; ywitel
INSIDE

UUTSIUE

A _®_ rol.2y7
o Po4d | :

trol Unit

@ TCP
SYN/ACK

1)

192.168.240.x/24 192,168,241 %/24

2

unit-2*1 (id

-.
—

Host-A Director +
Backup owner
unit-3-1 (id 2)
CCL

Data Interface

1. TCP SYN Z{Z!0| Host-A0| A unit-1-12 T &t&FL|C}H Unit1 1o| 538 ASA7F Eulct

2. Unit-2-12 22 C|HE L A ARXZE MEAEL|CH 58 ARK7F HY ARKAHH
of CHsl L 2l7| I8 UDP 41930 M ' B{AE] F 71 KLIFHAE HAIXIE E-LICH.

3. TCP SYN/ACK I{Z!0| Host-BO| A unit-2-12 T 2FgfL|Ct S & 0| HICH&E ALt

4. Unit-2-12 TCP SYN 7|2 QI3 IiZ!S CCLE Sall 2Kt A HE & LCt.

5. 2R A= QE{H 0|A OUTSIDES| IHZ!S CtA| H{E & CFS THZ!2 Host-AR TEEHLIC.

6. 140| ZREHARKE EHAE 44X HAIXIE ELY Y ARKIHM EE2R HEE MH
gt

(R ASSH04 RS HICHE EBHTII R 52101 R-1-122| ZICIHMo| EAIE

<#root>
firepower#

cluster exec show capture CAPlI | include 46502

UNT T Lm T CLOCAL ¢ st st st oot ot et ot ok e
3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.46502 > 192.168.241.50.80: S 4124514680:4124514680
4: 12:58:33.357037 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46502: S 883000451:883000451(0
5: 12:58: 33 357357 802 1Q V'Ian#201 P0 192. 168 240. 50 46502 > 192 168 241.50.80: . ack 883000452 win 229

un_lt 2 1 B R R R S R S S R Y



un-i t 3 1. B e e R R R R kL e e R kR kL T S S R Sk S S S o R A ok SR ek R T

k3
e

%;

of

<#root>
firepower#

cluster exec show capture CAPO | include 46502

un-i t_l_l(LOCAL) . TehnhnNfhdddddededededededededededededehh NN RN NN hdddddedededddd

3: 12:58:33.356426 802.1Q vlan#202 PO 192.168.240.50.46502 > 192.168.241.50.80: S 1434968587:1434968587
4: 12:58:33.356915 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: S 4257314722:4257314722
5: 12:58:33.357403 802.1Q vlan#202 PO 192.168.240.50.46502 > 192.168.241.50.80: . ack 4257314723 win 22

un-i t_z_l: TedRhnNffdddddedededededdededededehh RN NN NN hddddddeddedededededededededehhhn
1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: S 4257314722:4257314722

2: 12:58:33.360302 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: . ack 1434968736 win 23
3: 12:58:33.361004 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502: . 4257314723:4257316091

un _I To 3] r s e et e e de g e g e e S e e S e S e e S e e e e e e e e e e e de e e dr e e e e e e

=Mooz XF 5071e] Q1A e FAFLICH ZtA S sT| @{sh 2HEA K]

Unit-1-1(2 8 &H):

<#root>
firepower#

cluster exec show capture CAPlI packet-nunber 3 trace

un-lt 1 1(LOCAL) TR ffffffddededededededededededeh NN h RN hhhhdfdddddddd
3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.

46502

> 192.168.241.50.80:

S

4124514680:4124514680(0) win 29200 <mss 1460,sackOK,timestamp 510537534 0,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:

Input interface: 'INSIDE'
Flow type: NO FLOW



I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Unit-2-1(TE &}

E24T(TCP SYN/ACK) B4 58 §5-2-19LIch §5-2-12 CI2E/Hed ARXt0|H £
BHzig AR HEELIC

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46502

: S 4257314722:4257314722(0) ack 1434968588 win 28960 <mss 1460,sackOK, timestamp 520893004 510537534,no0
Phase: 4

Type: CLUSTER-EVENT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW



I (1) amearly redirecting to (0) due to matching action (-1).

2H& 4. FTD Oi|O[E] E2l|Ql syslogE ZE FR0IM 2 &Y & S5 & EoiELICH

<#root>
firepower#

cluster exec show log | i 46502

unit-1- 1(LOCAL) TR T TR L L
Dec 01 2020 12:58:33: %FTD-6-302013:

B
uilt inbound TCP connection

9742 for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 12:59:02: %FTD-6-302014:

Tear down TCP connecti on

9742 for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 bytes 2048000440 TC

un-i t_z_l: TedehddehfdehddehddhddhdddddhhdhNdeh Rl ndhNdhfdehfdhddhddhddddndd

Dec 01 2020 12:58:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46502 (192.168.240.50/4650
Dec 01 2020 12:58:33: %FTD-6-302023:

Tear down forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46502 duration 0:00:00 forwarded bytes 0 Forwa
Dec 01 2020 12:58:33: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 12:59:02: %FTD-6-302023:

Tear down director TCP connection
for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 forwarded bytes 20483163

un-i t_3_l: TedehddehddehddehddhddhddNdddhhdh Nl Rl Nndh Nl Fdhfdhfdhddhddddndk

firepower#

A2l 917 4. BICHE EBHZ(A R KI7 MR}

2 1. reinject-hide= unit-1-1 & unit-2-1(HICHE! £&)2| show T2 Z=x{&L|C}

<{froot>

firepower#



cluster exec show cap

unit-1-1(LOCAL) :* e o 4 e 55 56 56 e e o o s 5 55 56 56 o o o e 5 5556 o o o s 5 o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554229 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinject-hide

buffer 100000 interface
I NSI DE

[Buffer Full -

98974 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinject-hide
buffer 100000 interface

QUTSI DE

[Buffer Full -

99924 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-2-1:7 e o o e 55 5 565 e o o o 55 56 55 o o 55 566 o o o 55 5 e o o o 5 5 5 o o o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33552925 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinject-hide
buffer 100000 interface OUTSIDE [Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

Unit-3-1: s
capture CCL type raw-data buffer 33554432 interface cluster [Captur1ng - 227690 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 4754 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www



F2. AN TE 469162 SE0f CHEH 0142 Ecia 24

e
2k

<#root>
firepower#

cl uster exec show conn

unit-1-1

( LOCAL) : Tl ded oSS NSNS N hde S Nde S A S hdedeNdedeNdedeNdde NN de NS NN de Nl d el Nl

23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46916
, idle 0:00:00, bytes 414682616,

flags U O N1

unit-2-1

21 in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46916
, idle 0:00:00, bytes O,

flags z

unit-3-1

17 1in use, 20 most used



Cluster:

fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46916

, idle 0:00:04, bytes 0,

flags y
ChHe Zofa  |H=
- Flow Owner(EE2 % Af®X - ClHO|A7 EERE MEIFLICH
Unit-1-1 ulo - Director - unit-3-12 'yE Z 0 'Y'E Z1 UX| o2 Z 0| EZ2 29|
CIZE2 unit-1-10] MEIE|AS S olnlgfLict 2|5t 2R AH0|7|=
S22 Y ARXE CHE FR(O] AHA unit-3-1)2 MESHACEH
Unit-2-1 z - ME R
Unit-3-1 y - B4 AR A}




)wn 24 'Director

LILITSILIE

—@_' Po1.202

TCP SYN o
—

152.168.240.x/24

192.168.241.x/24

PR i

Host-A
Forwarder
unit-3-1 (id 2)
Pods Backup owner
ccL

Pol.201 Pol.202

Data Interface

1. TCP SYN Z{Z!0| Host-AW| M unit-1-12 HME E/LIC}E Unit-1-10] 222 AR X7 E[1 O[A}
7+ MEAEL|CEH

. Unit-3-10] 244 ARXI2 MEAEIL|CH 5 & A A7t 2 ARKo|H E&0 CHal L2(7] <
&t UDP 41930{ M RLIFHAE 'E8{AE F7F HAIX|IE 2=HLICEH

3. TCP SYN/ACK I{Z!0| Host-BO| A unit-2-12 T 28Ut S & 0| HICHE ALt

4. Unit-2-12 TCP SYN 7|2 QI8 I{Z!S CCLE S8l A KHof|A| @ggruu

5

6

N

. A AHE QIE{H|0|A OUTSIDES| THZ!E CHA| {88t CHE THZ! S Host-AZ ME & LICH.
L0140 SEEH ARKE EHAE AKX HAIXKIE ELf Y ARKIMH 222 HEE MAH
grLict.
=

ZHEh 3. Mg AH8 5o ZA{5tH HICHE EciE o RR-2-10M RKH-1-122] 2|C|HMo| ZAIE
Unit-2-1(Z & &}

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 16:11:33.653164 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46916



S
1331019196:1331019196(0)
ack
3089755618 win 28960 <mss 1460,sackOK,timestamp 532473211 522117741,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

zHah 4. FTD Cllo|E Z22l sysloge 2E FA0M 62 4 2 S5 & EoiELICH

<#root>
firepower#

cluster exec showlog | i 46916

un-lt 1 l(LOCAL) Fededededede eSS eSS hde eSS de S de eSS hdedefhdeded Skl
Dec 01 2020 16:11:33: %FTD-6-302013:

Bui |t i nbound TCP connecti on

10023 for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:11:42: %FTD-6-302014:

Teardown TCP connection

10023 for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024010016 T



un1t 2 l B e e R R R L e e Rk kR S L T S R Rk Sk o S S S R R A o ok SR ek R T

Dec 01 2020 16:11:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46916 (192.168.240.50/4691
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46916 duration 0:00:09 forwarded bytes 1024009

un1t 3 l TedehfdehddhfdehddhddhddNdddh VNl Nl Nl Ndh Sl fdhfdhddhddNddNdh

Dec 01 2020 16:11:33: %FTD-6-302022:
Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

Abgil 237 5. HICHE ERi=(AR A7 CIRE 9 CHE)

2 1. reinject-hide= unit-1-1 & unit-2-1(HICHE! £&)2| show T2 Zx{&L|C}

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) : * e o 4 e 55 55 55 56 e e o o s 55 56 56 o o o s s 55 5 o o o o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553207 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 99396 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99224 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de

buffer 100000 interface
I NSI DE

[Buffer Full -

99396 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinject-hid



e buffer 100000 interface

QUTSI DE

[Buffer Full -

99928 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

R L L L L e T e L

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554251 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

UINT = 3= 1 2 % v e s s e v e e e e e e e e e e o e e e e e e B0 S e e e e B S e e e e B S S e e e e e S e e e e e e e e

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 131925 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 2592 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

469942| S E0f CiEt AZA Eefa =44

e
wt
N

<#root>
firepower#

cluster exec show conn

unit-1-1



(LOCAL) ¢ # s s s dededede e di de e dedede e oo e s e e e e oo b e e e e el i e e de e e e e oo
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46994

, idle 0:00:00, bytes 406028640,

flags U O NL

B e R R R T e R kT S S S e R kA e T R R Rk Sk Sk R S L

22 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:
46994
, idle 0:00:00, bytes O,

flags z

TeddehddhddfdddhhdhNdeh Nl Nl NdhFdhddhddehddhddNdd Nl dh Nl fdhdd

17 in use, 20 most used

Cluster:

fwd connections: 2 1in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46994
, idle 0:00:05, bytes 0,

flags Y
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2] EZoila  ||HE
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Unit-1-1 ulo - Flow Owner(E2% LRA} - CIHIO|A T EERE AM2|'FLC.

Unit-2-1 z - e

Unit-3-1 Y

Control Unit

TCP
e SYN/ACK

h
unit-2- 1{u:| 1} S —

192.168.240.x/24 192.168.241.x/24

Host-B

celL ' | + Director

Data Interface

1. TCP SYN Z{Z! 0| Host-AM| M unit-1-12 Z&FgfL|CH Unit-1-10] & AKKH7} Euc

. Unit-3-12 O|A} & BHd AR XIZE MEEILICH 58 ARA7L B AR KH0|AH &0 CH3H
2 2|7| I3 UDP 41930 A 'EHAE FI}' FLIFHAE HAIXIE EHLICH

. TCP SYN/ACK TI§Z!0| Host-BO{| M unit-2-12 E&gtL|Ct s & H|cHEI LIt

. Unit 2-12 TCP SYN £ 7|2 Ql&ll iZ!E CCLE Sl A Rtoi|AH HMEEHLICH

FAtE CIE{H O|A OUTSIDES| THZ!E CHA| HE 8 Ot THZ! 2 Host-AZ E §LCt.

.EI?;'OI SEEM ARAE EHAH AN HAIXKIE EL] Hd ARK0M E2E22 HEE W7
gt

N

c»_cn-l;oo



& 3. £XZ AEst0d Zix{stH HICHE ERfET 7X-2-101M fH-1-12 2| E|C[EM0] EAIF

<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 1 trace

UNTE-1-1CLOCAL) : st s e

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

Unit-2-1(TE R}

<{froot>

firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 1 trace

1: 16:46:44.232074 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.
46994

: S 2863659376:2863659376(0) ack 2879616990 win 28960 <mss 1460, sackOK, timestamp 534583774 524228304,n0

Phase: 4
Type: CLUSTER-EVENT
Subtype:



Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial,

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

attenpti ng ownership.

I (1) amearly redirecting to (0) due to matching action (-1).

kS

[

4. FT

<#root>
firepower#

cluster exec showlog | i 46994

el dedeNdedhdd Nt

unit-1-1(LOCAL) ; #¥%**
Dec 01 2020 16:46:44: %FTD-6-302013:

Bui |t i nbound TCP connecti on

10080 for INSIDE:192.168.240.50/46994
Dec 01 2020 16:46:53: %FTD-6-302014:

Teardown TCP connection

10080 for INSIDE:192.168.240.50/46994

A R R R R R R R S

unit-2-1;%%%*?
Dec 01 2020 16:46:44: %FTD-6-302022:

Built forwarder stub TCP connection

D O|O|E{ £2&iQl syslogeE 2ZE &

ke

AH A4
o

w0l M 44

R R R AR T A R AR kR T ok R T R Rk R T

(192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241

to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024000440 T

FeddehddehfdhfdhddhddNhddNddNddNndhn

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46994 (192.168.240.50/4699

Dec 01 2020 16:46:53: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46994 duration 0:00:09 forwarded bytes 1024000

Jo oo o ol oo oo ot oo oo o oo oo o oo oo o oo oo Yo oo 2o

DRORORORONONORONORORORONON JOROR OO ORORORORORORORORON)

un-i t_3_1: B R R R R R R R R R R R R R R R R R R R R L o R R R AR ok S T o A R AR ok R Tk R T



Dec 01 2020 16:46:44: %FTD-6-302022:
Built director stub TCP connection

for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:46:53: %FTD-6-302023:

Tear down director TCP connection

for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

CHS At Lol M= eletel Zigho| e EEIAHE 7IHe =z st EEZXIE AASELICHL

INSIDE
Fodd
Control Unit
SERESee 192.168.240.0/24
switching unit-2-1 [id 1) :w;itn:hing
infra 3 . infra i85
- | -
Host-A irlirve aat Host-B
unit-3-1 (bd 2)
jaal
Data Interface 18
Abedl @47 6. HICHE! E2iZ|(Inline-set, 2] AF7} CI|EE)
& 1. reinject-hide= unit-1-1 & unit-2-1(H|CHE i%)ol show IHZ!S ZH&x{BILIC} EESF AL K=

unit-2-1 2 L|C}(reinject-hide Z4*{0| CH3H INSIDE 2! OUTSIDE OIEMIOIA 250 ZjZlo| U gt
™ unit-1-10{ = OUTSIDEO| 2t THZ!0] Q& LICH).

<#root>
firepower#

cluster exec show cap



unit-1-1

(LOCAL) : * e o o 4 55 55 56 e e o o e 55 566 o o o 55 56 o o o 5 o o o S S
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553253 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523432 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hide
interface
QUTSI DE
[Buffer Full -

523432 bytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-2-1

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554312 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinj ect - hi de
interface
QUTSI DE
[Buffer Full -

524218 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

reinj ect - hi de
interface

I NSI DE
[Buffer Full -

523782 byt es]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

un1 t- 3 1 L R L L R L o R R

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 53118 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www



capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50
capture CAPO_RH type raw-data
match tcp host 192.168.240.50
capture CAPI_RH type raw-data
match tcp host 192.168.240.50

e
2k

<{froot>

firepower#

host 192.168.240.51 eq www
reinject-hide interface OUTSIDE [Capturing - 0 bytes]
host 192.168.240.51 eq www
reinject-hide interface INSIDE [Capturing - 0 bytes]
host 192.168.240.51 eq www

F2. A X E 518440 S HOf CHiet 12 Ecid &M

cluster exec show conn addr 192. 168. 240. 51

unit-1-1

( LOCAL) : B Rk L R R

30 in use, 102 most used
Cluster:

fwd connections: 1 in use, 1 most used
dir connections: 2 in use, 122 most used

centralized connections: 3 1in

use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80

51844
, idle 0:00:00, bytes O,

flags z

unit-2-1

23 in use, 271 most used
Cluster:

NP Identity Ifc 192.168.240.50:

fwd connections: 0 in use, 2 most used
dir connections: 4 in use, 26 most used

centralized connections: 0 in

use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80

51844

INSIDE 192.168.240.50:

, idle 0:00:00, bytes 231214400,

flags b N



FeddehddhddNdddhhdhNdeh Nl Rl NdhddhddhddNddhddNdd Nl Ndh Nl Nl

20 in use, 55 most used

Cluster:

fwd connections: 0 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:51844, idle 0:00:01, bytes O,

flags y

= Zoia (|2

Unit-1-1 z - THEFRE

Unit-2-1 bN - Flow Owner(E2<2 A% X - C|HIO|A Y7 22 E & EIEhLCt.
Unit-3-1 y - BHod AR}




(ig0
farwarﬂer ¥ c!:t.e’n':l';u
INSIDE - DUTSIDE TCP SYN/ACK

Podd

Control Unit

192.168.240.%/24

o owner

TCP SYN switching nit-2-1 (id 1)

192.168.240.x/24

inline set

backup owner
unit-3-1 (id 2)

CCL

Data Interface

1. TCP SYN I{Z!0| Host-A0l| A unit-2-12 HEELICH Unit-2-10| 222 £ FA7H &l C|3
B2 MEfEL|Ct

2. Unit-3-10| 814 AR X2 MEAEILICH 58§ AFA7F ¥ ARKAH E&o Chal L2(7] <
Sl UDP 419304 M 'EHAE F7I' RLIFHIAE HIAIX|E EHLICH

. TCP SYN/ACK I{Z!0| Host-BOI A unit-1-12 Z=&t&tL|Ct 5 &0]| HICHE X IL|C},

. Unit-1-12 CCL2 &3all I3!S CI2E{(unit-2-1)2 M8t

. Unit-2-1£ AR XH0|04 QIE{H|0|A OUTSIDES| m{Z!E CHA| Al ghLCH

. Unit-2-12 Z{Z!'E Host- AE Mg

20| BRE|H ARKAE EXHAH &K HAIXKIE EL ¥ ARK0MH EER HEE M7
gt

~N o ok w

W1

a3, 22 AR 504 TR S HITH
=

| EREID S9-1-100M SSH-2-12 9| 2|C|2MO0| EAI=

0

Unit-2-1(& S XHE QI R}

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 18:10:12.842912 192.168.240.50.51844 > 192.168.240.51.80:
S



4082593463:4082593463(0) win 29200 <mss 1460,sackOK,timestamp 76258053 0,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

Unit-1-1(TE &}

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) ::‘::':-k-.'r:'::“::'::'::'r-k:'r:'::“::'::':-.'c:‘cs‘::'::“::':-.“:-.'r-ks‘::'::'::':-k-.'r:'cs‘::’::“::‘:-k-k:':3“::'::‘::‘:*7‘::’:*:’::‘::‘::‘::‘::’:*:‘:

1: 18:10:12.842317 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: NO FLOW

I (0) am asking director (1).

HhEH E 21 Z(TCP SYN/ACK)



firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 18:10:12.843660 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: FULL

I (1) am owner, update sender (0).

Phase: 2

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 7109, using existing flow

& 4. FTD Cl|lo|E E&i2! sysloge 2E RAM 12 Hd L S=2E EoiELICH

<#root>
firepower#

cluster exec show log | include 51844

un-lt 1 l(LOCAL) R R R R R R R A o S R R R U S o R Rk o L R T AR R o A
Dec 02 2020 18:10:12: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/51844 (192.168.240.50/5184
Dec 02 2020 18:10:22: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/51844 duration 0:00:09 forwarded bytes 1024001

R R R R R R R R R S ARk S L R A R R AR o kLR T o LR R R

unit-2-1;%%% e o o o e .
Dec 02 2020 18:10:12: %FTD-6-302303:

Built TCP state-bypass connection



7109 from INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240
Dec 02 2020 18:10:22: %FTD-6-302304:

Teardown TCP st at e- bypass connecti on

7109 from INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024001888 T

un1t 3 l Tedehfdehddhfdehfdhdd RS Ndddh VANl NdhNdh Nl FdhfdhfdhddhddddNdh

Dec 02 2020 18:10:12: %FTD-6-302022:
Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 02 2020 18:10:22: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

Abgdl 247 7. HICHE E2{=(Inline-set, 27 X7} C|2IE{2} CHE)

AR AHE unit-2-1 LI Chreinject-hide 9H7‘c+01| CH3H INSIDE 2 OUTSIDE RIE{H 0|A0]| THZ!O| /U&=
2t unit-3-101l= OUTSIDE| BF TiZ!0] Q{&LICt).

<#root>
firepower#

cluster exec show cap

un 1 t- 1 1 ( LOC A L) Fededehdede el el fdede e fde Nl R ddehddehddehdede el

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 13902 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 90 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-2-1

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553936 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hid
e
interface

QUTSI DE



[Buffer Full -

524230 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

rei nj ect - hi de
interface

I NSI DE
[Buffer Full -

523126 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

B e R R R T e R kT S S S e R kA e T R R Rk Sk Sk R S L

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553566 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523522 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
interface
QUTSI DE
[Buffer Full -

523432 bhytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

e
2k

F2.AA ZTE 592102 SE0f CHEH 0142 Ecia 24

<#root>
firepower#

cluster exec show conn addr 192. 168. 240. 51

unit-1-1

(LOCAL):******************************************************
25 in use, 102 most used



Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 0 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:

59210
, idle 0:00:03, bytes 0,

flags Y

FTeddehddhddfdddhhdhNdeh Nl Rl NdhddhddhddNddhdd NSl dh Nl fdhdd

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 28 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
59210
, idle 0:00:00, bytes 610132872,

flags b N

FeddehddhddfdddhhdhNdeh Nl Nl fdhddhddhddhddhddNdd Nl Ndh Nl fdhdd

19 in use, 55 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
59210
, idle 0:00:00, bytes O,

flags z



B2 e (|H=

Unit-1-1 Y -C|HEE] ) 4 ARA
Unit-2-1 b N - Flow Owner(Z2< ARAl) - C|HtO|A7} 22 E *{2I8fL|ct
Unit-3-1 z - HER}

Pol

Control Unit
192.168.240.%/24 192.168.240.%/24
owner o
TCP SYN switching unit-2-1 (id 1) .S\:Itchms
: . "'I A
Fnﬁ O 5*

(A =

TCP SYN/ACK

forwarder 9

e unit-3-1 {id 2)

b

Pol

inline set

CCL

Data Interface

1. TCP SYN I{Z! 0| Host-A0| M unit-2-12 =&t EFLICH Unit-2-10] 22 AR A7 E| D unit-1-
10| C|HE|2 MEH=|L|C}

2. Unit-1-12 2 ARIHC|HE0|22)E MEELICH 5 & AR/KI7I UDP 41930 M 'E{4

E{ &7I' RLIFHAE HAIRIE ()2 TS ELICH M ARKto|AH EE2 0 CHsH L EILICH

. TCP SYN/ACK T{Z!0| Host-BO| M unit-3-12 £ & .JLIE% S &2 H|ciE L.

. Unit-3-12 CCLE &35 A S CIAE(unit-1-1)2 T™EStCt

5. Unit-1-1(C[AE)2 AKXt unit-2-124S 210 S MY X (unit-3-1)2 CHA| E510 &R
RE7}F unit-2-14S 2L

6. Unit-3-12 T2 unit-2-1(ARAHZ S ELICH

A~ W



7. Unit-2-12 QIE{H|0|A QUTSIDES| m{Z! C}A| AFlstL|ct.

8. Unit-2-12 %! Host-AZ FEEfLICt.

9. ¢Z40| BEREH ARK= ZHAE AN HAIRIE ELH 8 ARXIHAMH EE2R HEE MAH
ghuict.

%fgﬂ: 2EtA|(CCLE &8 miZ!)7F 4EHA|(HIO|E ERi =) 2Lt HA e lst= Zdo| S LI
CIE BR(IE £01, & HH)), Z52 552 QAI5IX| Z&tCt. ek Qlztel EEol22
IHZ! g SMK|2 MEEL|CH QIE{Ho|A 7} QIEFel ElEtol i A< OOl mZ!o| A A|EIL
C}.

& 3. FHE AL85H04 X5t HICHE! EcHEn CCLE S&F m&ho| EAIFLICH

Unit-2-1(& ] AH

<#root>

firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 09:19:49.760702 192.168.240.50.59210 > 192.168.240.51.80: S 4110299695:4110299695(0) win 29200 <mss
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'INSIDE'

Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

Hb2t E 21 /(TCP SYN/ACK)

Unit-3-1(ID 2 - & A2 CCLE S8l THZ!Z unit-1-1(ID 0 - C[HE)E ™S EfLCH.



<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 09:19:49.760336 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (2) am asking director (0).

Unit-1-1(C|2E]) - Unit-1-1(ID 0)2 EE2 2] A7t unit-2-1(ID )2 &1 CCLE &
Al unit-3-1(ID 2 - MY RHE S ELICH.

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

UNTt-1-1(LOCAL) 5 s i sei

1: 09:19:49.761038 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (0) amdirector, valid ower (1), update sender (2).



Unit-3-1(ID 2 - A& A2 CCLE S8l A S 7HX42t unit-2-1(ID 1 - AR AHE TS ELICH

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.761008 192.168.240.51.80 > 192.168.240.50.59210:
S

4209225081:4209225081(0) ack 4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,w
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (2) am beconing forwarder to (1), sender (0).

ARxHE WIS CHAl 45t SXx|2 e Eo

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.775701 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: FULL

I (1) am owner, sender (2).



2t&h 4. FTD HIO|E E212l syslogeE £ E fRA0IM 012 d8 & SR E Eo{ELICH

* Unit-1-1(C|Z B/ &R
« Unit-2-1(A8%H
« Unit-3-1(ME %}

<#root>
firepower#

cluster exec show log | i 59210

Un1t 1- 1(LOCAL) dedededededefdededehdedefhdde NN dde Nl de Al dhddedhdde NN ddeNdddefdddhd
Dec 03 2020 09:19:49: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

Un1t 2-1:+ s dededededefdedede S ddefhddefhdde NNl RNl deNdddehddedhddefhddefdddefdddn
Dec 03 2020 09:19:49: %FTD-6-302303:

Built TCP state-bypass connection

14483 from INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.24
Dec 03 2020 09:19:59: %FTD-6-302304:

Teardown TCP st at e- bypass connection

14483 from INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024003336

Un1t 3-1:" s dededededefdede e dededefddef Nl N hdde Nl RNl dddehddedhddefhddefdddeNdddn
Dec 03 2020 09:19:49: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/59210 (192.168.240.50/5921
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/59210 duration 0:00:09 forwarded bytes 1024003

- 7EE Z09 EX(EeiaE otEMn 2E 2X))
- Olo|E a2 EXM(TS EBf= =



Zo{4H ClolE E82! 2
NAT/PAT 35 2X
Qe ne{ A g

« PAT(Port Address Translation) Z20{|= %A%t EHAE S| X £0E AL 7158 IP7} Q104
Of 5tH, 22{AEH L EECH H B2 IP7} 2{0{0F g LC.

« 7|2 xlate per-session BHE2 H[& 3t e St 0|R 7t gl= & 2CHE F0{0F FLICH. xlate
per-sessionO| H|& &3t El 1242 Q& T El 2 E PAT xlates E2B{AE Q| Mo L= %

oM &4 MElE[22 H50| X5HE = UELICH

|>

ZEIAE 1P 2289l #2l0| H E (low-port) il M HIZE EFHTOR Qlsh £ PAT &
9| ALS

FTDE PAT IPE HRZ E& 351 xlateE SUSH AA HRIZE FX|5te{dD A|ZELICH O]l EMME
USH AA 2| LYQ =

AA ZET SUE 2 skl 42 HodELct

el A4 ZE HEE &L XE

1-511 1-511

512-1023 512-1023

1024-65535 1024-65535

AN ZE H7F 2 31 Y HR oM A PAT xlateE & alof 3t B2 FTDE CHS IP2 0|5
otod S A4 X E HQfof CHEH M g2 S EiLich

Z{AHE X[L= NATE ESfEo| 4 X

show nat pool

FTD O|O|E{ Z&iQ] 210i PAT & AFI0| EAIE/L|C}

Mt



<tfroot>

Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.150/49464 to Outside:192.0.2.250/20015
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.148/54141 to Outside:192.0.2.251/443

2+3t
NAT Flat Port Range(NAT £33 ZE #2|)& T35l 1 Reserve Ports(0| ZE)E Z & LICL.
EESH, post-6.7/9.15. 10| ME = E7} PAT7I MEL|E i ¥IZIR*E ECjEeZ SHAEE L}

TH7LE BEHAE O 7HUsHE FRoIT EE 22 ol 2FHH H + YsLich ZE 220
SHAIEI] o= Zhol R{BHE =l Z2oigt ST ELICH

|m
]
or O

m

SE J|H HIZ S A835Hs 22 =20 pb-1, pb-2 ... pb-10T Z2 10712 ZE 2=0|
&% ol %

|m
M
Ml

o
Ch S X KIS 2E ZE 250| 25 AZIE 0B EHO0|CHE XZE 282

I
hu
o

O of! i |-

o
rr
LL:

E0{, ZAETI 512712| A2 MHESIH FHHM= pb-12| EE 51270 4o CHSH OHZ El
E ¢lo|Z T grLIct O|A| 0] 512712 ¢1Z20| 25 &4 4EY [ pb-10| 2F AFIE/0 &
AE7513HM AZE HA5HH pb-22 0[&S5104 TAEN|M el ZEE & ELICH O|A| Ct
Al 513742 44 SolM 10 24Z40| 2 2|1 pb-10i M AFR 758t StLEe| ZE V| X|IFCIT
7HggrLCt ol EAET}514Hm] 0122 A SHH pb-104 10| 44 M|7He| UEZE EE|AE

AR ZETJ U222 pb-10iA OHEE ZET} SE LT pb-20iHE B E|X| f&LICH

SE AIAHOIM ORI ZE 222 34 MUIEE 4 U&LICH E3 PATE YBtHo
QiZiofl ASEILICH EE ES0| O F2 AlZtoll 018 7H5 3l & 282 i &t Ut ZE
£2 7|8 B UIEE S8 & EJ} 282 SKlss O W AT HUE £ e

N EQe H2 df ZEJH e AW HM 718 ZE SR EE0| o 22, HEHeZ 2
AN o F

u
L
A\
~

EE=20| 25 ATEIL 2 ZE 20| B2 HES
M3t sHRIElo] MM E EIX| eksLich ol2fet 7 7ha

=
C

|CkH(show nat pool cluster summary).
£ AlMBILICH(show nat pool ip <addr> detail).

. |
2. S =E0iA 7HE XA =
9| xlateE X|ZLICH(xlate global <addr> gport

A
3. AHHHZ O AL S E = UEF Sl
'start-end' X| 7).

T

A 7#1 opw ped odzo| STHEILICH

CHE Old ez 2lc|3Mde m 7L M & AoIE(o: &l MY, '¥Z &) == SSO & AIO|EZ 0]



UMD Y AOIE(: ¥ HIY, 2 & ALOIE §)& HolE == elaLIch ASXI7L E2I0|UETL
I AZ/HEE YT 8 QT SHe B ALO|Eo] st T F Hm dZdo| X Hm 42 sHAIE
Se{AE HHol| SHAIZ]T ECHEO| IP PAT E2 AI83tE A, AHIICIE S8 IPF
oM Adg =418 M Eci= o] RHHE Lt

GlOJE| B9l SBIAE AE So) WY S W TS BE0| ofFH MEIEI=X| HAIFLICH O
2 TCP A4S ThY 2 AtO|=0f A |

2r2H(6.7 0/174/9.15.1)

- C}S MM ofZ2|7i0]440] 042 DHEE! IP FAE A= X| & QIFLICH.

- show nat pool cluster summary & Z At&3t04 E0| # S5tH BIZ R =X] E—. o
« cluster exec show conn BHEE AtE510{ EET0| 2HIEA 2= WHAE|=X| .
« show nat pool cluster ip <address> detail HHE AI&35104 AE|7{ IPL| & AIER % = olgtL

Ct.

. AEI7 IPE AL 3R] R 94732 =01512{H syslog 305021(6.7/9.15)8 A3sHgtLICt
. 2RE 52T PAT B0/ IPE Cf £7H5t AL BT AQIRI0IM 22 WA gTEIFS

MEXMoZ =XghL|C}.

ME:

Ol #;'d 2= HWiHA &7 7|

0

« H| FP93002] 4—?— 2 & MM @15 0| e dlst= A< QIEet AQ(X|Q| Ol R 2= M
24 2 Z|&E Source IP/Port & Destination IP/Portoll A Source IP & Destination IP2 &
Mect.

« H|FP9300 %! 02 MHE S5 ¢/E50| L lst= E: eIet A[X(|Q| ol A 2= W

A 21 B|&2 Source IP/Port 2! Destination IP/Porto A Source IPZ2 Z=& g L|C}.

« FP93002| ZS FP9300 MA|0M 2= g A & 11 2|F 2 source-dest-port source-dest-ip
source-dest-mac E TME|o]| Qoo 2 B 4= QI&LICH o] A a2 &
FlexConfig& AF&3t0{ FTD Z4I|12|0|M 0] xlate per-session deny BHEE F7}5t0{ £ CH
2 IP FAEMTE UL ZEEIX]| 2t= o E 2|7 0|Me| Z2)oi CHE EBHEE QIEEN MA]
SHAES Mo == MEB XEISHESF dt= JYLIC HE YH2 S0 22 2581
7 M3 Euct.

CtE7 gHetEl Epjgo] E= WHAO| Q& LICHZ2E WOl Mo =EZ O[S F).
- xlate &R 0| ATIE = 20 Mo ==o| CHE EzfZof CHEt NA 5._ of & FEES
Oj& = A&LC.
- MAl U E2HAE| & E Y T A

of SE¢8 PAT IP7} Q17| Z0 KMo = MEE ZE EciEoz Qs F2{AH E50[ X
|L|CH.

Ol T
n

I

Ol
va

ZHAE0| PAT IP7F £ 55104 COIE = E0]| AFS 7tS8H IPE €S8 + S&LICH WetA PAT



Au|agolde| cidol Bl ZE EciEO0| MEIE fls Mol === MEELICH

1
o

show nat pool cluster BE2 AL&5t0{ ZF RS0 CHEt €2 ED 25

Fotn QJAeX| FHlgLct

el

of tLt o& ol IPE £

2+st

6.7/9.15.1 0| | B2 BBHAE{Q| L= o 2|4 ZE2 37|90 PAT 0] Qlofof &L|Ct PAT Z0|
AE 6.7/9.15.1 O|F M= ZE PAT == IP01IA-I ZE g5 gLt PAT EANSZTOILHTH
of 20| RAIF AZIE|E B2 PAT & 27|E s2{0f &LICHFAQ MM & x),

xlate7} MME &E3tE[X| f47| E0) Mol tEZ2 TS E ZE ECfEez 28 d50| XMstHE

= Ab

o O

M2 1% UDP ¥ 80| EE{AE Mo =& S&ll MEIZ22 ds50 dg2 & = UL
HH7=1

PATE AI835lE HIO|E EME MY EMH3LEl xlateE AFE5HE 120 X2[E = U&LICH
show run all xlate BEZ A& 3t09 xlate per-session Z1L|12{|0|ME & QIEFLICEH

Per-Session Enabled= 21Z2E @1Z20| Z20o{&! [ xlate7} S A| SHAEE 2|O|&LICH o= sIH
o=i740| PATE &EtS [ ZTS%* 148 Ms0o| FAELICE H| MMY xlates HAEE @140 BZ £
Z O 7ICHELCH A S 7 S35 2™ 2 229 IPO|A AFR 7158 65k TCP/UDP ZE
st & ol
T AA

EL'-I-)K|7I-O-I| DE A%

7|BHo 2 HE TCP EBIE2 xlate™ &d3tT|H UDP DNS EZHEE MME EJSHELICH &,
D E H| DNS UDP Ezi=l0o| X{2|& <8l Mo] ==& MEEL|C}

o]

E0AEH SR 74o| dd L i HHEE & Ql5te{™ O HHEE ALt

<ftroot>

firepower#

show cluster info conn-distribution

firepower#

show cluster info packet-distribution

firepower#

show cluster info |oad-nonitor



Z{AE LEE 201574 cluster exec show conn B AL 8fL|C}H

>
Q'I_l
rr

<{froot>

firepower#

cluster exec show conn

O| BHEE A Eslod F2RHAH = 7 E AISE

<{froot>

firepower#
cluster exec show nat pool ip

| in UDP

FgELICH ICMPL| B2 7

2rst
2t Ef=(0d: UDP)Of| CHEH MlME PAT(MIME permit udp B™)E
£ S M PATOIN HZEE = g2 2 PATI FEE B2 ICMP EBHE N0 =M B¢
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EHi7 =22

5

sS4
« PATIP &4 2 AN LI7HALE 22HAEO & 716 A2 2 21§
= Qoo Z o4 EX| 7| erMEhLCEH
EES /IME £ Qe B UsL
Mol ZE EE0

El’ _""_"L°=|°Hx T AA
+ post-6.7/9.15. 10| M= M2 HAZEE L EJ SES X E
= Mo =2 EEfEE E|C[HMErLICt stLt O

o= L=
TIE|H AFA|ELICH

C} LE 50| gl
ol L= EffTIS %25t =Z0|

FO|
!

« Olo|E{ £8Q! syslogollE CtST+ Z

b

2 HAIX|7F AL

—



<#root>
%ASA-3-202010:
NAT pool exhausted. Unable to create TCP connection

from inside:192.0.2.1/2239 to outside:192.0.2.150/80

« show nat pool cluster summary &2 A& 3504
« cluster exec show nat pool ip <addr> detail HHEE At&3
mtetgfLCt.

¢ 6.7/9.15.1 0|2l 22 7} x| i Z2 &Ed2 Cisco H{2 ID CSCvdoi| ME=|o{ /& LICH 0530

« post-6.7/9.15.101 M clear xlate global <ip> gport <start-end> HH S AI&35l0 EHR st =2
ME{ZS7| /Sl CHE Eo| YR ZE EES S22 X[ZLCH

22{AE{0lM PATSHE E2)T) 047
FA0f Cish GARPE Z&SHR| &17| HE .=!I—IEP.

lal
A
- .
rO

A A E ClHo|A 2| ARP EfO|20]= Ao & HE ¥ 2 2{AH O|o|E 2IE{H0]A 2] MAC
FA7FCHEA B AELICH

<#root>
root@kali2:~/tests#

arp -a

7 (192.168.240.1) at f4:db:eb6:

33:44: 2e

[ether] on ethO
root@kali2:~/tests#

arp -a

7 (192.168.240.1) at f4:db:eb6:

9e: 3d: Oe

[ether] on ethO

ro
Kb


https://tools.cisco.com/bugsearch/bug/CSCvd10530

Z{AHE H|0|E QIE{H| o|A M| HE(714) MACE FAELICH

PAT7} A

S AE{0| M PATSHE EfE

—

Alufst 44
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An|ago|Mol Moz SHERI=X
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H

= J—TT

ol &

ANO

0| S5 5K Ql5t AN,

of CHEH 242 =
| &flgfLict,
U= K| =g,

show asp cluster 7+2E{0]| 2 F 7I2E S£0| gi&LICH.
CIRE/HMEA EE2R 7}

HHO4 ylate 7}
u}ﬂ

o=

—_—r
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<#root>

XFAd o
o, |H

A" SZHo]| 2t xlate7t A4 4l

bk
I —

FE EAl5tE4™ "debug nat 2"E
&Lt

firepower#

debug nat 2

nat:

no free

nat:
nat:
nat:
nat:

no
no
no
no

<tfroot>

bl ocks available to reserve for 192.168.241.59, proto 17

free
free
free
free

C|H

firepower#

un al

%

—

74 O
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ASA 2 FTD

Fodo] Hi
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AAEH

blocks
blocks
blocks
blocks

available
available
available
available

g &XlstedH

AT &

N
2t{&

E{& PAT 7H44(9.15 O|

L{77k?

to
to
to
to

reserve
reserve
reserve
reserve

for
for
for
for

-IOI'

192.168.241.59, proto
192.168.241.58, proto
192.168.241.58, proto
192.168.241.57, proto

21 6.7)
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PAT £t240| CHA| AA|E| & LT 4 0|4 ZF S{AE HHo| BiZE|X| o &LICH 2
MPATIPE ZE 2802 BEE1 IP 0 &M 21t 37 EciAE HH Ztol| 2S5t H (7S 8t
8t Bfol) EHHELICt.

M A ME CHEat 22 MEHe SHZEELICHOIM MM & x),

- 2{AH THEo[IP 1 EHo| B E5H7| ME| CHS M4 of Z 2|7 0|40 FEF S Br&Lct
o XA SHAES LE £9 Z2 37|29 PAT :‘-OI gt

o LC7t EHAHE LI7AHLE Z QI M PAT € EHi7t S 73 & LICt

« PAT & E7 Y82 LIEHH = syslogZt & LTt

7I&Mo 2 7|2 1-511, 512-1023 & 1024-65535 ZE 'H2| CH 4, OIXﬂ PATS| 7|2 ZE 2=
1024-655350| A& LICE O] 7|2 Hels Lt PATO| CHEt S ZE He| 1~10232 Z&SES &
et £ Q& LICH include-reserve' SM).

FTD 6.72| PAT £ ZiI|gio|Mo| of L|Ct. REM|EH LI ZAI| 2o o|M MHAMof ghed MME
HxESIAAL.

MAT Rule:
Insert:
In Category L 3| . Dzt -
Type
Dymamic v
Enable

Lescription:

Interface Objects  Translation PAT Poo Advanced
I
Original Packet Translated Packet
Criginal Source;® Translated Source;
met_192 168.240.0 r| T Address v
Crnginal Destination W
Address w
Transtated Destnation:
w ——— - e
Original Source Port: Translated Source Port:
w L
Criginal Destination Port Translated Destination Port:




Interface Objects Translation PAT Pogol Advanced

—————
Enable PAT Pool
PAT;
Addrass ¥ ip_192.168.241.57-59 A
Use Round Robin Allocation
Extendead PAT Table
Flat Port Range i This option always enabled on device from vE.7.0 imespective of its configured value

Black Allocation

PATO{ CHEt &7t ERERTE B
FTD ClOo|E{ Z82! syslog(post-6.7/9.15.1)

SP{AE Lo TH IPHAM 2E ZEJ} ATIED B0 ALS 7H5 3 COHS P2 0|5 5te B2
1Y F=3} syslogZ7t MHELICH o & EW CHEat Z &L

%ASA-4-305021: Ports exhausted in pre-allocated PAT pool IP 192.0.2.100 for host 198.51.100.100 Allocat

i

Eol (o]
- —

= R
=T L

rr

273 sysloge SAE| 271e M =of MAME|H ch2a 2ol ZE =

StX| f2 SR/ E 7HMRX| E&LCh

1o M

%ASA-4-305022: Cluster unit ASA-4 has been allocated 0 port blocks for PAT usage. All units should have
%ASA-4-305022: Cluster unit ASA-4 has been allocated 12 port blocks for PAT usage. All units should hav

show nat pool cluster summary Z240{|M Z PAT IP A0 Clish 28 &
4 x

S e HZ ALIE[20]M =
E HAolM 174 ol el ZE E5F R0[7} glofof ELICH 28 EE E0E8 ZE

=5 2Hli9f of.

<#root>
firepower#

show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-2-1, unit-3-1
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.57 (126 -



42 | 42 | 42

)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.58 (126 - 42 / 42 / 42)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.59 (126 - 42 / 42 / 42)

HH

MHI
0%

s

HL

<#root>
firepower#

show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-4-1, unit-2-1, unit-3-1

IP outside:src_map 192.0.2.100 (128 - 32 /

22 | 38

/ 36)

E AR SH

show nat pool cluster £2J0{l= AR XA = UNKNOWNLZ #iQstE Bt T E 20| glo{ok

LICH stLtot e E AR Sdlol 2X7F {AS S LEFALICE off:

<#root>
firepower#

show nat pool cluster | in

[3072-3583], owner unit-4-1, backup <

UNKNOWN

>
[56832-57343], owner <UNKNOWN>, backup <UNKNOWN>
[10240-10751], owner unit-2-1, backup <UNKNOWN>

ZE S50M ZE EY 07t2%

show nat pool &2 F7} M

<tfroot>
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to
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firepower#

show nat pool detai

TCP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0O
TCP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 18
UDP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0
UDP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 20

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 18
UDP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated 0

UDP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 20
UDP PAT pool OUTSIDE, address 192.168.241.58

range 1024-1535, allocated 512
range 1536-2047, allocated 512
range 2048-2559, allocated 512
range 2560-3071, allocated 512
un-lt 2 l FedededededdehdhhhhNh NN NN NN NN deddededededededdeddhhhhhNNhNh NN NN N hde S dedededededdd
UDP PAT poo1 OUTSIDE, address 192.168.241.57

range 1024-1535, allocated 512 *

range 1536-2047, allocated 512 *

range 2048-2559, allocated 512 *

i
rr

=

Q
n
Hel
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S S LIEFELICE

M E sHZ33t2dH™ clear xlate global <ip> gport <start-end> HH S Al&35t0{ R st =2 &Y
7] I CHE CEo| YR XE EEE 528 X|ZLUC

- Ri&siel Sai7io) 9l WA LIS I0l =7} FBIAEIS LIZITHE CHA| eiater mi(
5 I2Y 4 2/8), SY B HRES /KIS © 9Lt 2%0l B2 ZE 22 K
4+ gls B2t st

« clear xlate global <address> gport <start-end> BH& & AF&3}04 0|2{3t

mE 2=0fA M
e XI9IM T4 2 IR £ YBSLICH OB SH CHET 2B

Ct.

<#root>
firepower#

show nat pool detail | i 19968

range 19968-20479, allocated 512
range 19968-20479, allocated 512
range 19968-20479, allocated 512

firepower#

clear xlate global 192.168.241.57 gport 19968-20479



INFO: 1074 xTates deleted

AE 6.7/9.15.1 PAT At F E&= EE(FAQ)

AE{O|M AL 7t e R 0l AL THSEHP 7t Qe BRI AT IP1IHE S
2 AN8E & UA&LIN?

A. O O|AF T K| fOD# IP &4 7|8 Z BHli XAt ZE 25 7|8t
7| {8t EZ(toggle)O| Q& LICH.

{t

e
!
[
—_—
Pl
M
>
o
M
Al
o
_0'|_l

IP F4 7|8 Z HiZ o] oI MHA= AL E Q| of] AZ (B U ol ZE|7 0] ERIAM M| UF)0| 2
HAEQ| 03 =2 ZE WHYE|E COFE MM o Z2[70ld 27T & LU=, olof et
Mz CHE oHEE IP F4AZ HEFE|0o] CHe MEHTHCHE EIE[0M A8t Je 2 EAIFELICH

BtM ZE ES 7|H HiE FHIME BHYUPAT IP FALHS W7 ZAE - AUXICH 4 PATI
QU HAE FE VTIESE SEH PATIP F4E M83tE X0l E4LICH

A Ul 7tSELICH 2 E PAT E IPQ| XE 252 Zt{AE & TAof E4tELICH

Q.PAT Z0{ CH5l 0B IP TAE A= B, 2P FAY ZtHH| M2 = SYUst ZE 2
S L7

A QEELICH Z PAT IPE ZF E0M 22X 2 ARQELICH MEiSH & IP7F mE0A &F
| AE|FH IPE EEE £ 3;'%% LFEFLHE= syslog7F 244 | AFS 7ISEHCIS 38
IPZ O|SELICH S&8, HAEE Ft{AH 75 32, IP 132 Y 2 7184l et M
o =3{g 72t

_u__l_

E

Q. ZE 710| PAT 20| B+ IP FAE 7|8tO 2 BHLITF? TRILE PAT Z0| IP Z=ATL 5 7H 04 AL
e 40l MEEX| et&LIT?

A.PAT Z2| 043 IP FA0E M ELICH PAT Z0f| /= ZE 1P E%%_ Z2{AE E

Mol 24tEILICEH PAT E2| 2E IP T4 SHAES| 2 & HEHo|M 2 ELCt M2t PAT &
of &=A0] ZelA C7t U= B 2ZE SeiaH HEol= Z PAT & 49| ZE E0| /J&LICH

Q. CGNAT2H ASELIH?

Y PATEIIE 5= CGNATS| 7|2 858 3 7]|='512'0|H

5 o~ QU&LICH LB SX PAT(non-CGNAT)S| B, EE 3
P
=

A. 0f. CGNATEL X|®ELIC} &
xlate 25 &4 37| CLIE S35l
7= &4 '512'2 1A E|o] A

ety
2
g'l_l

Q. R0 EHAEE HolUH Mo EE ZE E5 HRIE CIE fA €FstHL OIOHE |



o =
I
r
_lT'_
|.|'
[N
_\,l_
IIIIJJ
_I_
[>
_".'1
I
_‘T'_
"
E
E
1
n Im

x
17 1o
Q'I_l
kl
mn
i
X
Y
CD
M
fell}
ol'l
H‘
N K
2 |
JiT m
g
Po
=
>
[
L]
to
M
o
o
r
o

=i o B2 +0| 9iE Helsto sejzlol 22 Weilo

Eelo] 58 ALl Ip ATO| €A LIC} Seimo] B2t & Mol nar] BASIES o

£ 3% ol BXIE HUE + aLICh ofE Sof, PR SEIAEI0IN HYE AfIxl0| 2
n

H dnE[EFS ZHELICEH FPRI300 S 2AE0|M MA| ™A o] EEiolE 7t SUEHR| F g

o
o
|.|-
In
O
Q'I_l
i
=2
x
A
i
H’
l‘l

O|®-2: PAT & AtEF0| O Btot EO| Xt F AL ELICE 0|& sZstt{™ PAT & 27|& =&IL
Ct.

Q. extended 7| =0l CHEE X| 742 oL H MEIELIH? O]l BB S 2FE EAlstn Yol &
off TIA| NAT HEO| FIHE|X| 2EAH| & L7, OFL|™ extended 7| HE=E X748
7?2

il
ox
Fl
i
FH
Ral

9'|_
r

A. PAT % S M2 ASA 9.15.1/FP 6.7 0|4 9| 2E{AE{0M X|HE|X]| €
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Client
192.0.2.10

fagnie [t¢Ewn El;

nnection own

outside

Server
203.0.113.10

unit1-3

ol = ME olsHst7| 5 trace SME A MHE LIE, o|F L S {AE Ao 83 QlE{H oA
of 2{AE ™A 3! H&{7F U &LICt ES inside QIE{H| 0| A0 reinject-hide SM 2 TZ! Y
M7t T ELC.

<#root>
firepower#

cluster exec capture capi interface inside trace match icnp any any

firepower#

cluster exec capture capir interface inside reinject-hide trace match icnp any any

firepower#

cluster exec capture capo interface outside trace match icnp any any

firepower#



cluster exec capture capccl interface cluster trace match icnp any any

SHAE Hol &Y = AM:
AOIE 19| unit-1-12

<#root>

firepower#

cluster exec show cap capir

uni t - 1- 1( LOCAL)

2 packets captured

ZeiIHEE ICMP OZ @E WA E +

1: 20:13:58.227801 802.1Q vl an#10 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.227832 802. 1Q vl an#10 PO

2 packets shown

2 . unit-1-12 AIO|E 20{ M §%!-2-
0IE 20] M&ELct

HA-100M f%-2-22 MSE WA SXMX| MAC FLE ®
I—IEL

<#root>
firepower#

show cap capccl packet-nunber 1 detai

7 packets captured

1: 20:13:58.227817

0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 1509

192.0.2.10 > 203.0.113.10

icmp: echo request (wrong icmp csum) (frag 46772:1475@0+) (ttl 3)



1 packet shown

firepower#

show cap capccl packet-nunber 2 detai

7 packets captured
2: 20:13:58.227832
0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 637

192.0.2.10 > 203.0.113.10
(
frag 46772

:603@1480) (tt1 3)
1 packet shown

firepower#

cluster exec show interface po48 | i MAC

unit_l_l(LOCAL):****************************************************«*

MAC address 0015.c500.018f, MTU 1500

Unit 1 2.***********************************************************«*

MAC address 0015.c500.019f, MTU 1500

unit-2-2

MAC addr ess 0015. ¢500. 029f, Mru 1500

Unit 1 3.***********************************************************«*

MAC address 0015.c500.016f, MTU 1500

Unit 2 1.***********************************************************«*

MAC address 0015.c500.028f, MTU 1500
unit_2_3:*******+'*'
MAC address 0015.c500.026f, MTU 1500

3. unit-2-2= T2 HE = mjf 3]

<#root>
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 1 trace

TNl Nl Nl Rl Nl fdh Rl ddhddhddehddhddhddNddRddnd
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11 packets captured

1: 20:13:58.231845 192.0.2.10 > 203.0.113.10 icmp: echo request
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) have reassenbl ed a packet and am processing it.

Phase: 3

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 5

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 203.0.113.10 using egress ifc outside(vrfid:0)

Phase: 6
Type: CLUSTER-EVENT



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) am beconi ng owner

Phase: 7

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced trust ip any any rule-id 268435460 event-log flow-end
access-1list CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: digasimov_prefilterl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: rl

Additional Information:

Phase: 19

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1719, packet dispatched to next module

Result:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow

1 packet shown
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 2 trace

11 packets captured

2: 20:13:58.231875
Phase: 1



Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Result:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

1 packet shown

4. unit-2-2= o GAof el WZ!E 5185t 2|F QUEH0|AE Soll AHO|E 20{AM AHO|E 12
LE

Zl2 MEF
<#froot>

firepower#

cluster exec unit unit-2-2 show cap capo

2 packets captured

1: 20:13:58.232058 802. 1Q vl an#20 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.232058 802.1Q vl an#20 PO

EL >q L
EHE *wXP 4EH AH do| ZpfaHEE IHZIE s ilstE o ela Z™HE
MO|Eof Y x[& == JU&LICt.
« IPfOHE ARKE 62 AKX E = Qe
HA CIE{H|0|AE &0l5t1 EXK| A
LICt O|= next-hopT CHY SAE| 242 &+~ Qlo{oF &



- ZfOHEE THZ!E Slo{ME Y| QIS ASAFTDE BWHE! Z+ QIE{m|o|A0] CHEH IP uEH:L
HE Zlo{MdEz| RES SX|gLC IP ZE|OHE 2lo{HEL| ZEQ| 2 H|0|E{E E Al
24 show fragment S AL & LICH
<#root>

Interface: inside
Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual

Run-time stats: Queue: 0, Full assembly: 0

Drops: Size overflow: 0, Timeout: O,

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: 0,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

EHAE FHOM ZE{OHE AR E= 64 4ARA s ZefaHEE IHZ % ZpfOHE
CHZ | Qo & LICH ZelOMHE 7 A 7] fragment size <size> <nameif> @EO 2 714 El
Size 7H2E{ 2t(Z[22F 200)01| ola MBHEILICH Zef2HE 7| 37(7¢ S| 9| 2/30] =&
St ZEfJHE Cf7|d fAIZLol = F—Pil WAoo 2 7hFE(D 3| Ze|JHE #[lo| LR 7t of
=M ZefaHET AXMELICE 0] B2 Fragment queue threshold exceeded7t £7t5t 1
syslog M| A|X| FTD-3-2090060| A A ElL|C}

<#root>
firepower#

show fragment inside

Interface: 1inside

Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats:

Queue: 133

, Full assembly: 0
Drops: Size overflow: 0, Timeout: 8178,
Chain overflow: O,

Fragnment queue threshol d exceeded: 40802

Small fragments: 0, Invalid IP Ten: 0,

Reassembly overlap: 9673, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O

%-TD- 3- 209006: Fragnent queue threshold exceeded, dropped TCP fragnent from 192.0.2.10/21456 to 203.0. 1!



O|& 3l Z235t24™ Firepower Management Center > Devices > Device Management > [Edit Device]
> Interfaces > [Interface] > Advanced > Security Configuration > Override Default Fragment
Setting, save configuration and deploy policiest|{A 3. 7|8 = &lLICt. 27 C}Z show fragment &
Y £3 4l syslog HA|X| FTD-3-209006 & 240{ M Queue 7t 2E{E ZLIEHZ & LICEH
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switching
infra

switching
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127.2.1.1

Po48

CCL

Data Interface
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o] SSHAE 7t £ gl O] HAIX|7F EAIELICH

The SECONDARY has Teft the cluster because application configuration sync is timed out on this unit. Di
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is SECONDARY application co
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Jlok

FQl/2tst

 FTDO{| A show interface W& AtE3t0{ E22{AH Ao F3 IE{H|0|A 2| MTUZ T|O[H
OlE—l_u_-“Ol/\ MTUHEI' 1OOH|-O|E OIA E._L;gxl §—|o|_°|-|-—||:|'

<#root>



firepower#
show i nterface

Interface
Port-channel 1
DLY 10 usec

I nsi de
, is up, Tline protocol 1is up
Hardware is EtherSVI, BW 40000 Mbps

MAC address 3890.a5f1l.aa5e

MIU 9084

Interface

Port - channel 48
DLY 10 usec

Q1524 size(Z 7|

cl uster
, is up, Tline protocol 1is up
Hardware is EtherSVI, BW 40000 Mbps
Clustering Interface

Description
MAC address 0015.c500.028f
MIuU 9184
IP address 127.2.2.1, subnet mask 255.255.0
« CCLO| #+MHE MTUZt Z29| 2 E C|HO|AM SHIEH FEEIRI=X] =Q
) SME A835H0{ CCLE S8l ping2 =& EtLICt
<#root>
firepower#
ping 127.2.1.1 size 9184
32 Ar&35tod MTU x|zl o|ME & IELICt

o AL2|x|0l M show interface 2

<{froot>

Switch#
show i nterface

port-channel 12



is up
admin state 1is up,

Hardware: Port-Channel, address: 7069.5a3a.7976 (bia 7069.5a3a.7976)
MIuU 9084

bytes, BW 40000000 Kbit , DLY 10 usec

port-channel 13
is up
admin state 1is up,
Hardware: Port-Channel, address: 7069.5a3a.7967 (bia 7069.5a3a.7967)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 use

S2AE 9% 7] QIE{H 0|4 B Y|
54
20| BEIAE{| 74U 4 SO O] HIAIXI7H EAIZILIC

Interface mismatch between cluster primary and joining unit unit-2-1. unit-2-1 aborting cluster join.
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is Internal clustering erro
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

I
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MA| 1:

<tfroot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-1-1" in state PRI MARY

ID : 0

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUSH

CCL IP : 127.2.1.1

CCL MAC : 0015.c500.018f

Last join : 07:30:25 UTC Dec 14 2020
Last leave: N/A

Other members in the cluster:

Unit "unit-1-2" in state SECONDARY
ID : 1

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TU4D

CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 07:30:26 UTC Dec 14 2020
Last leave: N/A

Unit "unit-1-3" in state SECONDARY
ID : 3

Site ID : 1

Version : 9.15(1)



Serial No.: FLM2102THJIT

CCL IP : 127.2.1.3

CCL MAC : 0015.c500.016f

Last join : 07:31:49 UTC Dec 14 2020
Last Teave: N/A

MA| 2:

<#root>
firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned
in state PRI MARY

This is "unit-2-1"

ID : 4
Site ID : 1
Version : 9.15(1)
Serial No.: FLM2103TUN1
CCL IP : 127.2.2.1
CCL MAC : 0015.c500.028f
11:21:56 UTC Dec 23 2020
11:18:51 UTC Dec 23 2020

Last join

Last Teave:

Other members in the cluster:
Unit "unit-2-2" in state SECONDARY

ID : 2
Site ID : 1

9.15(1)

FLM2102THR9

Version
Serial No.:
CCL IP : 127.2.2.2
CCL MAC : 0015.c500.029f
: 11:18:58 UTC Dec 23 2020
22:28:01 UTC Dec 22 2020
Unit "unit-2-3" in state SECONDARY

Last join
Last Teave:

ID : 5
Site ID : 1
Version 9.15(1)
Serial No.: FLM2103TUML
CCL IP : 127.2.2.3
CCL MAC : 0015.c500.026f
Last join 11:20:26 UTC Dec 23 2020
Last Teave: 22:28:00 UTC Dec 22 2020
x4 7hol iz
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<tfroot>

firepower# ping 127.2.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 127.2.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<ffroot>

firepower# show arp

cluster 127.2.2.3 0015.c500.026f 1
cluster 127.2.2.2 0015.c500.029f 1

Mo RAIME=E CCL QE{m|o|A o] HAE F ot & IFLICH

<#froot>

firepower# capture capccl interface cluster
firepower# show capture capccl | i 127.2.1.1

2: 12:10:57.652310 arp who-has 127.2.1.1 tell 127.2.2.1

41: 12:11:02.652859 arp who-has 127.2.1.1 tell 127.2.2.1

74: 12:11:07.653439 arp who-has 127.2.1.1 tell 127.2.2.1
97: 12:11:12.654018 arp who-has 127.2.1.1 tell 127.2.2.1
126: 12:11:17.654568 arp who-has 127.2.1.1 tell 127.2.2.1
151: 12:11:22.655148 arp who-has 127.2.1.1 tell 127.2.2.1
174: 12:11:27.655697 arp who-has 127.2.1.1 tell 127.2.2.1

23t
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<ffroot>



Nexus#

show run int po48-49

interface port-channel48
description FPR1

swi tchport access vlan 48

vpc 48

interface port-channel49
description FPR2

swi tchport access vlan 48

vpc 49

Nexus#

show vlian id 48

VLAN Name Status Ports

48 CCL active Po48, Po49, Pol100, Ethl1l/53, Ethl/54

VLAN Type Vlan-mode

48 enet CE

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48

<ttroot>

Nexusl1l#



show vpc bri ef

Legend:
(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id : 1

Peer status : peer adjacency formed ok
vPC keep-alive status : peer 1is alive
Configuration consistency status : success

Per-vl an consi stency status : success

Type-2 consi stency status : success

vPC role : primary

Number of vPCs configured : 3

Peer Gateway : Disabled

Dual-active excluded VLANs : -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)

vPC Peer-1link status

1 Pol100 up 1,10,20,48-49,148

vPC status

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48
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<tfroot>

firepower#
Beginning configuration replication to

SECONDARY uni t - 2- 2

End Configuration Replication to SECONDARY.
Asking SECONDARY unit

unit-2-2

to quit because it
failed interface health

check 4 times (last failure on
Port-channel 1

). Clustering must be manually enabled on the unit to rejoin.

- JES Y= R0l M show cluster history 2! show cluster info trace module hc @& 9| &4
2 =elghLct.
<#froot>

firepower# Unit is kicked out from cluster because of interface health check failure.



Cluster disable is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-2-1 transitioned from SECONDARY to DISABLED

firepower#

show cl uster history

From State To State Reason

12:59:37 UTC Dec 23 2020
ONCALL SECONDARY_COLD Received cluster control message

12:59:37 UTC Dec 23 2020
SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

13:00:23 UTC Dec 23 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done

13:00:35 UTC Dec 23 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

13:00:36 UTC Dec 23 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

13:01: 35 UTC Dec 23 2020

SECONDARY_BULK_SYNC DI SABLED Recei ved control message DI SABLE (interface health check failure)

<#root>
firepower#

show cluster info trace nodul e hc

Dec 23 13:01:36.636 [INFO]Jcluster_fsm_clear_np_flows: The clustering re-enable timer 1is started to expi
Dec 23 13:01:32.115 [INFO]cTuster_fsm_disable: The clustering re-enable timer 1is stopped.

Dec 23 13:01:32.115 [INFQ Interface Port-channell is down

. fxos W& Moi M show port-channel summary B@230| 248 & QIgtL|C}.

<tfroot>

FPR2 (fxos)#



show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
- Individual H - Hot-standby (LACP only)
Suspended r - Module-removed

Switched R - Routed

Up (port-channel)

Not in use. Min-Tlinks not met

=ECuvnH
1

1 Pol1(SD) Eth LACP Eth2/1(s) Eth2/2(s) Eth2/3(s) Eth2/4(s)

48 Po48(SU) Eth LACP Eth3/1(P) Eth3/2(P) Eth3/3(P) Eth3/4(P)

2r 3t
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 Nexus &2|x|0|A vPC(virtual port-channel)& At&3tE F< vPC ZAI|2d|0|Mof Almist
zhe MEf7E gl X| Zelglct.
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5H0l/2t 5t

« show cluster history B& & At&50{ R%0| X 2HAHE W= x| FAELICH

<#root>
firepower#

show cluster history

« O] BHE A8 35t0od FXOSOl| HFH 7|50| U=X| = lEfL|ch



<ffroot>
FPR4150#

connect | ocal - ngnt

FPR4150 (Tocal-mgmt)#

dir cores
« FX0| EHAEE [H Ao MMHE Fo U +EI5t0{ TACOH M-S ELICt.
Cla3 7t5 &

Ze{AE R%2| /ngfw THE|MO| C|AT AFBE0| 94%0l THaHE B RR0IM BHAEE F2
gLICH ClAZ AF8E dAAtes 3x0tct s ELCH

<#froot>

> show di sk

Filesystem Size Used Avail Use% Mounted on

rootfs 81G 421M 80G 1% /

devtmpfs 81G 1.9G 79G 3% /dev

tmpfs 94G 1.8M 94G 1% /run

tmpfs 94G 2.2M 94G 1% /var/volatile

/dev/sdal 1.5G 156M 1.4G 11% /mnt/boot

/dev/sda2 978M 28M 900M 3% /opt/cisco/config
/dev/sda3 4.6G 88M 4.2G 3% /opt/cisco/platform/logs
/dev/sda5 50G 52M 47G 1% /var/data/cores

/dev/sda6 191G 191G 13M

100% / ngf w

cgroup_root 94G 0 94G 0% /dev/cgroups

0| ZB< show cluster history £20{= C}S 0| ZA|E LIC}.

<{froot>

15:36:10 UTC May 19 2021
PRIMARY Event: Primary unit unit-1-1 is quitting
due to

di skst at us

AppTlication health check failure, and
primary's application state is down
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14:07:26 CEST May 18 2021

SECONDARY DISABLED Received control message DISABLE (application health check failure)
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<#root>
firepower#

show cluster info health

Member ID to name mapping:
0 - unit-1-1(myself) 1 - unit-2-1

0o 1
Port-channel48 up up
Ethernetl/1 up up
Port-channell2 up up
Port-channell3 up up

Unit overall healthy healthy

Service health status:
0 1

di skstatus (monitor on) down down

snort (monitor on) up up
Cluster overall healthy

LSt ClIAZTH~100%2! B2, Y7 Claz S7ho| slixlE w7t R] 7K ol e{AEof CHA| 7t st
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 Syslog(FTD-6-748008)

« log/cluster_trace.log It U2 EHZEStAAIL. of:

<tfroot>

firepower#



nore log/cluster_trace.log | i CPU

May 20 16:18:06.614 [INFO][
CPU | oad 87%

| memory load 37%] of module 1 in chassis 1 (unit-1-1) exceeds overflow protection threshold [
CPU 50% | Menory 59%

]. System may be oversubscribed on member failure.
May 20 16:18:06.614 [INFO][CPU Toad 87% | memory load 37%] of chassis 1 exceeds overflow protection thr
May 20 16:23:06.644 [INFO][CPU Toad 84% | memory load 35%] of module 1 in chassis 1 (unit-1-1) exceeds

|>
N
A
A
x
fis
|>
Hu
i
[
utn
4%
30
0jo
jo
-
m
I

S5 24

o
=2
>
Ral
rr
=0
»
10
3
N
M
0z
ok
ox
4o
iul
i

6.3 0| FMC Zl2|A Q| S&f

. FMCO{IA—| Zt3AE|LEE 7H|=|=|x-lo§ %Epl_ll_—_l_.
TE AR St KRt R

6.3 O|& FMC
« U2EE RE 7SS M85HH HA| 2HAEE FMCO| & Mo S5 + U&LICHESHA
E{o| 3t Dt S25tH ),
] A A X9 BEEE O] ||
A 2| 1 1| = F
A4 x| 2EIR gelsls cstola 0 S gl
FP9300 2! FP41000{| A Ol= FMC 7|=of gt &
e o FTD Zeias  [02° = Eiuict
A B3 FTDOIM 2HAE7} HAEH 1S S=0| AIRHE 7K 7|CHe{ok BLICH S 2{AH
LEE 8522 S5 (Add Device)st x| & 11 Reconcile M2 A& 3H{oF & LILCH.
4
LE S=2 A

ofiH O|RZE Mof = S50| AnstH FHAEIE FMCOIM ARIELICH



O O|R = E O|O|H & S50| Auist 27t x| FM0| U&LICH

rel

1.

2.

F2

AAEH

ZeiaHol| #5E Mottt FMCE S58liofF st c1AE =271 Q=X] &g Chs ol
gF ol CiEh RkS S5 AETELICH

o O 1=
2 A E 29 B(Devices(C|HHO|A) > Device Management(C|HHO|A EH2[) > Cluster(E24A
E) & > View Cluster Status(22{AE B 27]) @3)0{| M Reconcile(Z) M2 ASE
4 AU&LICH Reconcile 0| EE|7{E|H FMC= S55i0f 5t= = E9| A& SE2 Al
LICH

1 A

_ O

firepower 2|3 Ho{E 25t F2{AHZ

firepower 4100/9300 MA|2 ASA E{AE]

firepower 4100/9300 A{A|O] EE{AER MHE

Firepower NGFW Z2{AEZ #1F #4A - BRKSEC-3032

Firepower 8f3l83 ZHX{E EA5t0{ HELRIT EXE ™Mo 2 {4



https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
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