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1EHA|. BF M g stem > Users > External Authentication:

€ 3 C A Netsecure | 1920025 ddd/®ExemalAuthentication B a8 i

Flsevs 1D cancel o Save and sgpir

Dfacit User Rsle:  Mene Dhal Autbastication | Dupabled ¥ D A External Actberticatnn Ofject
| il

—

3EA. E E=

Mij
e
U
g
i
o

External Authentication Object

Buthanticaton Mathod

CAC | use for CAC authentication and autt ion

Harne = | s=c-ioep | Mame the External Authentication Object

Description

Server Type | (15 sctve Directory | Setetsts | | Choose MS Active Directory and click 'Set Defaults'

Primary Server

Host Mame/1P Address = 192.0.2.10 I . IP or hostriame
Port * 3859 | | Default port is 389 or 636 for 551

Backup Server (Optional)
Host Mame/TP Address | | ex. [P or hostrame
Port 350

e *Base DN specifies where users will be found

Base DN DC=5EC-LAR | Felch DMs . demsouncefire, descom

Base Filter ex. (cn=jsmith), (icn=gmith), (Bdon=jemith)(|{on=bsmth)(cn=cemath*]))

Uper Hame = I Administrator@SEC-LABD I . cn=jsmith, dc=gourcefire, de=com

D Username of LDAP Server admin

‘Confirm Password
Show Advanced Opbons

Attribute Mapping *Default when 'Set Defaults' option is clicked

"
Ul Access Attribute * shMaccounthame | Filch Al

Shell Access Attribute = sAMACcounthame




Group Controlled Access Roles (Optional) »
Agtess Adrmr

Adminstrator

Discovery Admin

External Database User

Intrusion Adman

Maintenarice User

Hetwiork Admir

Security &nalyst

Security Anatyst (Resd Oy

Securty Approeer

Threat Intelligence Direcbar (TID) User

view-Only-User (Read Only

Group Member Attrbute

I To spaafy the defsult user rale of user 15 not found In &ny group I
Exterral Cialabase Lser b

Group Membssr URL Attnbute

Shell Access Filter

Shell Access Filter ﬂ

{Mandatory for FTD devices

Additional Test Parameters
User Mame
assnocrd

Save Test Canced

ATH7|. Enable(& A3 3}) externa Authentication 7HAI 2! K&

ces  Devices: Objects  AMP  Intelligence

Q|F ArEXtof CHEF A HM[A

FMCE M2 CHE § LIS BEIRt SR 5 2 QIEHO0lA R ALS AR CLI HHIAR ALSAHE X
SIBLICH B, GUIOH HMAE £ Q1= ALSXFR CLIOH KA T 4 Qe ABXL| TEO| BEHE L
C}. Adx| Al 7| 22kt ABRLL| HILH 3= GUI % CLIOIM SUst7| s S7Istelx|ar M=
CHE LIS HZALIZ O o8 X2z 2= of8 £ gL

T AAH

LDAP QI AL RHOIAIE A A& HEHS odshof BLICt

1EH7A|. BF M system > Users > External Authentication = 2 =15+ 1L shell Authentication E&CH2 & AH(O|O|X| & K&
7'<|'7<)-
iy



OEFA|. FMCOI A 173 AbSt 71
Qg AL Rtol| CHEH Al MM ATF TAE|TH o|0|X|ofl EAIE CHE SSHE £ 2a0l0| #4Js
C}.
192.02.6 - PuTTY

1 K&

Z
o

Enabled 2!

Iy
r
[ul

o

A
E.El
=

Sk AN
=g

FTDO{ CHBl 2|F
Q& QB2 FTDOIAM &35t
> Platform Settings > External Authentication.

1E-A|. B M Devices



» Exbernal Anthenticstion

Fragmnt Settngs

SECADAP

Platform Settings | Flextonfin  Corificates

Musae External othentcaton Seresr

192.0.2.30:388

“Agpileabie on FTD w6 2.3 and sbove

7|2 AHE%t 2
MEASE T Group

no

Default User Role Configuration

2 ke S A 28
Controlled AccessRoles L 20| & = U

L]

o



/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

Group Controlled Access Roles (Optional) »
el S g e ]

sArmenstraton b potter S SEC-LAR
Chgdniiy Ademm

Eutarmal Chalabass Lldasi & rogersiy SEC-LAN
[ALF ket Adrrin

Fismbensnoe User

Metwork Admin FoempsongSEC-LAR
Seoanty Anglyst raexsieyp=EC-LAR
Secarty dnahyst (Read Only)
SECamy SDETTREr
Thigpl [rfpllsgance Dharechor (TR0 L
ViEa-Dnt- Ly [ Eead Only . ampson S SEC-LARE
ALiciEdd dieran
Dhesl r & B . Hrator
. - Cocindry Adiman
Estarmidd Calabsss LEs -
SSL EE= TLS
DNS&= FMCO|AM F24d3HoF & LICH. Ol 21& ‘|o| Subject 2k O| Authentication Object Primary Server Hostname.

HoFLDAPYE - E =™ %! ™ol O o]d i HAE HiQlE 20| EA|ZIX| gf&LCH

SSL2 7|2 ZEE 6362 PHZ%t1 TLS= O|E 3892 & X|ELICH

N m7.Tis o sstols mE BaEO) QB AT LW ELICH SSLO| HS FTDOIE QIS A7}
Lo B CHE BB O] 7S SSLOIE OIS AF Wo st | etaLich TR Sk 27
|

(man-in-the-middle attack)2 % X|5t21H & & SSLE QB ME YELEst= W0l E&LCH

. BF M bevices > Platform Settings > External Authentication > External Authentication Object 1 =41 SSL/TLS ME
=



LDAP-Specific Parameters

Base DN DC=SEC-LAB Fetch DNs -
Base Filter th), (B{cn=jsmith)(|(cn=bsmith){cn=csmith*)])
User Name * h.potter@SEC-LABR ex. en =cor

Password * [—

Confirm Password ™

I Show Advanced Options

Encryption | SSL 'n_q * None

|SSL Certificate Upload Path

User Name Template Bies

Timeout (Seconds) 30

25 A M| eIE Mol MEEt CAL| RIBMHE UZ = LICH 215 MHE PEM &4{0]o{oF ErLCt.

LDAP-Specific Parameters

Base DN * DC=5EC-LAB Fetch DNs ex. de=50L
Base Filter ex. (cn=jsmith), (len=jsmith), (&(cn=jsmith)(|(cn=bsmith)}({cn=csmith™)))
User Name * h.potter@SEC-LAR ex. cn=jsmith,dc=sourcefire,dc=com

Password *

Confirm Password =

Show Advanced Options v

Encryption SSL® TLS ) None

SSL Certificate Upload Fath Chioose Fie | CA-Cert baseSd.car s ex. PEM Format (base64 encoded version of DER)
e et icate)

User Name Template Bhs ex. cn=%s,de=sourcefire, dc=com

Timeout (Seconds) 30

A ™ XMHE.

LDAP7} 7t 4El Windows B2 TEZE &= PowerShell2 @1 HHEHE U=AEMLICH dsguery user -

name

PS C:\Users\Administrator> dsquery user -name harry*
PS C:\Users\Administrator> dsquery user -name *



ey Administrator: Windows PowerShell -

= dSQUEry USEr —name harry=
, DC=5EC-LAB

5 ; = dEguery user -name =
M=Administrator,CN E,Dt—1EL LAB

"CH=Guest,CN=lUsers , DC=5

"CH=krbtgt,CN=

"CN=Anthony E. ;

"CN=Bart Simpson,CN=Users,DC

"CM=Dr. Robert B. Banner,C

"CH=Ginny Weasley,Ch=U=

"CH=Harry PmttEP,CH=U5EP

"CN =|'-1 aggie 5

"CN=Marge Simp
"CH=Matthew Murdo ::I- C N
"CH=Neville Lﬂnghnttnm,CN
"LN Peter B. Parker,CHN=Us
"CN=Ron nea~1E},LN—U et
"LN—1teven

ministra

ministra

ministra :
Administrator=

LDAP S¢& E|AE

|E:|I'&'I System > Users > External Authentication > External Authentication Object. -\_1‘” 0 | I| 5" = 0‘” Additional Test Parameters )ilﬁ
(0|O| x| & =):

Additional Test Parameters
lzer Name h.potter

Password

Save Cancel

“Required Field



Overview Analysis Polides Devices Objects  AMP  Intelligence

Configuration  Users  Domains Integration  Updates  Licensesw  Heal

Users User Robes .?“.. Im enticatio

© Success "
Test Compiste
External Authentication Object
Aathentication Methcd e v
cac abon and auhonzaton
Mame * SEC-LDaP
Deserpen
Server Type WES Achve Cweciory ¥ | Seil Detauin
a Caprusing from Ethernett L= 1o =
Fde B Verw Go Caphure Asshze Sumaber  Teephony Wiwless Took  Help
AL XE qe=3T45 Haaan
W [ocpport==20 88 pacr == 192.0.1.§
P Tms: Source Testraton
1799 55.131586  192.0.2.5 192.8.2.10
[T 1o w5, 01507 1m2.0.2.5 190.0.2.00
+ s 2.9.2.10 192.9.2.5
1892 55, 002084 192.0.2.00 e 6 J9TEE + M9 [AK] Seqe82 Ack=2) Win=I9312 Lew=d TEwal=MT7IM45 Tiecr=I5708066
1883 34.1530% 192.8.2.18 L 73 unbindequest(2) |
105 55.100207  192.8.2.18 192.8.2.5 Ter 66 389 - JO784 [ACK] Seqm2) Ack=P Win-$6560 Lew-d TSval-2570EIE6 Toecr-MTT14548

b Prame 1009: 117 bytes o wire (1816 bits), 127 bytes captured (1016 Bits) on Luterface \DeviceWPP_{77DCIIFE-BI50-4715-B11-T439ErR1], 1d &
b Etheenet 53, dre: Weare Hhefidd (B0:de:dh:Bhicd:id), Dut: Wiare_eb:id:#7 (Bd:be:hiek:id:#7)
b Internet Protocel Versien 4, Sre: 192.0.2.5, Dsv: 192.0.2.18
b Trasssission Contral Pretecal, Src Port: 3784, Dun Port: 39, Seqi 1, Adu 1, Les: 61
4 Lightwelght Blrectory Access Protocel
4 LOaPMeTEage Dindeguest{l) “CleHarry FOTtEr,CheUsers DOsSIC-LAR = simple
msaiancii )
4 proteeclop: bladhequest (2)

FMC/FTD2} LDAPE AI2AIE CIREE5H7| Q6 o= A5 =877

FMC7} Microsoft LDAP ME{O|A AL XIS 7HXE £ oE{™ X LDAP ZE|A} X4 S Ho| =
o ZE 389 IE= 636(SSL)0IAM HRIE 23 & ELHok gfLICH LDAP AME{7I FMCE 215e
UM ElH E3 IHIAIXIE EHELICH obX|2f 2 2, FMCE Cholo{a 3ol dB¥E oz AM 2F o
AXIE ALEsto e + U&LICH

<< --- FMC sends: bindRequest(1) "Administrator@SEC-LABO" simple LDAP must respond with: bindResponse(1) success --- >> << ---
FMC sends: searchRequest(2) "DC=SEC-LAB,DC=NET" wholeSubtree

E2 7Mooz ASE K| i 2 dEZ HIFHEE MEELICH

B85 4.751966 192.8.2.5 192.8.2.18 TCP 56 38862 + 389 [ACK] Seqsl Acksl Win=29312 Lens@ TSval=3873529344 TSecr=2534B8746
88 4.751537 192.8.2.5% 192.98.2.18 LOWP 18 bindReguestil) "Administrator§SEc-LABE" simple |

87 4.752536 192.8.2.18 192.8.2.5 LpRP 58 bindResponse(l) success

BB 4.752583 192.8.2.5 192.8.2.18 TCP 66 38082 + 380 [AK] Seqmdl Ack=23 Win=28312 Len=@ TSval=3873529345 TSecr=25348746
B9 4.752634 192.8.2.5 192.8.2.18 LDAP E searchRequest(2) "DC=SEC-LAB * wholeSubtree l

Frame 86: 118 bytes on wire (880 bits), 110 bytes captured (888 bits) on interface \Device\WPF_{770C3I1FE-B250-4F19-B412-E4596FI6010E), id @
Ethernet II, Src: Wware_29:cf:2d (8@:8c:29:29:cfr2d), Dst: Wware_eb:ld:f7 (9@:8c:29:ebrld:f7)
Internet Protocol Version 4, Sec: 192.9.2.5, Dst: 192.9.2.18
Transmizsion Control Protocol, Src Port: 38882, Dst Port: 389, Seq: 1, Ack: 1, Len: 44
4 Lightweight Directory Access Protocol
4 LDAPMessage bindRequest(l) “Administrator@SEC-LABE" simple
messagelD: 1
4 protocclOp: bindReguest (@)
U
wersion: 3
name: Administrator@SEC-LABS
4 authentication: simple {8)
simple; Clunt_!:

- oo

FMC/FTD2} LDAP= AI8A 2101 @HE CI55H7| ddH ofEAH &5 2L

LDAP ©I50| 44518 S0 AL8XI7} FMC i FTDO| 21918 4 QIE = &7 210! @&o0|



Firepower@ 2 M& E|X[0F HF/HE SE2 ?l5 Ar&Xt o|F1t HI|ZHS 7 LDAPE HEE L|CEH
% FMC 2 FTDE IO|E{HIO|A0 2ZHZ HIYHS HEE E235HK| &t CHAl LDAPOIM ZIE

ol CHet &elg ZICHEILCH

i
ol

I
Q’

4

y

™ 1) Login request from PC to FMC

",

A

2) Forward Username and password to LDAP

=

——
- — — e
LDAP 3) Success/Deny EMC
IP: 192.0.2.10 IP: 192.0.2.5

Hmim
CIsco

Firepower
Management

Center




A *Ethernet1
File Edit View Go (Capture Analyze Statisticc Telephony Wireless Tools Help
dm 0 JPREQRes=FT LS [Eaaqnr

[ [tcp.port==389 &8 ip.addr ==192.0.2.5 &&Idap.messagelD == 1

No. Time Source Destination Protocol  Length Info
58 13:11:59.695671 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(l) "Administrator@SEC-LAB@" simple
59 13:11:59.697473 192.8.2.18 192.@.2.5 LDAP 88 bindResponse(1l) success
67 13:11:59.697773 192.8.2.5 192.8.2.18 LDAP 118 bindRequest(1l) “Administrator@SEC-LABe" simple
69 13:11:59.699474 192.6.2.186 192.8.2.5 LDAP 88 bindResponse(l) success
97 13:11:59.729988 192.8.2.5 192.8.2.18 LDAP 127 bindRequest(1l) "CN=Harry Potter,CH=Users,DC=SEC-LAB " simple
98 13:11:59.730698 192.0.2.18 192.8.2.5 LDAP 88 bindResponse(l) success

AEXEO|F E HIZHHE 7} =2 £| o|0|X[of EAIE! CHE 2 GUlof| & =0| F7HELICH

AMEX HEE =2l5t24H FMC CLISHO|A] show user H&E S AREFLICE. > show user

O| HHE2 XIHE AAEXtof CHEt RHMIEH | aelolM HEE EAIFLICH CHS 2E0| R AIELICH
Login(212l)- 212l 0|&

UID — At AL A} ID

Auth (Local or Remote)(Q1E (2 EE& 7)) - AH2X} 0I5 g

Access(Basic EE= Config) - A& AFO| HEH 2l

Enabled(2AatE = HIFHSHE) — AFEXIS| &M o{F

Reset (Yes or No)(XH*E*E'(Oﬂ = OlLR) - AHERI7E CHE 221 Al H|ZHHZ E gHE 50k st=X|
0=

Exp(Never EE£ a number) - AFEAt| HIZH S & BiZ8loF & W7t x| U=
BO(N/A Es A — HZEHE 7L St E[7] Tl AL X0l HIZHE E HEE = U= g =
Lk

Str(Yes EEE No)—APQ-XPol HZHS I Z 5 % 2Ql5t7| {8t 7|& 2 &F5Hof st=%| 07
Lock (Yes or No)(&f Z(0il EE= otL|R) - 22! Aluf7} L{F Bot AHE X H'H0| =X 0{F
Max(N/A = a number) — AFSAF HH 0| & 7(7|  2|cH Mof 23021

SSL EE= TLS7t | & CHE 2 S36tK| &E S
FTDOIA DNSE & 445}t X| ot 2T pigtail 2101 A LDAPOI| @1Z2% £+ QiS22 LIEHHE @FE

golg =+ &L

root@SEC-FMC:/$ sudo cd /var/common
root@SEC-FMC: /var/common$ sudo pigtail

MSGS: 03-05 14:35:31 SEC-FTD sshd[10174]: pam_unix(sshd:auth): authentication failure; Togname= uid=0 e
MSGS: 03-05 14:35:31 SEC-FTD sshd[10174]: pam_ldap: ldap_starttls_s: Can't contact LDAP server



MSGS:
MSGS:
MSGS:
MSGS:

firepower0| A LDAP A FQDNZ & 9olgt

03-05 14:35:33 SEC-FTD sshd[10138]:
03-05 14:35:33 SEC-FTD sshd[10138]:
03-05 14:35:33 SEC-FTD sshd[10138]:
03-05 14:35:33 SEC-FTD sshd[10138]:

Zl CHE 242 DNSE F7tefLct,

FTD: FTD CLISHO{| &M ASl0od CIS

=EE

error: PAM: Authentication failure for h.potter from 192.0.2.
Failed keyboard-interactive/pam for h.potter from 192.0.2.15
error: maximum authentication attempts exceeded for h.potter
Disconnecting authenticating user h.potter 192.0.2.15 port 61

192.0.2.6 - PuTTY

FMC: MEH sysem > ConfigurationS A1EH &t

E{m|o|A)E MEHEFLICE

Ct= o|O|X|of| EA|El CHE Management Interfaces(Z 2| 2!



#ocess Lisg

Bccess Control Preferences
Budit Log
Budit Log Certrficate
Change Reconaliation

Databace
Email Hotifscation
External Database Access
HTTPS Certifecate
Information
Tnkrusicn Palicy Prefenences
Language
Lagin Banner

I * Management Interfaces I
Network Analysis Policy Preferences
Process
REST AP] Preferences
Remiote Storage Dewsoe
SHMP
Shall Timeout
Time
Time Synchranization
VEAPL/CC Comipli anoe
User Confsguration
Wiiware Tools
Vulnerability Mappng
el Analytics

o|Olx|ol EAIE THE FMCOH Y2 EE 215 M7t LDAPL| M 2IE Mofl HEE CAL| 215 MHRIX]

EolghL|ct

v Interfaces

& e """""“"‘"‘E i T 00.00:29:29:CF20 192025 o
» Houtes

IPvd Routes + O

- 192.0.2.1 &

IPvé Routes 4 o

fostrame SECFMC |
Primary DNS Saroer (192.0.2.10 |
Secondary DNS Server |
Tertary DMS Server |
Epmote Managemant Fort '_l:h:!- |
*[CMPvE
ligw Sendeng Echa Baply *
Packnis
Rllgwi Sendhng Cestanatnon ?
Urireschable Pacets
* Proocy
Enabied i

| S | Cancel |



Certificate

General | Details | Certification Path |

General | Details | Certification Path

Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to: WIN,SEC-LAB

Issued by: WIN-HIRSR13M3PG-CA

valid from 2/25/2020 to 2/26/2021

|Inst|l Ca'tiﬁczte...l | Issuer Statement | ed (Select to

Certificate Information

This certificate is intended for the following purpose(s):

+ All issuance policies
+ All application policies

Issued to: WIN-HIRSR13M3PE-CA

Issued by: WIN-HIR5R 13M3P5-CA

valid from 2/25/2020 to 2/25/2119

|1r1513l Certiﬁclte...l | Issuer Statement |

[ |

(=) |_E x4 = A;l_l_ |§|.o ;l_ :l —H;|;|-|-_IE |_gg|- | |_
LDAP MEH7I S2HIE HE & T™&st=X| #elstedH M2l HXME AASELICH
A *Ethernet0
File Edit G pure s T Wireless  To Ip
Adm @ L'«'.m'n q«w—;u?fg Eeaaan
N [idap || ts 88 ip.addrm=192.0.2.5
Mo Time Source Destnation Protocol  Length Info
3 8.143722 192.8.2.5 192.8.2.15 TLSvl.2 167 Application Data
4 8.143985 192.8.2.15 192.8.2.5 TLSw1.2 123 Application Data
22 2.720710 192.96.2.15 192.9.2.5 TLSvl.2 1211 Application Data
29 3.856497 192.9.2.5 192.9.2.15 LDAP 97 extendedReq(1) LDAP_START_TLS_OID
30 3.956505 192.8.2.15 192.8.2.5 LDaP 112 extendedResp(1) LDAP_START_TLS_OID
32 3.956921 192.8.2.5 192.8.2.15 TLSvl.2 313 Client Hello
33 3.057324 192.9.2.15 192.0.2.5 LSvi. EIE Server , cer cate, Server Key Exchange, Certificate Request, Server o 3
35 3.860532 192.8.2.5 192.8.2.15 TLSvwl.2 268 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
36 3.961678 192.8.2.15 192.8.2.5 TLSvl.2 173 change Cipher Spec, Encrypted Handshake Message
b Frame 33: 1515 bytes on wire (12120 bits), 1515 bytes captured (12120 bits) on interface \Dewice\NPF_{3EADSE9F-B6CB-4EBA-A462-217CIAIBABFE}, id @
b Ethernet LI, Src: VMware _69:cBic6 (0@:0c:29:69:c8:¢6), Dst: VMware _29:cf:2d (00:0¢:29:29:cf:2d)
b Internet Protocol Version 4, Src: 192.9.2.15, Dst: 192.8.2.5 % Cisco Firepower Management Cr X
b Transmission Control Protocol, Src Port: 389, Dst Port: 52384, Seq: 47, Ack: 279, Len: 1449
4 Transpert Layer Security &« C & fme/platinum/authconfig.cgi?id=72837432-51¢1-11ea-
4 TLSvl.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22) | Overview Analy Policies Devices Objects AMP  Intellig
Version: TLS 1.2 (0x8383)
Length: 1444 Configuration  Users  Domains  Integration
b Handshake Protocol: Server Hells
4 Handshake Protocol: Certificate Users User Roles External Authentication
Handzhake Type: Certificate (11)
Length: 1124
Certificates Length: 1121 External Authentication Object
4 Certificates (1121 bytes)
Certificate Length: 1118 Authentication Method Lowp v
4 Certificate: 3@8204523882034220030201020213320000000456c380¢cE.. Ii.d-lt = comsoniiame=WIN.SEC-LAB Iid- CAC Use for CAC suthentication and authorization
I signedCertificate .
b algorithmIdentifier (sha2SéwithRSAEncryption) Name: SEC-LDAP
Padding: @ Description
encrypted: 3645eb1128785552e725175F36022Fa303e77bad1843bbdd... - )
I Handshake Protocol: Server Key Exchange Server Type MS Active Direclory ¥ | | Set Defaulls
I Handzhake Protocol: Certificate Reguest
4 Handshake Protocol: Server Hello Dene -
Handshake Type: Server Hello Done (14) Primary Server
Length: 0 .
"8 Host Name/TP Address = IWIN.SEC-LAB:
port = 389
ated -
_ - Ol

. PE| HNAE QU5 ALSRE HIH


/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

« Cisco Firepower Management Center LDS(Lightweight Directory Access Protocol) Q!

2;5 QIFA'|
» FireSIGHT A|AEIO| LDAP 915 Zix| ZHu[ado|M
« 7|2 K| 2 E M - Cisco Systems



/content/CiscoSecurityAdvisory/cisco-sa-20200122-fmc-auth
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/content/CiscoSecurityAdvisory/cisco-sa-20200122-fmc-auth
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
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