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. Cisco Firepower 4120 FTD H{™ 6.3.0.4

. Cisco FMC(Firepower Management Center) tH™ 6.3.0.4

. Cisco ASR1001 10S-XE H{7% 16.3.9

. Cisco Catalyst 3850 I0S-XE B 16.9.3
Ol EMe| MEE= EY & 32| Cluto|2E ECHE A EEIR&LICE Ol Mo ALSEl 2 E Clbt
OlaE £7|3tEl(Z]2) Zu| 2B 0|Me 2 AR E|URELICLUHEST T 28 52l 42 ZE B
Rl Feks olsst ok g Lict.

EH sty 12 7id

MAC =4 Ello|g

CHRE 2ol a2 BB Ef|0|E L ARP HIO|2E AFE35H0{ O|2Bl A 0_!E1n1|o|¢9+ i EAR=
CIS &2 MYEs= O 22 %J Clo|E{E ZAX5HK|TH TFW 2E&= MAC T4 HIO|[E8 A235t0d
mZle SMX|Z2 @gaf i AFR El= o|adA QIE{H|0|AE A x SEL|C s 2 +EI ERdR
Zlo| CH& MAC =4 ZEE &09I5t1 0| FAE QIE{H0|A S} °=| dste g5 AMELIct

MAC 2 E||0|S0i= ol2{8r E=7t A&LICH

> show nmac- address-tabl e
interface mac address type Age(m n) bridge-group

Qut si de 0050. 56a5. 6d52 dynamic 1 1
I nsi de 0000.0c9f.f014 dynamic 3 1
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ASP(Accelerated Security Path) 2/ X| ZE dst-/2 Iookup -fail 2 ALK E/LCE.

FTD63# show cap icnpin trace pack 1

7 packets captured

1: 00:20:22.338391 802.1Q vl an#20 PO 10.10.10.5 > 20.20.20.5 icnp: echo request

Resul t:
input-interface: Inside
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i nput -status: up

input-line-status: up

Action: drop

Drop-reason: (dst-12_| ookup-fail) Dst MAC L2 Lookup Fail ed
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FTD63# show cap icnpin trace pack 2
7 packets captured

2: 00:20: 27. 329206 802.1Q vl an#20 PO 10.10.10.5 > 20.20.20.5 icnp: echo request
Phase: 1

Type: L2-EGRESS-| FC- LOOKUP

Subt ype: Destination MAC L2 Lookup

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Destinati on MAC | ookup resulted in egress ifc Qutside
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FTD63# show mac- address-tabl e
interface mac address type Age(m n) bridge-group

I nsi de 00fc. baf3.d680 dynamc 3 1
Qut si de 0050. 56a5. 6d52 dynamic 5 1
Inside 0000.0c9£.£014 dynamic 5 1
Qut si de 40a6. e833. 2a05 dynamic 4 1

2! 247 TEIZ ARP THZI2 0|38 B Yx|AIZI= o AL ELIC

> show capture

capture arp type rawdata ethernet-type arp interface Inside [Capturing - 1120 bytes]
>show capture arp

12 packets captured

23:04: 52. 142524 802. 1Q vl an#20 PO arp who-has 10.20.20.3 (0:0:c:9f:f0:14) tell 10.20.20.5
23:04:52.142952 802. 1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9£:£0:14
23:04: 52. 145057 802. 1Q vl an#20 PO arp who-has 10.20.20.3 (0:0:c:9f:f0:14) tell 10.20.20.5
23:04: 52. 145347 802.1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14
23:05: 16. 644574 802. 1Q vl an#20 PO arp who-has 10.20.20.3 (0:0:c:9f:f0:14) tell 10.20.20.5
23:05:16.644940 802. 1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9£:£0:14
23:05: 16. 646756 802. 1Q vl an#20 PO arp who-has 10.20.20.3 (0:0:c:9f:f0:14) tell 10.20.20.5
23:05: 16. 647015 802. 1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14
23:05: 41. 146614 802. 1Q vl an#20 PO arp who-has 10.20.20.3 (0:0:c:9f:f0:14) tell 10.20.20.5
10 23:05:41.146980 802. 1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9£:£0:14

11: 23:05:41.148734 802.1Q vl an#20 PO arp who-has 10.20.20.3 (0:0:c:9f:f0:14) tell 10.20.20.5
12: 23:05:41.149009 802.1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14
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> show nmac- addr ess-tabl e
interface mac address type Age(m n) bridge-group

I nsi de 00fc. baf 3. d680 dynamic 3 1
Qut si de 0050. 56a5. 6d52 dynamic 5 1
Inside 0000.0c9f.f014 dynamic 5 1
Qut si de 40a6. e833. 2a05 dynamic 4 1
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> show mac- address-tabl e
interface mac address type Age(m n) bridge-group

I nsi de 00f c. baf 3. d680 dynamic 5 1
Qut si de 0050. 56a5. 6d52 dynamic 3 1
Inside 0000.0c9f.f014 dynamic 2 1
Qut si de 40a6. e833. 2a05 dynamic 3 1
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> ping 10.20.20.3

Type escape sequence to abort.

Sendi ng 5, 100-byte | CMP Echos to 10.20.20.3, timeout is 2 seconds:
N

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

MAC F4 50| 5822 ChA| M- ELCH

> show nmac- address-tabl e
interface mac address type Age(m n) bridge-group

I nsi de 00fc. baf 3. d680 dynanmic 4 1
Qut si de 0050. 56a5. 6d52 dynanic 2 1
Inside 0000.0c9f.f014 dynamic 5 1
Qut si de 40a6. e833. 2a05 dynamic 5 1
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> show i p

Managenment-only Interface: Ethernetl/4
System | P Addr ess:

no i p address

Current | P Address:

no i p address

Goup : 1

Managerment System | P Address:

ip address 10.20.20.4 255.255.255.0
Managenent Current | P Address:

i p address 10.20.20.4 255.255.255.0
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> show arp

I nsi de 10.20.20.3 0000.0c9f.f014 6

MAC =24 Ho|=21 &2, QIE{HO|A/IP FA/MAC T4 ECIOIERT B M3 == Eto|lHel 2k
O| &7tgfLct.

> show arp

I nsi de 10.20.20.3 0000.0c9f.f014 1

>show arp

I nsi de 10.20.20.3 0000.0c9f.f014 2

>show arp

I nside 10.20.20.3 0000.0c9f.f014 3

>show arp

I nside 10.20.20.3 0000.0c9f.f014 4

EtO|H7t n - 30 2t off =& 8t n2 ARP 74 AlZh ZIH(7|E2f 14,400% )°'L|I:|- S H2 ARP 2
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> show runni ng-config arp
arp tineout 60
arp rate-linmt 32768
Ol AlZ+ Z1t= o|O|X|oll EAIE! CHE FMCL| Devices > Platform Settings > Timeouts E{0{ A T4
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Overview Analysis Policies geENILIR Objects | AMP Intelligence

Device Management MAT VPN » QoS Platform Settings FlexConfig Certificates

FTD Platform Settings

= s n
ARP Tnspechinn Console Timeout v] (3]
Banner Translation Slot(xlate) Default N
DNS
External Authentication ‘Fonnection(Conn) Default s
hraament:satiings Half-Closed Default 4
HTTP
IcMP upp Default =2
Echiss el ICMP Default v
SMTP Server
SNMP RPC/5un RPC Default =2
e H.225 Default v
Syslog

» Timeouts H.323 Default =4
Time Synchronization

L4 sIp Default v
UCAPL/CC Compliance
SIP Media Default =2
SIP Disconnect: Default 4
SIP Invite Default =2
SIP Provisional Media Default S
Floating Connection Default =
Xlate-PAT Default o
TCP Proxy Reassembly | Default |

ARP Timeout Custom 2 60
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> show capture arp
8 packets captured

21:18:16. 779729 802.1Q vl an#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:18:16. 780111 802.1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14
21:18:46. 779744 802. 1Q vl an#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:18:46. 780126 802.1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14
21:19:16. 779744 802. 1Q vl an#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:19:16. 780111 802.1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14
21:19:46. 779729 802.1Q vl an#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:19: 46. 780126 802.1Q vl an#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:f0: 14

:LE4 Cl2 ARP 20| 30%0iCH A2 T & EIL|Ct
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> show arp

I nsi de 10.20.20.3 0000. Oc9f.f014 29
>show arp

I nside 10.20.20.3 0000.0c9f.f014 0
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1aBA T oA HHZAE FESH7| @l trace 7|HMEE WA MM AEE = JU&LCH

capture in interface inside buffer 33554432 trace trace-count 1000 natch tcp host 10.10.220. 42
host 10. 10. 241. 225

capture out interface outside buffer 33554432 trace trace-count 1000 match tcp host 10.10.220. 42
host 10. 10. 241. 225

buffer - Z{X HHIHE HIO|E Er9|2 =EILICI.33554432= AME 7158 Z[CHgf &ILICH5500-X,
Firepower O1ZZt0[4A EEE 7Hf D-I’“I Ze o ME ool RAE 2x{7} £ 77} ofLIH of
37| ¢ M8ste ZWol etELIC

trace - K| =l Zix{o]| CHEl trace SMHE S ELICT

trace-count - { Bt 2 £ £E F{EELICI10002 Z|CH 5{E 0|1 128 7|24 LICt.O|E {1
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7HEl B2) FME EAIFLICH

FTD63# show capture out trace

1: 16:34:56.940960 802.1Q vl an#7 PO 10.10.241.225 > 10.10.220.38 icnp: tinme exceeded in-transit
Result: input-interface: outside input-status: up input-line-status: up Action: drop Drop-
reason: (dst-12_|ookup-fail) Dst MAC L2 Lookup Failed 2: 16:34:57.143959 802. 1Q vl an#7 PO

10. 10. 220. 42 > 10. 10.241. 225 icnp: echo request 3: 16:34:57.146476 802. 1Q vl an#7 PO

10. 10. 241. 225 > 10.10.220.42 icnp: echo reply Result: input-interface: outside input-status: up
input-line-status: up Action: drop Drop-reason: (dst-I12_|ookup-fail) Dst MAC L2 Lookup Fail ed
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packet-number packet number B A& 35t0o{ sHE I ol FXE EAIE = JU&LICH

HAEEls A B3 102 of LICH.

FTD63# show capture in detail trace packet-nunber 10

10: 20:55:31.118218 0000. 0c9f.f014 0100. 5e00. 0066 0x8100 Length: 98 802.1Q vl an#20 PO

10. 20. 20.1.1985 > 224.0.0.102.1985: [udp sumok] udp 52 [tos OxcO] [ttl 1] (id 0) Phase: 1 Type:
L2- EGRESS- | FC- LOOKUP Subtype: Destination MAC L2 Lookup Result: ALLOW Config: Additional
Informati on: Destination MAC | ookup resulted in egress ifc Qutside Phase: 2 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access |ist Phase: 3 Type: ACCESS-

LI ST Subtype: Result: ALLOW Config: Inplicit Rule Additional |Information: MAC Access |ist Phase:
4 Type: FLOWLOOKUP Subtype: Result: ALLOW Config: Additional Information: Found flowwth id
2562905, using existing flow Phase: 5 Type: SNORT Subtype: Result: ALLOW Config: Additional
Informati on: Snort Verdict: (fast-forward) fast forward this flow Phase: 6 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access list Result: input-interface:
Inside input-status: up input-line-status: up Action: allow

MAC FX]

TFW= MAC =4 E V|Ete 2 EE MY A8 E s LICLENE 58§ 24 Soil Zf oM &
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FTD63# show cap i detail
98 packets captured

1. 20:55:06.938473 0000.0c9f.f014 0100. 5e00. 0066 0x8100 Length: 98
802. 1Q vl an#20 PO 10. 20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos 0xcO]



[ttl 1] (id 0)
2: 20:55:09.805561 0000.0c9f.f014 0100. 5e00. 0066 0x8100 Length: 98
802.1Q vl an#20 PO 10. 20.20.1.1985 > 224.0.0.102.1985: [udp sumok] udp 52 [tos 0xcO]
[ttl 1] (id 0)
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FTD63# capture in type rawdata trace interface inside match mac 0000. 0c9f.f014 ffff.ffff.ffff
any

FTD63# show capture

capture in type rawdata trace interface inside [Capturing - 114 bytes] match mac 0000. Oc9f.f014
ffff.ffff.ffff any

FTD63# show cap in detail 98 packets captured 1: 20:55:06.938473 0000. 0c9f.f014 0100. 5e00. 0066
0x8100 Length: 98 802.1Q vl an#20 PO 10. 20. 20. 1. 1985 > 224.0.0. 102. 1985: [udp sum ok] udp 52 [tos
0xcO] [ttl 1] (id 0) 2: 20:55:09.805561 0000.0c9f.f014 0100.5e00. 0066 0x8100 Length: 98 802.1Q
vl an#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos OxcO] [ttl 1] (id 0)

O| ZE{= MAC E3o| =Xo| Q)1 QIS &toriE AR O S 8fL|Ct.

Mac-address-table C|HH1
MAC =4 E||O|E C|HE M350 Z BHAHIE AEE = l&Lch ol ClHH2ol old MB &=
ME= MAC 471 EO|I20M &&, M2 18 Y MHE[= AlZ|E oldlste= ol ==& 0| §lL|CH.

O MMofME 2 Et7A|2] ofl2t o] WEE 2= Y-S E0{ELICLFTDOIA ClHT BHE S &dstst
24T TIEH CLIO HAIA SO BrLICK

THEXHIIHF AME 5L R ClHO= & 2AAE MEE £ JU&Lch Ao &4
OlLt AFEZO| M2 AlZtol AHE5 P: J0| E&LICH Ol e CIHO7I LT RHMIE B2
Syslog Mo M&35t= 20l E&LICH

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d to detach.
Type help or '?" for a list of avail abl e commands.

FTD63# debug mac- address-tabl e
debug nac- address-tabl e enabled at level 1
184, MAC FA47t st&ELICHMAC EIO|EdM &5 & o|O|

= r
=
F7HEUCHLEIHO HARIE F4A & 4 QIEH0[AE S E[L

bl

T 9le™ o] FAT} E|o|Z0

n

b
o

FTD63# ping 10.20.20.3

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 10.20.20.3, tinmeout is 2 seconds:
add_| 2fwd_entry: Going to add MAC 0000.0c9f.f014.

add_| 2fwd_entry: Added MAC 0000.0c9f£.£014 into bridge table thru Inside.
set _|2: Found MAC entry 0000. 0c9f.f014 on Inside.

ladd_| 2fwd_entry: Going to add MAC 00f c. baf 3. d680.

add_| 2fwd_entry: Added MAC 00fc. baf3.d680 into bridge table thru Inside.
i

ICMP 2 E35] MACS &&5tH CH2 HIAIX|7F ZAIEILICHO| 822 MAC T4 EHO|E AR



712t Eto|Hofl LI El =74of 2t Eto|HE ME 1 x|K| &t AlZh X1t F7lo & vim EHAlof &
o{Zf LIC.

learn_from.icnp_error: Learning fromicnp error.

28tH. &S0l o|o| ZedZl A< CIH7t olof e L RILICLC|IHOE S2I™ E= HA A& &

20| gle S eHAEHT HAIXIZ EA[ELICH

set _|2: Found MAC entry 0000.0c9f.f014 on Inside.
| 2fwd_refresh: Sending clustering LU to refresh MAC 0000. 0c9f.f014.
| 2fwd_refresh: Failed to send clustering LU to refresh MAC 0000. 0c9f.f014

3EA. E=0| F Hm BA(KHO AlZh Z1F 28 ™)ol| == st

FTD63# show nmac- add

interface mac address type Age(m n) bri dge- group
I nsi de 00f c. baf 3. d700 dynami c 3 1
Qut si de 0050. 56a5. 6d52 dynami c 4 1
I nsi de 0000.0c9f.£014 dynami c 2 1
Qut si de 40a6. €833. 2a05 dynami c 3 1

FTD63# | 2f wd_cl ean: MAC 0000.0c9£.£014 entry aged out.

| 2f wd_t i meout: MAC entry timed out

AtH. o|x| L2 sy FAE MBS U\H mjZlo| Elo|l22 Mz 1E W22 of gLt ol 28
S ol &= A8t WZlo| o ol gl FATt X+I7-I ElL|CH

FTD63# show mac- address-tabl e
interface mac address type Age(min) bridge-group

I nside 0000.0c9£.£014 dynanmic 1 1

Qut si de 40a6. e833. 2a05 dynamic 3 1

FTD63# | 2f wd_cl ean: Del eti ng MAC 0000. 0c9f.f014 entry due to tinmeout.
delete_12_ fromPC: Deleting MAC 0000.0c9f.f014 due to freeing up of entry
12fwd_clean:Deleted MAC 0000.0c9f.f014 from NP.

o e
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