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FCM(Firepower Chassis Manager)
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| Interface Type Admin Speed  Operational Speed I Application Admin Duplex Auto Negotiation  Operation State
MGMT Management

Ethernetl/2 up
Ethernetl/3 up |
% Port-channelag cluster 10gbps indeterminate Full Duplex no admin-down & ;_'j
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Admin State
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Ethernet1/4 data 10gbps 10gbps Full Duplix ne failad
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Habwork Moduls 2 : Empty

Natwork Module 3

Do

&3 Add Port Channel

interface Type Admin Speed  Operational Speed  Application  Admin Duplex  Auto Negotiation  Operation State  Admin State
MGMT Managemant &0
4 Jla!m.:hanneus data 1gbps 1gbps I Full Duples L] failed &0 & 8
Ethernet1,/2 data 1gbps Full Duplex L] dawn
Ethernet1/3 data igbps Full Ceuplex na down
53 port-channetas cluster 10gbps indeterminate Full Duplex nao admin-down » | 78
Ethernetl/1 mgmi igbps 1gbps FTD Fulll Duples na up &0 &
Ethernetl/4 data 10gbps 10gbps Full Duplex fia failed 9 0] &
Ethernet1/s data 10gbps 10gbps Full Druplex na sfp-not-present = &
Ethermetl/& data 1lgbps 10gbps FTD Full Bruples na afip-not-present :m &
@ Ethermetl/7 data 10ghbps 10gbps Full Duplex na sfp-not-present (_n &
@ Ethermeti/& data 10gbps 10gbps Full Buplex na sfp-not-present m &
[ﬁ Ethermet3/1 data 10gbps 10gbps Full Buplex na admin-down »: o] &
@ Etharmetd/ 2 data 10gbps 10gbps Full Duplex na admin-dowmn :_n F
Ethernet3/3 data 10gbps 10gbps Full Duplax no admin-down 9 5] p-
Ethermet3/ 4 data 10gbps 10gbps Full Buplex na admin-down :_‘ e
Ethernet3/S data 10gbps 10gbps Full Cuplex no admin-down _ &
Etherniet3/6 data 10gbps 109bps Full Duplex na admin-down 9.5 p:

Provisioning - mzafeiro_FTD
Standalone | Cisco Firepower Threat Defense | 6.2.0.363

Data Ports

Ethematl/4
Ethemetl/S
Ethemet /&
Ethematl/7
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Ethemat3/1
Ethemat3/2
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Interface Type Admin Speed Dperational Speed application Admin Duplex  Aute Negotistion  Operation State  Admin State
MGMT Hanagemant &1
« W Port-channel15 data 1gbps 1gbps FTD Full Duplex o | p 1 &
@ Ethernetl/2
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<#root>
Switch(config)#

interface range g1/0/2 - 3
Switch(config-if-range)#

shut down
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Switch(config-if-range)#
swi tchport trunk encapsul ati on dot 1q
Switch(config-if-range)#

swi tchport node trunk
Switch(config-if-range)#

channel -group 5 node active
Switch(config-if-range)#

no shut down

D KHMIEH L2 AR 22 T[T zo|M 7tolE MME FEFHAMAIL.
FXOS CLIGIM ZE R 7 43(FPR4100/FPR9300)

124l FTD =2l ClHio|Aof| o|O| 8 &l CIE{m|o|AE = elgL|CH

<#root>
FP4110-7-A#

sScope ssa
FP4110-7-A /ssa #

show | ogi cal - devi ce

Logical Device:
Name Description Slot ID Mode Oper State TempTate Name

mzafeiro_FTD 1 Standalone Ok ftd

FP4110-7-A /ssa #
scope | ogical -devi ce nzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show external -port-1ink

External-Port Link:

Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1l ftd
Ethernetl6_ftd Ethernetl/6 ftd

2EFH|. MA| QlE{m| oA =0l

<ffroot>



FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show i nterface

Admin State Oper State

State Reason

Up

Admin Down
Admin Down
Failed

Sfp Not Present
Sfp Not Present
Sfp Not Present
Sfp Not Present
Admin Down
Admin Down
Admin Down
Admin Down
Admin Down
Admin Down

Admin State

Administratively down
Administratively down
SFP checksum error
Unknown

Unknown

Unknown

Unknown
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down
Administratively down

Oper State State Reason

Interface:
Port Name Port Type
Ethernetl/1 Mgmt Enabled
Ethernetl/2 Data Disabled
Ethernetl/3 Data Disabled
Ethernetl/4 Data Disabled
Ethernetl/5 Data Disabled
Ethernetl/6 Data Disabled
Ethernetl/7 Data Disabled
Ethernetl/8 Data Disabled
Ethernet3/1 Data Disabled
Ethernet3/2 Data Disabled
Ethernet3/3 Data Disabled
Ethernet3/4 Data Disabled
Ethernet3/5 Data Disabled
Ethernet3/6 Data Disabled

FP4110-7-A /eth-uplink/fabric #

show port - channe

Port Channel:
Port Channel Id Name Port Type
48 Port-channe148 Cluster

3EHAH| ZE A AA]

<#root>

bsns-4110-2-A#

scope et h-uplink

bsns-4110-2-A /eth-uplink #

scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/5

DisabTed

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #

Admin Down Administratively dow



exit
bsns-4110-2-A /eth-uplink/fabric/port-channel* #
create menber-port Ethernetl/6
bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit
bsns-4110-2-A /eth-uplink/fabric/port-channel* #
port-type data

set
bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set speed 1gbps
bsns-4110-2-A /eth-uplink/fabric/port-channel* #

enabl e
bsns-4110-2-A /eth-uplink/fabric/port-channel* #

conmi t - buf fer
4. QIEH|0|AE FTD =2|X CldtolAof & LICE.
<#root>
FP4110-7-A#
scope ssa
FP4110-7-A /ssa #
scope | ogical -devi ce nzafeiro_FTD
FP4110-7-A /ssa/logical-device #
create external -port-link PCl5_ftd Port-channel 15 ftd
FP4110-7-A /ssa/logical-device/external-port-Tink* #

commi t - buf fer
FP4110-7-A /ssa/logical-device/external-port-Tink #

ol
—

L

<tfroot>
FP4110-7-A#
scope ssa

FP4110-7-A /ssa #
scope | ogi cal -devi ce nezafeiro_FTD



FP4110-7-A /ssa/logical-device #

show external -port-1ink

External-Port Link:

Name Port or Port Channel Name App Name
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd
PC15_ftd Port-channell5 ftd
<#root>
FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channe

Port Channel:

Description

Admin State

Oper State

State Reason

Port Channel Id Name Port Type

15 Port-channell5 Data

48 Port-channel48 Cluster
<#root>

FP4110-7-A /eth-uplink/fabric #
enter port-channel 15

FP4110-7-A /eth-uplink/fabric/port-channel #

show nemnber - port

Member Port:

Port Name Membership Oper State
Ethernetl/2 Up Up
Ethernetl/3 Up Up

FXOS CLIOIM ZE &' AF&|(FPR4100/FPR9300)

<{froot>

Enabled
DisabTed

State Reason

Up
Admin Down

Administratively dow



FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-upTlink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

commi t - buf fer
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Overview Analysis Policies SIS0 Objects = AMP Intelligence @ System Helpv admin ¥

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTD2100 oo (O concal |

Cisco Firepower 2110 Threat Defense

Device Routing Inline Sets DHCP  SNMP

2 | |@  AddInterfaces -

2 © sub Interface
@ Ether Channel Interface

0 (B ethernet1/1 Physical

(s] Ethernetlfz Physical V4

8] Ethernet1/3 Physical ‘,/"

Add Ether Channel Interface 7%
Marme: INSIDE

Security fone: w

Description:

MMMHWI—HMEW

MTU: (64 -
1500 9198)
Ether Channel 1D *: m (1-48)
Available Interfaces & Selected Interfaces

X B ] Etherneti/t .
Ethernet1/13 - Etherneti/2
Ethernet1/14
Ethernet1/15
Ethernet1/16

Ethernetl/3
m i L

=

0] 4 Cancel

ZE(LACP &4 == ON)E Advanced(ZL &) B{olA FHELICH.



Add Ether Channel Interface X
Mame: INSIDE | Enabled

security Zone: »

Description:

Gemeral IPvd  IPwb BLNEL G Hardware Configuration

IO gnEuagm ARP and MAC  Security Configuration

LACP Mode: ..ﬂu:ti'.re "v\

Active Mac Address: Active

On
Standby Mac Address:
DMNS Lookup:
Hardware Configuration(5t=E9|01 74) R0l FEHA L £ MHEE FHFLICH

Add Ether Channel Interface

Name: INSIDE # Enabled

securnty Zone: w
Description:

General IPvd  IPwE  Advenced EGETGETETGRET TS

Duplex: Full W

Speed: 1gbps o

Auta-negotiation:

X 1: ASAE =2|X C|HO|AR A8 3HK| = 8t FPR21000{ M= FXOS CLIOIM ZE xS M

ME = d&LICH ASA9.13.x O|F0fl= E3 & ZENMEH WP ELICH o{E2t0|1A 2 E
(11xx/21xx)0ll= FCMO| Sio M 2 E QIE{H0|A F4J0| ASA CLIOIM &% O|F0o{&LICt

<#root>
Fp2110 /eth-uplink/fabric* #
create port-channel 16

Fp2110 /eth-uplink/fabric/port-channel* #




create menber-port Ethernetl1/10

Fp2110 /eth-uplink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/11

Fp2110 /eth-uplink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-uplink/fabric/port-channel* #
comit - buf f er

Error: Changes not allowed. use: 'connect ftd' to make changes.

=2l QIEm oAt SEHE HEjolM Edstsiedie B

40
iul
0jo
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<#root>

firepower-2110#

scope et h-uplink

firepower-2110 /eth-uplink #

scope fabric a

firepower-2110 /eth-uplink/fabric #

show i nterface

Interface:

Port Name Port Type Admin State Oper State
Ethernetl/3 Data Enabled Up

Ethernetl/4 Data Disabled Link Down
Ethernetl/5 Data Disabled Link Down
Ethernetl/6 Data Disabled Link Down
Ethernetl/7 Data Disabled Link Down
Ethernetl/8 Data Disabled Link Down
Ethernetl/9 Data Disabled Link Down
Ethernetl/10 Data Disabled Link Down
Ethernetl/11 Data Disabled Link Down
Ethernetl/12 Data Disabled Link Down
Ethernetl/13 Data Disabled Link Down
Ethernetl/14 Data Disabled Link Down
Ethernetl/15 Data Disabled Link Down
Ethernetl/16 Data Disabled Link Down

firepower-2110 /eth-uplink/fabric #
enter interface Ethernetl/4
firepower-2110 /eth-uplink/fabric/interface #

show

State Reason



Interface:
Port Name Port Type Admin State Oper State State Reason

Ethernetl/4 Data Disabled Link Down Down
firepower-2110 /eth-uplink/fabric/interface #

enabl e
firepower-2110 /eth-uplink/fabric/interface* #
conmi t - buffer

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/4 Data Enabled Link Down Down

firepower-2110 /eth-uplink/fabric/interface #

FDM 7
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6.5 AZEQ0o{ ZZ|AFE| FDME AL 3= EtherChannel QIE{H|O|AE T A& = Ql&LICH
Device(C|HO|A) > Interfaces(QIE{H|O|A) > EtherChannel 2 0|& 3t 11 EtherChannel2 F7+H&f L
Ct. 0] AL EtherChannel2 EZE 3 0|2 Z EtherChannel IDE X|H35t1 (MENZE &35 Ol H
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Add EtherChannel Interface

Mame Mode EtherChannel 1D Status

=m0 (@]

Description

EtherChannal Specific IPvd Address IPvE Address Advanced

Link Aggregation Control Protocol

Active b

EtherChannel Members
&=

(4] unnamed (Ethernet1/3)

@ unnamed (Ethemet/2)

ot 2| QIE{mH 0| A F7}:



Add EtherChannel Subinterface

Parent Interface

unnamed {Port-channel1) oo

Subinterface Name Mode Status
Description

VLAM ID Subinterface 1D

IPv4 Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask

192.168.201.112 f 24

& QF 16R 5 15517 5 192 16R. 5 15 g o

7=|jl_|.:

Interfaces Bridge Groups EtherChannels

1 EtherChannel Q, Search + v

LOGICAL NAME O MOMITOR FOR HA

Port-channell EtnarChannel m Routed Enabled

ETHERCHAMNEL MEMEERS

* Ethernetif2 Physical Interfoce

* Ethernetif3 Physical Interface

SUBINTERFACES

& Port-channel1.201 ingide Subinterface 192,168,201.112 Enabled

& Port-channel1.202 ingide202 Subinterface 192.168.202.112 Enabled
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FECERT WL

Catalyst 3750-X
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751i€

FTD(E= ASA)= ZE A 7HE HHE QAISHX| ef&LICH =2|3 QIE{H| 0| A (52| QIE{m oA
)= FMCHIM T8 ELct.

<#root>

>

system support diagnostic-cl
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up
Port-channell5 unassigned YES unset up up



firepower# show nameif

Interface Name Security
Port-channell5 INSIDE 0
Ethernetl/1 diagnostic 0
<#root>

firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, Tine protocol 1is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
0 packets output, 0 bytes
6736 packets dropped

1 minute input rate 4 pkts/sec, 375 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 4 pkts/sec

5 minute input rate 4 pkts/sec, 401 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 4 pkts/sec

Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

u]
ol
==

ZE Mg U ST WOl SEHE =Ql5tEd FXOS ZEE O|sFLCt
<#root>

FP4110-7-A#

connect fxos

FP4110-7-A(fxos)#

show port-channel sunmmary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Pol5(SU) Eth LACP Eth1l/2(P) Eth1l/3(P)
48 Po48(SD) Eth NONE --



Obx|2f of e 7|5t & 74 ZE Mol o Ef &l

<#root>
FP4110-7-A(fxos)#
show port-channel database

port-channell5

Last membership update is successful

2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is 0d:00h:35m:00s

Time since Tast bundle is 0d:00h:34m:56s

Last bundled member 1is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel48
Last membership update is successful
0 ports in total, O ports up
Age of the port-channel 1is 5d:06h:35m:27s

ZE A QlEH o|A HE] 7to| E2fE HfE & Ol

<#root>

FP4110-7-A(fxos)#

show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

LACP l4|0|&q =l

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner



Port Priority Oper Key Port State
32768 0x5 0x3f

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/3 32768,28-6f-7f-ec-59-800x104 2221 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f

Partner Oper Key 0x5 = 2| X|7} ZE &M'd ID 52 T[] US

AL %[0 M:

<#root>
Switch#
show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode

Channel group 5 neighbors

Partner's information:

LACP port Admin Oper Port Port
Port Flags Priority Dev ID Age key Key Number State
Gil/0/2 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x42 0x3F
Gil/0/3 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x43 0x3F

FXOS7F ZE D ID 152 FHE AR 21 AL|X|0| M Partner Oper Key7l OXE(14)2 EA|
=y

Wireshark2| LACP I{Z! ZH&:



LACP switch capture - SLOW - FX0S FAST.pcapng
Fle Edt View Go Capture Analyze Statistics Telephony Wireless Took Help

4B 1@ LREBAeE2EFE [E|laaal

N | lacp

No. I'ﬁme [Snum& Inesﬁaalinn Protocol |nglh |SwrnePort
480 2817-10-12 11:25:34.759928 Cisco_ec:59:8f Slow-Protocols LACP 124

ACP Activity: Active
LACP Timeout: Short Timeout
Aggregation: Aggregatable
Synchronization: In Sync
Collecting: Enabled |
Distributing: Enabled
- Defaulted: No
L — = Expired: No

[Partner State Flags: **DCSGSA]

Rezerved: G00008

Collector Information: @x@3

Collector Information Length: @x1@

Collector Max Delay: 32768
. Reserved: 000000000820000000000200

sisdls
S [
P L

f

[
LU I (1 | [ VI T

= Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributing

I EL{ &EY
A

AES Expired(Zt||Defaulted(7 |||Distributed(& ;_l Synchronization(&|/Aggregation(01 'II_"iA\rr?eZut(LACP ,I&Ac\tcli
o = =

=E) =22 X[EE)||[aHE) = 7|3t) a2|AH0]M) Azt Z3h g
7txl (0 0 1 111 1 1 1

=

16505 f
ES

FPR21xx/FPR1xxx0|A ZE xH' &0l

=942 choloia
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<tfroot>
>

connect fxos

FP2110-2#

connect | ocal - ngnt
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

w0
1

Group Port- Type Protocol Member Ports
Channel

11 Pol11(U) Eth LACP Ethl/1(P) Ethl/2(P)
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<{froot>
FP2110-2#

scope et h-uplink
FP2110-2 /eth-uplink #

State Reason

scope fabric a
FP2110-2 /eth-uplink/fabric #
Port Type Admin State Oper State
Enabled

show port-channe
Data

Port Channel:
Port Channel Id Name
Port-channelll

L

<#root>
FP2110-2 /eth-uplink/fabric #
det ai |

show port - channe

Port Channel:
Port Channel Id: 11
Name: Port-channelll

Port Type: Data

Description:

Admin State: Enabled

Oper State: Up

Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default
oper LACP policy name: org-root/lacp-default
Lacp Mode: Active
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:



FP2110-2#
scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #
scope port-channel 11
FP2110-2 /eth-uplink/fabric/port-channel #
show nenber - port
Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up

MH:

HH ZE HE

<#root>
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port det ai
Member Port:
Port Name: Ethernetl/1l
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:
Ethernetl/2

Port Name:
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:



<#root>
FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 13 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 5 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No

A T: FPR21xx/FPRIxxx0| ME 7|&2 LACP £ 7t 2|1 84ZE £ giaLct

LACP 7} 2FE]

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters



LACPDUs

LACPDUs Marker Marker Response
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0
FP2110-2(local-mgmt)#
show | acp counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4436 3532 0 0 0 0 0
Ethl/2 4567 3532 0 0 0 0 0
FPR2100 QIE{m| 0|4 =HOl
E2|1X QE{H 0|A 7 FPR2100 LHE AQ[x|of OB E|E= &4l
o| L& o| LHE
OlE{m|0|A FPR2_1’IO/FPR2120 | LIS FPR2_’I30/FPR2’I4O | LHE
A Q%] A QK|
E1/1 1 1
E2/1 0 0
E1/3 3 3
E1/4 2 2
E1/5 5 5
E1/6 4 4
E1/7 7 7
E1/8 6 6




=clH QIE{mo|A &El

= -

E1/9 9 49
E1/10 8 48
E1/11 11 51
E1/12 10 50
E1/13 12 59
E1/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65
E2/8 - 64
Cixe]




<#root>
FP2110-2(Tocal-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowct1: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB
admin_mtu: 9216
admin_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: 0x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1

alTowed_vlan[0]: 1011

1™ EH 0|A FH2H:

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 : 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296
Good Packets Sent 1 682
Excessive Collision : 0

MC Packets Sent 1 682
BRDC Packets Sent : 0
Unrecognized MAC Received : 0

FC Sent : 0
Good FC Received : 0
Drop Events : 0
Undersize Packets : 0
Fragments Packets : 0
Oversize Packets : 0



Jabber Packets

MAC RX Error Packets Received
Bad CRC

ColTisions

o O OO

FPR2100 L& A 2|X| MAC EllO|Z. & 11: 01:80:C2:00:00:02 = LACP

<#root>
FP2110-2(local-mgmt)#
show portnanager switch nac-filters

port 1ix MAC mask action packets bytes

00 03e 70:DF:2F:18:D8:05 FF:FF:FF:FF:FF:FF FORWARD

043 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD 687 87936
044 70:DF:2F:18:D8:2D FF:FF:FF:FF:FF:FF FORWARD

045 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD 5501 385360
3d0 00:00:00:00:00:00 01:00:00:00:00:00 DROP 2101 141426
3e8 01:00:00:00:00:00 01:00:00:00:00:00 DROP 7946 1524820

01 03f 70:DF:2F:18:D8:04 FF:FF:FF:FF:FF:FF FORWARD

040 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD 687 87936
041 70:DF:2F:18:D8:2D FF:FF:FF:FF:FF:FF FORWARD

042 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD 22351 1451504
3dl 00:00:00:00:00:00 01:00:00:00:00:00 DROP 2215 154542
3e9 01:00:00:00:00:00 01:00:00:00:00:00 DROP 11886 1006067

02 03c 70:DF:2F:18:D8:07 FF:FF:FF:FF:FF:FF FORWARD
049 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD
04a 70:DF:2F:18:D8:6D FF:FF:FF:FF:FF:FF FORWARD
04b FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD
3d2 00:00:00:00:00:00 01:00:00:00:00:00 DROP
3ea 01:00:00:00:00:00 01:00:00:00:00:00 DROP

ZE e1/1 Y e122 LR 22[x[2| 0/0 2 0/10 sHE = LICH

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode
0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSCMII Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Down 1G Half None

0/7 QSGMII Down 1G Half None



0/8

0/9

0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27

QSCMII Down 1G Half None

QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
KR Up 10G Full None
KR Up 10G Full None
KR Down 10G Full None
KR Up 10G Full None

=X &

LACP 72

LACP AFAL

12 Z2EZLct

LACP= CHA MAC 0180.¢200.0002 2! O|H4! 2% 0x88098 A &Lt

LACP % Mode On(LACP 8{2)2 Firepower 0O{1Z 20|20 M X[ Elz= RUE Z=lLict
(Mode On 2.4.x FXOS Z/Z2|A 2| FP4100/FP930001IAM F7IHEIARS).
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« LACP EfX| 7|Zt0lE LACP &= 7} £S10|E 1Z=0lCt LACP7t M&EILICH 2IE{mH O|A T} 7}
S MEN7} E|H LACP £ T £ LACP ZY2lo|E 7tZofgr ¥&= O|&Lct.

LACP Keepalive2| 0|

LACP Zidztol=is 9474 QIEfm| 0l A7} f Ol4 StS3tx| SLIZ 0135 7HS 9 B (M Fo
7 EXISIR] b2 Z9)ol RSELICH Eatoltii2 2xle] Zeo|L ZEol 247 23 Folel &
I8 51837l 2 e Clsfol (0l PS)7} 9IS B2 + SIS LACP Keepalives Tlof
5 x 39l Azt REtol larLict. of8 Sof 212 Tlojyh 1X0ct st 22 3= Lio LACP 142!
o1 AIEIR) 61081 22 CIUOIATH 212 TI018 of A HTELIE} = A ol Aol 0%

= Lot

Wireshark0l| EA|El LACP I{Zlo| R E T

[l
™ = Souere Destinater Protocol | Length | Source Port | info
156 2017-10-12 18:13:01.348473 Cisco_ec:59:8F Slow-Protocols LACP 124 Link Aggregation Control Protocol Version 1. Actor Port = 272 Partner Port = 2116

“ [Frame 156: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface @
# Ethernet II, Src: Cisco_ec:59:8f (28:6F:7f:ec:59:8f), Dst: Slow-Protocols (81:80:c2:00:00:02)
# 5low Protocols
Link Aggregation Control Protocol

LACP Version Nusber: @x@1

Actor Information: @x01

Actor Information Lemgth: @wld

Actor System Priority: 32768

Actor System: Cisco_ec:50:80 (28:6F:7f:ec:59:80)

Actor Key: 16

Acter Port Priority: 32768

Actor Port: 272

= Actor State: 8xB5, LACP Activity, Aggregation, Expired
LACP Activity: Active
= LACP Timeout: Long Timeout
Aggregatable
on; Out of Sync
isabled
= U:stnbunng Disabled
. Defaulted: Mo
= Expired: Yes

[Actor State Flags: E**""G*A]
Reserved: BO0G20
Partner Information: w2
Partner Information Length: @wld
Partner System Priority: 32768
Partner System: 23:00:88:c3:%9¢:ec (a3:00:88:c3:9¢:ec)
Partner Key: 9
Partner Port Priority: 32768

Partner Port: 2116
5 Partner State: @x36, LACP Tiseout, Aggregation, Collecting, Distributing
= LACP Activity: Pascive
LACP Timeout: Short Tiseout
= Aggregation: Aggregatable
= Synchronization: Out of Sync
= Collecting: Enabled
= Distributing: Enabled
= Defaulted: Mo
= Expired: No
Evartrer\ State Flags: **DC*6S87]
Reserved: 0ODOGH
Collector Information: Ox03

Collector Information Length: @x18
Collector Max Delay: 32768
Reserved: SOBBA000000000000MMMDD0
Terminator Information: Oudd
Terminator Length: Ox00

Reserved:

1 FTDOIM ZE 0| SR L™ FXOS A= LACP WiZ/(2l2d|A E£= o|ad|a)E EAIS

UHtHMo 2 Y% DEo|M HHE ST E AFRSHE 0| £24LICH4100/930001 A FXOSE 7|12% o
2HE STE A, FPR210001IA‘|" 7|2 LACP M4 57t =8l £ £ 2l). LACP £ &7} 2™
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LACP &

FXOSO|A 1504 174
LACP ™M&

x|
LACP ™& LACP X&
FXOSO{lA 30Z=01 174 FXOSO{A 30201 174
LACP ™% LACP ™M&
ALARIMHBIE &2 @ ([A/XIHMHBIE SE 2
FXOSOIM 2l & E @ [FXOSOHM HE &£ 2F™
e sz TMHE AL
| A2 X|0flAH 3001 174 ALQK[0M 1504 174

LACP T&

FXOSOA 1504 174
LACP X%

FXOSOIM LACP 2= T 44(41xx/93xX):

<{froot>

KSEC-FPR4100-1#

scope org

KSEC-FPR4100-1 /org #

show | acppolicy

LACP policy:

Name

LACP rate

default Fast
KSEC-FPR4100-1 /org # scope Tlacppolicy default
KSEC-FPR4100-1 /org/lacppolicy # set Tacp-rate

fast
normal

Tacp rate fast
lacp rate normal
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<tfroot>
FP4110-7-A(fxo0s)#

show port-channel summary

P =
=Ny

(=13
=

Al
=

Z|o

(=]
[

1%
N

AUA&LICH LHE
exus 5K2}

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel

15 Po15(SU) Eth LACP Ethl/2(P) Eth1l/3(P)

APE.
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FXOS QIE{H| 0| A AEH &
<#root>
FP4110-7-A(fxos)#
show i nterface brief
Ethernet VLAN  Type Mode Status Reason Speed Port
Interface Ch #
Ethl/1 1 eth 1qgtunl up none 1000(D) --
Ethl/2 1 eth 1qgtunl up none 1000(D) 15
Ethl/3 1 eth 1qgtunl up none 1000(D) 15
Ethl/4 1 eth 1qgtunl down SFP not 1inserted 10G(D) --
Ethl/5 1 eth 1qgtunl down Administratively down 1000(D) --
Ethl/6 1 eth 1qgtunl down Administratively down 1000(D) --
Ethl/7 1 eth 1qgtunl down Administratively down 10G(D) --
Ethl/8 1 eth 1qgtunl down SFP not 1inserted 10G(D) --
Ethl/9 1 eth wvntag up none 40G(D) --
Ethl/10 1 eth access down Administratively down 40G(D) --
Ethl/11 1 eth access down Administratively down 1000(D) --
Ethl/12 1 eth access down Administratively down 1000(D) --
EQl2-FXOS7t LACPE Yol &l =AISH=X] Eel(BHES 2 Afad ™)
<#root>
FP4110-7-A(fxos)#
show | acp counters interface port-channel 15
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 223019 207280 0 0 0 0 0
Ethernetl/3 296532 207744 0 0 0 0 0
AQIXIOIM SUBH AFE &0l
<#root>
Switch#
show [ acp 5 counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err



Channel group: 5
Gil/0/2 627 596 0 0 0 0
Gil/0/3 623 593 0 0 0 0
ME ol

75 FXOS QIE{H|0|A S| LACP A%

<#root>
FP4110-7-A(fxos)#
show [ acp interface ethernet 1/2
Interface Ethernetl/2 is up

Channel group is 15 port channel is Pol5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: 0

Markers rcvd: 0
5, 8000, 103),

Marker response sent: 0
Marker response rcvd: 0
Unknown packets rcvd: 0
I1legal packets rcvd: 0
[ [(8000, 28-6f-7f-ec-59-80,

Lag Id:
8000, 42)] ]

Local Port:
Port Identifier=0x8000,0x42

Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)

Synchronization=IN_SYNC

Collected=true
Distributing=true

Z4 Ol %ﬂzﬂ

Iel3-24 3

b

<tfroot>
FP4110-7-A(fxos)#

show | acp port-channe

port-channell5
System Mac=2c-33-11-8e-7-b3

Admin key=0xe

Operational key=0xe
Operational key=0x5
Max delay=0
Aggregate or individual=1l
Member Port List=

o

MAC Address= 2c-33-11-8e-7-b3

Ethl/2
System Identifier=0x8000,2c-33-11-8e-7-b3

C|HFO|A Q| LACP ID &

i nterface port-channel

(8000, 2c-33-11-8e-7-b3, e,

Operational as aggregated Tink since Tue Oct 31 19:14:57 2017

ol
—

15

Local System Identifier=0x8000,2c-33-11-8e-7-b3

Partner System Identifier=0x8000,28-6f-7f-ec-59-80
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<#root>

FP4110-7-A(fxos)#
event-history errors

1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017

show | acp interna
[102] Tacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x210 msecs

24 A
=

2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_ac_init_port_channel_member(1660): TYPE1l UPDATE Tlacp_ac_init_port
HAIR|= £33 4Eof| 7t 2eiEl

_channel_member port-channel port-channell5(0x1600000e) lacp_mcec_typel upd_sent

=2t 20|
(b I L

#0l5- 2X7}t 2/E §5 ZEO| it LACP FSM ™

HIAIR|RE EAFELICH
1/2

<tfroot>

FP4110-7-A(fxos)#
event-history interface ethernet

show [ acp interna
>>>>FSM: <Ethernetl/2> has 975 Togged transitions<<<<<
1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
[LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
[LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]

Previous state:
[LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]
<--- Good (Received LACP with ‘Synchronizatio

Triggered event:
Next state:
4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
[LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]

[LACP_EV_PARTNER_PDU_IN_SYNC]

Previous state:

Triggered event:
Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]
207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
[LACP_ST_ATTACHED_TO_AGGREGATOR]
<--- Bad (Received LACP with ‘Synchroniza

[LACP_EV_PARTNER_PDU_OUT_OF_SYNC]

Previous state:
Triggered event:
Next state: [FSM_ST_NO_CHANGE]
208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
[LACP_ST_ATTACHED_TO_AGGREGATOR]
[LACP_EV_PARTNER_PDU_OUT_OF_SYNC]

Previous state:
Triggered event:
[FSM_ST_NO_CHANGE]

Next state:
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<#root>
FP4110-7-A(fxos)#
show port-channel internal event-history all

Low Priority Pending queue: Ten(0), max len(1l) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: 1
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LACPDUs

FP2110-2(Tocal-mgmt)#
show | acp counters
LACPDUs Marker Marker Response
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0
St AE S Holste = OhE Y
<#root>
FP2110-2(local-mgmt)#
show pktngr counters
Ports Tx Tx Tx Rx Rx Rx
Packets Drops Bytes Packets Drops Bytes
Ethl/1 4575 0 567300 3537 0 452736
Ethl/2 4706 0 583544 3537 0 452736
Ethl/3 0 0 0 0 0 0
Ethl/4 0 0 0 0 0
Ethl/5 0 0 0 0 0
Ethl/6 0 0 0 0 0
Ethl/7 0 0 0 0 0
Ethl/8 0 0 0 0 0
Ethl/9 0 0 0 0 0
Ethl/10 0 0 0 0 0
Ethl/11 0 0 0 0 0
Ethl/12 0 0 0 0 0
Ethl/13 0 0 0 0 0
Ethl/14 0 0 0 0 0
Ethl/15 0 0 0 0 0
Ethl/16 0 0 0 0 0
Misc. 0 0 0 0 0
28 MENELICH YAEZ AQIX| 4E] 2Ol
<#root>

FP2110-2(Tocal-mgmt)#

show | acp nei ghbor
S - Device 1is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs

Flags:
A - Device is 1in Active mode

Channel group: 11

Rx

Forwards
3537 < LACP PDUs forwarded 1inter
3537 < LACP PDUs forwarded 1inter

0

OO OO OO ODODOOOOoOOo

n/a

[eNeNeoNeNollolNolNeNeNoNolNoNoNe]

P - Device 1is 1in Passive mode



Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 9 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 24 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation:
Active Long Yes

Collected: Distributed: Defaulted:
Yes Yes No

ZF1: Collected and Distributed7} 'Yes'7} OfL| 1 Default7} 'No'@l

Synchronization:
Yes

Expired:
No

3. 2Z LACP A|AE! D7} 00| o} X| EQlghL|Ct.

<#root>
FP2110-2(Tocal-mgmt)#
show [ acp sys-id

32768, 70df.2f18.d813

A2 LACPE &
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<tfroot>

FPR4100#

show faul t

Severity Code Last Transition Time ID Description

Major F0479 2020-03-19T11:50:44.322 543322 Virtual interface 781 1link state is down

Major F0373 2020-03-19T10:55:13.778 34178 Fan 1 in Fan Module 1-5 under chassis 1 operabilit
Minor F0480 2020-03-19T10:55:13.777 34177 Fan module 1-5 in chassis 1 operability: degraded
Major F1767 2020-03-19T10:54:04.162 531228 The password encryption key has not been set.
Major FO727 2020-03-19T709:50:02.891 522921 Tan Member 1/5 of Port-Channel 10 on fabric interc
Major F0282 2020-03-19T09:49:31.462 522922 Tan port-channel 10 on fabric interconnect A oper
Major F0277 2020-03-19T09:49:31.437 522929 ether port 1/5 on fabric interconnect A oper state
Info F0279 2020-01-17T11:06:45.472 300958 ether port 1/7 on fabric interconnect A oper state
Info F0279 2020-01-17T11:06:37.941 300903 ether port 1/6 on fabric interconnect A oper state
Minor F1437 2020-01-16T10:11:39.675 291723 Config backup may be outdated

Zare AztEoE EAIELICH A2 Dol Zatol 5240| HrAE|m, MHolE ZHtst HR 7t A
SELICH FE A5, EfARE 5l dHo| Mg SLICH 28 24k =Me Ch33 2 &L

« Critical(&Zh)

« Major(ZL)

« Minor(Z0])

- 31

+ Info/Condition(HE/Z=7)
Cleared(i1Z2 &)
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ZAgtof cist REMIEH LI 2 FXOS Faults and Error Messages(FXOS 2% & @7 MA|X|) 7}0|
: FXOS Error and System Messages(FXOS @ F L A|AEI HIAIX)E EHZTFAAIL.



https://www.cisco.com/c/ko_kr/support/security/firepower-9000-series/products-system-message-guides-list.html
https://www.cisco.com/c/ko_kr/support/security/firepower-9000-series/products-system-message-guides-list.html

Error and system Messages
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Cisco Firepower 9300 FXOS Faults and Error Messages

Cisco Firepower 410079300 FXOS Faults and Error Messages, 2.71) 25/Sep/2019
Cisco Firepower 4100/9300 FXOS Faults and Error Messages, 2.8{1) 13Mar/2019
Cisco Firepower 410079300 FXOS Faults and Error Messages, 2.4{1] 25/0ct/2018

Cisco FXOS5 Faults and Error Messages, 2.3(1) 20/Now/2017

Cisco FXOS Faults and Error Messages, 2.2(2)  28/Aug/2017
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Cisco Firepower 4100/9300 FXOS Release Notes, 2.6(1)
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Cisco Firepower 4100/9300 FX0OS Release Notes, 2.6(1)
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<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Ethl/1(D) Ethl/2(D)

FXOSO{| A LACP Sent 7t2E{= 30X 0tCt &7t5HX|Bt Receive 7t2E = Ct&1t 2 X| t&LICH

<#root>



FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 11356 3762 0 0 0 0 0
Ethl/2 11393 3761 0 0 0 0 0
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11

Ethl/1 11357 3762 0 0 0 0 0
Ethl/2 11394 3761 0 0 0 0 0
s el

<#froot>
Switch#

show et her channel 22 sunmary

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

—————— e e e e e e e e e e
22 Po22(SU) - Gil/0/13(P) Gil/0/14(P)

AQ|R| ZE FE0lA O|E FHQIEfLICH

<#root>
Switch#
show run int g1/0/13

interface GigabitEthernetl/0/13
Tacp rate fast

channel-group 22 mode on

end

Switch#

show run int gl1/0/14



interface GigabitEthernetl/0/14
Tacp rate fast
channel-group 22 mode on

FPR21xx 0{Z2}0[¢A 0|2 2 F 7}X| 7Hs 3 {3~
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1. 29|%x| 50| ZE Ad ZEE ONOMM LACP(EM EEE +5)2 #HZAgLICH
2.FTD &9o| ZE i'd T EE LACPO|A ONS 2 HHZFstL|Ct.

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

w0
1

Group Port- Type Protocol Member Ports
Channel
11 Pol1(U) Eth ON Ethl/1(P) Ethl/2(P)

LACP 7I2E{7t O O|& EA|=IX| ek&Lct

<#root>
FP2110-2(Tocal-mgmt)#
show | acp counters

FP2110-2(Tocal-mgmt)#

A 2. 222 2T E ®id A
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<#froot>

FP4110-7-A(fxos)#



show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(P) Ethl/3(s)
48 Po48(SD) Eth NONE --

FXOS LACP 7t 2E{7t &&= S7HELICH

<#root>
FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451268 O 0 0 0 0
Ethernetl/3 419215 446806 O 0 0 0 0
FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451269 O 0 0 0 0
Ethernetl/3 419216 446807 O 0 0 0 0

O 20|
—_ -

—

o

show lacp neighborQ| £242 Zt L EO0{|A{ CIE TIELH A|AE] IDE E0{&FLICt

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode
port-channell5 neighbors
Partner's information
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 419611 FA



LACP Partner

Port Priority

32768

Partner's information

Partner
Port System ID
Ethl/3 32768,4-62-73-d2-65-0

A2l 3. FXOS ZE g

L|

LACP Partner
Port Priority
32768

Cat 3750-X

2

« 2960°| B AEHZ(FlexStack)2 T4

3750-X/3850
4500, 6500, 68002 Z

E2|3 c}olo{12

LIPS

Partner
Oper Key
0x5

Partner
Port Number Age
0x12f 419610

Partner
Oper Key
0x16

Partner

Port State

0x3d

Partner
Flags
SA

Partner

Port State

Oxd

35H o 2 LICH.
S9| 42 AE{Z(StackWise Plus)2

A< VSS(Virtual Switching System)E AFS
Nexus 5K, 7K EE & 9K 2| A< vPC(Virtual Port-Channel)& AlE
CIE Aole %OE'°+ 22|1% AQ|x|of FXOSE sl ok gFLC.

1o

ol

Tg5HoF gfLCt.
Sl oF
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Cat 3750-X
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<#froot>
FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(s) Ethl/3(s)
48 Po48(SD) Eth NONE -

A QR HOIM T OFEH7HR|LICH

<#root>

Switch#



show et herchannel 5 sunmary

Group Port-channel Protocol

Ports
—————— B et T s R e e
5 Po5(SD) LACP Gil/0/2(s) Gil/0/3(s)
FXOS LACP 7| 2E{= & L sAE 2 E EAIFLICH
<#root>
FP4110-7-A(fxos)#
show | acp counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 420839 452531 0 0 0 0 0
Ethernetl/3 420793 447409 O 0 0 0 0
FP4110-7-A(fxos)#
show | acp counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 421026 452537 0 0 0 0 0
Ethernetl/3 420981 447416 O 0 0 0 0
AR X| H0M LACP 7} 2E{= S EIRAX|BH = AIE[X] o2 T EAIELICH
<#root>
Switch#
show [ acp 5 counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 452539 420223 0 0 0 0 0
Gil/0/3 447232 415274 O 0 0 0 0
Switch#
show [ acp 5 counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 452540 420223 0 0 0 0 0



Gil/0/3 447233 415274 O 0 0 0 0

0| 29 =Xl= FXOSs ZE A{'do| =2|™ C|HIO|A(FTD o ZEI7 0| M)l & F =X S =Cte 7Y
LICH.

Overview BOICEHE=N Logical Devices Security Engine Platform Settings

Network Module 1 Network Module 3
- - Network Module 2 : Empty 1 3 5
- EE [ Jow
console MeMT  USB - - n _— - m m
2 4 3 B 2 4 6
VRO ESE N Hardware Bypass |
{
@ add }
Interface Type Admin Speed Operational Speed Application Admin Duplex Auto Negotiation Operation State Admin State
MGMT Management @
« W Port-channel1s data 1gbps 1gbps D Full Duplex no failed (8]
Ethernetl 2 data 1gbps Full Duplex ne suspended
Ethernet1/3 data lgbps Full Duplex ng suspended
oy —
=
= 1 AI_=|

=2X ClHo|A0 ZE D &E
Atell 4. 2E zf ol Chet SEf L B0| S 45t K| &5
ClHHOIA(FTD)E Ol 0| T Elo] 2T 7HE B9 2t QlEjm|o|A0i M =418 QlE{m o] EaiZof

CHst HEE 520l SAIghLct oFx|e ZHof 412 miZlo| Qi B ChS1t 242 HIAIX|7}
FMC UIo|| EA|EL|C}.

(12 total ) 1 warning 11 critical

@ Interface Status Interface Port-chanmeld. 50’ i1s not receiving any packets
Interface Port-channel10.14° is not receiving any packets

olzd
=

£l
I

FTD CLIMIM show traffic £232 &Qlst1 5 Tof =™ HELICHO:

Interface Port-channell0.14

INSIDE:
received (in 237938.740 secs):
2 packets 84 bytes
0 pkts/sec 0 bytes/sec

transmitted (in 237938.740 secs):



5 packets 140 bytes

0 pkts/sec 0 bytes/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

Y Y e

Al 5. FMCe| &Ef €&l ZE Af'd A4 six|E EE= QB ol& FIHE
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Cisco H{1 ID CSCvbOi| o|aH F2FEl g El 2|2t EXMIQIL|CH5074

MA 1ed AFE
Atedl 1. HAS| FTD/ASA E8lo|=
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HtO|A Q| ECfE X2 2 0|0{X|7| HE ULICH olefet A= Fe{AE AT ZEOMH ASAEE
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FRP4100 __ FTDor ASAin HA FPRA100

Po20

VSS
Incorrect Port-Channel design
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074

Correct Port-Channel design
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« C}E C|HFO|A 0| A EtherChanneldl 244
o MAl 7t Z22{AEZIE 2|8t EtherChannel

At 2. 22HAE{ QS| FTD/ASA
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/content/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
/content/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
/content/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
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FP9300 FP3200

Unit-1 Unit-2
blade-1 blade-2 blade-3
— — @
—— — - . f e ———
T H"“‘“—h-i o Data Port-Channel

® Pol (vPCl) = —
® Poz (vPC2)
® ro10

Poll

HtH CCL(Cluster Control Link)2 7 ZE AM'd ZEE AMS 5t 28 Atadlof| ot cHed d—T% | Zt
HEHo| x|CH SFF ot UX|SHOF BFLICH FIHE Nexusl| B¢ 2t ZE A'd2 CHE vPCOf| & LICH

FP2300 FP9300
Unit-1 Unit-2

blade-3

® Pol11 (vPCl0)
® Po12 (vPC20)
® Po4s

OrEH7LR| 2 FP41xx 2| B



® Po1 (vPC1)

® Po2 (vPC2)
® Po10
Po11

CCL:



® Poll(vPC10)
i Fﬂll{UPEEU}

® FPo4s

A3 3. FXOSOi M Port-ChannelTerminated

ZE 7'd0| FXOS MAIIM SZEIR&LICH CHE2 0] A2 of A|ILICH.

FPR9S300
el/4 el/7 G1/0/23 SW2
Fal N\

Polb Poll O =7
5

el/6 el/8 G1/0/24
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INSIDE1 FPR9300 OUTSIDE1
SWl G1/0/3 el/a el/7
Inline Pair 1

5 _(Q)PQS Inline Set Poll
<
G1/0/4 e1/6 e1/8 Gl;‘[];’ZfI
INSIDE2 FTD ouTtsipe2

Glf‘ﬁ;"23 SW2
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FXOSOIM BEEl= ZE &'dut FXOSE S8t ZE A4
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At 1. =21 0{ZEHO|HA(FTD/ASA)OIM ZE A'Ho| SZFH

- ZE #Md2 AXZE MA| BllE(FX0S)lMH S=2ELCH

« MA| BI#(FXOS) & o Z 2|71 0|M Bl (FTD/ASA)M M E LACP THZ(RlaBA =& o|ad|

£2)E HXME & &L

A2l 2. FTD - FTD QIE{H0|A & St ZE &M - Q2] &Egez 715

inline-set setl
short fail-open down
interface-pair INSIDE OUTSIDE
|
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
|
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is 0x8809 (dec 34825):
firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP
1: 21:15:00.403131 2894.0f57.271d 0180.c200.0002 0x8809 Length: 124 <-- LACP packet



0101 0114 8000 0017 dfd6 ec00 0016 8000
0223 3d00 0000 0214 8000 0017 dfd6 ec00
0015 8000 0222 3d00 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000

Atgl 3. HE2[X| 28 EEE 5 E FTD-FTD QUEH0|AE S8t ZE R'E:

interface Ethernetl/2

bridge-group 1

nameif INSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

|

interface Ethernetl/3

bridge-group 1

nameif OUTSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

|

interface BVI1

ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP

1 packet captured
1: 21:21:29.731987 2894.0f57.271c 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown
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