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Errors and Warnings for Requested Deployment X

IEmhﬂupﬂllﬂmﬂhmﬁuhﬁdHﬂummpﬂmﬂnﬁﬂlﬂﬂﬂmﬁ

i Erree 10.106.17 ACY Access Control Policy
186 ruleel; This rule containg the follawing FODN objects;
Wﬂlﬂﬁuﬂ iqmur“ FQON objects are supparted only on
p f devices running at least version 6.3,

« CEE FlexConfig€ S3ll DNS A E 788 32 th5 317t EAELICHL

Errors and Warnings for Requested Deployment ®
One or more selected devices have warnings. You can still proceed with deployment.

i, Waming 10.10.0.14 fic-01 Flex Config Policy
2-FTD fe-01: FlexConfig objects Default_DNS_Configure_Copy are not
allowed to be selected because this functionality is natively
configurable via FMC.
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« (ME4 ALE) Enable DNS Lookup via the diagnostic interface also & QI1BtS MEHEHLICI
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Edit Network Object
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Description:

' Host ) Hamnge

!ulmmmgmm.:url

i rote:

Wou can use FODN netwark objects in access and prefilter rules only

Lesaboup: Resolve within [Ped and 188 w

Allow Overnides: |
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aleescob# show run dns
DNS server-group DefaultDNS

- FQDN 75 o|% 9| x| gjolMlL|ct.

aleescob# show run dns
dns domain-lookup wan_1557
DNS server-group DNS_Test
retries 3
timeout 5
name-server 172.31.200.100
domain-name aleescob.cisco.com
DNS server-group DefaultDNS
dns-group DNS_Test



. C22 LINAOIA FQDN 7H&I7} EAIE|= gtAlQlL|C}.

object network obj-talosintelligence.com
fgdn talosintelligence.com id 268434436

- 0|0] +&El FQDN access-list= CHS 1+ ZHO| LINAGIA EA[ELICH

access-1ist CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL
access-1ist CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col

* Snort(ngfw.rules)0i M= CtEat Z2 2&& 2Eo{ELIC.

# Start of AC rule.
268434437 deny 1 any any 2 any any any any (log dcforward flowstart) (dstfqdn 268434436)
# End rule 268434437

Z1: 0| AlLZ|20{lAM FQDN Zi%l|= CHAN Ol AFREIIC B 2 dstfqgdn S 2 LEQI=]L|C}.

« show dns 2! show fqdn BEE MEASt B2 0| 7|50 talosintelligence & IPE & Ql5t7| A|Zf

=<
WSS &+ A&Lich

aleescob# show dns
Name: talosintelligence.com

Address: 2001:DB8::6810:1b36 TTL 00:05:43
Address: 2001:DB8::6810:1c36 TTL 00:05:43
Address: 2001:DB8::6810:1d36 TTL 00:05:43
Address: 2001:DB8::6810:1a36 TTL 00:05:43
Address: 2001:DB8::6810:1936 TTL 00:05:43
Address: 192.168.27.54 TTL 00:05:43
Address: 192.168.29.54 TTL 00:05:43
Address: 192.168.28.54 TTL 00:05:43
Address: 192.168.26.54 TTL 00:05:43
Address: 192.168.25.54 TTL 00:05:43

aleescob# show fqdn

FQDN IP Table:

ip = 2001:DB8::6810:1b36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1c36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436



ip =

ip =

ip =

ip =

ip =

ip =

FQDN

FQDN-

2001:DB8::6810:1d36, object
FQDN-ID = 268434436

obj-talosintelligence.com, domain = talosintelligence.com

2001:DB8::6810:1a36, object
FQDN-ID = 268434436

obj-talosintelligence.com, domain = talosintelligence.com

2001:DB8::6810:1936, object
FQDN-ID = 268434436

obj-talosintelligence.com, domain = talosintelligence.com

192.168.27.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

192.168.29.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

192.168.28.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

192.168.26.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

192.168.25.54, object = obj-talosintelligence.com, domain = talosintelligence.com

FQDN-ID = 268434436

ID Detail:
ID = 268434436, object = obj-talosintelligence.com, domain = talosintelligence.com
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36,

2001:D

« LINAOI A show access-list& MEASIH Zt it = L ME X of CHal| & E ESS &g
£ AU&Lct
firepower# show access-Tlist
access-1ist CSM_FW_ACL_ Tine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintel
access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 fqdn talosintelligenc
access-1ist CSM_FW_ACL_ Tline 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1
access-1ist CSM_FW_ACL_ Tline 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1
access-1ist CSM_FW_ACL_ Tline 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1
access-1ist CSM_FW_ACL_ Tline 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1
access-1ist CSM_FW_ACL_ Tline 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 2001:DB8::6810:1
access-1list CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 192.168.27.54 (t
access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 192.168.29.54 (t
access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 192.168.28.54 (t
access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 192.168.26.54 (t
access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 host 192.168.25.54 (t

ol
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el indows s g N E ::'|| imng talogintell :;l_|r'I|| C ]

7.54)
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timed owt.
timed out.

E Eimed out.

Regquest timed out.

27.54

Recad i .
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« O|Xof EH ICMP THZ 0 CHEF LINAS| TIE £

access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object

obj-talosintelTi

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

fqdn
host
host
host
host
host
host
host
host
host
host

talosintelligenc
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
192.168.27.54 (t
192.168.29.54 (t
192.168.28.54 (t
192.168.26.54 (t
192.168.25.54 (t

* ICMP 2%0| Zix{x|1 Q1T QIET|o|A0M AXME "oz EAIELICH

alescob# 1:18:03:41.558915 192.168.56.132 > 172.31.200.100 icmp: 192.168.56.132 udp port
59396 unreachable 2: 18:04:12.322126 192.168.56.132 > 172.31.4.161 icmp: echo request 3:
18:04:12.479162 172.31.4.161 > 192.1 68.56.132 icmp: 0|2 SE 4: 18:04:13.309966
192.168.56.132 > 172.31.4. 161 icmp: 0|2 2% 5: 18:04:13.462149 172.31.4.161 >
192.168.56.132 icmp: 0|2 S 6: 18:04:14.308425 192.168.56.132 > 172.31.4.161 icmp: 0|2 2
H 7:1:18:40:14.475424 172.31.4.161> 192.168.56.132 icmp: 0| 2 S 8: 18:04:15.306823
192.168.56.132 > 172.31.4.161 icmp: 0|2 273 9: 18:04:15.463339 172.31.4.161 >
192.168.56.132 icmp: 0|2 S& 10: 18:04:25.7136622.168.56.1 32 > 192.168.27.54 icmp: echo
request 11: 18:04:30.704232 192.168.56.132 > 192.168.27.54 icmp: echo request 12:
18:04:35.711480 192.168.56.132 > 192.168.27.54 icmp: echo request 13: 18:04:40.707528
192.16 8.27.54 icmp: echo request alescob# sho cap asp | 192.168.27.54 162: 18:04:25.713799
192.168.56.132 > 192.168.27.54 icmp: 0|2 273 165: 18:04:30.704355 192.168.56.132 >
192.168.27.54 icmp: (|2 2% 168: 18:04:35.711556 192.168.56.132 > 192.16 .27.54 icmp: echo
request 176: 18:04:40.707589 192.168.56.132 > 192.168.27.54 icmp: echo request

- =X0|ChZ ICMP IZ! & StLHE 3

Y lL|CH
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aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662 192.168.56.132 > 192.168.27.54 icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.co
access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: Tan_v1556

input-status: up

input-Tine-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

o HMA AMo{ FEIof 20| Allow?! B2, Ol= A|AE] X[H firewall-engine-debug &332 of|
°|LJE}
=

> system support firewall-engine-debug

Please specify an IP protocol: icmp



Please specify a client IP address: 192.168.56.132
Please specify a server IP address:
Monitoring firewall engine debug messages

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 new firewall session

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I O DAQ returned DST FQDN ID: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first wi
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Match found for FQDN id: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 match rule order 2, 'FQDN-ACL', action Allow
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 MidRecovery data sent for rule id: 268434437,rule_action:
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 allow action

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 deleting firewall session

kel

- FQDNO| Prefilter(Fastpath)2| YF 2 L HE F2 ngfw.rulesti M= CtE1t 22 YA 2
AlElLICE.

iab_mode Off

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268434439 fastpath any any any any any any any any (log dcforward both) (tunnel -1)
268434438 allow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268434438 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268434438 allow any any any any any any any 47 (tunnel -1)

268434438 allow any any any any any any any 41 (tunnel -1)

268434438 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

. ZXE 212 TEEHE LINA ZHRI0IA:

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-
access-1list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-1list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:
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« show dns 2! show access-listE Ag5l04 FQDNO| &QlZ|1 AC #2I0| EE E|F=K| &2l
grLict.
« show run object networkE A&t x|t HAZE IDE 7ISdH SLICHO: AA9 A2 X)
« show fqdn id X& 4124504 FQDNO| AA |PZ SHI2H| #QIE|I=X| &QlgtLct.
+ ngfw.rules I+ 20{l FQDN ID7} X2l AC 7#=I0| /= X| &lgfL|Ct.
« AAHE X|3 firewall-engine-debugS A¥ 3511 Snort EHE &0l
FMC &AM sid o =%
LSt 2E Ed&= FMC EHERE MM =& ELICH FMCOHIM 2E 528 21 E +=%l5le{™
FMC GUIO| M Troubleshoot(2X| s &)2 AT LICH 2K &2 F< FMC Linux ZF I E0{ A
sf_troubleshoot.pl2 AT LICH 271 Y74E[H 2T Met &7H FMC EEE#E 2 Cisco
TAC(Technical Assistance Center)0ll ME st A AIL.
FMC 21
23 ot o|&/9 x| =2x
/opt/CSCOpx/MDC/Tog/operation/vmsshareddsvcs.log 2= API §_Z-§—
/var/opt/CSCOpx/MDC/T1og/operation/usmsharedsvcs.log||l2 = API ?_z-;—

/opt/CSCOpx/MDC/Tog/operation/vmsbesvcs.log

CLIdE 21

/opt/CSCOpx/MDC/tomcat/Togs/stdout.log

Tomcat 21

/var/log/mojo.log

Mojo =1

/var/log/CSMAgent.Tog

CSM1} DC Zto| REST £5t




/var/log/action_queue.log
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FQDNO| AC HA/AtT EE H2 0]|efo] WMo M MEElE B 0l 277t &dstod FMC Ulol| &

AlE & d&Lch,

O Deployments § @ Health § Tasks

(£total) Oruw 1 success O - 1 failure Show History

Global \ INDIA \ BANGALORE

0 10.10.18.68 Deployrment failed due to failure collecting policies 0s
and objects. If problem persists after retrying,
contact Cisco TAC.
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> show dns INFO: & 4&}El FQDN 8i&
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Q: FQDNO| = Packet-tracer= A sHE2 I8t R & HAEQLIM?
A: 0. packet-tracer@t &7H fqdn SME AISE &+ U&LICH

Q: FQDN 7 &/0| Mol IP =4 & UO|0|EStE Bl = Lot

A: DNS & 2| TTL Ztoi et ZatELICH TTL 20| BF= X FQDNO| A DNS #HEZ|2 CHA| &2l
5I|_||_-_|.
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