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1 Trust ssh for host & 192.168.0.7 SSH = Trust
2 inspect 52 10.0.0.0/8 B o Allow

3 trust server backup = 192.168.62.3 5= 10.123.175.22 = Trust
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>gystem support firewall-engine-debug

Pl ease specify an | P protocol: tep

Pl ease specify a client | P address: 192.168.62.3

Pl ease specify a client port:

Pl ease specify a server |P address: 10.123.175.22

Pl ease specify a server port: 22

Monitoring firewall engine debug nmessages
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SYN/ACK
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inline sgt tag: unta
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226 AS 11 0 Starting with minimum 4, 'inspect', and IPProto first with zones 1 ->
/c 0, payload 0, client 0, misc 0, user 9999997, icmpType 0, icmpCode 0
AS 110 pending rule orderti 'inspect’, XFF wait for Applri
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1. SYN 192.168.62.3 < 10.123.175.22
2. SYN,ACK 10.123.175.22 - 192.168.62.3
3.ACK 192.168.62.3 - 10.123.175.22
4. SSH 192.168.62.3 2 10.123.175.22
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Action * | Reason * Initiator 1P * Responder X M.{x Destination Port / %  Application %  Client % Intrusion *  Access Control * | Access Control X
e ICMP Code

Block Intrusion Block /8 192.168.62.3  @H 10.123.175.22 55654 / tcp 22 (ssh) / tcp 1G AC (all)
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~ First Packet % Last %  Action ¥  Initiator IP x Responder *  SourcePort/ ¥  Destination Port / *  Application ¥  Web *  Application ¥  Business *  URL
Packet pi-d ICMP Type ICMP Code Protocol Application Risk Relevance
2017-05-19 16:02:29 Black Wi 192.168.62.63 A 151.101.65.67 54308 /ftcp B0 (hitp) / tcp HITP CNN.com Medium Medium http:/fcnn.com/
CNN.com

Turner Broadcasting System's news website.,

Type Web Application

Risk Very Low

Business Relevance High

Categories , news
Tags displays ads
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Editing Rule - block by tag ?
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Action | J§ Block with reset v i
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