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Add Prefilter Rule

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS
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firepower# show access-list

access-list CSM FW_ACL_ line 1 remark rule-id 268434457: PREFILTER POLICY: FID_Prefilter_ Policy
access-list CSM FW ACL line 2 remark rule-id 268434457: RULE: Fastpath Rulel Prefilter
Rules

access-list CSM FW_ACL_ line 3 advanced trust ip host 192.168.75.16 any_rula-ia 268434457 event-log both (hitcnt=0)

access-list CSM FW_ACL line 4 remark rule-id 268434456: PREFILTER POLICY: FTD_Prefilter Policy

access-list CSM FW ACL line 5 remark rule-id 268434456: RULE: DEFAULT TUNNEL ACTION RULE

access-1ist CSM FW ACL line 6 advanced permit ipinip any any rule-id 268434456 (hitent=0) O0xf5b597d6 }l

access-list CSM FW ACL_ line 7 advanced permit 41 any any rule-id 268434456 (hitent=0) 0x06095aba
access-list C5M FW _ACL _1line 8 advanced permit gre any any rule-id 268434456 (hitcnt=2) O0x52c7al66
access-list CSM FW ACL_line 9 advanced permit udp any any eq 3544 rule-id 288434456 (hitcnt=0) 0xcf£&305bc
access-list CSM FW ACL line 10 remark rule-id 268434445: ACCESS POLICY: FTD5506-1 - Mandatory/1
access-list CSM FW_ACL_ line 12 advanced deny ip host 10.1.1.1 any rule-id 268434445 event-log flow-start (hitcnt=0) 0x8b£f72cé3 L3/L4
access=list CSM FW_ACL_line 14 remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE ACEs
access-1list CSM FW_ACL _line 15 advanced permit ip any any rule-id 268434434 (hitcnt=410) Oxald3780e

Tunnel Prefilter
Rules
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Access Control » Access Control MNetwork Discovery Application Detectors Correlation Actions v
ACP1
Prefilter Policy: Default Prefilter Policy SSL Policy: Mone Identity Policy: None

Tz Inheritance Set|
Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device | Show Rule Conflicts & () Add Category &) Add Rule  Scarch Rula

w Mandatory - ACP1 (1-1)

e T T

1 Rule1i A A e 192.168.1.40 o 192.168.2.40

Snortol A £ FE HAH:

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6
LINAOGIM T HE G2, 722 ChS3t 20| FAIELICHdeny ZF:

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ |line 10 advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq www
rule-id 268435461 event-log flowstart (hitcnt=0) 0x6149c43c
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host-A(192.168.1.40) 04| A host-B(192.168.2.40)01| CHEF HTTP A4S

42410 5t TCP 5715t
(SYN) m{Z!0] FTD LINA Zloi| ol A M| Snort AT EE= CHE 0| =&

= ErLch

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count 100 interface INSIDE [Capturing -
430 bytes]

match i p host 192.168.1.40 any
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSIDE [Capturing -
0 bytes]

match i p host 192.168.1.40 any

firepower# show capture CAPI

1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4060517 0>

2: 11:08:12.672435 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) w n 2920
<mss 1460, sackOK, ti mestanp 4063517 0>

3: 11:08:18.672847 192.168.1.40.32789 > 192.168. 2. 40.80: S 3249160620: 3249160620(0) w n 2920
<mss 1460, sackOK, ti mestanp 4069517 0>

4: 11:08:30.673610 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4081517 0>

firepower# show capture CAPI packet-number 1 trace
1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80: s 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4060517 0>

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: DROP
Config:
access-group CSM FW ACL_ gl oba
access-list CSM_FW_ACL_ advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq www rule-id
268435461 event-log flow-start
access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACPl - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L4 RULE: Rul el
Additional Information:
<- No Additional Information = No Snort Inspection

Resul t:

input-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: QUTSIDE

out put-status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

AILE2|2 2. Snort THEHO Z QI8E AMK||

rir
>
m
=t
P
[S)
»
o
i

ACPoOi= o|O|X|ofl EAIE! Zd0} ZHo| L7 ZZH(OHEZIZ0|M HTTP)2 A5l
o{ d&LCt.



| Access Control » Access Control  Network Discovery - Application Detectors . Correlation  Actions v

Prefilter Policy: Default Prefilter Policy SSL Policy: Nong Identity Policy: Mone
T= Inheritance {

Security Intelligence HTTP Responses  Advanced

B8 Filter by Device Show Rule Conflicts & () Add Category ) Add Rule | Search Ru
Source Dest Source Dest
# MName Zones Zones Networks Networks VLAN T... Users Applica... Source ... Dest Ports URLs ISE/SGT Action ‘
| | | | - | l )

w Mandatory - ACP1 (1-1)

1 Rulel 572 192.168.1.40 52 192.168.2.40 || ¥ Block

Snortof| A &= 42H:

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (appid 676:1)
Appid 676:1 = HTTP

1

LINAOIAM + 5 E M3,

B3 7 A2 permit LINAT MMM HTTPE AF8stEX| Qe 4= gl7| 2Lt FTDO]
M o Z 2|70l EX| HIF{LIZ 2 Snort ATI0]| A& LICH

firepower# show access-list

access-list CSM FWACL_ line 9 remark rule-id 268435461: L7 RULE: Rul el
access-list CSM FWACL_ line 10 advanced permit i p host 192.168.1.40 host 192.168.2.40 rule-id
268435461 (hitcnt=0) 0xb788h786

re
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SE ol

host-A(192.168.1.40)7} host-B(192.168.2.40)2t 2| HTTP M|4d MX S A= & [ LINA Q1284
MeE g2 EoiELIch

firepower# show capture CAPI

8 packets captured

1: 11:31:19.825564 192.168.1.40.32790 > 192.168.2.40.80: s 357753151: 357753151(0) wi n 2920

<mss 1460, sackOK, ti mestanp 5450579 0>
2: 11:31:19.826403 192.168.2.40.80 > 192.168.1.40.32790: s 1283931030: 1283931030(0) ack

357753152 win 2896 <nss 1380, sackCK, ti nmestanp 5449236 5450579>
3: 11:31:19.826556 192.168.1.40.32790 > 192.168. 2. 40. 80: P 357753152: 357753351(199) ack

1283931031 wi n 2920 <nop, nop, ti mestanp 5450580 5449236>



4: 11:31:20.026899 192.168.1.40.32790 > 192. 168. 2. 40. 80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5450781 5449236>

5: 11:31:20.428887 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5451183 5449236>

olaallA 2%

firepower# show capture CAPO

5 packets captured

1: 11:31:19.825869 192.168.1.40.32790 > 192.168.2.40.80: S 1163713179:1163713179(0) wi n 2920
<mss 1380, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826312 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nmss 1460, sackCK, ti mest anp 5449236 5450579>

3: 11:31:23.426049 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nmss 1460, sackCK, ti mest anp 5452836 5450579>

4: 11:31:29.426430 192.168.2.40.80 > 192.168. 1. 40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nmss 1460, sackCK, ti mest anp 5458836 5450579>

5: 11:31:41.427208 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nmss 1460, sackCK, ti mest anp 5470836 5450579>

0| & 0{ M= Application Detection(OHZ 2|70 B X|) EHdol| o} & =E &I X| A==
Snortofl A 32 #mi| THZ(TCP SYN)O| {8 &S Eof ELIct.

firepower# show capture CAPI packet-number 1 trace
1: 11:31:19.825564 192.168.1.40.32790 > 192.168. 2.40.80: s 357753151: 357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461
access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACPl - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L7 RULE: Rulel
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 10

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

New flow created with id 23194, packet dispatched to next nodul e

Phase: 12

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, SYN, seq 357753151



Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan O,

i cnpType 0, icnmpCode 0O

Firewal | : pending rule-matching, id 268435461, pending AppID

NAP id 1, IPSid 0, verdict PASS
Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: QUTSIDE
i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

TCP SYN/ACK I{Z!oi| CHH M= S L &L|Ct.

firepower# show capture CAPO packet-number 2 trace

sgt 65535,

user

9999997,

2: 11:31:19.826312 192.168. 2. 40. 80 > 192. 168. 1. 40.32790: s 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5449236 5450579>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |Information:

Snort Trace:

Packet: TCP, SYN, ACK, seq 1283931030, ack 357753152
Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan O,

i cnpType 0, icnmpCode 0O

Firewall: pending rule-matching, id 268435461, pending AppID

NAP id 1, IPSid 0, Vverdict PASS
Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE
i nput -status: up
input-line-status: up
out put-interface: |NSIDE
out put-status: up

out put-1line-status: up
Action: allow

Snort= Al Bimi IiZ] Q| HAL7} 2t 2 E[T4 DROP ZHY & B

firepower# show capture CAPI packet-number 3 trace

ok
C
o

sgt 65535,

user

9999997,

3: 11:31:19.826556 192.168.1.40.32790 > 192.168. 2. 40. 80: P 357753152: 357753351(199) ack



1283931031 wi n 2920 <nop, nop, ti mestanp 5450580 5449236>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, ACK, seq 357753152, ack 1283931031

AppID: service HTTP (676), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo 0(0) -> 0, vlan 0, sgt 65535, user 9999997
url http://192.168. 2. 40/ 128k. ht m

Firewall: block rule, id 268435461, drop

Snort: processed decoder alerts or actions queue, drop

NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

input-interface: |NSIDE

i nput -status: up

input-line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

0424
S o
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=T UELICH system support trace S S 2IELIC} O]l E2 F 7IX| 7|s& MBELiCt

.- DAQ(Data Acquisition Library) 2 & E| 1 LINAO| EA|E|= 28 THZ!Q| Snort EHEES EAIEL
Ct. DAQE FTD LINA QIEI3} Snort AT ALO[of] = 7+ AL,
. A3l 3{& system support firewall-engine-debug & A|0f| Snort @&l RFA| LHO| A 0{FEH 0| Lo{Lt=X|
EY2 a0 Z&LUct

> system support trace

Pl ease specify an | P protocol: tep

Pl ease specify a client | P address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal |l - engi ne-debug too? [n]: ¥

Moni tori ng packet tracer debug messages

Traci ng enabl ed by Lina

192. 168.2.40-80 - 192.168. 1. 40-32791 6 Packet: TCP, SYN, seq 2620409313

192.168. 2. 40-80 - 192.168.1.40-32791 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 New session

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload O, client 0, msc O, user 9999997, icnpType 0, icnpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD



192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPSid 0, Verdict PASS
Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168.2.40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, ACK, seq 3700371680, ack 2620409314
192.168.2.40-80 - 192.168.1.40-32791 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload 0, client 0, msc O, user 9999997, icnpType 0, icnpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, ACK, seq 2620409314, ack 3700371681

192.168. 2. 40-80 - 192.168.1.40-32791 6 Appl D: service HTTP (676), application unknown (O0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc
676, payload 0, client 686, misc 0, user 9999997, url http://192.168. 2.40/128k. htm , xff
192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0(0)
-> 0, vlian 0, sgt 65535, user 9999997, wurl http://192.168.2.40/128k.html

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | O match rule order 2, 'Rulel', action Block
192. 168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 deny action

192.168. 1. 40- 32791 > 192.168. 2.40-80 6 Firewall: block rule, 'Rulel’', drop

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Snort: processed decoder alerts or actions queue, drop
192. 168. 1. 40-32791 > 192.168.2.40-80 6 AS 1 | 0 Deleting session

192. 168. 1. 40-32791 > 192.168.2.40-80 6 NAP id 1, IPSid O, Verdict BLOCKLIST

192. 168. 1. 40- 32791 > 192. 168. 2. 40-80 6 ===> Blocked by Firewall

9

- ACP RIEF 2t 42

. Z4o| L3/L4el A
Ect

- 2ol L7l B2 =7t ?:'.'APE 2|51 THZ!0| Snort ATl = ZHELICE TCP2| B Snort7t
THol e E K| FTDE Safl 25 %0 3{EE LICH HEEl T2 04715 Access Policy

=
A -
> Advanced > 'Intrusion Policy used before Access Control rule is determined’ Anj% AI_-lE_IEII- Ll El‘.

ACP AIE ¥ M4&H &

FMC Ulofl R 7 ={o] T+ dEl RHE::

A=E =7 o+| (2 LINAOIAM &8 e HE AR 2 T ELC
A< LINAE TIHZIE RXHELEFLICE TCPo| A< A |Hmi ZZ!(TCP SYN)O| XtEt

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Defoult Prefitte SSL Policy: N Identity Policy: |
W Search Rules ® Show Rule Conflicts @ TEY . + Add Rule

RERCEEW o

o /
0 /i

L (1]

Block with reset 7+&2 FTD LINA A ZI04 permit Snort AN EIS reset T+3:

firepower# show access-list




access-list CSM FWACL_ line 10 advanced permit tcp 192.168.10. 0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=0) Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 12 remark rule-id 268438865: L7 RULE: Bl ock- RST_Rul e2

access-list CSM FWACL_ line 13 advanced permit ip 192.168.10.0 255.255.255.0 host 192.168.11.51
rul e-id 268438865 (hitcnt=0) 0x622350d0

Snort A7

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.

268438864 reset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 reset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)

# End rul e 268438865

IHZ!0| Block with reset &0} %[5l FTDE TcP Reset I %! EEE IcMP Type 3 Code 13 Destination
Unreachable (Administratively filtered) HIA|X|:

root @xali:~/tests# wget 192.168.11.50/filel.zip
--2020-06-20 22:48:10-- http://192.168.11.50/filel.zip
Connecting to 192.168.11.50:80... failed: Connection refused.

FTD 2ladA QlE{H o|AN M| A= CHSot Z&LCH

firepower# show capture CAP

2 packets captured

1: 21:01:00.977259 802.1Q vl an#202 PO 192. 168. 10. 50. 41986 > 192. 168. 11. 50. 80: S
3120295488: 3120295488(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3740873275 0, nop, wscal e 7>
2: 21:01:00.978114 802.1Q vl an#202 PO 192.168. 11.50.80 > 192. 168. 10. 50. 41986: R 0:0(0) ack
3120295489 win 0 2 packets shown

System support trace 0| B2 £32 Snort THHo 2 2lal TZl0| AN E[AS S E0{&LICH

> system support trace

Enabl e firewal | -engi ne-debug too? [n]: ¥

Pl ease specify an I P protocol: tcp

Pl ease specify a client | P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, SYN, seq 3387496622

192. 168. 10. 50-41984 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10.50-41984 > 192.168.11.50-80 6 AS 1-1 | 9 new firewall session

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 | 9 using HWor preset rule order 2, 'Block-RST-
Rul el', action Reset and prefilter rule O

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 |1 9 HtCount data sent for rule id: 268438864,
192. 168. 10.50-41984 > 192.168.11.50-80 6 AS 1-1 | 9 reset action

192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 | 9 deleting firewall session flags = 0xO,



f wFl ags = 0x0

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: block w/ reset rule, 'Block-RST-
Rulel', drop

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 9, NAPid 1, IPSid 0, Verdict
BLOCKLIST

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdict reason is sent to DAQ

& Al

T S siock HUS S RIE HZ0| FA| FRELIC
ACP 38 =t

AlLIEI2 1. ACP 38 ={(L3/L4 =)

192.168.1.0/24 192.168.2.0/24

INSIDE § B OUTSIDE

)\ /-
40 1 m\JWaa 1 10

FTD

ol @A2 o|O|x|of EAIE Zd1t Zro| MZEL|ct

Access Control » Access Control Metwork Discovery Application Detectors Correlation Actions «
Enter :
Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

-E Inheritance Settings |
Security Intelligence HTTP Responses  Advanced
[ &8 Filter by Device Show Rule Conflicts & J Add Category \) Add Rule | Search Rules

Source Dest Source Dest
# Zanes | Zones MNetworks Networks VLAN T...

MName Users ‘ Applica..

. Source .. |Duth1:s |l.lRLn‘ :ISEISIGT‘Mon

.m

w Mandatory - ACP1 (1-1)

1 Rulel 5 192.168.1.40 53 192.168.2.40 o’ TCP (6):80 o Allow

Snortoll M L FE EH. FE2 alow X :

# Start of AC rule.
268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

LINAS| &34,



B3 A2 permit ZRIE FIELICH &, FIF HALE 2IsHl Snort= 2|C|=MEE LT

firepower# show access-list

access-list CSMFWACL_ line 9 remark rule-id 268435461: L7 RULE: Rul el
access-list CSM FWACL_ line 10 advanced permit tcp host 192.168.1.40 host 192.168.2.40 eq www
rul e-id 268435461 (hitcnt=1) 0x641a20c3

FTDOIAM 518 7 =2t LR|st

Z2E *elste YHS Eod™ FH 7Hx| gHo| AU&LC

ol
rir
I3

. Snort SH| =0l
. system support trace CLISH & AI&
- LINAO| M trace M1} &7 captureE AF& 3+ Snort I ZI0| A capture-trafficg MEHXH O 2
AtE
LINA Z4A vs Snort Z{*x{ EzH=:

Snort

Snort-level capture
({'capture-traffic’
command)

( LINA-level capture .
("caplure’ command)

*Malw.lr v * .
Snort Verdict - LINA-level capture ]
pture® command)

Analyze

Defrag Policy VPN Decrypt

S Fel:

Snort SHIE K| &3 system support trace from CLISH, and initiate an HTTP flow from host-A (192.168.1.40) to
host-B (192.168.2.40). All the packets are forwarded to the Snort engine and get the PASS verdict by the Snort:

firepower# clear snort statistics

> system support trace

Pl ease specify an | P protocol:

Pl ease specify a client IP address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]:

Moni tori ng packet tracer debug nmessages

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, seq 361134402

192.168.2.40-80 - 192.168.1.40-32797 6 ApplD: service unknown (0), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allowrule, '"Rulel', allow

192.168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid O, Verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, ACK, seq 1591434735, ack 361134403
192.168. 2. 40-80 - 192.168.1.40-32797 6 ApplD: service unknown (0), application unknown (0)
192.168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allowrule, '"Rulel', allow

192.168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid O, Verdict PASS



Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168.2.40-80 - 192.168.1.40-32797 6 Packet: TCP, ACK, seq 361134403, ack 1591434736
192.168.2.40-80 - 192.168.1.40-32797 6 ApplD: service HITP (676), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow

192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid O, Verdict PASS

Pass Packets 7} 2E{& C}S1F 20| &7}t

> show snort statistics

Packet Counters:
Passed Packets 54
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

o O oo

Fl ow Counters:
Fast - For war ded Fl ows
Bl ockl i sted Fl ows 0

o

Ofm

HE! miZ! = Snort QT M HAHE
AILIEI 2. ACP 318 E{(L3-7 =7)
&8 =2 31 20| £ 55tH fAEF S&f0| = lg Lt

o|O|X|od| EAIE! L3/L4 =745

Security Intelligence  HTTP Responses  Advanced

#A Filter by Device L] ) Add Category () Add Rule | Search Rules

w» Mandatory - ACP1 (1-1)

1 Rulel Any Ay 98192.168.1.40 S 192.168.2.40 Any Any  Any Any Any Any  Any  Allow

L7 ZA(0d: S, ot d HA, off Z2[7H|0l4 §)ol o|d|x|oi| EA|FELICH

Advanced

Security Intelligence
#8 Filter by Device

HTTP Responses

@ Add category () Add Rule | Search Rules

w Mandatory - ACP1 (1-1)

1 Rulel Any Ay [23102.168.1.40 S 192.168.2.40 Any Any  Any Any Any Any  Any o Allo
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NEMs

MIO : oo b

Il lswitch Security Module AN S,
Fabric
- - - ,:. N - : 4 DAO A Route = ARP &=
Backplane °
-—— DROP DROP DROP

LINA Engine Datapath

# 11: MIO(Management Input Output)= Firepower AHA|2| =I{H} O AN EIQIL|C},

AIL}2|2 3. Snort Fast-Forward BH3(518 Z &)

FTD Snort 2 ZI0| PERMITLIST &7 (Fast-Forward)2 LHZ|1 LIHX| EE2R= LINAQIZICZE @
Z2Eo|E(B 0l Wk HW Accelerator - SmartNICE R ZZEE[&=) EH AL 7 /& LICH
ol= Ct=1 Z&Lch

1. SSL HZAo| Y =|X| &f 2 SSL Ecli=
2. IAB(Intelligent Application Bypass)
W ZEE Ao =R LIEHH Zd]LCt.

NEMSs,. : :
]| MIO Security Module > L CH» G-
I S w itCh g Malware Signatu
Fabric
m—e ol 5 : / DAQ A AT v pp W
Backplane °
i LINA Engine Datapath

EEEE -F"'
LINA Engine Datapath
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|3 Snort &I Zlof| MEHELICH

AlLt2|2 1. ACP AlE| =]

Snort +E0M T2 L7 AAIE ME5HK| b (of: & HA md MM HE Q{3 ZAM) SI(Security
Intelligence), ID Xé’i*, QoS 59| 7/52 AF25EiE 729 FEIIA Trust BS AP%&E 7ol &
&Lct
EEZX|

192.168.10.50 192.168.11.50

INSIDE ® ®OUTSIDE |
A S [
Po1.202 I /Al pPo1.203

FTD

TLAIE| RYEH
O L- O
Rules Security Intslligence HTTP Responses Logging Advanced Prefilter Policy: Prefilter] S5L Policy: Neong Identity Policy: None
—
ter t ¥ Search Rules » Show Rule Conflicts @+ Add Category + Add Rule
..... I',I Source Metworks  Dest Networks 1'” Users Applic. IL:' ol |:| URLs “” :” action BBORAEEW o

v Mandatory - ACP1 (1-4)
192.168.10.50 192.168.11.50

1 frust_L3-L4 Ay Any 1621661051 192.168.11.51 Ay Ay Any TCP (6):80  Any Ay Ay Trust Bo 7/ w

FTD Snort 21Tlo| 2 FE A= 73

# Start of AC rule.
268438858 fastpath any 192.168. 10.50 31 any any 192.168.11.50 31 80 any 6 (log dcforward
f | owend)

A1 £ 62 ZTEEZ(TCP)QLICH

FTD LINAS| #%!:



firepower# show access-list | i 268438858
access-list CSM FWACL_ line 17 remark rul e-id 268438858: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 18 remark rule-id 268438858: L7 RULE: trust_L3-L4
access-list CSM FWACL_ line 19 advanced permit tcp object-group FMC I NLI NE_src_rul e_268438858
obj ect-group FMC_I NLI NE_dst _rul e_268438858 eq ww rul e-id 268438858 (hitcnt=19) 0x29588b4f

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.50 host 192.168.11.50 eq
www rul e-id 268438858 (hitcnt=19) 0x9d442895

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.50 host 192.168.11.51 eq
www rul e-id 268438858 (hitcnt=0) 0xd026252b

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.51 host 192.168.11.50 eq
www rul e-id 268438858 (hitcnt=0) 0x0d785cc4

access-list CSM FWACL_ line 19 advanced permit tcp host 192.168.10.51 host 192.168.11.51 eq
www rul e-id 268438858 (hitcnt=0) 0x3b3234f1

&l

A& system support trace host-A(192.168.10.50) | A host-B(192.168.11.50)2 HTTP MMHE Al&Hgt
LICt 37H2| TiZ!0] Snort ATl 2 E AT EILICE Snort A2 LINACI PERMITLIST EHHEE HH
LICH J22{HH 7|EXMo 2 LIHX| SE0|LINAQEIcZ @ T2 = F|L|C}.

> system support trace

Enabl e firewall - engi ne-debug too? [n]: ¥

Pl ease specify an | P protocol: tep

Please specify a client |P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port: 80

Moni toring packet tracer and firewall debug nessages

192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
unknown (0)

CID 0 Packet: Tcp, SYN, seq 453426648
CID 0 Session: new snort session
CID 0 Appl D: service unknown (0), application

e e

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 |1 2 new firewall session

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 using HWor preset rule order 5, 'trust_L3-
L4', action Trust and prefilter rule O

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 HitCount data sent for rule id: 268438858,
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-

L4', allow
192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0, verdict
PASS

192.168. 11.50-80 - 192. 168. 10. 50-42126 6 AS 1-1 CID O Packet: TCP, SYN, ACK, seq 2820426532, ack
453426649

192. 168. 11. 50- 80
unknown (0)

192. 168. 11. 50- 80
L4', allow
192.168. 11.50-80 - 192. 168. 10. 50-42126 6 AS 1-1 CID O Snort id 2, NAPid 2, IPSid 0, Verdict
PASS

192.168. 10. 50- 42126 6 AS 1-1 CID 0 Appl D: service unknown (0), application

192.168. 10. 50- 42126 6 AS 1-1 CID O Firewall: trust/fastpath rule, 'trust_LS3-

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 453426649, ack
2820426533

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow



192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAPid 2, IPSid 0, Verdict
PERMITLIST

4Z40| SR L|™ Snort T2 LINA A ZIo| M HEHH| OB HEE 7t MME AFAgfLcH

192.168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Got end of flow event from hardware with
flags 00010001. Rule Match Data: rule_id O, rule_action O rev_id O, rule_flags 3

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Logging EOF for event from hardware with
rule_id = 268438858 rul eAction = 3 rul eReason = 0

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 : Received EOF, deleting the snort session.
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Session: deleting snort session, reason:
ti meout

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 deleting firewall session flags = 0x10003,
f wFl ags = 0x1115

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0O Session: deleted snort session using 0
bytes; protocol id:(-1) : LWtate Oxf LW ags 0x6007

Snort Z{*{= Snort AT = 0|Sst= 3712| IS EoiEFLICH

> capture-traffic

Pl ease choose donmmin to capture traffic from
0 - managenent 0
1 - managenentl

2 - doba

Sel ection? 2

Pl ease specify tcpdunp options desired

(or enter '?" for a list of supported options)

ptions: -n vlan and (host 192.168.10.50 and host 192.168.11.50)

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [S], seq 3065553465, win 29200,
options [nes 1380, sackOK, TS val 3789188468 ecr 0, nop,wscale 7], length 0O

10: 26: 16. 525928 | P 192.168.11.50.80 > 192. 168. 10. 50. 42144: Flags [S.], seq 3581351172, ack
3065553466, win 8192, options [nss 1380, nop, wscal e 8, sackOK, TS val 57650410 ecr 3789188468],
length O

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 3789188470 ecr 57650410], length O

LINA capture= O|& S1tst= EERE E0iELICH.

M|k

firepower# show capture CAPI
437 packets captured

1: 09:51:19.431007 802.1Q vl an#202 PO 192.168.10.50.42118 > 192.168.11.50.80: S
2459891187: 2459891187(0) wi n 29200 <nmss 1460, sackOK, ti mestanp 3787091387 0, nop, wscal e 7>

2: 09:51:19.431648 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118: S
2860907367: 2860907367(0) ack 2459891188 wi n 8192 <mss 1380, nop, wscal e 8, sackCK ti nestanp
57440579 3787091387>

3: 09:51:19.431847 802.1Q vl an#202 PO 192. 168. 10.50. 42118 > 192. 168. 11.50.80: . ack
2860907368 wi n 229 <nop, nop, ti nmestanp 3787091388 57440579>

4: 09:51:19.431953 802.1Q vl an#202 PO 192. 168. 10.50. 42118 > 192.168. 11.50.80: P
2459891188: 2459891337(149) ack 2860907368 wi n 229 <nop, nop, ti mestanp 3787091388 57440579>

5: 09:51:19.444816 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118:
2860907368: 2860908736(1368) ack 2459891337 wi n 256 <nop, nop, ti nestanp 57440580 3787091388>

6: 09:51:19.444831 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118



2860908736: 2860910104(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>
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LINAS] THZ! 542 Snort B #OlsHs & C}
L|Ct.

firepower# show capture CAPI packet-number 1 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST
Type: ROUTE- LOOKUP
Type: ACCESS- LI ST
Type: CONN- SETTI NGS
Type: NAT

Type: NAT

Type: | P-OPTI ONS
Type: CAPTURE

Type: CAPTURE

Type: NAT
Type: CAPTURE
Type: NAT

Type: | P-OPTI ONS

Type: CAPTURE

Type: FLOW CREATI ON

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- LOOKUP
Type: ADJACENCY- LOCKUP

Type: CAPTURE

Q|E QIE{m| 0| A 2| TCP SYN/ACK IHZ! F=d:

firepower# show capture CAPO packet-number 2 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- L OCKUP
Type: ADJACENCY- LOOKUP

Type: CAPTURE

TCP ACKE PERMITLIST &2 dr& L.

firepower# show capture CAPI packet-number 3 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Type: CAPTURE



O|= Snort EH(THZ! #3) 2| & E=3LICH.

firepower# show capture CAPI packet-number 3 trace | b Type: SNORT
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |Information:

Snort Trace:

Packet: TCP, ACK, seq 687485179, ack 1029625865

Appl D: service unknown (0), application unknown (0)
Firewal | : trust/fastpath rule, id 268438858, allow
Snort id 31, NAP id 2, IPSid 0, Vverdict PERMITLIST
Snort Verdict: (fast-forward) fast forward this flow

ZFEO| LINA A Elol| FHA =2 2 4HmH THZ!2 Snort A Elof| ME E|X| S &LICtH

firepower# show capture CAPI packet-number 4 trace
441 packets captured

4: 10: 34:02. 741523 802. 1Q vl an#202 PO 192. 168. 10. 50. 42158 > 192.168.11.50.80: P
164375589: 164375738(149) ack 3008397532 wi n 229 <nop, nop, ti nestanp 3789654678 57697031>
Phase: 1
Type: CAPTURE
Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 1254, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Resul t:
input-interface: |INSIDE(vrfid:0)
i nput -status: up



input-line-status: up
Action: allow

1 packet shown

Snort SH|Z 0| = QIFfLICt.

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I njected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

oOooonN

Fl ow Counters:
Fast-Forwarded Flows 1
Bl ackl i sted Fl ows

o

M scel | aneous Counters:
Start-of-Flow events
End- of - Fl ow event s
Deni ed fl ow events
Franes forwarded to Snort before drop
I nject packets dropped

O O OoOkr o

A2 FE0] e A E2 2. LR A2 Snortol| A AAMSED LEHX| THZ 2 LINAGIA ZAHE L
Ct.

NEMs Snort-Engine
1| MIO Security Module 2174 ey S Puliey
SWitCh i i Malware ‘I-‘ilﬂﬁt'-"
Fabric
| - - 20 . = i DAO A RGO 2 es ARD es
Backplane °
LINA Engine Datapath

AlLHEIL 2. ACP AE| Z%I(SI, QoS & ID H2 gig)

FTDOHM ZE EZ2 20 SI(EQ QEZ|IHA) HALE MBFIEE sleds 8 Sl= ACP BlE oM
o|0| &3t E|0] U2 SI AA(TALOS, IIE, 58 &) XIHE = JU&LICH B2 HIZ H35H5t
e AL ACPO] gt M¥Xo 2 LERF 2| SI, URLS| SI, DNS2| SIE H|&448etLct. o|O| x|
off ZAIE 240t Zto| W ER3 2 URLS| SI7t HIE HsHE LIt



DNS Policy J/ Ea

Default DNS Policy

Whitelist (1) Blacklist (1)
Networks letworks B
Global Whitelist (Any Zone) ™ Global Blacklist (Any Zone) @w

URLs URLs B

0| AL AlZ| #=I2 AMZFZ LINAY| S ELIC

> show access-list

access-list CSM FWACL line 9 remark rule-id 268435461: L4 RULE: Rulel
access-list CSM FWACL_ line 10 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6

2t1:6.2.2 7|1&Z FIDE TlD% X|HELICE TIDE SI2F fFAMEH Ao 2 25 35HK|BH SI7F H]
gdstEl 32 TID AALE 2|6l Snort 2 Elof| THZ! 2|C|2ME "2 A'SHR| ef &L Ct.
Si &0l
host-A(192.168.1.40)01| A host-B(192.168.2.40)2 2| HTTP M|442 A|Zt&fL|Ct. O|= FP41000|0H
SIEQI0{0M E2R QEZCE XS 2ZE CIST 22 Lol erghL|ct.

. B 7Ho| I{Z!2 FTD LINA 2712 Sall ZHE EIMH LIHX| E22 = SmartNIC(HW
Accelerator)2 2 X Z = EL|C|
- Snort ¢ Zlof| THZlo| MEE|X| &FS
FTD LINA ¢dZ2 E|O|E0lE & ZEQRJIHWE QLEECEE|R&LICE E8t nE)T. ol 7|1EX
O Z 'Snort ZIC|AM Q15'S o|O|ErLCt.

firepower# show conn
1 in use, 15 nost used

TCP OQUTSIDE 192.168.2.40:80 |INSIDE 192.168.1.40:32809, idle 0:00:00, bytes 949584, flags U Oo

Snort SHI= M4 AlZ L Sz A| 2Z O|HIER EAFFLICEH

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I njected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

O OO oo



Fl ow Counters:
Fast - For war ded Fl ows 0
Bl ackl i sted Fl ows 0

M scel | aneous Counters:
Start-of-Flow events 1
End-of-Flow events 1

FTD LINA 23 Zf Mo il 271 E2(Z LEF 17H)7FHWE QEZELISE EoiE
LICtH

Sep 27 2017 20:16:05: %ASA-7-609001: Built |ocal -host |NSIDE: 192.168. 1. 40

Sep 27 2017 20:16:05: %ASA- 6-302013: Built inbound TCP connection 25384 for

I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16:05: %ASA-6-805001: oOffloaded TCP Flow for connection 25384 from

INSIDE: 192. 168. 1. 40/ 32809 (192.168. 1. 40/32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16:05: %ASA-6-805001: oOffloaded TCP Flow for connection 25384 from

OUTSIDE: 192. 168. 2. 40/ 80 (192.168. 2.40/80) to INSIDE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809)

Sep 27 2017 20:16:05: %ASA- 6-805002: TCP Flow is no | onger offloaded for connection 25384 from
QUTSI DE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to I NSIDE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809)

Sep 27 2017 20:16:05: %ASA- 6-805002: TCP Flow is no | onger offloaded for connection 25384 from
I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16:05: %ASA- 6-302014: Teardown TCP connection 25384 for | NSIDE: 192. 168. 1. 40/ 32809
to OUTSI DE: 192. 168. 2. 40/ 80 durati on 0:00: 00 bytes 1055048 TCP FI Ns

Sep 27 2017 20:16:05: %ASA-7-609002: Teardown | ocal -host | NSIDE: 192. 168. 1. 40 durati on 0: 00: 00

AME| 72| FHE WA 5T vust 2|LIOIM ESFLICH LT T2 LINAGIAM ZAMSH LIHX| o
Z!2 SmartNIC(FP4100/FP9300)2 2 Z 2 = ElL|Ct.

NEMs

MIO
Switch

IIIIII""III'“III

DROP DROP

LINA Engine Datapath

EE A
. CF2 2 AL& 3l oF & LIC}. Trust Snort QU EI0AM 32 7HO| THZIBF ZHASH (04 Application
Detection, Sl check) LIHX| ZE22E LINAAZICZ QX ZESIEdE ER 9| =X|

. FP4100/93000{| X FTDE AI23t 11 Z2Z 27} Snort AALE 25| 3|5t S 5H24™ Fastpath
action(0| EA{o| #2d MM & X)

A EE EM R A

o|Olx|ol EA|El A1t Zo| EEZX|E Te&rLch



192.168.1.0/24 192.168.2.0/24

INSIDE g B OUTSIDE

1 m\= 1

FTD

o|O|xlo EAIE Zdnt &2 G medghLich

- 7 -40

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v
FTD_Prefilter
) Add Tunnel Rule &) Add Prefilter Rule | Search Ruleg
# . Name Rule T... . ... De Source Destination Source . Destinat... . VLAN Tag  Action
... Im Networks Networks Port Port
1 Prefilterl Prefilter o 192.168.1.40 g 192.168.2.40 X Block

Ct=2 FTD Snort ATl 7= E M (ngfw.rules TH ) L|C}.

# Start of tunnel and priority rules.
# These rules are evaluated by LINA. Only tunnel tags are used fromthe nmatched rule id.
268437506 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1

LINA:

access-list CSM FWACL_ line 1 remark rule-id 268437506: PREFILTER POLICY: FTD Prefilter
access-list CSM FWACL_ line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id
268437506 event-log flowstart (hitcnt=0) 0x76476240

7t& THZlE FA5HE mZ0| LINAOY 2|3H AFMIE[T Snortoll ZREEIX| fSE EoiELICH

fjo

firepower# packet-tracer input INSIDE icnp 192.168.1.40 8 0 192. 168. 2. 40

Phase: 4

Type: ACCESS-LIST

Subt ype: | og

Result: DROP

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM_FW ACL_ advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id 268437506
event-log flow-start

access-list CSM FWACL_ remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSM FWACL_ remark rule-id 268437506: RULE: Prefilterl

Addi tional Information:

Resul t:
i nput-interface: |NSIDE



i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up

Action: drop
Drop-reason:

Snort statistics= Ct=21}

firepower# show snort stat

Packet Counters:
Passed Packets
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort
Packets bypassed (Snort

Fl ow Counters:
Fast - For war ded Fl ows
Bl ackl i sted Fl ows

M scel | aneous Counters:
Start-of-Fl ow events

End- of - Fl ow events
Denied flow events

CHS It

LINA ASP drops&=

firepower# show asp drop

Frane drop:

Flow is denied by configured rule (acl-drop)

& Al

(acl-drop) Flow is denied by configured rule

#d&Lch

istics

0
0
0
Down) 0
Busy) 0
0
0
0
0
1
Z&Lch.
1

L3/L4 ZZHE 7|8to 2 EZE Q| Snort AALE +&5HX| T EEHEE AtEStEi= B Prefilter
Block &2 AI8E == U&LICtH
M EHE M H5 2 5y
o|O|X|ofl ZAIEl Aot Zo| AFM EHE| HA 7 2lg nodshu|ct

Access Control * Prefilter Network Discovery Application Detectors Correlation Actions v

FTD_Prefilter

) Add Tunnel Rule ) Add Prefilter Rule | Search Rules
#® . Name . Rule T... SO!.. De. Source Destination . Source Destinati... . VLAN Tag . Action
Int Inl Networks Networks Port Port

1 Prefilter1 Prefilter #: 192.168.1.40 @ 192.168.2.40 * TCP (6):80 “ = Fastpath

CtS2 FTD Snort A Tlol| 5 E HRL[CEH




268437506 fastpath any any any any any any any any (log dcforward flowend) (tunnel -1)
FTD LINA:

access-list CSMFWACL_ line 1 remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSMFWACL_ line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced trust tcp host 192.168.1.40 host 192.168.2.40 eq ww
rule-id 268437506 event-log flow end (hitcnt=0) Oxf3410b6f

S3} g0l

host-A(192.168.1.40) 7} host-B(192.168.2.40)04| CHet HTTP MM 7 stedn ot & 7Ho| mfZ
Ol LINAE %-T'—|'3|'-T'— L|-D-|X|E SmartNICE T 2= F |—||-_-|'. O| 7c=>|-c|>-0‘||E system support trace Af'g
firewall-engine-debug enabled(& &3tE)= CHS2 E AR LICEH

> gystem support trace

Pl ease specify an I P protocol: tcp

Pl ease specify a client IP address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]: y

Moni tori ng packet tracer debug messages

192.168.1.40-32840 > 192.168.2.40-80 6 AS 1 I 8 Got end of flow event from hardware Wi th fl ags
04000000

LINAZOI=E QEZCE ZEZRE Ho{FLICH

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal-host |NSIDE:192.168. 1. 40

Cct 01 2017 14:36:51: Y%ASA-7-609001: Built |ocal-host QOUTSIDE: 192. 168. 2. 40

Cct 01 2017 14:36:51: %ASA-6-302013: Built inbound TCP connection 966 for

I NSI DE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA-6-805001: Offloaded TCP Flow for connection 966 from

INSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA-6-805001: Offloaded TCP Flow for connection 966 from

OUTSIDE: 192. 168. 2. 40/ 80 (192. 168.2.40/80) to I NSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840)

LINAE show 8712| TiZ!2 ZH*{5}0d

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count 100 interface |INSIDE [Capturing -
3908 bytes]

match i p host 192.168.1.40 host 192.168. 2. 40
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSI DE [Capturing -
3908 bytes]

match i p host 192.168.1.40 host 192.168. 2. 40

firepower# show capture CAPI



8 packets captured

1: 14:45:32.700021 192.168.1.40.32842 > 192.168.2.40.80: S 3195173118:3195173118(0) wi n 2920
<mss 1460, sackOK, ti mestanp 332569060 0>

2: 14:45:32.700372 192.168.2.40.80 > 192.168.1.40.32842: S 184794124:184794124(0) ack
3195173119 wi n 2896 <mss 1380, sackCK, ti mestanmp 332567732 332569060>

3: 14:45:32. 700540 192.168.1.40.32842 > 192.168.2.40.80: P 3195173119:3195173317(198) ack
184794125 wi n 2920 <nop, nop, ti mestanp 332569060 332567732>

4: 14:45:32.700876 192.168.2.40.80 > 192.168. 1. 40. 32842: 184794125: 184795493(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

5: 14:45:32.700922 192.168.2.40.80 > 192.168. 1. 40.32842: P 184795493: 184796861(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

6: 14:45:32.701425 192.168.2.40.80 > 192.168. 1. 40.32842: FP 184810541: 184810851(310) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569061>

7: 14:45:32.701532 192.168. 1. 40. 32842 > 192.168. 2. 40. 80: F 3195173317:3195173317(0) ack
184810852 wi n 2736 <nop, nop, ti mestanp 332569061 332567733>

8: 14:45:32. 701639 192.168.2.40.80 > 192. 168. 1. 40. 32842
<nop, nop, ti mestanp 332567734 332569061>

ack 3195173318 win 2697

FTD Flow-offload statistics0| M= 227 I{Z!0| HWO| @ Z 2 EEE Ho{ELIC}.

firepower# show flow-offload statistics
Packet stats of port : O
Tx Packet count
Rx Packet count
Dr opped Packet count : 0

VNIC transmitted packet 22
VNIC transmitted bytes 15308
VNI C Dropped packets 0
VNI C erroneous received 0
VNI C CRC errors 0
VNIC transmt failed 0
VNI C nmul ticast received 0
EE St show flow-offload flow HES AI2510{ QEZEC = Z2 29} 2=l F7F MEE &018 £ 9la

LICE ol & S ChS Z2&Lich

firepower# show flow-offload flow

Total offloaded flow stats: 2 in use, 4 npost used, 20% of fl oaded, O colli sions

TCP intfc 103 src 192.168. 1. 40: 39301 dest 192.168.2.40: 20, static, tinestanp 616063741, packets
33240, bytes 2326800

TCP intfc 104 src 192.168. 2. 40: 20 dest 192. 168. 1. 40: 39301,
249140, bytes 358263320

firepower# show conn

static, timestanp 616063760, packets

5 in use, 5 nost used
I nspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 nost enabled, 0 nost in effect
TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40988, idle 0:00:00, bytes 723, flags UO
TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40980, idle 0:02:40, bytes 1086, flags U O
TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:49442, idle 0:00:00, bytes 86348310, flags U O
N1
TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:39301, idle 0:00:00, bytes 485268628, flags Uo
<- offloaded flow
TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:34713, idle 0:02:40, bytes 821799360, fl ags
UFRI O
- M2 E 2 'show conn' It 0| & 04, & 5712| 20| FTD LINA TS HX | AT 1747 2=
EEEI B2 20% QLEZCEE ZWo=2 HnEL|CH



- REREE M| 2|0 MEhe AZ E o] T WEL CHELICH o & S04, ASA9.8.3 &
FTD 6.2. 3° 4 HEF JHo| QFef(EE= gHWiEh JHo| B e) 2T 2 FEl 5§ X[ELc
QIEZCEIZZR0| £ EAHN EES AR (04| 4uH0t JHO| QFHISF I _<|>_)’ 39 74

ZZ2CEE E1IOI='01IH NM7HE w7 M 4ol e Z 2= g|x| et&Lct

FP4100/93002| 2 & mZ!2 Ee{™ o|0|X|ofl ZAIE Zdat 20|

FTD(RZZE +LINA)E S5tE
= ofF 2FL|CH.

at
MA| Bl M YA E & d3tsl

Capture Session [l v=dESE

¢ Refresh | | Capture Session

- » CAP Drop Count: 0 Operational State: DOWN - Session_Admin_Shut Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Name Device Name
Ethernetl/9 None 0 CAP-ethernet-1-9-0.pcap FTD

Etherneti/1 None 0 CAP-ethernet-1-1-0.pcap FTD

MA| e Ee Q! Aol LEE0l EAIELICH FXOS 2 ot 7 |[HX (LT A ZIE 2712 2
o 2E JlH%’JOI o|Olxlol ZA|E Zdxnt Zo| & EAIFLICH

mZ! A
- FTDE S1tet= & A +: 30
. FTD LINAE S1t5t= 1iZl: 8
. SmartNIC HW Accelerator2 QEZ 2 EE|&= 143! 22
FP4100/FP93001} CI2 ZEiZo| A Z2 227} X|RE|X| gtoo2 B E 30| LINA ¢
Eloj| ofafl MEZIELICHo Zeia 1= & ).

FP2100- 6# show conn addr 192.168.1.40
33 in use, 123 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, 2 nost enabled, 0 npost in effect

TCP QUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:50890, idle 0:00:09, bytes 175, flags uxIO

LINA A AR 20= 2 Y A 64 S= O|HIER HA[EfLICH

FP2100- 6# show log | i 192.168.2.40

Jun 21 2020 14:29:44: %TD-6-302013: Built inbound TCP connection 6914 for

I NSI DE: 192. 168. 1. 40/ 50900 (192.168.11.101/50900) to OUTSIDE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Jun 21 2020 14:30: 30: %TD-6-302014: Teardown TCP connection 6914 for | NSIDE: 192. 168. 1. 40/ 50900
to QUTSI DE: 192. 168. 2. 40/ 80 duration 0:00: 46 bytes 565 TCP FINs from OUTSI DE

3 Al

A

Op>
rir

S &z

ok

- Use Pprefilter Fastpath _75_7_(|§ -’F"%ul'l—“:}. QdtMo 2 H—I|'|°|=1, E||O|E'|H'||O|ﬁ N
CHZFo| Z 2 0] CHaH A}Q%*L—IEP
. FP4100/9300 O1Z2}0|Q1A 9| B Fastpath HUS EE2R QLEZEE EE|7H3SHH FTD LINA
Arlg Sutste WA & LR EoHEFLCt LIHX[= SmartNICO| 2|5 XE|=(2 2 B|O[EH A
7t dagflct



A EE HM BE F2 5y(2l2tel ME)

Prefilter Policy Fastpath 2f@40| QI2}2l ZIEH(NGIPS QIE{m[0|A)E S1tsteE Eci=o| M= 4
2 Ct2 AErE Tedsfiok gLk,

. =2 LINA A0 trust Y
- Snort AZIo|A 222 E HA rsr | ef&Lict
. NGIPS QIE{H| 0| A ME S OEBCEXNRE 4 QooE T2 QEIC(HW 74
)7P st x| ek &LICh.
CtS2 Qletel &ethol M E Prefilter Fastpath 2 949| 32 mZ! £ 9| of &lL|Ct.

firepower# packet-tracer input inside tcp 192.168.1.40 12345 192.168.1.50 80 detail ed

Phase: 1

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Confi g:

Addi tional |Information:

The flow i ngressed an interface configured for NG PS node and NG PS services will be applied
Forward Fl ow based | ookup yields rule:

in id=0x2ad7ac48b330, priority=501, donai n=i ps-node, deny=fal se

hi ts=2, user_dat a=0x2ad80d54abd0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-1ist CSM FWACL_ advanced trust ip object 192.168.1.0 object 192.168.1.0 rule-id
268438531 event-1og fl ow end

access-list CSMFWACL_ remark rule-id 268438531: PREFILTER POLI CY: PF1

access-list CSM FWACL_ remark rule-id 268438531: RULE: 1

Addi tional Information:

Forward Fl ow based | ookup yields rule:

in id=0x2ad9f 9f 8a7f0, priority=12, domai n=permit, trust

hits=1, user_data=0x2ad9b23c5d40, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0

src ip/id=192.168. 1.0, mask=255.255.255.0, port=0, tag=any, ifc=any

dst ip/id=192.168.1.0, mask=255.255.255.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
i nput _i fc=any, output_ifc=any

Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |Information:

Ingress interface inside is in NG PS inline node.

Egress interface outside is determ ned by inline-set configuration

Phase: 4

Type: FLOW CREATI ON
Subt ype:

Resul t: ALLOW

Confi g:



Addi tional |nfornation:

New fl ow created with id 7, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Resul t:

input-interface: inside

i nput -status: up

input-line-status: up

Action: allow

2! Z2E AZMo 2 LHEHAH ZdlLc.

MIO
Switch

Security Module i

Drop

Smart R)(‘ Egress
Check

A HE MBS F2 5r(R 28 el2tel HME)
Qlatol ME Atz 5

AT HE EH BN &Y

AlLI2|2 1. ACP At TH&|& AL S AN EHE E4

o|Olx[ol EAIE Wzt Zol EM Aol ZEE AMY EHE HM 28 nedgfuch

| Access Control » Prefilter Network Discovery ‘ Application Detectors " Correlation = Actions v
Prefilter_Policyl
Enter Description
() Add Tunnel Rule (&) Add Prefilter Rule ~ Search R

1 Prefilter_Rulel Prefilter any i 192.168.1.40 g 192.168.2.40 any any o Analyze

ACPOE CtSo 2 MMEl 7|2 #2108k L EHEILICH Block Al Traffic 1 &1 Z

.,.
o



Access Control » Access Control Network Discovery Application Detectors Correlation Actions =

ACP1

Enter Description

m Security Intelligence  HTTP Responses  Advanced

Tz Inheritance S

. Show Rule Conflicts

w Mandatory - ACP1 (-)
There are no rules in this section. Add Rule or Add Category

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

Ct=2 FTD Snort ATl 75 E H3M(ngfw.rules TH ) L|C}.

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268435460 al | ow any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1)
268435459 all ow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268435459 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268435459 all ow any any any any any any any 47 (tunnel -1)

268435459 allow any any any any any any any 41 (tunnel -1)

268435459 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

# Start of AC rule.

268435458 deny any any any any any any any any (log dcforward flowstart)

# End of AC rule.

CIS2 FTD LINA 2l Zlol| 2 FE HAHQlL|C}.

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=0) 0xb788h786

(== N -1 Je]|

(= Iy [ N

Packet-tracer= LINAOIA TIHZ!S &{&5t1
.i

w

nort A RIS 2 T O|RE permit Snort Engine

&1 Snorte E{E &0 2t ESHEE BItstK| ef&LICt

A

o

F5{5tH SYBH LI Ol EAIELIC

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Config:

access-group CSM FW ACL_ gl obal



access-list CSM_FW ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional Information:

Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewall: block rule, id 268435458, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

i nput-interface: |NSIDE

i nput -status: up

input-line-status: up

out put-interface: OUTSIDE

out put - status: up

out put-1line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

AlLIZI2 2. ACP 318 &g AFSEH AT HE| BN

0| FTDE BUHES S5t 20| SEol 22 ACPO] T 27130} BLICk Adton =
T ol et Allow & Trust7b B £ U&LICHO: L7 HAFE M8 35t24T BrE Al AL 3l oF &) Allow
xHQY).
| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
ACP1
Enter Description
Prefilter Policy: Prefilter_Policy1 SSL Policy: None Identi
T= Inheritance Sej
_m Security Intelligence  HTTP Responses  Advanced
#R& Filter by Device | Show Rule Conflicts & () Add Category &) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

FTD Snort A Zloj| 5 E H=4:




# Start of AC rule.

268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA A&l

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=1) 0xb788h786

S3} g0l

Packet-tracer= IHZ!0| #21} UX|&HES 204 ELIC} 268435460 LINA ! 268435461 Snort A ZI:

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL remark rule-id 268435460: RULE: Prefilter Rulel
Addi tional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: | CWP

Appl D: service I CWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : allow rule, id 268435461, allow

NAP id 1, IPSid 0, Vverdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

AlLIEIL 3. ACP &E| &8 AT AT EE B4

ACPOi| &2 #&{0] 223 El Z< o|Olx|ol ZA|E Zdnt &

ro
41
1
S
z0
Il
r
[u]



| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

ACP1

Enter Description
Prefilter Policy: Prefilter_Policy1 SSL Policy: None Identi
Tz Inheritance Se|
m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device .| Show Rule Conflicts & () Add Category () Add Rule  Search Rul

w Mandatory - ACP1 (1-1)

99192.168.1.40 52192.168.2.40 Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

Snort:

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA:

access-list CSM FWACL_ |line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=2) 0xb788hb786

Sle 7|BMo 2 #3tE(0 U2 B E Trust &2 permit |4 & 74| {Z!O| HALE 2I5H Snort
AZTICZ 2IC|HMHE|TF LINAO| CHEE ZXIE F|ELICE.

S5t 2ol

Packet-tracer= Snort ¢1ZI10| 7! Permitlistsst 1 7|EXMO 2 LIHX| E2LRE LINAR QI
=32 2oi& Lt

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-list CSM_FW _ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional I|nformation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:



Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow

NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

AlLIEI2 4. ACP AE| &2 M-S AT EHE BN

Ol AlLt2|20 M= SI7t =52 = HIFE E3t =& LICH

o| 722 Ct3 1+ Z 0| Snortol| F+ S ELICH

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

d

LINAGIAM = FEl0| AME2 FELICt T Z!0| Analyze Prefilter 722 2 Q13 HIZE 318 &
(ACE XMZ =4 & x)1 Ux|stn 3! Snort AT M ZHAHEILICH

>{|

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=3) 0xb788b786

access-list CSM FWACL_ line 13 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6

access-list CSM FWACL_ |line 16 advanced deny ip any any rul e-id 268435458 event-log flowstart
(hitcnt=0) 0x97aal2la

S #el

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-list CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional |nfornation:
This packet will be sent to snort for additional processing where a verdict will be reached



Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow
NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

52 M

iy

- 0| Analyze 22 LINA IIZlol| 48 #E2 2 FHELICL ol HAME I8l Snort 2 Zlof T
2 m{Zloi| F&g OlELCH

- 0| Analyze 2242 Snort 2 Zl0f| o{H FEE 2 F3X| 222 Snort<

- Snort A Elol| +=FE ACP &!0] k2t &2t & L|CHblock CH allow LY fastpath) Snort= 2E THZ!
= UF g 585t K| &Lt

3 Al

. 28 A2l Analyze Action(EF )2 Prefilter 2240

ol ¥'HLIet Fastpath 20| /U1 EH E220]
CHSH L5 of Q|E 01 Snortoll M AASt AL 3t = 2

74 |_| |:_|.

ACP ZLIEE =t¢]

FMC Ulo]l 7 E 2 LIE- 72!

ACP1 o

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter F v SSL Policy: Moy Identity Policy: Nomne

Filtar by Dewice ¥ Search Rules 4 Show Rule Conflicts @+ A tegory -+ Add Rule
T Sou Dest Source Dest VLAN —_ Sou. Dest e Sou Dest . ki o

‘ Zones Zones Metworks Mehworks Tags Users Apptie Ports Ports LR SGT SGT Actia ROR D EW 1

» Mandatory - ACP1 (1-3)
|1 Monitor_Rule Any Any 192.168.10.0/2¢  152.168.11.0/24 Any Any Ay Any Any Ay @ Monitor Bo /%

ZLIE T2 FTD LINA ZI0]| permit Snort AITIS Sl audit 2.

firepower# show access-list

access-list CSM FWACL_ line 10 advanced permit ip 192.168.10. 0 255. 255. 255. 0 192. 168. 11.0



255.255.255.0 rule-id 268438863 (hitcnt=0) Ox6lbbafOc

Snort TH&!:

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.
268438863 audit any 192.168.10.0 24 any any 192.168.11.0 24 any any any (log dcforward fl owend)
# End rul e 268438863

52 N
. Monitor Rule EZ|ZIS AX| EE= 525K | of X|8t Connection EventE A AgfL|Ct. T{Z!0|

F4& 7310 5| stod EQlE|H §E ':':E AK|ElLICH
. FMC Connection Events(FMC ?1Z2 O|HIE)o| M= m{Z!0| 274o| 7 =I0t UX|E S Eof ELCt

Connection Events

No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events
Jump to...
::;L':"“ Destination Access
+ First Packet Last Packet * Action ®  Initiator IP * Responder IP ¥ I(TJ‘ 1"_', X Port/ICMP ®*  Control ¥  Access Control Rule X
S Code Policy
Type
v 2020-06-20 22:17:40  2020-06-20 22:17:43  Trust 192.168.10.50 192.168.11.50 41920 /tcp 80 (hitp) / tcp  ACP1 trust_L3-L4, Monitor_Rule

s22 o

>

System support trace 0| T '|_'|"7-il ET9|' 7_(||%=||'% EO=|‘E‘L—|E|'.

> system support trace

Enabl e firewal |l - engi ne-debug too? [n]: ¥

Pl ease specify an I P protocol: tcp

Pl ease specify a client | P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192. 168. 10. 50- 41922 - 192.168.11.50-80 6
192. 168. 10. 50- 41922 - 192.168.11.50-80 6
192. 168. 10. 50- 41922 - 192.168.11.50-80 6
unknown (0)

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 new firewal|l session

192.168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 Starting ACwith m ninmum 2, 'Monitor_Rule'
and | PProto first with zone s -1->-1, geo 0 -> 0, vlan O, source sgt type: 0, source
sgt tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest sgt tag: O, svc 0, payload O,
client 0, misc 0, user 9999997, icnpType O, icnmpCode 0O

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 2, 'Monitor_Rule', action
Audit

192.168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 3, 'trust_L3-L4', action
Trust

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 M dRecovery data sent for rule id:
268438858, rul e_action: 3, rev id: 1078 02206, rule_match fl ag: Ox2

1-1 CID 0 Packet: TCP, SYN, seq 419031630
1-1 CID O Session: new snort session
1-1 CID O Appl D: service unknown (0), application

AS
AS
AS



& At
HERT &852 ZLEZS T HZE O|HEE MMsl= O AIE
ACP CH3lE R 2HY

FMC Ul M E QIE{REIE XHEF 73

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefitter v SSL Policy: None Identity Policy: None

W Search Rules ® Show Rule Conflicts @+ Add Category + Add Rule

Zip

Dost Notworks Users Appiic Soums cerad ks Soas Action RORSEEM

¥ Mandatory = ACGP1 (1=4)

o/
o s

L IN 1)

QIE{=HE|E RIEF F2I2 FTD LINA YT permit ZX|E #|5t01 35| #EIS 2 MO| Snort @il Zlod| &
23t|c}
[~ | .

firepower# show access-list

access-list CSM FWACL line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rulel

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10. 0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=3) Oxba785fc0

access-list CSM FWACL_ line 11 renmark rul e-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL line 12 remark rule-id 268438865: L7 RULE: Inter-Bl ock Rul e2

access-list CSM FWACL_ |ine 13 advanced permit ip 192. 168. 10. 0 255. 255. 255. 0 host 192. 168. 11. 51
rule-id 268438865 (hitcnt=0) 0x622350d0

Snort A7

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.

268438864 bypass any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 bypass any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)

# End rul e 268438865

QUERHEIE AHEF # A2 AERI0|A| CHe ol FXIEIACHE HIAXIE EAIELICH

Access Deniled

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

| continue |




Z|2HMo 2 BEtH2 600X S0 AIEHE R3S HSFLIC.
Rules Security Intelligpence HTTP Responses Logging Advanced
General Settings rd
2 um URL clers to store in s iio .
Maximum URL characters t re in conne n 074

BENLS

Allowy an Interactive Block 10 bypass blocking for

| G000
|seconds)
Retry URL cache miss lookup Yes
Enmable Threat Intelligence Director Yes
Inspect iraffic during policy apply fes

9| system support trace EZ0I A= &E0| =70 EfE S AtEFet D AL H|O|X|E EAlStE WE

sys
£ & A&t

> system support trace

192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 983273680, ack
2014879580

192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52- 58717 > 192.168.11.50-80 6 AS 1-1 | 22 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589

m sc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive

192.168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, 'Inter-
Bl ock- Rul el', drop

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192. 168. 10. 52- 58717
f wFl ags = 0x1002
192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 22, NAPid 1, IPSid 0, Verdict
BLACKLIST

192.168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdi ct reason is sent to DAQ

\%

192.168.11.50-80 6 AS 1-1 | 22 deleting firewall session flags = 0x800,

A X7} continue (FE= HEHR M HO|X|E ME 13 CltHaE T Alow EH:

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, ACK, seq 1357413630, ack
2607625293

192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52- 58718 > 192.168.11.50-80 6 AS 1-1 1 8 Starting AC with m ninmum 2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload O, client 589,
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 match rule order 2, 'Inter-Block-Rulel',
action Interactive



192.168. 10.52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 bypass action interactive bypass

192. 168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 allow action

192. 168. 10. 52- 58718 192.168.11.50-80 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Bl ock-Rulel'

al | ow

192. 168. 10. 52- 58718
Bl ock-Rul el', all ow
192. 168. 10. 52-58718 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 8, NAP id 1, IPSid 0, verdict
PASS

192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-

& A

2 AL X A1 HO|X|E EAIStD A% s £ 9l M2 MBI
ACP QIE{™E|H x}EF & RAH =Y

FMC UI0i| QIE{2HE|E %HEH & X{AX F=l0| TME!

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefitte SSL Policy: Non Identity Policy: |

W Search Rules ks afiicts @ + A + Add Rule

Interactive Block with reset &2 FTD LINA 21 Z&I04| permit Snort XIS QEHAE FRIo2 AFM

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=13) 0Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 12 remark rule-id 268438865: L7 RULE: Inter-Block_Rule2

access-list CSM FWACL_ |line 13 advanced permit ip 192. 168. 10. 0 255. 255. 255. 0 host 192.168. 11. 51
rul e-id 268438865 (hitcnt=0) 0x622350d0

Snort 2NEI:

# Start of AC rule.

268438864 intreset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rule 268438864

268438865 intreset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)

# End rul e 268438865

Block with Resett} OF2H7HX|2 AP RF= continue = M:




=

Continug |

Access Denied

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

Snort CIH1 0| M QIE{RE|E R HHol EAIE 2rdE s efLict

> system support trace

Enabl e firewal | - engi ne-debug too? [n]:

Pl ease specify an | P protocol: tcp

Pl ease specify a client | P address: 192.168.10.52

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, SYN, seq 3232128039

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Session: new snort session
192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service unknown (0), application
unknown (0)

192.168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 new firewal | session

192.168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 Starting ACwith mninmm 2, 'Inter-Block-
Rul el', and IPProto first with zones -1 -> -1, geo 0 -> 0, vlan 0, source sgt type: 0, source
sgt tag: O, ISE sgt id: O, dest sgt type: 0, |SE dest sgt tag: 0, svc 0, payload 0, client O,
msc 0, user 9999997, icnpType 0, icnpCode O

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Block-Rulel
action Interactive Reset

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 M dRecovery data sent for rule id:

268438864, rul e_action: 8,

rev id: 1099034206,

192. 168. 10. 52- 58958 > 192.168. 11.50-80 6 AS

192. 168. 10. 52- 58958 -

PASS

192. 168. 11. 50-80 - 192. 168. 10.
3232128040

192. 168. 11. 50-80 - 192. 168. 10.
unknown (0)

192. 168. 11. 50-80 - 192. 168. 10.
PASS

192. 168. 10. 52- 58958 - 192. 168.
2228213519

192. 168. 10. 52- 58958 - 192. 168.
unknown (0)

192. 168. 10. 52- 58958 - 192. 168.
PASS

192. 168. 10. 52- 58958 - 192. 168.
2228213519

192. 168. 10. 52- 58958 - 192. 168.

52-58958

52-58958

52-58958

11. 50-80

11.50-80

11.50-80

11.50-80

11. 50-80

192.168. 11.50-80 6 AS

AS

AS

AS

AS

AS

AS

AS

AS

rul e_match flag: 0x0
| 24 HtCount data sent for rule id: 268438864,

1-1

1-1 G DO Snort

1-1

1-1

1-1

1-1

1-1

1-1

1-1

1-1

cD

cD

cD

cD

cD

cD

cD

cD

id 24, NAP id 1, IPSid 0, Verdict

Packet: TCP, SYN, ACK, seq 2228213518, ack

Appl D: servi ce unknown (0), application

Snort id 24, NAP id 1, IPSid 0, Verdict

Packet: TCP, ACK, seq 3232128040, ack

Appl D: servi ce unknown (0), application

Snort id 24, NAP id 1, IPSid 0, Verdict

Packet: TCP, ACK, seq 3232128040, ack

Appl D: service HITP (676), application



unknown (0)

192. 168. 10. 52-

Rul el', and |
tag: 0, ISE s
m sc 0, user

192. 168. 10. 52-

58958 > 192.168.11.50-80 6 AS 1-1 | 24 Starting ACwith mninmum 2, 'Inter-Bl ock-
PProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, source sgt type: 0, sgt
gt id: 0, dest sgt type: O, |SE dest_sgt_tag: 0, svc 676, payload O, client 589,
9999997, mn url-cat-list 0-0-0, url http://192.168.11.50/, xff

58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Block-Rulel',

action Interactive Reset

192. 168. 10. 52-

response of 1

192. 168. 10. 52-

Bl ock- Rul el'

192. 168. 10. 52-

queue, drop

192. 168. 10. 52-

fwFl ags = Ox1

192. 168. 10. 52-

BLACKLIST

192. 168. 10. 52-

Verdi ct reaso

olmf %& AE R0 H| &t
O] Al doiAM EBi=EHE &

192. 168. 10. 52-

3135589307

192. 168. 10. 52-

unknown (0)

192. 168. 10. 52-

Rul el', and |
tag: 0, ISE s
m sc 0, user

192. 168. 10. 52-

58958 > 192.168.11.50-80 6 AS 1-1 | 24 bypass action sending HTTP interactive

093 bytes

58958 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, 'Inter-
dr op

58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort: processed decoder alerts or actions

58958 > 192.168.11.50-80 6 AS 1-1 | 24 deleting firewall session flags = 0x800,
002
58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid O, Verdict

58958 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall
nis sent to DAQ

40

|0 X|7F F A EILICE. AL& X7} continue (EEE

C o Y 10| XI& ME 2E)
25 =3t 7D Ux|BH|CH.

I

58962 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 1593478294, ack
58962 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HTTP (676), application

58962 > 192.168.11.50-80 6 AS 1-1 | 14 Starting ACwith m ninmum 2, 'Inter-Bl ock-
PProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, source sgt type: 0, sgt
gt id: 0, dest sgt type: O, |SE dest_sgt_tag: 0, svc 676, payload O, client 589,
9999997, mn url-cat-list 0-0-0, url http://192.168.11.50/, xff

58962 > 192.168.11.50-80 6 AS 1-1 | 14 match rule order 2, 'Inter-Block-Rulel',

action Interactive Reset

192. 168. 10. 52-
192. 168. 10. 52-
192. 168. 10. 52-

al | ow

192. 168. 10. 52-

Bl ock- Rul el'

192. 168. 10. 52-

PASS

192. 168. 11. 50-

1593478786

192. 168. 11. 50-

unknown (0)

192. 168. 11. 50-

al | ow

192. 168. 11. 50-

Bl ock- Rul el'

192. 168. 11. 50-

PASS

QIERE|E AE = MEE 7

58962 > 192.168. 11.50-80 6 AS 1-1
58962 > 192.168. 11.50-80 6 AS 1-1
58962 - 192.168.11.50-80 6 AS 1-1

14 bypass action interactive bypass
14 all ow action
CIDO Firewall: allowrule, 'Inter-Block-Rulel',

58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-
al | ow
58962 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 14, NAP id 1, IPSid O, Verdict

80 - 192.168.10.52-58962 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3135589307, ack

80 - 192.168.10.52-58962 6 AS 1-1 CID O Appl D: service HTTP (676), application

80 - 192.168.10.52-58962 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Bl ock-Rulel',
80 - 192.168.10.52-58962 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-
al | ow

80 - 192.168.10.52-58962 6 AS 1-1 CID O Snort id 14, NAP id 1, IPSid O, Verdict

P

k]
ro
I
[m
o}
]
o
o

| EEZ!0| TCP RSTE & AIgHLICt.

firepower# show cap CAPI | i 11.50

2. 22:13:3
3109534920: 31
3: 22:13:3

3.112954 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: S
09534920(0) wi n 29200 <nss 1460, sackCK, ti nestanp 3745225378 0, nop, wscal e 7>
3.113626 802.1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10. 50. 40010: S



3422362500: 3422362500(0) ack 3109534921 wi n 8192 <mss 1380, nop, wscal e 8, sackCK, ti nestanp
53252448 3745225378>

4: 22:13:33.113824 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362501 wi n 229 <nop, nop, timestanp 3745225379 53252448>

5: 22:13:33.114953 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362501: 3422362543(42) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

6: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362543: 3422362549(6) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

7: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: P
3422362549: 3422362570(21) ack 3109534921 wi n 256 <nop, nop, ti mestanp 53252448 3745225379>

8: 22:13:33.115182 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362543 wi n 229 <nop, nop, timestanp 3745225381 53252448>

9: 22:13:33.115411 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362549 wi n 229 <nop, nop, timestanp 3745225381 53252448>

10: 22:13:33.115426 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362570 wi n 229 <nop, nop, timestanp 3745225381 53252448>

12: 22:13:34.803699 802. 1Q vl an#202 PO 192. 168. 10. 50. 40010 > 192.168.11.50.21: P
3109534921: 3109534931(10) ack 3422362570 win 229 <nop, nop, ti mestanp 3745227069 53252448>

13: 22:13:34. 804523 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: R

3422362570: 3422362570(0) ack 3109534931 win O

FIDEX odd & &

O|F 2|4 (0d: 6.2.2,6.2.3 )0l A Snort 2ITI2 EZ e4Z(0f: FTD Ci|O|E)of| CHE EIEE &2
of&LICH Trust &Y. 7‘|:" 22|A 0= olg{8t S2f0| BH4ZAE| 1 Snort A ZIO] Trust 2F.
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1. RHEH #2|(E0]0] 1~4) - AN EE| RHEF

2. 51& TE|(T0]0] 1~4) - A EHE{ EHF B2

3. ACP AtEF 7 Z[(|0|04 1~4)

4. ME| =3 0[]0 1~4)

5. XtEH #&|(Bll0]0] 5~7 - OHZ 2|AH|0|M EF K], URL E'EF')

6. 512 H=(Eolo] 1~7 - o Z2IAH 0| Ef K|, URL ZE{R], & @l Zd=H/m Q] F4%H)

7. AHEF FE(Z|2 1)

-t E 22 WX|(AE EE Tol 251 SAlo & C AHE5HX| 2 S)

= EE ol f2/5t04 LINAGIM 722! = &0l

firepower# show access-list | include elements
access-list CSM FWACL ; 7 elements; nane hash: 0x4a69e3f3

fjo
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A B At

Fastpath

Trust

Fastpath

Static Flow Offload to SmartNIC (4100/9300).
No packets are sent to Snort engine.

Analyze

Permit

The ACP rules are checked.
Few or all packets are sent to Snort engine for inspection.
Traffic is allowed or dropped based on Snort engine verdict

Block (Prefilter) Deny

Early drop by FTD LINA
No packets are sent to Snort engine

ACP &

Block The rule matches L3/L4 Deny Deny
conditions

Block The rule has L7 conditions Permit Deny

Allow Permit Allow 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (51, Qos, or ID) enabled Permit Fastpath 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (51, QoS, and ID) disabled Trust Fastpath Static Flow Offload (4100/9300)

Monitor Permit Audit Monitor Rule doesn't drop or permit traffic, but it generates a Connection Event. The
packet is checked against subsequent rules and it is either allowed or dropped

Block with resat Permit Resat When a packet matehes Block with reset rule FTD sends a TCP Reset packet or an ICMP
Type 3 Code 13 Destination Unreachable (Administratively filtered) message

Interactive Block Permit Bypass Interactive Block Rule prompts the user that the destination is forbidden
If bypassed, by default, the firewall allows to bypass the block for 600 seconds

Interactive Block Permit Intreset Same as Interactive Block with the addition of a TCP RST in case of non-web traffic

with reset
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/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/access_control_rules.html
/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ko_kr/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/ko_kr/support/index.html
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