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+ ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
+ ASA5512-X, ASA5515-X, ASA5525-X, ASAS545-X, ASA5555-X
+ FPR2100, FPR4100, FPR9300

VMware(ESXi), Amazon Web Services(AWS), Kernel-based Virtual Machine(KVM)
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2 Deployment Modes:

+  Routed

«  Transparent

} -

6 Interface Modes

« Routed
« Switched
« Passive

- Passive (ERSPAN)

« Inline pair

* Inline pair with tap

(BVI) }“

}._

Device Modes inherited from ASA

Interface Modes inherited from ASA

Interface Modes inherited from FirePOWER
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Router-1
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Overview Analysis Policies ISl Objects  AMP

Device Management

Name

4 | Ungrouped (9)
&) FTD4100

10.62.148.89 - Cisco Firepower 4150 Threat Defense
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SELc.

NAT VPN QoS

Platform Settings

Group Model License Type

Cisco Firepower 4150 Base, Threat, Malw...

System Help

By Group v | &

Access Control Policy
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Edit Physical Interface

Mode: None

Name: INSIDE | Enabled

Security Zone: §  INSIDE_ZONE

Description:
m IPv4 IPv6  Advanced  Hardware Configuration
MTU: 1500 (64 - 9188)

N oao Name(O|&)2 QIE{H 0| A 2| nameif X L|C}.
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Overview Analysis Policies NN Objects AMP Jeploy System Help v admin v

Device Management NAT VPN QoS Platform Settings

FTD4100 | © concel |

Cisco Firepower 4150 Threat Defense

Devices Routing Inline Sets DHCP

[\ @ Add Interfaces -
Interface Logical Name | Type Security Zo... MAC Address (Active/... IP Address
5] Ethernet1/6 INSIDE Physical V4
(5] Ethernetl/7 diagnostic Physical V4
5] @ Ethemet1/8 OUTSIDE Physical &
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Overview Analysis Policies s Deploy System Help v admin v

Device Management NAT VPN QoS Platform Settings

FTD4100 ) cancel |

Cisco Firepower 4150 Threat Defense
Devices Routing Interfaces m DHCP

I &) Add Inline Set I
Name Interface Pairs
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Add Inline Set

[ conerr OIS

Name*: Inline-Pair-1

MTU*: 1500

FailSafe: L

Available Interfaces Pairs (% Selected Interface Pair

, Search [C1] INSIDE<->0QUTSIDE

INSIDE<->0UTSIDE
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Add Inline Set
General Advanced

Tap Mode:

Propagate Link State:

Strict TCP Enforcement:

Fo| QIEm|o|A & stLtvt ch2E M 22kl QIE{H O
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FTD CLIOIA 222! & ZAm|a g0l & QIEhLICt.

g
FTD CLIol 21915t m Qlatel # 74T a@ol41g SelgLict.

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode 1is off
Propagate-1link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: 509
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<{froot>
>

show nanei f

Interface Name

Et hernet 1/ 6

Ethernetl/7

Et hernet 1/ 8

QIE{H O|A AFEHE 2HQl%t

<#root>
> show interface ip brief

Interface

Internal-Data0/0
Internal-Data0/1
Internal-Data0/2

Et hernet 1/ 6

Ethernetl/7

Et hernet 1/ 8

EC1M QlEmolA HEE

<{froot>
>

show i nterface el/ 6

I NSI DE

diagnostic

QUTSI DE

IP-Address
unassigned
unassigned
169.254.1.1

unassi gned

unassigned

unassi gned

Interface Ethernetl1l/6 "INSIDE", is up

OK?
YES
YES
YES
YES

YES

YES

Security

0

Method Status

unset up
unset up
unset up
unset up
unset up
unset up

line protocol is up

Protocol
up
up
up
up

up

up



Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "INSIDE":
468 packets input, 47627 bytes
12 packets output, 4750 bytes
1 packets dropped
minute input rate 0 pkts/sec, 200 bytes/sec
minute output rate 0 pkts/sec, 7 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 96 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec
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>

show i nterface el/ 8

Interface Ethernet1/8 "OUTSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "OUTSIDE":
12 packets input, 4486 bytes
470 packets output, 54089 bytes
0 packets dropped
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 212 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 106 bytes/sec
minute drop rate, 0 pkts/sec
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Full Snort Minimal LINA
engine checks engine checks

Minimal LINA
engine checks

201 1. Packet-Tracer AF2 A|
5 XQEJZZX EAE HEIZ Qletel W2 S1tst= TS of
lLCt.
<#root>
INSIDE tcp 192.168.201.50 1111 192. 168. 202. 50 80

>
packet-tracer input

Phase: 1
Type: ACCESS-LIST

Subtype:
ResuTlt: ALLOW
Config:
Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

NG PS- MODE

Type:
Subtype: ngips-mode
Result: ALLOW

The flow i ngressed an interface configured for NG PS node and NG PS services is be applied

Config:
Additional Information

Phase: 3



Type: ACCESS- LI ST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet is sent to snort for additional processing where a verdict is reached

Phase: 4

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW
Config:

Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 5

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 106, packet dispatched to next module

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up
Action: allow
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<{froot>

root@KALI : ~#

scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (nho default route?)

Welcome to Scapy (2.2.0)
>>>

conf.iface='ethO

>>>

packet = I P(dst="192.168. 201. 60")/ TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]

>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

FTD CLIOIA O] ZHX{E & ettt 3 71X| TCP SYN/ACK Izl &

<tfroot>

>

S

capture CAPlI interface INSIDE trace match ip host 192.168.201. 60 any

>

capture CAPO interface QUTSIDE nmatch i p host 192.168.201. 60 any

712 AFE3H0{ TCP SYN/ACK I{ZE



<#root>
>
show conn det ai
1 in use, 34 most used
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
b - TCP state-bypass or nailed,
C - CTIQBE media, ¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - initiator FIN, f - responder FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - initiator data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, M - SMTP data, m - SIP media,
N - inspected by Snort
, n - GUP
0 - responder data, P - inside back connection,
g - SQL*Net data, R - initiator acknowledged FIN,
R - UDP SUNRPC, r - responder acknowledged FIN,
T - SIP, t - SIP transient, U - up,
V - VPN orphan, v - M3UA W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow
TCP Inline-Pair-1: QUTSI DE(QUTSI DE) : 192. 168. 201. 60/ 80 Inline-Pair-1:1NSIDE(INSIDE): 192
flags b N

, idle 13s, uptime 13s, timeout 1hOm, bytes 0

168. 201. 50/ 20,

N AT b ZEi - TOP AEH S3|7F B A95HEIR| o2 2 3 71E ASAE #Ix| B SYNIACK T}
s
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<tfroot>

>

show capture CAPI

3 packets captured

1: 15:27
S
0:0(0)
ack

0 win 8192
2: 15:27

S
0:000)
ack

0 win 8192
3: 15:27

S
0:000)
ack

0 win 8192

:54.327146

:54.330000

:54.332517

3 packets shown

>

3IZ!2 FTD C|HIO|AE

<ffroot>

>

show capt ure CAPO

3 packets captured

1: 15:27

0:000)

ack

:54.327299

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

ZEfich

192.168.201.50.20 > 192.168.201.60.80:



0 win 8192
2: 15:27:54.330030

S
0:000)
ack

0 win 8192
3: 15:27:54.332548

S
0:000)
ack

0 win 8192
3 packets shown
>

<#root>

>

show capture CAPI

3 packets captured

1: 15:27:54.327146
S
0:000)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

X T | Trace(F™)

A 3™ Snort A7

packet - nunber 1 trace

I XA
- O

a}

7t
=

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:



Phase: 3

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Confi g:

Addi tional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1ist CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

Phase: 5
Type: NG PS- EGRESS- | NTERFACE- LOOKUP
Subtype: Resolve Egress Interface

Result: ALLOW
Confi g:
Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node
Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 6

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 282, packet dispatched to next module

Phase: 7
Type: EXTERNAL- | NSPECT

Subtype:

Result: ALLOW

Config:

Additional Information:

Application: 'SNORT | nspect

Phase: 8
Type: SNORT

Subtype:
Resul t: ALLOW
Config:

Addi tional Infornation:
Snort Verdict: (pass-packet) allow this packet



Phase: 9

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
Action: allow

1 packet shown
>

T I AXIE 2| Trace(EE)E ALS 51 THZI0] #AY HZAT}
X|2t Snort AT M H&E AALEES & = U&LICH

<tfroot>

>

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 15:27:54.330000 192.168.201.50.20 > 192.168.201.60.80:

S
0:0(00)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

|[5IE2 2 ACL ZAAIE 23



Phase: 3
Type: FLOW LOOKUP

Subt ype:ing
Resul t: ALLOW
Config:

Addi tional Infornmation:
Found flow with id 282, using current flow

Phase: 4
Type: EXTERNAL- | NSPECT

Subtype:
ResuTlt: ALLOW
Config:

Addi tional Infornmation:
Application: ' SNORT | nspect

Phase: 5
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown

201 3. {1 E|= E2fZiol CHEt wated AZ Cl
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Snort Instance

* *M alware ’ No

Snort Verdict PR°F DROP

Defrag
DROP  Policy

Defrag Policy L_ EEEEE aﬁt Path 1
Data Path

Inline Pair§€ &3l TCP SYN/ACK I{Z!& T&E W ClH £ &g + &L

<ffroot>
>

system support firewall-engi ne-debug
Please specify an IP protocol:
tcp

Please specify a client IP address:
Please specify a client port:
Please specify a server IP address:

192. 168. 201. 60

Please specify a server port:

80

Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session

192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 Deleting session
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Protocol
up
up
up

OK? Method Status

<#root>
>
show interface ip brief
Interface IP-Address ?
Internal-Data0/0 unassigned YES unset up
Internal-Data0/1 unassigned YES unset up
Internal-Data0/2 169.254.1.1 YES unset up
Et hernet 1/ 6 unassi gned YES unset down down
Ethernetl/7 unassigned YES unset up up
Et hernet 1/ 8 unassi gned YES unset adninistratively down up
>
AlELCt.

FTD 230{|= CtS0|

<#root>
>
show | og
Jan 03 2017 15:53:19: %ASA-4-411002
on Interface Ethernetl1l/ 6, changed state to down

Li ne protocol
Jan 03 2017 15:53:19: %ASA-4-411004
changed state to administratively down

| nt erface QUTSI DE,
Jan 03 2017 15:53:19: %ASA-4-411004:
changed state to administratively down

Interface Ethernetl1/8

Jan 03 2017 15:53:19: %ASA-4-812005
Li nk- St at e- Propagati on activated on inline-pair due to failure of

>

interface Ethernet1/ 6(1NSIDE) bringing
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inline-set & Ef= 27} QIE{m|O|A HIEH{ 2|

<#froot>

>
show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off

Tap mode is off
Propagate-link-state option is on

hardware-bypass mode is disabled
Interface-Pair[1]:
Et hernet 1/ 6 "I NSI DE"

Interface:
Down( Pr opagat e- Li nk- St at e- Acti vat ed)

Current - St at us:
Interface: Ethernetl/8 "QUTSI DE"
Current - Status: Down(Down-By- Propagat e- Li nk- St at e)
Bridge Group ID: 509
>
27K QIE{H|o|A S| AEH R O|& = QITfLCt.
<#root>
>
is down, line protocol is down

show interface el/ 6
Interface Ethernetl/6 "I NSIDE",

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1



Pr opagat e- Li nk- St at e- Acti vat ed

IP address unassigned
Traffic Statistics for "INSIDE":
3393 packets input, 234923 bytes
120 packets output, 49174 bytes
1 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 6 bytes/sec
minute output rate 0 pkts/sec, 3 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

Ethernet1/8 QIE{mH|0|A 2| B!

<#froot>
>

show i nterface el/8

Interface Ethernet1/8 "QUTSIDE", is administratively down, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500
IPS Interface-Mode: inline, Inline-Set: Inline-Pair-1

Down- By- Pr opagat e- Li nk- St ate

IP address unassigned
Traffic Statistics for "OUTSIDE":
120 packets 1input, 46664 bytes
3391 packets output, 298455 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 3 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

T R

switchportE CtA| #4385t FTD 2204 ChZ 0| EA[E LICEH

<ttroot>

>



show | og
Jan 03 2017 15:59:35: %ASA-4-411001:
Li ne protocol on Interface Ethernetl/6, changed state to up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface Ethernet1l/8, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface OUTSIDE, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-812006:

Li nk- St at e- Propagati on de-activated on inline-pair due to recovery of interface Ethernetl/6(INSIDE) brir

\'2

s2u
olatol, Qlatol &

Hoee IjA|lE 2EO|M RS 5= QIE{H| 0| A0S NATZF XIS E|X| of&LCH.

https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/quide/fpmc-config-

quide-v601/Network Address Translation NAT for Threat Defense.html

Qletel & QIE{m| O] A R E0d|Af mHZ! AHEH

Block 7218 44351, FTD @12t %2 S8 EiTie M&stm, olnlxlol EAIE Z&H S&2

ZHEELCH

Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device &) Add Category

w Mandatory - FTD4100 (1-1)
71 192.168.201.0/24 any
w Default - FTD4100 (-)

There are no rules in this section. Add Rule or Add Category

@ Add Rule | Search Rules <

Default Action Intrusion Prevention: Balanced Security and Connectivity ' 5 !

73
.|
i

i
il
fjo
omm
rok

HXE &35t FTD QIEIeI 42 E3H SYN/ACK IZ!E MEELICH EBf=lo| &t


/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

ErELICH

<#root>

>

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 210 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.201.60 any

A
il
ol
3
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Fo| F A|ELICH.

<tfroot>
>

show capture CAPI packet-nunber 1 trace

3 packets captured

1: 16:12:55.785085

192.168. 201. 50. 20 > 192. 168. 201. 60.80: S 0:0(0) ack O win 8192

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: NG PS- MODE



Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:

Addi tional |nformation:

The flow ingressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og
Resul t: DROP
Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Addi tional |nformation:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

1 packet shown

Ol ZS0f A= THZ!0] FTD LINA ATI0f of3H APRIEIAT FTD Snort AT HEFEIX| 4422 @
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o|O0|x|ofl Z A|El CHZ Devices > Device Management > Inline Sets > Edit Inline Set > Advanced 2
0|5 35t04 Tap ModeE & M35}HErLICtH

Edit Inline Set

s

Tap Mode:

4

A

Propagate Link State:

Strict TCP Enforcement:

1
e

<#root>

>

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"



Current-Status: UP
Bridge Group ID: O

EH OIE{H|O|A ZQio 2 FTD QI2tQl 4

7|8 o|&

[— —

« Inline Pair with Tap 28 T 44574

- CIRPE EE R IS EE0M AEE

- LINA QIZI 7|5(NAT, 22 E S)of s
Ct

« AN EgfEL2 AMNE £ aLC.

- AX EEf=lo
LICt

A 4
>
o
=3
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P

Inline Pair with Tap Mode(& Z=9| 212}

£ Soll CtE22 Flguoh

<#froot>
>

show capture CAPI packet-nunber 2 trace

3 packets captured
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2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:
Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>



QIZ} Q1 4 4l Etherchannel

CS 271 K| B8O 2 etherchannell} QI2Q1 e FAIEH 4~ Ql&LCE.

1. EtherchannelO| FTDO|AM S 2 E
2. Etherchannel@ FTDE HZ/LICHFXOS ZE 2.3.1.3 014 E2).

EtherchannelO| FTDO|AM S 2 E

FTD Active

Po33 Ooo> sl Ja Po° 0 Po33

T L A <q>
= inline-set E

== —

> inline-set T

P055 A Po3 i E Po5 A Po55
\v) —\Y \v)

FTD Standby

SW-AZ2| Etherchannel:

<#root>

SW-A#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gi3/11(P)
35 Po35(SU) LACP Gi2/33(P)

SW-B2| Etherchannel:

<#root>

SW-B#

show et herchannel sumrary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)

55 Po55(SU) LACP Gil/0/4(P)

EDfEI2 MAC T4 &2 7|Ho 2 #/ FTDE Sall HEELICH

<tfroot>




SwW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FTDO| latel &gt

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"
Current-Status: UP
Interface: Port-channel5 "QUTSI DE"
Current-Status: UP

Bridge Group ID: 775

S

HIO:FTD ol x| O|HES| A EfE SE2 FZ ¥ 1012 MAC FAE & &35
Cll A% A2l Alztol et &2k &Lt

FTDZ £ 3 Etherchannel



FTD Active

E1f3= - E1/5

Po33 Qg™ f Po33
I mN, s q>
— inline-set S=—2
= inline-set T
Po55 E1/3 B R E1/S Po55
|\ [
L\ A
FTD Standby
SW-AZQ| Etherchannel:
<#root>
SW-A#
show et her channel sumrary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7
(1)
CHZ| FTDE &8t LACP I{Z!2 AHEHELICY.
<#root>
FTD#
capture ASP type asp-drop fo-standby
FTD#
show capture ASP | i 0180.c200. 0002
29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11e2 0180.c200.0002 0x8809 Length: 124

SW-B2| Etherchannel:

<ffroot>
SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)



55 Po55(SD) LACP Gil/0/4

(s)
EZ|EZI2 MAC TA st&2 7|dlo 2 &M FTDE S6ll MY E L ct
<#root>

SW-B#

show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC
Po33

Total Mac Addresses for this criterion: 1

FTDO| Qlatol Zgt:

<tfroot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Ethernetl/3 "I NSIDE"

Current-Status: UP

Interface: Ethernetl/5 "QOUTSI DE"



Current-Status: UP

Bridge Group ID: 519

/A Zol: o] AlLb2I20lA FTD &off x| o|HE | Z
LACP &40l 2l ChEo, S AlZHo] B o Z

ON(LACP

gig)el
HA R ) L—

=X 52

A o T AT

A
e

o
oT

A

T

B UHPA A|ZFH2 MAC =&

AT A A|ZE2 F 2 Etherchannel
Ql&LICt. Etherchannel 2E 7}
st&of ek et & LCh

H|1: Inline Pair vs Inline Pair with Tap

Qletel &

Tap7Zt A= Qletel ¥

> olg}ol

o
el
EH

Al
elztel &g Inline-Pair-1
MtuE 1500Ht0|E IL|C}
Failsafe 2 =7} AH/gH5HE
ol = x|(Failsecure) 2= 7} SHA|E
= ZETJHIHA U}&LICH.
Propagate-link-state &M 0| 7 &

PN |

> olztol &

o
EH

Al
elztel & Inline-Pair-1
MtuE 15004} O|E lL|C}.
Failsafe Z =7 A%/&d3E
ol = x|(Failsecure) 2= 7} SHA|IE
B 2ETH AKX U&LICH
Propagate-link-state S440| 74&

StE904= EtherSVI, BW 1000Mbps,

RO E | S = olof holujAa Be vt uigstalgy| SHERIOT HHOITHA REJ IR EEtEI
HEA LG &Lt
QIE{T O] A W[1]; CIEIH Ol 2 &1]:
QIE{T|O|A: Ethernet1/6 "INSIDE" 2IE{H| 02 Ethernet1/6 "INSIDE”
SIXH ALEY: AHE sl o EN: 2 S
QIE{H 0|A: Ethernet1/8 "OUTSIDE" || o1t Ol Ethernet1/8 "OUTSIDE"
SIXH ALEY: BHE T o Ef: &S
= 3|x| 28 ID: 509 SElR[2E1D:0
> >
> show interface e1/6 > show interface e1/6
CIE{H|0| ||Interface Ethernet1/6 "INSIDE", 2t& &, ||Interface Ethernet1/6 "INSIDE", 28 &,
S EA|EHZI=EI XSS AMz2EE NS5

StE904E= EtherSVI, BW 1000Mbps,




DLY 1000usec

MAC =24 5897.bdb9.770e, MTU
1500

IPS QIE{m|0|A R E: QIZ}Ql 21z}Ql

E|5t OlabQI A 1

SRS IPFA
"LHEof CHEt EeHE SHA:

3957 %! 2124 264913HIO0|E

144 1Z! £33 58664HI0|E

47K THZ! AFx|

18 Q34 £ 0 pkis/=Z, 26HI0|E/E
Z=, THIO|E/Z=
T, Opkts/=
212 _'.Z_Opkts/' 28HIO|E/x
%Eﬁ ’45 0 pkts/=, 9HIO|E /X
T, Opkts/=
> show interface e1/8
Interface Ethernet1/8 "OUTSIDE", 2t& &
EMEZZREZERE S
StE9lo4= EtherSVI, BW 1000Mbps,
DLY 1000usec
MAC =24 5897.bdb9.774d, MTU

1500
IPS QIE{HO|A 2 E: QIEFQI, 2lEI2l
oI} Q1M1
SRR 42
"Q|F"of CiEt EEE SAI:

1447H THZ! =24, 55634HI 0| E

3954 m{Z! £234 339987HI0|E

07H THZ! AP

2 3 KT 0 pkts/=

J)

X|5t-
= H .

e P FEA

 THIO|E/=

& Opkts/=

24 £ 0 pkts/=Z, 8HIO|E/ZE
2 & 0 pkts/ZE, 39HIO|E/Z
PR &5 &£, Opkts/=

()]

(@) ]
A AL AT AT H[[
1z nH»

()]

DLY 1000usec
MAC =24 5897.bdb9.770e, MTU
1500
IPS Interface-Mode: inline-tap,
Inline-Set: InIine Pair-1
=X 2 1P FL
"LHEof CHEt EeHE SHA:
2471 mfZ! =4, 1378HIO|E
0 THZ! &34, 0 HO|E
2471 TiZ! ALK
18 Q84 £ 0 pkits/=, 0 HIO|E/E
18 £3 £ 0 pkts/=E, 0 bytes/=
12 &KX S5, Opkts/=
58 23 £ 0 pkts/Z, 0 bytes/Z=
SR &Y ’—T_'.:_ 0 pkts/Z, 0 bytes/Z=
58 MK ST, Opkts/=
> show interface €1/8
Interface Ethernet1/8 "OUTSIDE", 2t & &
EMEZZEE RS S
StE2llo{= EtherSVI, BW 1000Mbps,
DLY 1000usec
MAC =24 5897.bdb9.774d, MTU
1500
IPS Interface-Mode: inline-tap,
Inline-Set: Inline-Pair-1
EFERI A2 IPFL
"Q|F"oi CHEt EEE SAI:
1 THZ! @124, 441HIO|E
0 I{%! &=, 0 HiO|E
Ny LR EARD
18 Q84 £ 0 pkis/=, 0 HIO|E/E
1B E8 K50 pkts/ZE, 0 bytes/Z=
12 &KX S5, Opkts/=
SE B EE0 pkts/ZTS 0 bytes/Z=
SR &Y ’—T_'.:_ 0 pkts/Z, 0 bytes/Z=
58 MK &%, Opkts/=

> show capture CAPI packet-number 1
trace

1:16:12:55.785085 192.168.201.50.20
> 192.168.201.60.80: S 0:0(0) ack 0 win

> show capture CAPI packet-number 1
trace
Zix{El o= 374

1:16:56:02.631437 192.168.201.50.20
> 192.168.201.60.80: S 0:0(0) win 8192
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HMA IF CSM_FW_ACL_ M
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-id
268441600: HA|A HE: FTD4100 - =
/1

access-list CSM_FW_ACL_ remark rule-id
268441600: L4 T+=]: & 1

z'<_7|. x4 H.
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3. NGIPS MODE
23: ngips-mode

3¢l ¥ 21

At MANEARAEZ 7tsH

AN

HM|A 2F CSM_FW_ACL_ <
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-id
268441600: HAM|A HE: FTD4100 - E=
/1

access-list CSM_FW_ACL_ remark rule-id
268441600: L4 T+=]: =& 1

F7tHE:
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