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- Firepower Management Center %1 6.0.0 0|4}

- AZEQ0] T 6.0.1 0|42 A= ASA Firepower Defense O|0|X|(ASA 5515-X, ASA

5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X)



. AT EQo{ ™ 6.0.0 0|42 A& St= ASA Firepower SFR O|0|X|(ASA 5515-X, ASA 5525-
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Access Control » Access Control | Network Discovery  Application Detectors | Correlation | Actions

- [ © cancel |
Default Base Policy [ @ cancel |
Identity Policy: None 5L Policy: None
Tz Inheritance Settings | [¥] Policy Assignments (1)

Security Intelligence  HTTP Responses  Advanced

@R Filter by Device @ Add category € Add Rule | Search Rules

Source Dest Source Dest
#  Name Zones Zones Networ Networks VLAN Tags users Applications Src Ports Dest Ports URLS Action P v

1 Rule-1

w Default - Default Base Policy (-)

e: this section. Add Rule or Add Category

Default Action Intrusicn Prevention: Balanced Security and Connectivity V
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268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart)
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart)
268436480 al low any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart)
268436480 al low any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart)

268435456 all ow any any any any any any any any (ipspolicy 2)
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Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Default Base Policy (8 cencel |

. e Tz Inheritance Settings | [F] Policy Assignments (1)
Security Intelligence HTTP Responses Advanced

ﬁr by Davi:; : : @ Add Category (@) Add Rule  Search Rules

#  Name ::;e [z’:l;s m\:ﬂs mrks VLAN Tags Users Applications Src Ports Dest Ports URLs. ‘Adinn ‘ v T B e

21111 =23.3.3.3 & facebor k com p
Allo 0
2222 Shasas & twitter. + Allow & G

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity vm

0| 4T/ 22| 0| 440l = Management Center®| EF 7%10] Z# /0] U&LICH 2EILE Mol 7
Sotm L o] a2 ol Lot i ZAE sl Falo= starEL

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"facebook. conm')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"facebook. conm')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url
"twitter.cont)

268435456 all ow any any any any any any any any (ipspolicy 2)
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Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

Default Base Policy [ @ cancel |

Identity Policy: None SSL Policy: None
Tz Inheritance Settings | [ Policy Assignments (1)
m Security Inteligence  HTTP Responses  Advanced
# Filter by Device @ Add Category (3 Add Rule  Search Rules

Source Dest Source Dest
Name Zones Zones Networks Networks VLAN Tags Users Applications Src Ports Dest Ports URLs Action » ' B

[ ERER] 3333 & HTTP @ facebook.com .
222 meads 2 HrTRS Dtuitercom ¥ Allow

n. Add Rule or Add Catsgory

O| Z4x|aailo|M0ll= Management Center2| e 7 =!0] Z& |04 &Lt Lt MMM F
£5t1 Lt ol 72 O30 Lot (e WM™ 1671 e 2 & EELICH

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url
"twitter.cont)

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"facebook. cont')

268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url
"twitter.cont)

268435456 al |l ow any any any any any any any any (i pspolicy 2)
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Access Control » Access Control  Network Discovery  Application Detectors ~ Correlation  Actions v

Default Base Policy | © cancal |

Identity Policy: None S5L Policy: None
= Inh Settings | [F] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device © Add Category | @ Add Rule | Search Rules

v Mandatory - Default Base Policy (1-1)

1111 F3333 O HTTP @ facebook.com =
=2 L = @
2222 Eag4a I HTTPS @ twitter.com o Allow 0 o |

w Default - Default Base Policy (-)

ZE Al o Z2(7|0|M B XIZ|E A8 et T B0l Liet e WY HEEl= 7=l =71 16740
M 8712 E0{§LICH

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook. cont)
268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.cont)
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook. cont)
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.cont)
268436480 al low any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook. cont)
268436480 al low any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.cont)
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "facebook. cont)
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid
676:1, 1122:1) (url "twitter.cont)
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Identity Policy: None SSL Policy: None

Tz Inheritance Settings | [¥] Policy Assignments (1)

m Security Intelligence ~ HTTP Responses  Advanced

#A Filter by Device () Add Category () Add Rule  Search Rules
Source Dest Source Dest
w Mandatory - DonotTouch (1-2)
. Two [0 181 Internet
1 ., AllowFile [7) 1-800-Flowers any « Allow Lo & B8
+ One D
100ye.com
2 AllowtheRest n « Allow 0 & oo 7 |
w Default - DonotTouch (-)
There are no rules in this section. Add Rule or Add Category
Default Action Intrusion Prevention: Balanced Security and Connectivity e

AllowFile Tt %0l = €5 oiZ (7 0|M & X|7], H EA & P | Z420| 27l VLAN IDQ &X[5t=
E stLt7t A& LICH AllowFile T+&2 of2ie Z 0| 270 #AIe 2 & F ELICH

268436480 all ow any any any any any any 1 any (log dcforward flowstart) (ipspolicy 5)
(filepolicy 1 enable) (appid 535:4, 1553:4, 3791:4)
268436480 all ow any any any any any any 2 any (log dcforward flowstart) (ipspolicy 5)
(filepolicy 1 enable) (appid 535:4, 1553:4, 3791:4)
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Identity Policy: None SSL Policy: None

Tz Inheritance Settings | [¥] Policy Assignments (2)
m Security Intelligence  HTTP Responses  Advanced

&8 Filter by Device © Add Category = &) Add Rule  Search Rules

Source Dest Source Dest

n Network: )
‘w Mandatory - DonotTouch (1-2)
® Adult and Porr )

1 Block % Alcohol a dT 2 Block L] o & B

2, Internal = 3

% s,
2 AllowFile = bmz Internal  Allow L} o & @
‘w Default - DonotTouch (-)

this section. Add Rule or Add Category

XHEH 7212 Adult and pornography Any Reputation(42! & SEHE 2 E ") 2! Alcohol and
Tobacco Reputations 1-3(F & % EHf BE 1~3)2| URL HF & RIEHELICE o] 7&IS
Management Center2| Tt 7 Z/0[X|2t Mol 72 F 5t of2fof| Liet /U= WAH 27 #ESE
& &E Lot

268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 11)
268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 76) (urlrep
I e 60)
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Identity Policy: None SSL Policy: None

= Inheritance Settings | [¥] Policy Assignments (2)
m Security Intelligence ~ HTTP Responses  Advanced

#8 Filter by Device (© Add Category () Add Rule  Search Rules

w Mandatory - DonotTouch (1-2)

1 Interfac %, Internal &, Intern. « Allow L! 0 &
2 Allow  Allow &
s in this section. Add Rule or Add Category
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268438531 all ow any any any any any any any any (log dcforward flowstart)<----- Al'l ow Access Rul e
268434432 all ow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<-------
--Default Intrusion Prevention Rule
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Identity Policy: None SSL Policy: None

Inheritance Settings | [¥] Policy Assignments (2)

m Security Intelligence ~ HTTP Responses  Advanced
#8 Filter by Device &) Add Category () Add Rule  Search Rules

Source Dest Source Dest

URLs ‘An:tlon ‘ i e ‘

# Name Zones Zones Networks Networks VLAN Tags Users Applications Src Ports Dest Ports

w Mandatory - DonotTouch (1-2)
. Inters |

1 . Interfaces 2 Internal s External  Allow L] o u}
DMZ

2 Allow « Allow E o & B

‘w Default - DonotTouch (-)

There are no rules in this section. Add Rule or Add Category
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268436480 allow 0 any any 2 any any any any (log dcforward flowstart) <------ Rule for Interna
to DMZ)

268438531 all ow any any any any any any any any (log dcforward flowstart)<-------- Al l ow Access
rule

268434432 all ow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<-------
-Default Intrusion Prevention: Balanced Security over Cbnnectivity
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