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1. Smart LicenseE S5 324 FMC7} QIE{SIof M|ASHoF & LICEH QIS M7 HTTPSE &3
FMCZ2} Smart License Cloud 7H0fl netE|2 2 ZZ2 0| SAlo| P& £ £+ UE CIHIO|ATE GE
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Token(M EZ2) HEWM EZ IDE &2 &LICH

A5c0 Software Cenfral = Smart Software Licensing i TAC Cisco Systems, Inc

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Cn-Frem Accounts
vinual Accour: NN -
General Licenses Product Instances Event Log

Virtual Account

Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virual account
New Token |
Token Expiration Date Uses Export-Controlled Description Created By Actions

MZRMMWVKYmIZmRL B 2020-Jun-30 19:34:48 (in 16 Allowed ] - Actions =

ZmJODEZYJEIOTYZI0.. B 2021-May-22 00:54:03 (in 34 Allowed _ Actions =

Zast S5 E A25E{H ol EE SMHo 2 SEEl ME0i CHsH Allow export-controlled(LH 2 LY
7| Mo 7|5 318)2 S stELICt &gststm = elztol =l E A|7F LEEFELICE.
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/content/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
/content/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
/content/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
/content/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
/content/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
/content/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
/content/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html

Create Registration Token g

This will create a token that is used to register product instances, so that they can use licenses from this virual account. Once it's created, go to
the Smart Licensing configuration for your products and enfer the loken, (o register therm with this virtual account

Descriplion Descriplion
* Expire After: a0 Days

Between 1 - 365, 30 days recommended

Max. Mumber of Lsas

The foken will be expired when edher the expiration or the mawimum uses is reached

Allow export-controlled functionality on the products registered with this token @
Create Token Cancel

FMC Smart 20| MIA

OII'I

FMCO| A System(A|AE) > Licenses(2H0|4A) > Smart Licenses(Smart 2tO|MA)E 0S5t Of
o|O|X|0oi| EAIEl CHZ Register(SE) HES ME4EILICEH

R Flrepc:-wer Managemem Center
cisco stem J Licenses | Smart Licenses

Q, Overview Analysis Policies Devices Objects AMP Intelligence

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token from Registar
Cisco Smart Software Manages, then click Register egiste

Smart License Status

Usage Authonzation: ==
Product Registration: Unregistered
Assigned Virtual Account: _
Export-Controlled Features: -
Cisco Success Network --

Cisco Support Diagnostics: ==

Smart Licensing Product Registration(Smart Licensing M Z S5) ol E2 IDE 245t 0| o|0O]
X|ol ZAIE! CHZ Apply Changes(#Z AlE X 8)E MEHEHLICY.



Smart Licensing Product Registration 9

Product Instance Reqistration Token:

.GWHMEEMTAIHEGW‘I’WG‘!‘WILTWHTII'.IMGM:I"-IGJI"l’mthHDUwLTE'lGT{HDTG'S'?IE- -
0ANzc30DBASNVX e 2tPaks4 SESJc25xTDkySnFYemp TZnJEWVAVOUISUINIOWFM -

If you do not have your ID token, you may copy it from your Smart Software manager The
under the assigned virtual account. Cisco Smart Software Manager

Management Center establishes a secure connection 1o the Cisco Cloud so that it can
participate in additional service offerings from Cisco. Management Center will establish and
maintain this secure connection at all imes. You can turn off this connection at any time by
disabling Cisco Success Network and Cisco Support Diagnostics. Disabling these services
will disconnect the device from the cloud.

Cisco Success Network

The Cisco Success Network provides usage information and statistics to Cisco. This
infarmation allows Cisco to improve the product and to make you aware of unused available
features 5o that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco.

Enabla Cisco Success Network

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced

support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration

and operational health data from your devices and process that data through our automated
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Internet connection is required. Cancel Apply Changes

Smart License S50| &35tH, 0| o|0|X[of| EA|E! WA Product Registration(X|
0f Registered(S S &)7t ZA|IELICEH

T
oin
Ju
a
il



'éll's' cllcll EMC Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy I+ @ Global\adminv
Smart Licenses

Smart License Status Cisco Smart Software Manager @ C*
Usage Authorization: Authaorized (Last Synchronized On Jun 15 2020)
Preduct Registration: Registered (Last Renewed On Jun 15 2020)
Assigned Virtual Account: _
Export-Controlled Features: Enabled
Cisco Success Network: Enabled i@
Cisco Support Diagnostics: Disabled @
Smart Licenses Filter Devices... ® Edit Licenses
License Type/Device Name License Status Davice Type Domain Group
» Base (5)
Malware (0)
Threat (0)
URL Filtering (0)
=

FTD C|HFO|A0] 7|ZHE BlO|MAE &S 5led™ Edit Licenses(ZHO|MA =& MENSHL|CH O™
CIS &2l ClHo|AE MBS0 Devices with license(2HO|MIA 7L Q= C|HFO|A) MlMof| =7}
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Edit Licenses )

Malware Threat LRL Filtering AnyConnect Apex AnyConnect Plus AnyConnect VPN Only

Devices without license Devices with license (1)
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Message X

The irmduct instance "UD|_PID:NGFWv 'JDI_SN_. " in the Virtual Account -

' connected and successfully renewed it's identity cerificate

Press cirl + ¢ to copy selected text to clipboard.
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FMC2| 55 4Ei= Inventory(QIH E 2[) > Product Instances(M& QUAEIA)0|M EQIE 4 Q&
l—lEP Event Log(O|HE 21) B0 M O|HIE 23 E =QIEFL|Ct. Smart License S5 & AFS A E{
= Inventory(2IHIE 2]) > Licenses(2t 0| M A) B0l M & Qlgh = & LICH FOist 7|7HE 2tolMA
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FMC Smart 2tO|MlA S5 F|&

Cisco SSMO|M FMC S& #|4&

O0{iH O|RE 2lo|MAE ZE|ASIHLU CIE EZS AF235e{H
Licenses > Smart LicensesE 0|535l0{ 52 "l/\ HES M= E*l—lEP.

bl FMC_ Q, Overview Analysis Policies Devices Objects AMP
CISCO  Smart Licenses

Smart License Status Cisco Smart Software ManageE:’

SSM &0llM S5 AN

Smart Software Manager(Cisco Smart Software Manager)H| 4 M|A 31 Inventory(QIHIEE]) >
Product Instances(M|& QIAEIA)0|M CHA FMCOIM Remove(M7H)E MEHEILICH O3 CHS
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https://software.cisco.com/#module/SmartLicensing

Cisco Software Central > Smart Software Licensing _
Smart Software Licensing Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences Cn-Prem Accounts Activity

Virtual Account: [INEG_ © Major @ Minor  Hide Alerts
General Licenses Product Instances Event Log
Authorize License-Enforced Features... [ fmcy o,
Mame Product Type Lasgt Contact Alerts Actions
fmev-rabel FP 2022-5ep-13 09:28:40 Actions =
fmevayz1 FP 2022-5ep-12 14:01:45 Artinng -
Transfer...

Confirm Remove Product Instance

If you continue, the product instance “fmcvxyz1” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.

Remove Product Instance Cancel

RMA

FMC7F RMAQ! 22 FMC Smart License De-Registration(FMC AOLE E}O|MA S5 £F[A) >
Remove Registration from SSM Side(SSM S0 §5 X|74)2| EtA|of| 2t CSSM(Cisco Smart
Software Manager)0ilA FMCE& S& |48 Ct& FMC Smart License Registration(FMC AOHE 2}
O|MlA S&) Mol EhA[of 2t CSSMoi| FMCE CHA| SE&FLCt.
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FMC CLI(0: SSH)0i| 24 M[A L0 AlZtO| SHIED AlZ|
QletL|C} 1B M= Smart License 21501 AFRE|E 2 FMCO| 2HIE AlZt HE T} Qloqof & L|Ct

<#root>
admin@FMC: ~$

date
Thu
Jun 14 09:18:47 UTC 2020
admin@FMC: ~$
admin@FMC: ~$
ntpg -pn
remote refid st t when poll reach delay offset jitter
*10.0.0.2 171.68.xx.xx 2 u 387 1024 377 0.977 0.469 0.916
127.127.1.1 .SFCL. 13 1 - 64 0 0.000 0.000 0.000
FMC UIO| A System > Configuration > Time Synchronization| NTP Mt {2 & IgfL|Ct.
O|& &2l AF8 L tools.cisco.comOi| CHEH 4 7Hs4d & ol
2018t 4= 911 tools.cisco.comOi| @1Z4E = QI=X| &olghLct

= =

FMCO{| A FQDNZ

<tfroot>

>

expert
adm n@MC2000- 2: ~$

sudo su
Password:

root@FMC2000-2: /Volume/home/admin# ping tools.cisco.com
PING tools.cisco.com (173.37.145.8) 56(84) bytes of data.
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=1 tt1=237 time=163 ms
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=2 tt1=237 time=163 ms
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FMC Ul2| System(A|AE]) > Configuration(Z1I| 121 0|41) > Management Interfaces(2t 2| QIE{ |

O|A)oflAM 2| IP & DNS ME{ IPE & QlgtL|Ct.
FMCO{| M tools.cisco.com2E HTTPS(TCP 443) A
AF& 3504 FMC7} tools.cisco.comOil CHEF HTTPS 4 M[A
LS

= curl Od2i=

Telnet EE&= So= ()
QIEHLIC} TCP 443 S4l0] 371 S W3kl ofsh AHEFE|X| 27 Zof SSL 23 o
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<#root>
root@FMC2000-2:/Volume/home/admin#
tel net tools.cisco.com 443

Trying 72.163.4.38...

Connected to tool s.cisco.com

Escape character is 'A]'.
ACConnection closed by foreign host.

<--- Press Crl+C

HAEHAE:

<#root>

root@rMC2000-2: /Volume/home/adm1in#

curl -vvk https://tools.cisco.com

Trying 72.163. 4. 38..

* TCP_NODELAY set

* Connected to tools.cisco.com(72.163.4.38) port 443 (#0)

* ALPN, offering http/1.1
* Cipher selection: ALL:!'EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
* CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSvl.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):

* TLSv1l.2 (OUT), TLS change cipher, Change cipher spec (1):
* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Change cipher spec (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):
* SSL connection using TLSv1.2 / AES128-GCM-SHA256
* ALPN, server accepted to use http/1.1
Server certificate:
subject: C=US; ST=CA; L=San Jose; 0=Cisco Systems, Inc.; CN=tools.cisco.com
* start date: Sep 17 04:00:58 2018 GMT
* expire date: Sep 17 04:10:00 2020 GMT
* dssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2
SSL certificate verify ok.
GET / HTTP/1.1
Host: tools.cisco.com
User-Agent: curl/7.62.0
Accept: */*

HTTP/1.1 200 OK
Date: Wed, 17 Jun 2020 10:28:31 GMT
Last-Modified: Thu, 20 Dec 2012 23:46:09 GMT
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< ETag: "39b0le46-151-4d15155dd459d"

< Accept-Ranges: bytes

< Content-Length: 337

< Access-Control-AlTow-Credentials: true

< Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

< Access-Control-Allow-Headers: Content-type, fromPartyID, inputFormat, outputFormat, Authorization, Co
< Content-Type: text/html

< Set-Cookie: CP_GUTC=10.163.4.54.1592389711389899; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domain
< Set-Cookie: CP_GUTC=10.163.44.92.1592389711391532; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domai
< Cache-Control: max-age=0

< Expires: Wed, 17 Jun 2020 10:28:31 GMT

<

<html1>

<head>

<script language="JavaScript">

var input = document.URL.indexOf('intellishield');

if(input !'= -1) {
window.Tocation="https://intellishield.cisco.com/security/alertmanager/";
}

else {

window. Tocation="http://www.cisco.com";

1

</script>
</head>

<body>

<a href="http://www.cisco.com">www.cisco.com</a>
</body>

</html>

* Connection #0 to host tools.cisco.com Teft intact
root@rMC2000-2: /Volume/home/adm1in#

FO|

—

DNS

ok

tools.cisco.comO0i| CHEH & 2lo| M3 =X| = lghL|Ct.

<#root>
root@FMC2000-2: /Volume/home/admin#
nsl ookup tools. cisco.com

Server: 192.0.2.100
Address: 192.0.2.100#53

Non-authoritative answer:

Name: t ool s. ci sco. com
Address: 72.163.4.38

apProxy7t A ElE B2 FMC & ZEA| MH & ZF0M 22 =QIELICH FMCOIM FMC7t 2
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<#root>
root@FMC2000-2:/Volume/home/admin#

cat /etc/sf/smart_call hone. conf

KEEP_SYNC_ACTIVE:1
PROXY_DST_URL:https://tools.cisco.com/its/service/oddce/services/DDCEService

PROXY_SRV: 192. 0. xX. XX

PROXY_PORT: 80

[
1
30
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FMC UI0ll M Z & Al Zf2 System > Configuration > Management Interfaces0i| A & Q|
Ct.

FMCE zfo| E&slM ZE Al MHE g/ 2 = QIELICHH: ZF Al M7 FMC &
tools.cisco.com0| CHEt HMAE {ESt= BR). £t ZEAE St EcffE L IS eSS &
& LICH. FMC= Smart License S8 2 2I5H QIS MHE ArE & LICH

HEEEEID

HZE EZ D7t SR EX| L A=K =HQIFLICH B2 E[HH Smart Software Manager 2 2| X}oi| 7|
MEZg dasn M EZ IDE Smart 2tO|MAE CHA| S TS Q™ELICH

FMC HOo|Ego| ¥d4

20| ZEA|E= SSL &3 S Hx[o T =2 ADLE BIO|MA CIZE SHIZH =& =
ReE BRI USE = UELICE 7ts5HH 0|28t CIHFO|AE I|SIEE FMC QIE{Y! M| A0 CHEH
Z2E Bd35l 10 Smart License SE S CHA| A|Z5HAAL.

FMCO{|A &E O|HIE Z Ol

FMCO{| M System > Health > Events2 O|& 5t Smart License Monitor Z = 2| 4 E{0I|IMH L7 E
EQIBLICH 0 & 504 BtEE QIS ME Qs 20| Mufst= F< o] o|0|X|oi| EA|E CHE id €l
SM o= 2 277 dHELICH

Haealth Monitor Table View of Haalth Events

SSM £2o| o|HE =7 &0l

FMC7} CSSMOi| A& £ Q= A< Inventory(RIHE Z|) > Event Log(O|HIE Z7)0{| A A9
O|HE 21 & &QIgfL|Ct. cSSMO] O|Et O|HIE 21 £ 2@F 27 YUEX| &QlghLct.



FMC AtO|E Q| Zh/2 ol 2XI7}t g3 CSSM &0 O|HIE 217t gl= B FMC2 CSSM 7+9| &

20 2X7t U2 7t580| A&LICt.

oletx{ol 2

S5 L HEt Fo dE 29

NE S5 HEf A& ek Foi HEf ||2f7d
FMC7P Registered(S&E) = valuatlon(“"ﬂ) =

SEEX| S — =7t ot =L|ct. Ol= FMC M%x| & EE= 90 H7t 2t
O|A1IA E'"E o| 7<7| *"EHO ||_—_|.
FMCE= CSSM(Cisco Smart Software Manager)™| &

SEH &0l SXH /&8 MEA3EMOR SSE FTD C[HIO
A7F AJ&LCt.

- . FMC7H 902 0|4} Cisco 2H0|4IA o= of & Al5tX

= et Hof pra g EgHJLm 1S Cisco 240l &St
AN AAH .
FMC7} CSSM(Cisco Smart Software Manager)oll S
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sifuanfus FMC

Cl5co : =4 Cerview Analysis Policies Drevices Objects AMP Intellig
=Marg LIcensas

o Errar The token you have entered is %
invalid.

Welcome to Smart Licenses

Before you use Smart Licenses, obtain & registraton token from [—\R — |
Citco Smart Soltwane Manager, then chek Register et |

Smart License Status
Usage Authorization: --
Product Registration: Linregistorned
Agsigned Virtual Account: -n
Export-Controlled Features: -

Cisco Success Metwork: -

Cisco Support Diagnostics: -

54 0| 231 Zo| HA| £(25%) CSSMO| S&3HX| ZR&LICH
"':ll's".':!:'" Fir?pmwer MEI‘I«.BQ.L?I'HE'.HI Center a O ruiew Analysis Policies Devices Objects LA

Error Failed to send the message to the
@ server, Please verify the DNS 4
Server/HTTP Proxy sattings.

Welcome to Smart Licenses

Before you use Smart Licenses, cbiain a regestradson boieen from P
Cascn Senan Soltwane Managor, than clck Bogesie | Regiater |

Smart License Status

Usape Authofization:

Product Registration: Unmegisiened
Aszigrid Virtual Account:

Expor-Contralled Features:

Ci500 Success Metwark:

Cisoo Suppornt Diagnostics:



Ivar/log/process_stdout.log It S = QIgFL|Ct. DNS 247} LIEH LICH.

<#root>
root@FMC2000-2:/Volume/home/admin#
cat /var/l og/ process_stdout.l og

2020-06-25 09:05:21 sl1a[24043]: *Thu Jun 25 09:05:10.989 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],
failed to perform, err code 6, err string

"Coul dn't resol ve host nane"

s &Ed: CSSM A E
DNS EA|E £=™35te ZdYLct.

Aredl 11 3. R El AlZh 2

0l

&: 0| 221 Zo| #A| £(25%) CSSMO| S5 5HX| ZFi&LICL.

aliap. Firepower Management Center

Owerview Analysis Policies Oijecis AP
cISCo 4 d

Error Failed to send the message to the
@ server. Please verify the DNS >
Server/HTTP Proxy settings.

Welcome to Smart Licenses

Balfore you use Smart Licgnses, obiaen & reqgisbraiacn toloen Troir

Smart License Status
Lisage Authonizalion
Product Registration: Unregistened
Assigned Yirtual scopunk;
Expor-Controllad Fealunes
Ciseo Suctess abwork:

Cisco Support Dipgnosbcs;

Ivar/log/process_stdout.log It &S & QIgL|Ct 2IE M E X7t LEFH LICH

<ttroot>

2021-06-25 09:22:51 sl1a[24043]: *Fri Jun 25 09:22:39.716 UTC: CH-LIB-TRACE: ch_pf_curl_request_init[59]
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:39.716 UTC: CH-LIB-TRACE: ch_pf_curl_post_prepare[299
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:39.716 UTC: CH-LIB-TRACE: ch_pf_curl_post_prepare[302
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:39.716 UTC: CH-LIB-TRACE: ch_pf_curl_head_init[110],
2021-06-25 09:22:51 sl1a[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],



failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

2021-06-25 09:22:51 sl1a[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_http_unlock[330], unl
2021-06-25 09:22:51 sl1a[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_send_http[365], send
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_issue[51

cert issue checking, ret 60, url https://tools.cisco.conlits/service/oddce/services/ DDCEService

FMC AlZt 2t & =felghLct.

<#root>

root@FMC2000-2: /Volume/home/admin#

date

Fri Jun 25 09:27:22 UTC 2021

A 47 4. 75 Qi

Ed 7|50l cHet 2tolMA MEAZFEIMO| gle® FMC #50| E27HsELICH

Validation Messages: FTD1

UnifiedNGFWRule: ACP1

» I Error: [trust_L3-L4] This rule requires a Base license, but at least one device does not have a Base license.

> I Error: [trust_LY¥] This rule requires a Base license, but at least one device does not have a Base license.

> I Error: [Block_Migh-Risk] This rule requires a Base license, but at least one device does not have a Base license.
» I Error: [Inspect] This rule requires a Base license, but at least one device does not have a Base license.

» I Error: [Inspect] This rule requires & Threat license, but at least one device does not have a Threat license,

» I Errar: I|ﬁ5p¢¢ t] This rule requires a Malware icense, but al least one device doas nol have o Malware Hoanse,

i & ERE MEAZEIME F0olistod ClHHO|A 0| 2{&sH{of &f LICt.

FTD MEA 3 BIMof| CiEt X4 0| @i B FMC Smart License= OOC(Out-of-Compliance) 4} EH
2 MErELLCH



il Flrepower Management Center

a, Qverview Analysis Palicies Devices

CISCO  =- ses [ Smart Licenses +
Smart License Status Cisco Smart Software Manager I C

Usage Authonzation: e Out of Compliance (Last Synchronized On Jun 25 2020 Re-Authorize

Product Registration: Registered (Last Renewed On Jun 25 2020)

Aszsigned Virtual Account: KRE-MGFW

Export-Controlled Features: Enabled

Cisco Success Metwork: Disabled @

Cisco Suppert Diagnostics: Disabled i

CSSMOi| A Alerts for errorsE & QlstL|Ct

General Licenses Product Instancas Ewent Log

By Hame By Tag
yble Aclions = Manage License Tags Licensa Resarvalion 3 Search by License =

) License Billing Purchased In Use Balance Alarts Actions.
FPR4110 Threat Defense Threat Protecton Prepasd (L] 2 + T3 ACtions
FPR4110 Threat Defense URL Fillering Prepasd TS i) + Th Actons -
: FPR4115 Threa! Defense Mahvare Proechon Prepasd o 1 -1 8 Wnsufficient Licenses BActons -
[ ] FPRA4115 Thias Defense Thieal Protecisn Prepand o 1 1 B haulcent Licengss Actang -
FPR4115 Threat Dedense LIRL Fillening Prepansd o 1 -1 @ Insufficient Licenses Achons -
FPR4120 Theeat Deferce Makvare Protection Prepasd TS Q + Th BrCtions »
__ FPR4120 Theeat Defense Threat Pralection Prepasd 5 i} + Th Actons -

At @i+ 6. ZEAE 4SS QIS

Base ZHO|MA D AF2E ZF< FTD LINA YZEI0| A DES(Data Encryption Standard) s3It S
SHEILICE O] B, L2L VPN(Virtual Private Network)t 20| Z 238t d T 2|E 2 A S5t #F2
Al erL(Ct

Validation Messages .

Device
2 total 1 @rror 1 warning
| ermmi [ 210 |

Site To Site VPN: FTD_VPN

w | Error: Strong crypto (i.e encryption algorithm greater than DES ) for VPN topolegy FTD_VPN is not supported, This can
be because FMC is running in evaluation mode or smart license account is not entitled for strong crypto.
MEG_SEPARATOR IKEvZ PolicyTITLE_SEPARATORAES-GCM-MNULL-5HA MSG_SEPARATORMSG_SEPARATOR




alial, Firepower Management Center o

CISCO

Smart License Status
Usage Authorization:
Product Registration:

Assigned Virtual Account:

Cverview Analysis Policies Devices

Cisco Smart Software Manager B (=
Authorized (Last Synchronized On Jun 25 2020}
Registarad (Last Renewed On Jun 25 2020)

KRE-MGFW

Export-Controlled Features:

Disabled Request Export Key

Cisco Success Network:

Cisco Support Diagnostics:

Enabled
Disabled @

1 &H: FMCE CSSMoi| S&3t1 Strong Encryption §430| & M3t z|&LICt

Smart License &/ Ef &3 M7

SSMe| oMY &
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Smart Software Licensing

Alert Inventory License Conversion Reporis Email Notification Satellites Activity

Email Notification
Daily Event Summary
[# Receive a daily email summary containing the events selected below
Email Acldress:_
Alert Events:
[# Insufficient Licenses - Usage in account exceeds available licenses
[« Licenses Expiring - Warmning that term-imited licenses will be expiring. Sent 90, 60, 30, 14, 7, 3 and 1 day prior to expiration.
[# Licenses Expired - Term-limited licenses have expired. Only displayed if Licenses Expiring warning have not been dismissed.
[# Product Instance Failed to Connect - Product has not successfully connected during its renewal period
[ Product Instance Failed to Renew - Product did not successfully connect within its maximum allowed renewal period.
[# Satellite Synchronization Cverdue - Satellite has not synchronized within the expected time period.
[+ Satellite Unregistered and Removed - Satellite failed fo synchrenize in 90 days and has been removed.
[[J Licenses Not Converted - Cne or mare traditional licenses were not automatically converted fo Smart during Product Instance Registration.
Informational Events:
|« MNew Licenses - An order has been processed and new licenses have been added to the account
[# New Product Instance - A new product instance has successfully registerad with the account
[# Licenses Reserved - A product instance has reserved licenses in the account
Status Notification

[[] Receive an email when a Satellite synchronization file has finished processing by Smart Software Manager

FMCO{|AM &fEf & & 27|

FMC &0i M Health Monitor Alert& 7435t & E O[HIEO| CHEH A1 &2 4l = U&LICh
Module Smart License MonitorE Al 23504 Smart License A ENE &0l £ Ql&LICH 2LIE ¢3!

2 Syslog, O|HIY & SNMP ER 2 X|§ELICEH

Ct=2 Smart License £ LIE| O|HIE 7} & E [} Syslog HAIX|E 7K 27| 98 Zdm|22l|0]M of
olL|ct
= .



Ilcllls‘li'lt;‘ F|r§_power_ Managerment Center Q Overview Analysis Policies Devices Objects AMP

Active Health Alerts
Configure Health Alerts

Health Alert Name

Smart-License-Syslog-Alert

Severity Maodule Alert
Critical Realm o syslog_for_IPS (Syslog)
Warning Reconfiguring Detection MySyslog (Syslog)
Normal Security Intelligence
Error Smart License Monitor
Recovered Snort |dentity Memory Usage

Threat Data Updates on Devic...
Time Series Data Monitor

Time Synchronization Status
URL Filtering Monitor

User Agent Status Monitor

VPN Status -
Ct22 o e Lo of LICt
2 Warnings 6 Critica
Firepower Management Centear
FMC2000-2
@ Smart License ... Smart License usage is out of compliance

FMCOIM MAE|= Syslog HIAIX|E ChSat Z&LC.

<#root>
Mar 13 18:47:10 xX.xX.xX.Xx Mar 13 09:47:10 FMC :
HWNOTI FY: Smart License Monitor (Sensor FMC)

: Severity: critical: Smart License usage 1is out of compliance

Health Monitor AlertsOil CHEF XFM|EH LHE 2 Health Monitoring2 & =5t & A|2.

5 I8t Smart Account?| 0424 FMC

S 2Bt Smart AccountOf|A 042{ FMCE A5t 29 Z4 FMC A E O|§2 135l oF &LICt.
=
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html

LIC}. O] 7|52 &S £QI FMC Smart License §X| E40i &2 &rL|Ct.

HOF

ol

FMC= QB 14

o

X

oo

S5 % FMC&= 30Y0tCH Smart License E2H2E & 2HO|MA ENE & QIFLICH FMCIt 90Y &
ot Slg = gl 82, 2lo|dA 7|52 | XIE[X|BH Authorization Expired(Tet £0{ B2 E) &7 Ef
2 QX|EL|ct. o] AEjo = FMCE Smart License Cloudod| 7H|& edZdstedn A|Z &hLCt.

042{ FMCv #+&

7h4 E._7='01|)K-| Firepower A|ARIZ M8E Z2 E2B(X E£= 25)0| SAMo=E X[HEX| A&L
Ct. Z FMCV(Flrepower Management Center virtual)= LR 0| 215 HE7} Ie5E TRELICH
024 FMCvE T &35l24™ OVF(Open Virtualization Format) Tt of|A{ &t 2Hof| LA FMCvE RHE
o{of gLCt. Of Xﬂ?i Arghof CHEt REAMIEH LI 2 Cisco Firepower Management Center Virtual for

VMware Deployment Quick Start GuideE 2t T &AL,

A+ =2 HE(FAQ)

FTD HAOIA 223t Cluto|4 2to|MAE H IHLI?

1

High Availability0oll A 27H2| FTD& A& 35h= B Z CIHHO| A0 2tOlMATE HRBLICH K& 5
01, FTD HA 40| M IPS(Intrusive Protection System) & AMP(Advanced Malware Protection) 7|S
S A8 B2 F Mo 3 W ot T = Blo|MA T TQ LT

FTDO|A AnyConnect 2tO|MIAE AL SLX| b= OlRE FUULIN?

Smart Accounttl FMCE& S8 & AnyConnect 2HO|MA T} &S E[QFA= K| & QIgHLICH 2ol Ml
AE E/43}62{TFMC > Devices(C|HHO|A)0f| A C|HIO|AE MEHSL T License(EHO|MIA)E MEY
ghL|Ct A=l ofo|2 S MEHEFLICH Smart AccountOl] K& El 2tO|MIAE MEHS T KZHS MEHSHL]
Ct.

—

00Ol AL A7t HAZAE|0] U2 [ Smart Accountdll A AnyConnect 2tO|MA 7} 'AME S'Q1 O|RF
= FRULII?

Ol= Smart Account7t HZEl &4 AL&X7t ofLlzt o 2to|MATL EASHE ClHtolA £8 £
o2 o4 sl SEkelLch

L F 7} 2 MEt O] Device does not have the AnyConnect License FMCO| A 423 M| A VPNE 5D 5
f A &= L7k

FMC7P Smart License Cloudoll S |04 A=X| ST LICH o & El= SE2 FMCIt S5 FAK|
R[AALL Bt 2EQI F2 ¢ M A HI|aso|lMg +5E 5= gicts JYULICH FMC7t S&E
7=‘° AnyConnect 2tO|MA 7t Smart Accountddl A4S0 ClHFO|A 0| & EE|0] U=X| =QlgLCt.
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https://www.cisco.com/c/ko_kr/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/ko_kr/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/ko_kr/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html

57 |' ':é“é';" &t 0|-|c->r Remote Access VPN with SSL cannot be deployed when Export-Controlled Features (Strong-crypto) are disabled
7 M A VPN HI|agolde FESHE B2

FTDO| =& & 74 HMA VPNE AR 5HE4™ Strong Encryption 2HO|MA T} & A3t £|oof gL|Ch
. EnFMCO M Strong Encryption 2tO|MA T} & 443t E[o] Q=K & I§HLIC}. Strong Encryption 2t
O|MA o] MENE & Ql5tE{™ B M of CHEt FMC System(FMC A|AE]) > Licenses(2H0|AIA) >

Smart Licensing(£0HE. 20| Ml A& Export-Controlled Features7} & 4343t =[0{ Q=X & lgL|Ct.

te 28] Export-Controlled Features H| 2 238} |7

[o]]]

CtS 1 Z2 Z3< Strong Encryption ZHO|MA S & A3)

&L7t?

FMCE Smart Account 22t E0 S&5t= S A8El= EZ0 0| EESE SEE MEMM
Allow export-controlled functionality(LIELH7| M0 7|5 318) S40] 2“"§P &< 0| 7|s0| &t
SOoE gdgstELCt EZ0] ol SMO| #ESEIX| f2 AR FMCE S5 #4512 ol Mol &
M3tE MEHE CHA| SS&LIch

EZ0|dEE j'0l EEcE SEE XME0 st =& M 7|5 S SHS A =i 8
L o{EH & = AT

Cisco 017} 2 E Bl 2ot &lA|2.

VPN EZ Z K| s20i| Ci8t Strong crypto(Z, DESECLCH 2 & 535 A 12|F)7 RXHEIXK| &S 277}

={E olf= FARULIN?

O] 2 FE= FMCOIM E7I ZEE A2 8F7{L} Smart License Accounto| Strong Encryption 2+0| 4l
A7F e Aol ZAIELICE VFMCZI License Authorityoll SEEIQ=X| &0Ql5tn ol EE0| S5
EME st & SH 7|5 50| EMSHELICH Smart Account™| A Strong Encryption 20| 4l
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3. Cisco Smart Software Manager(https://software.cisco.com/#SmartLicensing-Inventory), 2+0[4l
A74 7t 072 E 0] LIEFLHE K| ZF QIR LCE.

4. FMCOI| X System > Licenses > Smart LicensesS MEiEL|C}


https://software.cisco.com/#SmartLicensing-Inventory)

M™MA| M= Firepower A|AE! 2LO|MIAO|AM EHQIE 4= 2I&LCEH

- Mg 2l 2tR&8E FTD C|HtO|A ZHm|28|0|M(DHCP 2/8i|0] 2! NAT 28,

- HA(Z7t84) 2=0i M FTD C|HIO|A Z4Z[2 20|,

« firepower 9300 MA| L 22{AEZ Eot B & M (QIEEI MA| 2E{AE).

« firepower 9300 EE = Firepower 4100 Series & x|(FTD)E Z2{AE{(MA| ZF EBAE)Z 74
grct.

o AFSX U ofZE|AH 0] o] T4 L HMA Mo FEIo| AFEAF X OHEE|FA0|ME =7 =7t

firepower Threat Defense 7|2 7|s EtO|MAE gro g ofL H| dof & L|7t?
Base ctO|MA = Firepower Threat Defense &= = Firepower Threat Defense 7+4f C|HIO|AE T 0OY

& ujoict RIS e 2 ZTEELICH FTD7} FMCO| SEE|MH AFS 2 2 Smart Account0 F 7+E'LII:+.

FMCZ2} Smart License Cloud AtO|2] B20{|M o IP FAE &35l ok &L|7?
FMCE IP FAE A& LICI X E 4430{ A Smart License Cloud?t S 418 &= Ql&LICt.

e IP A (https://tools.cisco.com)O|(7t) T IP A2 = QIELICEH

* 72.163.4.38
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e e

rk

» Firepower Management Center 71I|18{0|M 71 0| =

 Cisco Live Smart Licensing 7H2: BRKARC-2034

« Cisco Secure Firewall Management Center 7| 2tO[MIA

+ Cisco Smart Software Licensing A+ =& EE(FAQ)


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://tools.cisco.com/
https://www.cisco.com/c/ko_kr/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ko_kr/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
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/content/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
/content/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
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