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Create New VPN Topology

Topology Name:*
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Endpoints IKE IPsec Advanced

Node A Node B
Device:™* Device:*
New_FTD v Extranet v
Virtual Tunnel Interface:* Device Name*:
v |+ VTI-Peer
Tunnel Source IP is Private Edit VTI

Endpoint IP Address*:
Send Local Identity to Peers 10.10.10.2

+ Add Backup VTI (optional)

Connection Type:*

Bidirectional
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Add Virtual Tunnel Interface (7]

General

Name:*
VTI-1

Enabled

Description:

This is the primary VTI tunnel.
This VTI goes through ISP 1.

Security Zone:
ouT v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for the
VTl

Tunnel 1D:*

I 1 ‘ (0-10413)

Tunnel Source:*

| GigabitEthernet0/0 (outside1) v | | 10.106.52.104 v |

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.
—Dsos Toonnal blodlo.
@ IPva () IPv6
192.168.10.1/30 i ]
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Device:*

[ 10.106.50.55 v ‘

Virtual Tunnel Interface:*

[ VTI-1 (IP: 192.168.10.1) v ‘ —

Tunnel Source: outsidel (IP: 10.106.52. 104 )Edit VTI
[ ] Tunnel Source IP is Private

Send Local Identity to Peers

Connection Type:*

Bidirectional v

Additional Configuration o

Route traffic to the VTI . Routing Policy
Parmit \/PN traffir - A Pnlirwv
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Endpoints |IKE IPsec Advanced

5. M VTI QIE{H|0|A & Hdst= &E

‘_ 10.106.50.55 v \

Virtual Tunnel Interface:*

‘ VTI-1 (IP: 192.168.10.1) v ‘ +

Tunnel Source: outside 1 (IP: 10.106.52. 104)Edit VTI
I:I Tunnel Source IP is Private

Send Local Identity to Peers

Backup VTI: Remove

Virtual Tunnel Interface:*

(] Tunnel Source IP is Private Edit VTI

Send Local Identity to Peers

Connection Type:*
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Add Virtual Tunnel Interface &

General

VT2

Enabled
Description:

This is the secondary VTI tunnel..
VTI goes through ISP 2.

Security Zone:
- out v

Priority:

‘ 0 (0 - 65535)

Virtual Tunnel Interface Details

An interface named Tunnel<lD=> js configured. Tunnel Source is a physical interface where VPN tunnel ferminates for the
Tunnel ID:*
‘ 2 (0 - 10413)
~Tunnel source «
‘ GigabitEthernet0/1 (outside2) 10.106.53.10 v

IPsec Tunnel Details

IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.
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Endpoints IKE IPsec Advanced

Authentication Type: Pre-shared Automatic Key v .
Pre-shared Key Length:*® Characters (Range 1-127)
IKEv2 Settings
Policies:* AES-GCM-NULL-SHA-LATEST v
Authentication Type: Pre-shared Automatic Key v
Pre-shared Key Length:* 24 Characters (Range 1-127)
v
' Cancel m
IKEv2 Policy (7
Available IKEv2 Policy C +
Q Search _| Selected IKEv2 Policy
AES-GCM-NULL-SHA A AES-GCM-NULL-SHA-LATEST i
AES-SHA-SHA
AES-SHA-SHA-LATEST
Arko_Test_IKEv2
_ DES-SHA-SHA v
| Cancel | m
015 RS MEIFELICH A 3F 8 7|8 AI85te 8 Key(Zl) & Confirm Key(Z| & 2l) 4
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Endpoints IKE IPsec Advanced

IKEVZ Settings

Policies:* AES-GCM-NULL-SHA-LATEST

Authentication Type: Pre-shared Manual Key

Key:* | «ene

Confirm Key:* | ...

Enforce hex-based pre-shared key only
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IKE = | Tunnel

Transform Sets: IKEv1 IPsec Proposals #
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IKEv2 IPsec Proposal

Enable Security Association (SA) Strength Enforcement

Enable Reverse Route Injection

Enable Perfect Forward Secrecy
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NAT
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Platform Settings
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