firepower 4100 & 9300 Series0ll A FXOSO]| CHSt

x| xHo|O| x|zt

MN2E|= 2A QA

AXthj Z10]
K
A 7Y
Ol EMoiMeE M A|AEE CHA] 285t 0 O|0|X|E X2 CHE S 7|2 dHeZ2 EEEle ¥

2ol CHs A EL|CH

LT A

-Firepower2| 22| QIE{H|O|A0f| CHEF TFTP M A&
- Clgto|Aof CHEF 2& AZ

ANBElE 748 24

- Firepower 4100 EE & 9300 A|2|=

-TFTP At

-=7 O|0IX| AZESo{ HE, 57 o|0|x[oll= 3702 7HH T J(K.ickstart, Manager, System)O|
ZEHEILICEH o & E0d, OS2 FXOS 2.13(0.212)0dl CHet S5 o|O| x| L|Ct

- FX-0S 2.13(0.212)8 =7 0|0|X|(kickstart)
- FX-0S 2.13(0.212)& =7 o|O|X|(&EIXt)
- FX-0S 2.13(0.212)& 57 O|O|X|(AIAH)
Ol EMo| HE = 5 ¥ #ZEo| CIHIO|AE ECIZ B EII&LICE O] EA{o0l AAEE 2E ClHt

= 2Bl01Me 2 AREIMSLICH BA LIEQZT 5SS B0l He BE
Ho| AWMLl WS Ol2| SXI5HAI| B LICH

o
>
Ir
B
N
LOL
ul
N
i rlﬁ
I
=

~ 1 0| %2 £sHHE 22K HIZHS 7} Admin1232 2 R E|L|Ct

r

AlEtst7| o



. STHOIN R EE BBAITH 24 E(0] XS O o4 HBHoER 2L
HAHE AS5o] AlAES BTY £ ALt ol ZRMAE R sHE{H TFTPE Sa Za
EtE O|DIXIS H 5D, BBHAIS CHAl ZH5tT, A AIAHS CHREZE 5T, +HHuHOIXE
A s oF BLiCt

Hu
=l
om

9.'-
4>
o
rr
ox
4o
o

b. MRS RF SR LICH
AL"EO| R Z2MAE AlEst 7H2 ECH2 EO|HE EAIRLICH

c. ROMMON EEZ E0{7|2{H 7} R ECtR 5= S EscapekeyE +&LICt

20HA.
TFTPE E35l kickstarter O|O|X|2 A|AH] EE]

a. 2| QlEmH 0|4, FA, oA 3 & Ho|EHo|of CHEF 2HFE OH7H#H+E YT LICH

rommon 1 > address <IP-Address>

rommon 2 > netmask <Network-Mask>

rommon 3 > gateway <Default-Gateway>




rommon 4 > set
ADDRESS=
NETMASK=
GATEWAY=

SERVER=
IMAGE=
PS1="rommon

2| QIE{H 0| A E S5l Firepower 4100/9300 M A|0| A HMAE £ = TFTP CIEE 2|0
k|ckstart O|0|X|& FAEfLICt.

rommon 15 > boot tftp://10.88.7.12/fxos-k9-kickstart.5.0.3.N2.4.130.81.SPA
ADDRESS: 10.201.183.202
NETMASK: 255.255.255.248
GATEWAY: 10.201.183.201
SERVER: 10.88.7.12
IMAGE: fxos-k9-kickstart.5.0.3.N2.4.130.81.SPA

TFTP_MACADDR: 88:fc:5d:4b:fa:b8

Receiving fxos-k9-kickstart.5.0.3.N2.4.130.81.5PA from 10.88.7.12
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File reception completed.

I Kickstart Image verified successfully
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, licenses as well as the contents of your bootflash:.

C ): done

ializing startup
1.46.1 (5-Fe

for bad blo : done
1.46.1 (9-Feb-

r for bad blo 2 st): done
1.46.1 (9-Feb

king for bad bloc (read-only test): done

ad-only test): done
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oloc ( d-only test): done
e partition:

d-only test): done
rtition:
1)
(read-only test): done
1t configuration
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Reinitial
Reinitial g L tents
Initialization completed
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switch(boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(boot) (config)# interface mgmt ©

switch(boot) (config-if)# ip address <IP Address> <Netmask>
switch(boot) (config-if)# no shutdown

switch(boot) (config-if)# exit
switch(boot) (config)# ip default-gateway <Gateway>
switch(boot) (config-1f)# exit
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» scp://lusername@hostname/path/image_name
« sftp://username@hostname/path/image_name
« tftp://hostname/path/image_name
switch(boot)# copy tftp://10.88.7.12/fx0os-k9-kickstart.5.0.3.N2.4.130.81.5PA bootflash:

Trying to connect to tftp server
Connection to server Established.

.fi

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch(boot)# copy tftp://10.88.7.12/fxos-k9-system.5.0.3.N2.4.130.81.5PA bootflash:
Trying to connect to tftp server

Connection to server Established. Copying Started.....

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch(boot)# copy tftp://10.88.7.12/fxos-k9-manager.4.13.0.81.5PA bootflash:

Trying to connect to tftp server

Connection to server Established.

TFTP get operation was successful
Copy complete, now saving to disk (please wait)...
switch(boot)# [
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switch(boot)# reload
This command will reboot this supervisor module. (y/n)
[ 6267.402202] reboot: Restarting system

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.15, RELEASE SOFTWARE
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled Thu 04/11/2019 21:15:59.58 by builder
Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM Slot © : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPR-4145-5UP with 8192 Mbytes of main memory
MAC Address: 88:fc:5d:4b:fa:b8

autoboot: Can not find autoboot file 'menu.lst.local'’
Or can not find correct boot string !!
rommon 1 >
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r.l; Mame Proteocol Server

fxos-k9.2.13.8.212
Downloading

ownload-task fxos-k 212.5PA : completed successfu
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/content/en/us/td/docs/security/firepower/fxos/fxos222/cli-guide/b_CLI_ConfigGuide_FXOS_222/getting_started.html#task_3707D1E1167D4D2A9CA268F58109C62D

FPR-4145% /firmware

firmwarefauto
nstalled F

INFO: There is no service te install this | 2.13(8.212)
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FPR-4145% Sffirmwarefauto-install # show fsm status expand

F&M Status:

Affected Object: sys/fw-system/fsm
Current F5M: Deploy

Status: Success

Completion Time: 2812-81-81T8B:56:29.615
Progress (%): 1l&8

FEM Stage:
Order 5Stage Name Status

DeployWaitForDeploy SUCCESS
DeployResolveDistributableNames Skip
DeployResolveDistributable Skip
DeployResolvelmages Skip
DeployValidatePlatformPack Success
DeployDebundlePort Skip
DeployPollDebundlePort SUCCESS
DeployvActivateUCSM Skip
DeployPollActivateDTUCSM SuUccess
DeployActivateMgmtExt Skip
DeployPollActivateOTMgmtExt Skip
DeployUpdate IOM Skip
DeployPollUpdatedfIOM Skip
DeployActivatelIDH Skip
DeployPollActivateOTIOHM Skip
DeployActivateRemoteFI Skip
DeployPollActivateOTRemoteFI Skip
DeployWaitForUserAck Skip
DeployActivatelLocalFI SUCCESS
DeployPollActivateOfLocalFI Success
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c. Ct2 BHE I=dstod o|0|X|E & 3tErLCt activate firmware kernel-version
<running_kernel_version> system-version <running_system_version>

FPR-4145# scope fabric-interconnect a
FPR-4145 /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.8(3)N2({4.138.81)
Running-5Sys-Vers: 5.8(3)N2(4.138.81)
Package-Vers: 2.13(8.212)
Startup-Kern-Vers:
Startup-5ys-Vers
Act-Kern-5tatus: Ready
Act-S5ys-5tatus: Ready
Bootloader-Vers

FPR-4145 ffabric-interconnect # activate firmware kernel-version 5.8(3)N2({4.138.81) system-version 5.8(3)N2(4.1368.81)
Warning: When committed this command will reset the end-point
FPR-4145 /fabric-interconnect* # commit-buffer
FPR-4145 /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.8(3)N2({4.138.81)

Running-Sys-Vers: 5.8(3)N2(4.138.81)

Package-Vers: 2.13(8.212)

Startup-Kern-Vers: 5.8(3)N2({4.138.81)

Startup-Sys-Vers: 5.8(3)N2(4.138.81)

Act-Kern-Status: Activating

Act-Sys-5tatus: Activating

Bootloader-Vers:

: M & El7} "Disk Failed(C| olaLICt o HIA|X|ol CH&H ZHAdst
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FFR-4145# top

FFR-4145% scope chassis 1

FPR-4145 /chassis # reboot no-prompt

S5tarting chassis reboot. Monitor progress with the command "show fsm status"
FPR-4145 /chassis # show fsm status

Chassis: 1

F5M 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Reboot Chassis Wait For Blade Shutdown

Previous 5tatus: Reboot Chassis Wait For Blade Shutdown

Timestamp: 2812-81-81T81:15:19.564

Try: 1

Progress (%): &5

Current Task: Waiting for blade shutdown(F5M-5TAGE:sam:dme:EquipmentChas
sisRebootChassis:WaitForBladeShutdown)

Flags: 8
FFR-4145 fchassis #
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