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Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set nodul us npd1024
Firepower-chassis /security/keyring* # conmmit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq ip 192.168. 200. 123 subj ect - nane sj c04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # conmit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreq* # set "ip 192.168.200. 123"
Firepower-chassis /security/keyring/certreq* # set subject-nanme "sjc04"
Firepower-chassis /security/keyring/certreq* # set country "US"
Firepower-chassis /security/keyring/certreq* # set dns "bgl-sanc- 15A"
Firepower-chassis /security/keyring/certreq* # set emmil "test@isco.cont
Firepower-chassis /security/keyring/certreq* # set locality "new york city"
Firepower-chassis /security/keyring/certreq* # set org-nane "Ci sco Systens"
Firepower-chassis /security/keyring/certreq* # set org-unit-name "Testing"
Firepower-chassis /security/keyring/certreq* # set state "new york"
Firepower-chassis /security/keyring/certreq* # conmmt-buffer
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Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCB5wIBADARMQ8wDQYDVQQDEwWZzYW1jMDQwgZ8wDQYJIKoZIhvcNAQEBBQAD
gYOAMIGIA0OGBALpKn1t8qMZ04UGqILKFXQQc2c8b/vW2rnRF80PhKbhghLA1YZ1F
JqcYEG5YT11+vgohLBTd45s0GC8M4RTLIWHo4SwccAUXQ5Zngf45YtX1Wsy TwUWv4
Ore/zgTk/WCd56RTOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjAcMBoGA1UdEQEB/wQQMA6CBNNhbWMWNICECSEi1XjAN
BgkghkiG9w0OBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyu4satpyiPqVV9viKZ+spvcbx5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDTAv
TTYVUP+BZ90FiPbRIA7185+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXDOT1ZTLO9H

BA==
----- END CERTIFICATE REQUEST-----
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Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPoint10
Firepower-chassis /security/trustpoint®* # set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqghkiGOwOBAQQFADBOMQswCQYDVQQGEwIVUzZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGxTIETuYy4xEzARBgNVBAST
C1R1c3QgR3IVvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9WOBCQEWEHVZZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIG]
AoGBAMZw4nTepNIDhVzb0j7Z2]e4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDT
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgMBAAGgITAjBgkq
hkiG9w0BCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhvcNAQEFBQAD
gYEAG61CaloJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpNgNLdvbDPSsXretysOhgHmp9+CLVv8FDuylCDYfualLtviWvfhevskVv0j6
jtcEMyZ+f7+3yh4211do3n04MIGeBgNVHSMEQZYwgZOAFLINj tcEMyZ+f7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwIVUzELMAKGATIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIETuYy4xFDASBgNV
BAsTCOVuZ21uZWVyaW5nMQ8wDQYDVQQDEwZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zANBgkahkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6L snr+fptHv+WVhB5fKgGQaXc
wR4pYi04z42/j91jenh75tCKMhW51az8copP1EBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5]g==

————— END CERTIFICATE-----

> ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
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Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointl0

- 215 7|#oM M3B5t= ID 2IE M LHE 2 Eodd&Lct



Firepower-chassis /security/keyring* # set cert

Enter Tines one at a time.

Keyring certificate:

> =---- BEG N CERTI FI CATE- -

Enter ENDOFBUF to finish. Press AC to abort.
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> =---- END CERTI FI CATE- - - -

> ENDOFBUF

Firepower-chassis /security/keyring* # conmit-buffer
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Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # enable https

Firepower-chassis /system/services*

# set https port 443

Warning: When committed, this closes all the web sessions.

Firepower-chassis /system/services*
Firepower-chassis /system/services*
Firepower-chassis /system/services*
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<tfroot>
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# set https keyring kring7984
# set https cipher-suite-node high
# commi t - buf fer
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Firepower-chassis /system/services #

show https

Name: https Admin State:

Enabled Port: 443 Operational port: 443 Key Ring: kring7984
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Cipher suite mode: Medium Strength Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HI
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<#root>
fp4120 /security #
scope security
fp4120 /security #
show keyring kring7984
detail
Keyring
kring7984

: RSA key modulus: Mod2048 Trustpoint CA: t Point 10

Certificate status: Valid

Certificate: Data: Version: 3 (0x2) Serial Number: 45:00:00:00:0a:de:86:55:16:82:24:f3:be:00:00:00:00:

Zeroized: No
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/content/en/us/td/docs/security/firepower/9300/fxos113/web-config/b_GUI_ConfigGuide_FXOS_113/getting_started.html
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https://www.cisco.com/c/ko_kr/support/index.html
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o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



