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svies MErRaEaT &R o = =B @ @ . admin
cisce e Monitoding Policies Objects Device: FTD=1 : Administrator

Madel Software VDB Ietrusion Rule Update Cloud Servces High Awailabdity

Cisco Firspower 2130 Throst Defense  6.7.0-65 3380  20201020-1329 @ Connactod |EUTAC  Hox Comfigured
1 i
[ 172] & Internet
T2 Insicie Metwork

() i) () () ) ()
(G T ) o s e

Interfaces Routing Updates System Settings
Connectad e are talic routes yel Geolocation, Rule, VDB, Systern Upgrade, M e
Enabled 3 of 17 Secuity Intelligence Feeds
View All Interfaces > View Configuration » View Configuration >
Smart License Backup and Restore Troubleshoot
View Configuration » View Configuration > L2t s 2 s
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
: ¢ 5 Inchudes: FlexConfig, Smast CLI Audit Events, Deployment History,
Daownload Configuration
View Configuration » Configure > View Configuration > View Configuration »

2EHH|. System Settings(A|A R A7) 3tT49| 21Z% M| 0l A Logging Settings(2Z4 AH)E MEHE
L|C}.

Device Summary

System Settings < . .
Logging Settings

Management Access

Logging Settings Remote Servers

DHCP Server

DATA LOGGING t)

Syslog Servers

DNS Server

Management Interface
+

Hostname

Severity level for filtering FXOS chassis syslogs

Time Services

@ Information ~
HTTP Proxy

Message Filtering for Firepower Threat Defense
Cloud Services
(® Severity level for filtering all events

Web Analytics @ Emergency v

Reboot/Shutdown O Custom Logging Filter

Traffic Settings

3E7A|. Syslog Servers(Syslog M) ol2HollAM + 7| & MEdSto{ CI|O|E 2Z E2 ALXIE MY
grLct.

4EtAH|. Add Syslog Server(Syslog AMH F7HE MEHEILICEH E= Objects - Syslog Servers(7HA]| -
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Device Summary

Logging Settings

Remote Servers

IDATA. LOGGING t)l
Syslog Servers

T Filter

l Create new Syslog 5 E_r_'{E[I CANCEL Ok

5EtH. Syslog M2l IP FAL
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Edit Syslog Entry

IP Address

10.88.243.52

Protocol Type

UbP TCP
O O

Port Number
514, 1025 - 65535

Interface for Device Logs

Select the interface for sending diagnostic syslog messages.

o Note: The source IP address will either be for the management interface, or
for the gateway interface if you route through data interfaces.

O Data Interface

(® Management Interface
|

CANCEL

6. 23 Ch= M Syslog AHHE MEHSI D OKE MEEHLICE.
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T Filter

© B 10.88.24352

7EHAH. Severity level for filtering all events 2IC|2 HE S
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Remote Servers

DATA LOGGING ‘)

Syslog Servers

+

E 10.88.243.52

severity level for filtering FXOS chassis syslogs

© Information b

Message Filtering for Firepower Threat Defense

(® Severity level for filtering all events

Information
O ® Alert
Critical
Error
" Warning
Syslt

{0 Notification

L*:'q o Nakaems



Device Summary

Logging Settings

@ Successfully saved logging settings.

10EHA. M MEE F=ELICH

+ . admin
DN @ : owwm
@ : Administrator

a

b

Pending Changes

Q Last Deployment Completed Successfully
18 Aug 2022 03:18 PM. See Deployment History

Deployed Version (18 Aug 2022 03:18 PM) Pending Version @ LecEnD

&) Access Rule Edited: Inside_Outside_Rule

ruleAction: TRUST PERMIT
eventLogAction: LOG_BOTH LOG_FLOW_END

€) Syslog Server Added: 172.16.1.250:514

= syslogServerIpAddress: 172.16.1.250
- porthumber: 514

= protocol: UDP

= name: 172.16.1.250:514

deviceInterface:
= inside

) Device Log Settings Edited: Device-Log-Settings
syslogServerLogFilter.datalogging.loggingEnabled: ... true
syslogServerLogFilter.datalogging.platformLoglevel ...  INFORMATIONAL

- syslogServerLogFilter.fileMalwareLogging.loggingEn:
- syslogServerLogFilter. fileMalwarelLogging.severityL:
syslogServerLogFilter.datalogging. syslogServers:

- 172.16.1.250:514

&) Access Policy Edited: NGFW-Access-Policy

MORE ACTIONS w CANCEL DEPLOY NOW ~
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1EHA. 35 A EFO| Policies(&2H) HE & Z2/8tLCt.

afr]ne o il !3' o= 17|
Firepower Device Manager . S
Cisco. pov g Monitoring Policies Objects Device: FTD-1

28tH|. 2242 F7I5tE4{H ACP #2l9| 2EZ o] 0lRA HME =1 AHZ ol0|2 8 MEYEHLLCE.

@ Security Policies

1 rule Y Filte a’ @ -

APFLICATIONS  URLS

» 1 Inside_Outside... inzide_zone AN outside_zome

3EA. Logging(ZZ) S MEHE T At End of Connection(c.ﬁ?é' %E Aol BtC|R HES MEfEt

Ct= Select a Syslog Alert Configuration(Syslog A1 Z1I|124[0|M MEH) of2io] EECIHR SHAE
£ =45l 1 Syslog Server(Syslog A1EH)01| A Select(/‘._‘I EH)E MEHEF OIS OK(B Q) E MEHSFLICH

Edit Access Rule

Order Title Action
1 hd Inside_Outside_Rule
Source/Destination Applications URL 50 Users o Intrusion Pol ic\.lo File pu[icgo
SELEGT LOG ACTION SEND CONNECTION EVENTS TO:
@ AL l
(_ ':1 At End of Connection
(O Mo Connection Logging B _10.88.243.52
FILE EVENTS Create new Syslog Sanver
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2EtA|. Syslog B Z 0|5 3104 Syslog AB{ OfZ 2|7 0| 0] Syslog HIAIX|E +2t5tE= K| &QlE
L|C}.

i Titpct4 by Ph. Jounin - O X
Cunent Directory | C:\Program FileshT fitpdEd j Browse |
Server interfaces |10.88.243.52 IntellR] PROAM000MT Metwark Connection ﬂ S hvows Dhir I
Titp Sewer] Thtp Client IWLOQ viewer]

bt from date A
167400 19 2022 16:44:26: %FTD-7-710008: U... 10.88.146.119 19/08 11:45:10.683

<167>800 13 2022 16:44.27: %FTD-7-710005: 0., 1088146119 19/08 11:45:11.215

<167>Aug 19 2022 16:44:30: FTD-7-710005: U... 10.88.146119 19/08 11:45:14.586

<167:Au0 19 2022 16:44:31: 2FTD-7-710005: ... 10.88.146.119 19/08 11:45:15.085

<167>Au0 19 2022 16:44:31: XFTD-7-710005; U... 10.88.146.119 19/08 11:45:15.602

<167>Aug 19 2022 16:44,23; ZFTD-7-710005; U.., 10.88.146119 19/08 11:45:17.131

<167>Aug0 19 2022 16:44:34: XFTD-7-710005; U... 10.88.146.119 19/08 11:45:18.573

<167:Au0 19 2022 16:44:35: %FTD-7-710005: ... 10.82.146.119 19/08 11:45:19.245

<167>800 13 2022 16:44. 36 XFTD-7-710005: 0., 1088146119 15/08 11:45:20.686

167800 19 2022 16:44:28: 3FTD-7-710005: ... 1082746119 19/08 11:45:22.572

<167>Au0 19 2022 16:44:353: %FTD-7-710005: ... 10.88.146.119 19/08 11:45:23.684

167400 19 2022 16:44:42 %FTD-7-710005: U... 1088145119 19/08 11:45:28.124

<167>Aug 19 2022 16:44:43; FTD-7-710005: U... 10.88.146119 19/08 11:45:27.688

167400 19 2022 16:44:44: XFTD-7-710005; ... 10.88.146.119 19/08 11:45:27.875

167400 19 2022 16:44:44: %FTD-7-710005; U... 10.82.146.119 19/08 11:45:28.219

<167>8u00 19 2022 16:44,45 %FTD.Z-710005; U.., 10088.146.113 19/08 11:45,28.691

<167:Au0 19 2022 16:44:46: 3FTD-7-710005: ... 1082746119 19/08 17:45:30.062

167800 19 2022 16:44:48: XFTD-7-710005: U... 10.88.146.1149 19/08 11:45:32.688

167800 19 2022 16:44:4% %FTD-7-710005: U... 100851461139 19/08 11:45:33.568

<166>Aug 19 2022 16:44:50: XFTD-6-199018; F.. 10.88.146119 19/08 11:45:34.034

<167xAu0 19 2022 16:44:52: XFTD-7-710005; ... 10.88.146.119 19/08 11:45:38.127

167400 19 2022 16:44:53: XFTD-7-710005: U... 10.88.146.119 19/08 11:45:37.568

<167»Aug 19 2022 16:44:54: ZFTD-7-710005: U... 1088146119 19/08 11:45:38.210

<167:Au0 19 2022 16:44:54: 3FTD-7-710005: .. 1082746119 19/08 17:45:38.682

167400 19 2022 16:44:55: XFTD-7-710005: U... 10.88.146.1149 19/08 11:45:39.121

<167:8ug 19 2022 16:44:57: ZFTD-7-710005: U.., 10088.146.119 19/08 11:45:41.199

<167>Aug 19 2022 16:44:57; XFTD-7-710005: U... 10.88.146.119 19/08 11:45:41.231

<1664 19 2022 16:44:57: %FTD-6-302016; Te... 10.88.146.119 19/08 11:45:41.371

1672400 19 2022 16:44.57: 2FTD-7-609002: Te... 1088146119 19/08 11:45:41.371

<167»Aug 19 2022 16:44:57: ZFTD-7-609002: Te... 1088.14E1719 19708 17:45:41.371

<167:Au0 19 2022 16:44:58: FTD-7-710005: ... 10.88.146.119 19/08 11:45:42.199

W
Clear | Copy
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2EHA|. udp 514(E = tcpE AFEEH B top 1468)0 CHEH SHLES| THZ! ZHX{E MAdEFLCH
3EtAHl. S410| Syslog MH 2| HEL|T QUEH O|A 70 HZAE(UR=K] & lELICH ZEE
Wireshark 2= CHE THZ! 24 'IC'>I'EEIEl—| |& AL ELICEH Wireshark0ll M Syslog AE{01| CHEF R1E{ T

O|AE & H Z&Isto WZ! HXE AIZTELICEH

M The Wireshark Network An alyzer
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Archivo  Edicién  Visualizacién Ir  Captura  Analizar  Estadisticas Telefonia Wireless Hemamientas Ayuda

d =u ® A B ] : == & & &

= ]

[obase wn fivo e ve T+

Bienvenidos a Wireshark

Capturai

usando este filtro: | * | Todas las interfaces mostradas =

Local Area Connection™ 9
Local Area Connection™ &
Local Area
[Ethemetd

Adapter for |[2is
Ne h

Descubrir
Guia de usuario © Wiki - Preguntas y respuestas - Listas de correo

Esta ejecutando Wireshark3.6.7 (v3.6.7-0-g4a304d7ec222) . Redbe actualizaciones automaticas.

Preparado para cargar o caphurar Mo hay paquetes Perfi: Default
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M “Ethemetd = m} b
Archive Edicion  Visualizacién Ir  Captura  Analizar Estadisticas Telefonia Wireless Hemamientas Ayuda
dm 7@ | DRABRe=>=T 8 5|Eaaan
ip.addr == 10,88.146. 11 -] +
Mo. Time: Source Destination Protocol [ Length Info ~
26 @.328459 l].G.BB.146.11.9 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:34: XFTD-7-710085: UDP request discarded from
145 8.965848 16.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:35: ¥FTD-7-710885: UDP request discarded from
294 1.992835 16.858.146.119 18.88.243.52 Sysleg 155 LOCAL4.DEBUG: Aug 19 2022 16:59:36: ¥FTD-7-710005: UDP regquest discarded from
383 1.969237 10.88.146.119 10.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2022 16:59:36: XFTD-7-710005: UDP reguest discarded from
435 3.614217 18.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-718805: UDP request discarded from
461 3.998686 18.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: ¥FTD-7-718085: UDP request discarded from
523 4.329918 16.88.146.119 10.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-7100@5: UDP request discarded from
548 4.465525 16.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-7108@5: UDP request discarded from
572 4.984842 16.85.146.119 109.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:39: ¥FTD-7-710085: UDP request discarded from "
4 = =2 —
> Frame 26: 155 bytes on wire (1246 bits), 155 bytes captured (1248 bits) on imterface \Device\NPF_{FFB4AATC-2AES-4A96-BFFA-F3A92CE11E17}, id @
> Ethernet II, Src: Cisco_df:1a:f5 (84:3d:c6:df:1a:f5), Dst: VMware_b3:f9:3b (@0:58:56:b3:79:3b)
i : Diti10.58.243052
User Datagram Protocol, Src Port: 36747, Dst Port: 514
Syslog message: LOCAL4.DEBUG: Aug 19 2822 16:59:34: ¥FTD-7-718@85: UDP request discarded from @.9.8.8/68 to diagnostic:255.255.255.255/67\n
@0 50 56 b3 f9 3b 84 3d c6 df 1a fS 98 00 45 €@ R E-
20 8d 2b 12 40 20 3¢ 11 78 fl @a 58 92 77 @2 58 - -+-@- < x oXewX
3 34 3f 8b 92 82 00 79 62 al 3c 31 36 37 3e 41 ey §o<1672A
75 67 20 31 39 20 32 38 32 32 20 31 36 3a 35 39 ug 19 20 22 16:59
38 33 34 38 20 25 46 54 44 2d 37 2d 37 31 30 30 :34: XFT7 D-7-7100
38 35 3a 20 55 44 5@ 2@ TF2 65 71 73 65 73 T4 28 @5: UDP request
64 69 73 63 61 72 64 65 64 28 66 72 &f 6d 20 38 discarde d from @
2e 38 2e 38 2e 30 2f 36 38 28 74 6f 20 64 69 61 .8.8.8/6 & to dia
67 6e 6f 73 74 69 63 3a 32 35 35 2e 32 35 35 2e gmostic: 255.255.
32 35 35 2e 32 35 35 2f 36 37 @a 255.255/ 67
() 7 wireshark_Ethernetd 18P 10 1.peapng || Paquetes: 11855 - Mostrado: 77 (0.6%)- Perdido: 0 (0.0%) || Perfi: Default

5EA. Syslog AMH S8
ol MY BXME sliZ
x| golgtct,

5t

z 2 74 0f|M CllO|E{E EAISHX| &
StL|CH SHIE Z2EZ20| udp/tep 2 2

=
(=

bt

A2 Syslog A 88 Z213 LA
E I E 514/14682 AtE5t1 Q!



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



