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Cloud Services

Threat Response: | Disabled
Threat Response Server:

| Edit Settings ]

Cloud Services Settings

Status: | Enable the Cloud Services on your appliance to use the Cisco Threat Response portal.

Cisco Success Network

Gathering Appliance Details and Feature Usage

You can enable the Cisco Success Network feature to send your appliance details and feature usage to Cisco. Check out the sample data that will be sent
to Cisco.

Sharing Settings

Cisco Success Nebwork: 'Z:‘__?,'I Disabled

Edit Settings ]
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Edit Cloud Services

Threat Response: | ¥ Enable

Threat Response Server: | | AMERICAS (api-sse.cisco.com) v
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Cloud Services

Threat Response: | Enabled
Threat Response Server: | AMERICAS (api-sse.cisco.com)
Edit Settings
Cloud Services Settings
Registration Token: (7). | [abfaadsb31822c427dce0ee3a9107e7 Register

Cisco Success Network

Gathering Appliance Details and Feature Usage

You can enable the Cisco Success Network feature to send your appliance details and feature usage to Cisco. Check out the sample data that will be sent
to Cisco.

Sharing Settings

Cisco Success Metwork: @'J Disabled (Register your appliance with Cloud Services to enable the Cisco Success Network.)

Edit Settings
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Cloud Services

Threat Response: | Enabled

Threat Response Server:  AMERICAS {api-sse.cisco.com)

Edit Settings

Cloud Services Settings

Deregister Appliance: Deregister

Cisco Success Network

Gathering Appliance Details and Feature Usage

You can enable the Cisco Success Network feature to send your appliance details and feature usage to Cisco. Check out the sample data that will be sent
to Cisco.

Cisco Success Metwork: @:'J Enabled
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Cloud Services

Threat Response:  Disabled

Threat Response Server:

Edit Settings

Cloud Services Settings

Status: | Enable the Cloud Services on your appliance to use the Cisco Threat Response portal.

Cisco Success Network

Gathering Appliance Details and Feature Usage

You can enable the Cisco Success Network feature to send your appliance details and feature usage to Cisco. Check out the sample data that will be sent
to Cisco.

Cisco Success Network: (2) | Enabled

Edit Settings

Ol Zim|TeiolMo| £/ o Ejo{of EfLICt O] 4% 0| Machine Levelo|22 ZE ESAO CH3H O]
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(Machine esa )> csnconfig

You can enable the Cisco Success Network feature to send your appliance details and feature
usage to Cisco.

Choose the operation you want to perform:
- ENABLE - To enable the Cisco Success Network feature on your appliance.

[1> enable

The Cisco Success Network feature is currently enabled on your appliance.
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(Machine ESA) (SERVICE)> tail

Currently configured logs:

Log Name Log Type Retrieval Interval
1. API API Logs Manual Download None
2. amp AMP Engine Logs Manual Download None
3. amparchive AMP Archive Manual Download None
4. antispam Anti-Spam Logs Manual Download None
5. antivirus Anti-Virus Logs Manual Download None
6. asarchive Anti-Spam Archive Manual Download None
7. authentication Authentication Logs Manual Download None
8. avarchive Anti-Virus Archive Manual Download None
9. bounces Bounce Logs Manual Download None
10. cli_logs CLI Audit Logs Manual Download None

11. csn_logs CSN Logs Manual Download None



12. ctr_logs CTR Logs Manual Download None
13. dlp DLP Logs Manual Download None
14. eaas Advanced Phishing Protection Logs Manual Download None
15. encryption Encryption Logs Manual Download None
16. error_logs IronPort Text Mail Logs Manual Download None
17. euq_logs Spam Quarantine Logs Manual Download None
18. euggui_logs Spam Quarantine GUI Logs Manual Download None
19. ftpd_logs FTP Server Logs Manual Download None
20. gmarchive Graymail Archive Manual Download None
21. graymail Graymail Engine Logs Manual Download None
22. gui_logs HTTP Logs Manual Download None
23. ipr_client IP Reputation Logs Manual Download None
24. mail_logs IronPort Text Mail Logs Manual Download None
25. remediation Remediation Logs Manual Download None
26. reportd_logs Reporting Logs Manual Download None
27. reportqueryd_logs Reporting Query Logs Manual Download None
28. s3_client S3 Client Logs Manual Download None
29. scanning Scanning Logs Manual Download None
30. sdr_client Sender Domain Reputation Logs Manual Download None
31. service_logs Service Logs Manual Download None
32. smartlicense Smartlicense Logs Manual Download None
33. sntpd_logs NTP logs Manual Download None
34. status Status Logs Manual Download None
35. system_logs System Logs Manual Download None
36. threatfeeds Threat Feeds Logs Manual Download None
37. trackerd_logs Tracking Logs Manual Download None
38. unified-2 Consolidated Event Logs Manual Download None
39. updater_logs Updater Logs Manual Download None
40. upgrade_logs Upgrade Logs Manual Download None
41. url_rep_client URL Reputation Logs Manual Download None
Enter the number of the log you wish to tail.
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Press Ctrl-C to stop.

Sun Apr 26 18:16:13 2020 Info: Begin Logfile

Sun Apr 26 18:16:13 2020 Info: Version: 13.5.1-177 SN: 564D2E7007BA223114B8-786BB6AB7179
Sun Apr 26 18:16:13 2020 Info: Time offset from UTC: -18000 seconds

Sun Apr 26 18:16:13 2020 Info: System is coming up.

Sun Apr 26 18:16:13 2020 Info: DAEMON: Watchdog thread started

Sun Apr 26 18:16:16 2020 Info: The appliance is uploading CSN data

Sun Apr 26 18:16:16 2020 Info: The appliance has successfully uploaded CSN data
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