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Sandar Verification
Envelope Sender DNS Verification: | ) gn Off

Mailfarmed Envelope Senders:
SMTP Code: [ggy

SMTP Text: I#S.S.d Domain required far sender address

Envelope Senders whose domain dees nok resche:

SMTF Code: |4 51

SHMTP Text: |J4.1.E| Domain of sender address <$EnvelopeS

Envelope Senders whose domain does not exist:
SMTP Code: 553

SMTP Text: |¢s.1.s Comain of sender address <$Envelopes

Use Sender Verification Exception () On O
Tabhe:

40|01 2: DMARCE AF&35t04 From &l Q!

DMARC Z& 2 Direct Domain Spoofingdll % M7 | 9|8t EM o 2248t 7|5 0|, Display Name(E
Al OIE) el Brand Impersonation(E2HE 7I1%&) 34T X & LICH DMARCE SPF E&= DKIM(T
MRl AA E= AU ME)S 2 QB E HEE From SIHS| 2T AKX A EAIE= HEQ
A5t SPF L DKIM AHEX}7F FROM SliC] AlERbet Yx|SH=R| 2 QgL

DMARC &Qlg S1tstci™ =41 o|H[K O] o|2{et @1E H7{LIE & 5tLt O|af 2 Sats{oF ghLCt,
EE 5t 22| K= Cisco Secure Email2 AF&35H0{ DMARC & Q1 T 2 Z2 Hol5t0{ ZHIQl AR XI9|
DMARC 242 R{i%do|st 1 Z/H|(RUA) L _CaqET/iﬁél(RUF) HEI1ME THQ ARKo|H HEE
T U&Lct ol & +&5 2 Z &t chel =F0| oo

N
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Est 2HIE HEo M MA2 &t 3§+6+E4ﬂ4 DMARC EQlo| Ted MX g wEISlof gL|Cct = 2 Elo|
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Create DMARC Verification Profile

Profile Name: |DE EALLT

Message Action when the Policy in DMARC No Action
Record is Reject: |
Quarantine to:

® Reject
SMTP Code: [s50

SMTP Response: |F5.?.1 DMARC unauthenticated mal

Message Action when the Policy in DMARC

. : Mo Action
Record is Quarantine:

(® Quarantine to: Palicy {centralized) w

Message Action for Temporary Failure: | (@) Accept

Reject
SMTP Code: |

SMTP Response: |

Message Action for Permanent Failure: Accept
® peject

SMTF Code: [s50

SMTP Response: [#5.?.1 DMARC verification failed.
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Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning - )
for This Policy: ® Use IronPort Anti-Spam service

() Disabled

Positively-Identified Spam Settings

Apply This Action to Message: | | Spam Quarantine |
Note: If local and external quarantines are defined, mail will be sent to focal guarantine,

Add Text to Subject: | prepend | |[5p,n,M]

b Advanced  Optional settings for custom header and message delivery.

Suspected Spam Settings
Enable Suspected Spam Scanning: | (o '@ yac

Apply This Action to Message: | peliver ~

Send to Alternate Host (optional): |

Add Text to Subject: | |prepend v| [[SUSPECTED SPAM]

I Advanced  Optional settings for custom header and message delivery.

A YAHIZLE Positive(¥d) X Suspected(2l &) AHof| IH ZHsto BLIAEE EO0|HU K E
= A& LICHO0|OIX| 5). ZB{Lt Cisco= EIAI7} O] 2t st X| L= 5 HESHH Ciscooll A
B2 X|AlStX| ofE & 7|12 AR 7IEez A8t & HE K| &L

olOlx| 5. 7|2 MY H2of QrE[AH 7|zt B

Spam Thresholds
Spam is scored on @ 1-100 scale. The higher the score, the more likely @ message is a spam,

IronPort Anti-Spam: @) Use the Default Thresholds

() Use Custom Settings:
Positively Identified Spam:  Sepre = [90 (50 - 100)

Suspected Spam:  Seaee - |j':i (minimum 25, cannot exceed positive spam score)
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Sender Maturity= 2 AKXt 0| HEHE & 25t = O T3¢l |‘°'L—|EP Sender Maturity= 0424
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o|0lx| 6. &3 I 2| 2ol =&E SDR BE X =0l 7|zhof CHEt 2RI EHE.

Add Condition... I Apply rule: |I'F ane or more conditions matech V|
Order Condition Rule Delete
1 Domain Reputation sdr-reputation (['untrusted’, 'questionable'], "") I~}

2 & | Domain Reputation sdr-sender-maturity ("days", <=, 5, "") B

Add Action...
Order Action Rule Delete
1 MNatify notify (“administrator@customer.com, $EnvelopeRecipients”, "Malicious-SDR") = |
2 4 | Quarantine quarantine("Policy™) I~}

4{0]04 5: SPF L= DKIM & Q1 ZntZ Q& Zt A

R 2o 24 fdo Cial CtE zilojo{ AFE o|H Y & X| 7|52 F#+55t2d{™ SPF EE= DKIM =
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Detection) 2 ME E|= HA|X[o| M X-3IEH(|: X-SPF-DKIM=Fail)& F7&LICt.
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[A2 0|zEt IS AAIZte R BX|, A A RIEHStE O i S &LIctH
URL BE2 OtE[AH ATl LHROIM BILE|H AH B X|E et 2Ho| AR E ASE = UCt=
M2 YotF = X0o| E&LICH Anti-Spam A TI0| URLO| ARl HIAIXIE SXISHK| eto™ 2ot o}
ol=ZzIQlo| ol M URL & Outbreak Filtering2 2 H7HEILICH.

A ALE: oFo|xQl W 47} Q= URLS AtEHetm S8 W M47F Q& URLE Cisco
Security Proxy(0|0|X| 12)2 2|C|2M5t= 28X HE #2l2 BrELUCH HAIX| -8 #4935t
04 Threat Outbreak FilterE & A3} &LICt. URL AMZEAHE S3ll 2| MA {2 URLE Cisco Security
Proxy(0|O|X| 13)0l M EAME = J&LICH XHAIEH LI& 2 Configure URL Filtering for Secure
Email Gateway and Cloud GatewayS 2 X5t AA|2.
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2|0]0{ 9: Cisco ETD(Secure Email Threat Defense)Z A F & B x|

Cisco= Cisco Talos2| Ef &8t 1% CIHZITMAE & 835l= Ect*E WOIE|E £F MRl Email
Threat DefenseE MBS LICH API X[ o} 7|HIXE S5l SH AlZtE EH56t1, LHFE O|HYE H|

25t b X3 oMY 7FAIA, L}% Ag MEE QI8 i3t 27|, Microsoft 365 AtME O =01 U
EE Xs E= SR A = UeE EFE MBS LICH RHM[EH LI 2 Cisco Secure Email
Threat Defense O|0|E{ A|EE **Eﬂﬁ)\lﬁ’_.

Cisco Secure Email Threat Defense= & 41X 215 2! BEC B X| 7|52 AF&5t0{ I|AE R
Ch HAl 2t 21& X5 2ATIo| SEE|o{ 2 Al§d 2l 2t E%‘%‘J"—F AAZH S Mg AFst
of Al 7|ot 7Bt EHo ZR2E ESELICH =& LHolAM 22|17 742l Ztol| A28 = oMY S&

£ P RIZIFLICI. Email Threat Defense= CHE £ 2 7|s S0 CHST Z 2 o|™ME MSELICH.
- XY A EX 7SR LT 2™, ME2 93, £ f&2 ot
- SOo[MOl 7| AlMHetn EY Hlxl—lé ?Iol| CHEF HEHIAEE S EFL|Ct
- 2Rl /12 MESHAH AMSt D AAZte 2 X2 EFLICEH
- AM JtsE 2 HeHERIE 2850 /32 ERstn 239l ol 2&20| 340 7t&
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https://www.cisco.com/c/en/us/products/collateral/security/cloud-email-security/secure-email-threat-defense-ds.html
https://www.cisco.com/c/en/us/products/collateral/security/cloud-email-security/secure-email-threat-defense-ds.html
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Automated Remediation Policy @ ) On
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https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-spf-dkim-dmarc.pdf
https://www.cisco.com/site/us/en/products/security/secure-email/index.html
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