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2. System Administration( A& #2]) > Account Settings(H|1& A™)2 o|SErLICt. 3
AsyncOS 13.x 0| HTE A&™st= B System Administration(AlAE #2[) > Mallbox
Settings(AtAME AH)7t ELCH.

3. Enable(&dsh2 S=|gLct.

4. Enable Account Settings(7|& A% &+4J3}) &elgtg 226t Submit(XE)2 F=IFLICH

5. Create Account Profileg & 2|gtLICt.
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3. Test Connection(?dd EIAE)E &2|§fLICt.
4. 83 HAIX|E grotok g LICHaE 6).
5. Done(2t=)2 22504 2t =& LICt

Edit Account Profile

Profile Name : EEE

Description Connection Check

Connection Parameters

Profile Type : | | Office 365 / Hybrid (Graph API) v
Email Address: i R

Client ID : | [b292b462-1 m= m m -35de61353b32
o Test Connection

Tenant 1D : | [7h4649eb-8695-41e4-b05a 5 WL _ LB

Client credentials: | @) Client Secret Connection Status

|ctr7Q~wosqNWewpwa m "R

Client Certificste Connected to Exchange.
: i Connection Successful,
The appliance is able to read the user's mailbox.

Copyright © 2003-2021 Clsco Systems, Inc. All rights reserved. | Privacy Statement

€ e
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HI Z2o A AMP(Advanced Malware Protection)& /8t MAR(Mailbox Auto
Remediation) & 433}

g3lsted™ o BHAHIE 2t= 7 Lic

H Y ZZHo CHEt AMP Z1x| 220|440 A MARS & %

1. Mail Policies([HI‘H 23 > Incoming Mail Policies(=2! M| & )2 o|S grLch
2. & H™ 0|§ 2| Advanced Malware Protection(Advanced Malware Protection) @04 A{ A

Outbreak Filters | Delete

X-Io ==k | |. ;” 2|
Policy Name Anti-Spam Anti-Wirus Advanced Malware Protection Graymail Content Filters:
ce-demo.info_INCOMING_MAIL_POLICY. Disabled Disabled File n Disabled Disabled Disabled ]
Mal rop
Pery live
Uns: n;|~lr-m )
Unscannable - Rate Limit: Deliv
Uns: able - AMP Service Mol r

T2 7: MAR AFE(F 4 I & HE)

3. I|0|X| olgHB o2 AT E8L|C}
4. Enable Mailbox Auto Remediation (MAR)(AFAME RIS 1 & AL (MAR))

H%I-
==
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LICHodl: 22! 8). Mg CHA: <o/m

S O Y B
<on|gl F4 gz ‘i At

5. MAROH CH3H 43t
246 AFK| TS CHA

w Auto Remediation Actions apply only if Account Settings are configured. See System Administration = Account Settings

6 - - -
ction to be taken on message(s) in user's | .
riuilbaes| = Forward to:
o ® pelete

) Forward to:
and Delete
22/ 8: AMPE MAR 74 0f AFS
6. Submit(X|&)2 =gt
7. U198 2 E% MEHoM Commit ChangesE £ 2I8rLIC}.
g 7{0)& 22lsto{ ZAx|aoio|M HE A E &

8: F=Mg 2/245t 1 Commit Changes(#Z At
EELct.
URL EE{RIE #/3 MAR(Mailbox Auto Remediation) AH&

ZIE{2lo] URL 3| #A mt&d gl

AsyncOS 14.2 for Cisco Secure Email Cloud Gateways E{ URL
URL Z|0|C|ojo|M 0| & ElL|Ct.

1. Security Services(®2 2t MH|A) > URL Filtering(URL HE{R)2 2 O|SELICH
ofe 740 Enable(z"*"SI')o 221§t}
E{ g43h)"of Eelgt

2. URL EE{2l0| 7 HEIX| k2 B
3. "Enable URL Category and Reputation Filters(URL ZtEl|l 2| & HT+ &
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4. 7|8 M™o| 1z M™
5. Submit(ME)=2 =!8t
URL ZE{32 Ct51t "ixstoF &Llct

URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: = Enabled
Cisco Web Security Services connection status:  Connected
URL Allowed List: None

Web Interaction Tracking: Enabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Security Services > Qutbreak Filters.

_Edit Global Settings... |

T2 9: URL ZEIE Al# 843t o

URL ZE{YS S8 URL 317 A2 2™ C}E 8 £ 357Ut CiscoollM £88 X|# AHO|AE
0{AIAI2.

esal. hcxxyy-zz. i phnx. cont urlretroservice enable

URL Retro Service is enabl ed.

esal. hcxxyy-zz. i phnx. cont websecurityconfig

URL Filtering is enabl ed.

No URL |ist used.

Web Interaction Tracking is enabl ed.

URL Retrospective service based Mail Auto Renediation is disabled.
URL Retrospective service status - Unavail abl e

Disable URL Filtering? [N >

Do you wish to disable Web Interaction Tracking? [N >

Do you wish to add URLs to the allowed list using a URL list? [N >

Enabl e URL Retrospective service based Mail Auto Renediation to configure renediation actions.
Do you wish to enable Miilbox Auto Renediation action? [N > y

URL Retrospective service based Mail Auto Renedi ation is enabl ed.

Pl ease sel ect a Mail box Auto Renedi ation action:

1. Delete

2. Forward and Del ete

3. Forward

[1]> 1

esal. hcxxyy-zz. i phnx. cont commit

Pl ease enter some coments describing your changes:

[1>
Do you want to save the current configuration for rollback? [Y]>

Changes conmitted: Tue Mar 29 19:43:48 2022 EDT
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URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: Enabled
Cisco Web Security Services connection status: | Connected
URL Allowed List: MNone

Web Interaction Tracking: Disabled

To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Security Services » Outbreak Filters.

URL Retrospective service status = Connected.

| Edit Global Settings... |
Mailbox Auto Remediation

Mailbox Auto Remediation: Enabled

Action to be taken: | Delete

| Edit Global Settings...
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https://www.cisco.com/c/ko_kr/support/security/cloud-email-security/products-user-guide-list.html

The Info message is:

Retrospective verdict received for Bookl.xls.

SHA256: 7de6fd22dedde’f26b48dc2daf7fa99b3770088d98bd38c4%9ed049087 c416c4b
Timestamp: 2819-86-83T23:48:36Z

Verdict: MALICIOUS

Spyname: W32,7DO6FD224E-95,.5BX.TG

Total users affected: 1

----------- Affected Messages ===-==cs==c==--
Message 1
MID : 34B93E
Subject : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]test Mon, ©3 Jun 2819 16:58:18 -@488
From g ﬁ | |
To :
File name : Bookl.xls
Parent SHA256 ! unknown
Parent File name : unknown
Date : 2019-86-83T28:52:33Z

Version: 12.1.08-887
Serial Number: 428DE3BS51AB744CTFe92-9F2)] W
Timestamp: 84 Jun 2819 84:48:36 +8508
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£+=HEl SHA2560] CiEt 2 11 = Cisco Secure Email Gateway 2! Cisco Secure Email and Web
Manager0i M 25 At & == = Mailbox Auto Remediation 2 11 A0 Z & ElL|Ct

Mailbox Auto Remediation

B printable POF

Time Range: (X

03 Jun 2019 05:00 to 04 Jun 2019 05:39 (GMT +05:00) Data in time range:99.86 % complete

Advanced Malware Protection Retrospective Security B n
Displaying 1 - 1 of 1 items.

File SHA-256 Filename Action Taken Time When Action Was Issuedw | Recipients for Whom the Remediation was Successful | Recipients for Whom the Remediation was Unsuccessful
7d06fd22...7c416c4b | Bookl.xls Forward and Delete 04 Jun 2019 04:42:21 robsherw@bce-demo.info

Displaying 1 - 1 of 1 items.

Columns... | Export...

2] 11: (BIHA Ul) AL AHE D& 2 1A



ETE 03 Jun 2019 00:00

Day

Data in time range: 100% COMPL to 04 Jun 2009 0039

Time Range

Incoming Outgoing Expaor

Sun Ay AMP Reputation File Analysis File R

Advanced Malware Protection Retrospective Security Tl

Bookl.xls Forward and Delete 04 Jun 2019 04:42:21 robshenwil boe-demo.indo

22 12: (NG Ul) ALME X5 B

AME RS 1™ 22

Har

Mailbox Auto Remediation0il= 7H'&E 21, "3&"0| U &LICH AIME AHS ™ 2730i &= Cisco
Secure Email |0|E 0|2} Microsoft Azure, Microsoft 365 7t2| R E S Al 50| Z&E L|CE.

3 239 df:

Mon May 27 02:24:28 2019 Info: Version: 12.1.0-087 SN. 420DE3B51AB744C7F092- 9F0000000000

Mon May 27 02:24:28 2019 Info: Tinme offset from UTC. 18000 seconds

Fri May 31 01:11:53 2019 Info: Process ready for Milbox Auto Renediation

Fri May 31 01:17:57 2019 Info: Trying to connect to Azure AD.

Fri May 31 01:17:57 2019 Info: Requesting token from Azure AD.

Fri May 31 01:17:58 2019 Info: Token request successful.

Fri May 31 01:17:58 2019 Info: The appliance is able to read the user's(robsherw@ce-deno. i nfo)
mai | box.

Fri May 31 04:41:54 2019 Info: Trying to performthe configured action on M D: 312391

SHA256: de4dd03acda0a24d0f 7e375875320538952f 1f a30228d1f 031ec00870ed39f 62 Reci pi ent : r obsher w@ce-
deno. i nf 0.

Fri May 31 04:41:55 2019 Info: Message containing attachment(s) for which verdict update

was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

Tue Jun 4 04:42:20 2019 Info: Trying to performthe configured action on M D: 348938

SHA256: 7d06f d224e0de7f 26b48dc2daf 7f 099b3770080d98bd38c49ed049087c416c4b Reci pi ent: r obsher wace-
deno. i nf o.

Tue Jun 4 04:42:21 2019 Info: Message containing attachnent(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

Cisco Secure Email Gateway EXHE# &

018 ME| E|AEO CHEH AZ X401 Zt7F E AIE|X| &t 2™ Microsoft Azure ADOIAM 8= 28
2O SES HES £ &LCt

(GMT +00:00)



Cisco Secure Email HO|EQ0|0{MH MAR 2O E 'FA' B2 MX5T 242 CHA| EHIAEE L
Ct.

AmEh 49| 32 O3 RAE 237t ZAIE & &L

ror

Thu Mar 30 16:08:49 2017 Info: Trying to connect to Azure AD.

Thu Mar 30 16:08:49 2017 Info: Requesting token from Azure AD.

Thu Mar 30 16:08:50 2017 Info: Error in requesting token: AADSTS70001: Application with
identifier '445796d4-8e72-4d06-a72c-02eb47a4c59a' was not found in the directory ed437el13-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D: 4af d14f 4-ca97- 4b15- bba4- e9bel9f 30d00

Correlation I D f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20: 08: 50Z

Thu Mar 30 16:08:50 2017 Info: Error while requesting token AADSTS70001: Application with
identifier '445796d4-8e72-4d06-a72c-02eb47a4c59a' was not found in the directory ed437el13-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D: 4af d14f 4-ca97- 4b15- bba4- e9bel9f 30d00

Correlation I D f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20: 08: 50Z

Azure ADOIM 88 Z22m 87 27016 88 Z2 % ID, C|EI2| ID(EIIE IDY S8l) =
= 7|Et ZE AHEXE FelghL|ct 740 %.““'BPXI oto™ Azure AD =AM S8 Z2 A
APAStD CHAl AIZFSHAAIR

Moz 4o S0 fAFE 2371 ERELICH

Thu Mar 30 15:51:58 2017 Info: Trying to connect to Azure AD.
Thu Mar 30 15:51:58 2017 Info: Requesting token from Azure AD.
Thu Mar 30 15:51:58 2017 Trace: conmand session starting

Thu Mar 30 15:52:00 2017 Info: Token request successful.

Thu Mar 30 15:52:00 2017 Info: The appliance is able to read the
user' s(myuser @nydonai n. onni crosoft.con mail box.

Azure AD 2A| il

&1 Cisco TAC 2! Cisco Support= Microsoft Exchange, Microsoft Azure AD EE = Office
3652t #HEl 1M £ X E siAg Mol el&Lch.

Microsoft Azure ADO|| CHeF T ZH = 2X|2| Z22 Microsoft X| 20 22|35l oF &fL|C}. Microsoft

Azure CHAIEEM "E2E + X" SMHE XA, CHA|E =0 M Microsoft X| 20| CHEH &

HrlHedsd s S&'%L—I Ct.
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B3 Azure 82 T2 IS MH™SHE Ol ECH0|QE ¢

HES| W Z2fo|N B R 71 ¥ 75

= ZZof| A&l 5 5tLA

ISt 27 ECiol QB

El: $base64Value, $base64Thumbprint 2! $keyid o1l CHE!
2. 0| E82 74 HHo IR Zof HRBECt HAFEC

9| crt & EFE:' pem= X|HAAIL.

| =
=
9|

29
A&

& 1B M(x509 SAYEE) 7HR! 7|7t o|0] RlE B ol MME AL{ELICH. CRT ot
1t PEM Ztof 25 QlofoF #L|ct o] me2 ChE Mo R{ook & LICH

21& M: Unix/Linux(openssl AH)

3

M
o X
o Z8 QI AM(CRT I+2))
e 72l 7|(PEM I} &)

MO ok

MIE A3 REQ Lo M™AE 28 Unix/Linux/OS XE At&3t= #ElXt= OpenSSLE Ex(E

o 2 71>t

21 OpenSSL Mx|E & Q1524 'which openss!' 2! 'openssl version' B S A& E!
OpenSSLO| gieo ™ Mx[EL|Ct
KEMIEH LI 2 ChS EME & X35 AI2. Cisco Secure Email& Azure AD 2 AJEIE

3 A E 0 M(UNIX/Linux/OS X):


/content/en/us/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html

1. B0l 88 Z2ao| HAE HEV|(EE M AIREE BEE Zo| Hatxlgh Oig &2
2 B Alstoi A3 RIEE OrsL L}
https://raw.githubusercontent.com/robsherw/my azure/master/my azure.sh

A 7tSstA BrEo{of FLICH CHE B & A-ELICH chmod u+x

vour H:lp regis stration:

BHUEESSE
After

d from your AZure J\Lp regis

in d etail? I]!Hiﬂ
fr & Cas

https:

J%’ 13: my_azure. shJ stf 55”

'"A-I = T AAAol AR EE Azure ¥ S50 “élg_?_l' 38 °|§k|(CER II:"‘Q)E E1i=%

2|
z;—g, LICH A3 RIE|M X2 IFA 7ll°/ ZI(PEM E/-E/)Conflgunng Cisco Secure Email(Cisco
o O|HIY 7 4) MMoiM S(8) AASELICH

Microsoft AzuredlH S T2 E S55t= O

]

O
4

rr
>

Zfol A&Lict

[Ct& AME HLELICH "Cisco Secure Emaild}t & 7H AFS & Azure & E8"2 2 0|S3H4AIAI2.]

215 A: Windows(PowerShell AFE)

WindowsE AR5t ZHEIRIe] AR oHECIFHOIME ER oF7-|l-P KA ME UBSME THE
8t X|Al2 B35l of gLICt 0] 915 AHE Microsoft Azure 22 T2 IS =T AP| S A
A5t ol AFEElLICE.

rr
jnl

| il

=
%!

—

fjo

o Z8 QI AM(CRT I+2))
e 72l 7|(PEM I} &)

A ME QIS ME Bt=E= 0] Mol o=
XCA(https://hohnstaedt.de/xcal,https://sourceforge.net/projects/xca/) & At g LICt.



https://raw.githubusercontent.com/robsherw/my_azure/master/my_azure.sh
https://sourceforge.net/projects/xca/
https://sourceforge.net/projects/xca/
https://sourceforge.net/projects/xca/

2&t3: XCAE Mac, Linux £ Windows22 2 CIR22E 8 £ Ql&L|Ct.

1. Q215 M &l F|oi| CHSt CI|O|E{HIO|AE M AEtL|Ct.
a. T 220{|A{ ot MEH
b. M CllO|E{H|O|A AMEY

. EIIOIE-IH-IIOI Ol H|ZHE E MM FLICEH
(LB o =alok stE2 7|AUst AR
2. Certificates(21& M) B2 22/ CIS New

Certificate(AH E'éki)% %E—liﬂ—l .

3. M= Big 226t ttSS =Lt

Advanced  Comment

organizationallnitName | TME

commonhame

emaiAddress

a. LHH=|— Oll=l Create x509 Certificate
b. —_,-L7|. Ol% Source  Subject  Extensions  Keyusage  Netscape
c T/E O|% Internal Name |MARfor0365
. Destinguished name
d. localityName o [0
e 7( x_! Ol% stateOrProvinceName |North Carclina
f. OU(EZE 74 E+9 0I8) s [
g. commonName(CN) WP X Certifcate and Key management
h. O||:|.||O| XA
New K
4. Generate a New Key(M 7| 44)& Z=|§fL|C}t. e .
ase give a name to the new key and select the desired keysize
5. Eolol M KIBE ML E HolRLic p—
(ool ofat w2 e
a- Olﬂ Keysize | 2048 bit
b. al %_304 RSA [ Remember as default
c. 7| 371: 2048H|E
d. Create(‘'d4)& S 2I&LICt. -

e. 912 2 2|5109 "Successfully created the RSA

prlvate key 'Name™ B¢ &2 &£QIgLICt
28] 14: XCA AF&(3~5EHH))

6. 7| AHS RIS &5t CtE S MEiELCE e [ St | ko Ferume _Meen
a. X509v3 7| At20iM CtS S 433t Dona
CIX|IE ME, 7| =35} Non Repucition
b. X509v3 ¥ 7| ALE0M CtEE +AFLIC —
OHY 2= ot
1%’ 75 XCA ALE(6EHA])
7.OK(E2hE Z=l5tod QIS M HE A E MEE L
Ct.
8. "Successfully created the certificate 'Name™ & ¢ &
2 el g8

A 2 PowerShell E230{| A AF28H 1 Cisco Secure Email 7+43 EHAH|O| M AFR
(CERIQ) & PEM Tt /2 25 LIE L2 & LCt.

—
M

2251 MZ BHE Q15 M2 Internal Name(LHE

myesa.local

robsherw asco.com

? X

o=

e

Advanced Comment

X509v3 Extended
[ critical

TLS Web Server
TLS Web Client
Code Signing

Key Usage

Authentication
Authentication

{E-mail Protection

Time Stamping

Microsoft Individual Code Signing
Mirrnenft Cammmars

B

iz

2| Q&

> (Generate s

ial Cads Sianina



0|8)2 &= EAIELICH.
2. LHE'_LH7|§ 2[8rL|Ct.

HMA 0[AS o5l XA C|HME 2|2 AEI5HL
EP(“'OOH 2t §43).

b. Export Format(L{2L{7| 8 A)0| PEM(.crt)2 2
AHER =X Eelgct.

c. &elg =gt

['O—lT'—

15 A2| Internal Name (L&

i 712 @2istuict

a. AMA Bo|gE ?lall MY CIHEEZIE o
CHERoO et HE).

b. Export Format(Li £ LH7| &4])0| PEM
private(.pem)2 2 AEL|I=K] EQlgrLct
c. ®olg Z=/ghct

6. XCAE S=35t1 ©r&L|Ch.

[ =g =]

k=1
=oH

L

nbxiste 2, st

1. Windows PowerShell2 Al235t04 CIS &

$cer = New bj ect
$cer. I nmport("c:\Users\joe\Desktop\nmyCert.crt")
$bin = $cer. Get RawCert Dat a()

ToBase64St ri ng( $bi n)

$baseb64Val ue [ System Convert]::
$bin = $cer. Get Cert Hash()
$base64Thunbprint = [ System Convert]::
$keyi d [ System Guid]:: NewGuid(). ToString()[ Note:
your PC where your CRT file is saved.]

72
HA S

2. Ch& EFA[of CiEt 7tX2e{™

$base64Thunbprint |

CIZ ME 7HX{7} M Cisco Secure Email £430f Z

ol X{E st AL 2RIEE

Private Keys Certificate signing requests Certificates Templates Revocation ists
Intermal name commonMame CA Serial E -
JAS® MARLOrO365 myesa.local 793F622DC1DASELD 5/ T
y
| — Export

X Certificate and Key management

Certificate export
Name (MARforQ365

Filename |\\vmware-host\Shared Folders\DesktopMAR for0365.art

PEM Text format with headers

Export Format
PEM (®.crt)

Can

2-EIJ

28/ 16: XCA AH&(CRT LH2 LY )(1-2E+H)

Private Keys  Certificate signing requests ~ Certificates  Templates  Revocation lists

Internal name Type Size Use Password

MARfor0365 RSA 2048 bit 1 Common

| —

X Certificate and Key management

Export private key [RSA]
Name .MARforOBGS

Filename |\\vmware-host\Shared Folders'\Desktop AR for0365.pem

Unencrypted private key in text format

Export Format
PEM private (*.pem)

2 w5 |

2] 17: XCA AFE(PEM LHE LY Z|)(3~5E+7))

AR LICH

System Security. Cryptography. X509Certificates. X509Certificate2

ToBase64St ri ng( $bin)
“c:\Users\joe\Desktop...”

is the location on

o SAFEFLICEH

Qut-File c:\Users\joe\Desktop\ base64Thunbpri nt .t xt



$base64Thunbpri nt

&1 “c:\Users\joe\Desktop..." 222 KT & PCO| ¥ %Lt

PowerShell 882 A&e mfo| of & £=I2 CHS 1 FAMSHOF ELICH.

PS C:\ Users\joe\ Deskt op> $base64Thurbpri nt
75f ALXJEJ4] 1ZVFOB2xqkoCl h94=

H A|CA|X| PowerShell W& base64ThumbprintE £ £ & LIC}. O|= Cisco Secure Email H|0|E
o] Fdof 2t X[t

EESH Azure f S50 et 3& IEAM(CER IH)E BHE/UR&LICE T 2|2 Configuring Cisco
Secure Email(Cisco 29+ O|H| ) MMM ALE & Certificate Private Key(PEM I} )& A

W&LICH

Microsoft AzuretilM 88 T2 §535t= Ol

5]
kO
ok

N

fO| U&LICH

o

[Cisco Secure Emailt} &7H AFSE Azure ¥ S/"SZ 0|S35H4AI2.]

&3 o] 2td2 HO|ER0|0l A AsyncOS 11.x EEE 12.x for Email2 A&5t= Ao gt Z
o

AP| #2H(AsyncOS 11.x, 12.x)
S8 T2 ol #al S MollA

1. AP P&t M=y

2.+ MEt £IHE FEIELICH

3. O}2 2 A3 E 504 Supported legacy APIs(X|#k|= B|7HA| API)2 0|S 35t ExchangeE
EHSFL|Ct

4. |El Mol CHaH ot HEHS MEHSHAAIR. EWS > "EWS.AccessAsUser.All"(Exchange
Web ServicesE Sl MHEE A2 ALME M A)Mail(HY) > "Mail.Read"(AFR A} H Y
217)Mail(Hl ) > "Mail. ReadWrite"(AF& At HI 247| & A 7|)Mail(HI L) > "Mail.Send(H &
ELUZ)"(HYZ HY ELH7])

53Rz 238

6. 88 T2 A& TEtol| CHSH ofel ALE HEHES MEHSHA AR, "full_access_as_app" (2 &



AbAErol| CHEH A A M[A HEHE 7HEl Exchange ) AMH|A AFE)Mail(HIY) >
"Mail.Read"(AEXt HIY 2471)Mail(H ) > "Mail. ReadWrite"(AtE At HIY 27| & A4 7|
)Mail(H &) > "Mail.Send(HI Y ELHZ)"(HIYZ HIL ELHZ])

7. £1E4 AL &} Microsoft Graph= 7|29 2 "User.Read" T&tol| CH3H & 435t x|o{ & LICt. Of
§F52 FUE HEIE FHLE 7| 22/st1 M MEts 2250 88 X2
AP HEtOIM M7HE == &L

8. Het FIIH(EE= Microsoft Graph7t 0|0 LIFEl Z<2 e AO(0|E)E =T LICH

9. O}X|2f2 2, Grant admin consent for..(& 2|Xt S2| M8t §04..)
0| 88 Z2I 30| HE=I=X| FIgLct

10. CHE 2 22 HAIXIZ EAZlE HY ol LIEFE LT

"<Azure Name>2| 2 & H&ofl CHsll Q&= #HEtol Sofot A& LINt? 22{H o] ofZ=/7H0]
490/ o/O] of2f LI L=l Ziah LR[Sl oF f = 7IE BHEIR} &2 Bl ZE} Yn| 0| EElL|Ct.

M
i
=]
2
N
i
n

Ao ME CHEa ZHo| 524 HZ MAIX|7F EAIZ|Z "Admin Consent Required(& 21X} S 2
L) Q0i| Granted(F04E)7t E AIE LIC.

+/ Successfully granted admin consent for the requested permissions.

API permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up during the consent process where users are given the opportunity to
grant/deny access.

Add a permission

APl / PERMISSIONS NAME TYPE DESCRIPTION ADMIN CONSENT REQUIRED

* Exchange (8)

EWS. AccessAsUser.All Delegated  Access mailboxes as the signed-in user via Exchange Web S... - & Granted for BCE Dem
Mail.Read Delegated Read user mail - ) Granted for BCE Dem__
Mail.Read Application Read mail in all mailboxes Yes () Granted for BCE Dem
Mail.ReadWrite Delegated  Read and write user mail - € Granted for BCE Dem,
Mail.ReadWrite Application Read and write mail in all mailboxes Yes () Granted for BCE Dem_
Mail.Send Delegated  Send mail as a user @ Granted for BCE Dem_
Mail.Send Application  Send mail as any user Yes () Granted for BCE Dem
full_access_as_app Application Use Exchange Web Services with full access to all mailboxes Yes ) Granted for BCE Dem

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See best practices for requesting permissions

2 2] 18: Microsoft Azure & S (APl T5H E Q)

[Cisco Secure Emailt} &7H AFSE Azure & S/"SZ 0|S5HAAI2.]
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https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-user-guide-list.html
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