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. Name(0|&) Z=of MY_TRUSTED_SPOOF_HOSTSE X|&&fLic}.

. Order(=A) 2=E0M 12 XIHELICEH

. Policy Z=0i{ ACCEPTEDE X|H&LCt.

. Submit(XE)E Z2I5t0o{ HE AME S HEELICH

. OFX|2f 22, Commit Changes(#3 AHE 75\ & Z2I5t04 Zdm|acl|o|ME MEFLICH

Add Sender Group to LocalHostTest

Sender Group Settings

Name: IMY_TRU STED_SPOOF_HOSTS

Order: 14

Comment: |
Policy: ' | ACCEPTED

SBRS (Optional): I— to I—

Include SBRS Scores of "None"
Recommended for suspected senders only.

a

DNS Lists (Optional): (2} |
(e.g. ‘query.blacklist.example, query.blacklist2.example')
Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
Connecting host PTR record lookup fails due to temporary DNS failure.

Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

Cancel | Submit | Submit and Add Senders >> |
—
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Add Dictionary

Dictionary Properties

Name: |\J"ALID_I NTERNAL_DOMAINS

Advanced Matching: Match whole words

Case Sensitive

b Smart Identifiers: 'i" Match specific patterns such as social security numbers and credit card numbers.

Dictionary Number of terms: 1
Add Terms: Term Weight Delete
@example.com @mydomain.com 1 il
Z|

Separate muitiple entries with line breaks.
Weight: '_f ) 1 &
| Add

HAIX| EE BFE7|

Cl2oz, gtz MAdst AR "VALID_INTERNAL_DOMAINS"E £235l2{H HA|X| ZE{E M A5
o E*LIEL
. ESAQ| CLI(Command Line Interface)0i| 91738 L|C}.
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mark_spoofed_messages:
if(
(mail-from-dictionary-match("VALID_INTERNAL_DOMAINS", 1))
OR (header-dictionary-match("VALID_INTERNAL_DOMAINS","From", 1)))

AND ((sendergroup != "RELAYLIST")

AND (sendergroup != "MY_TRUSTED_SPOOF_HOSTS™)
)

{

insert-header ("X-Spoof", "");

}

5. 7|12 CLI ZEZEZ E0}7} Commite A&stod Zdm|aai|olMe KEHgLct.
. GUI > Mail Policies(HI &%) > Incoming Content Filters(= 4! 281 ZIE{)2 0|5 &L}
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2. 5ll4 O|&: X-Spoof

3. Header exists(3i

AZ) EICIL HE

4. &7} E: duplicate-quarantine(Policy).
N BT 047101 EAIE HAIK] 28 7152 HAXIS ZAHES 50, HE HA
X = ARl A AL S gL
Add Action
‘Quarantine .
Quarantine Help

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Add Incoming Content Filter

Content Filter Settings

Flags the message to be held in one of the system quarantine
areas.

Send message to quarantine: | Policy )

Duplicate message

Send a copy of the message to the specified quarantine, and
continue processing the original message. Any additional actions
will apply to the original message.

Name:

Currently Used by Policies:
Editable by (Rcles):
Description:

Order:

|Sp00f
No policies currently use this rule.

No custom user roles available

26%| (of 26)

Conditions

| Add Condition... |

Crder Condition

1 Other Header

Rule Delete

header("X-Spoof") o

L|

Add Action
Crder Action Rule Delete
1 Quarantine duplicate-quarantine(”Policy") i}
[ Submit |

8. GUI > Mail Policies(H| Z4&) > Incoming Mail Policies(<

2 Al MY &xHol| o475 L|C}.
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OFX[2 22 MY_TRUSTED_SPOOF_HOSTS & &lxt 2850 AFE o QIP F& = 5AE O|F
)& F7tatioF BfLct,

1. ¥ GUIE S8l B : Mail Policies(H & &) > HAT Overview(HAT 7HR)

2. MY_TRUSTED_SPOOF_HOSTS 2 AlXt 2 &g 261 Lt

3.IPFA HQ SAE Q|2 F= B2 S AE 0|28 F7t5l2{™ Add Sender...& Z2I8tL|Ct,
4. =g

5

E
Submlt(XﬂE)c’ Z2/5to HAIXF HE AEE XMHE
. OFX|2f 2 2, Commit Changes(#4d At 7{8)& Z2l5t0 4 74| 22| 0|M2 MEELICEH

of:

Logged in as: sbayer on rschille.rtp
My Favorites - Options - Help and Support -

A Monitor Mail Policies Security Services Network Systemn Administration

| Commit Changes » |

Add Sender to MY_TRUSTED_SPOOF_HOSTS - LocalHostTest

Success — Sender Group "MY_TRUSTED_SPOOF_HOSTS" was changed.

Sender Details

sender: (7) | [10.150.53.155]
(1Pvd or IPv6)

Comment: I

AFEHE HAXIZEF[E2[ER=R] &5

2l & stLE S5 LAlxtz X[Hst= HAE HAIXIE 2RLICH EE7L otz 2 Sst=X|
A sliE HIAIX|of CHal HIAIR| XS SHELICH £2FEO0| o1SE L AIXtof CiEF olel&
of% BtEX| gtz 2 MAIX|7t Ae|ELCt

<#root>

Thu Apr 23 07:09:53 2015 Info: MID 102 ICID 9 RID 0 To: <xxxX_xxxx@domain.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 Subject 'testl'

Thu Apr 23 07:10:07 2015 Info: MID 102 ready 177 bytes from <user_l@example.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 matched all recipients for per-recipient policy DEFAULT in the i
Thu Apr 23 07:10:11 2015 Info: MID 102 interim verdict using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 interim AV verdict using Sophos CLEAN

Thu Apr 23 07:10:11 2015 Info: MID 102 antivirus negative

Thu Apr 23 07:10:12 2015 Info: M D 102 quarantined to "Policy" (message filter:quarantine_spoofed_nessac

Thu Apr 23 07:10:12 2015 Info: Message finished MID 102 done



Spoof-Exception & &1At= f|o| HE{|M HESt= YAIXF IE9| IP FAYLIC.

RELAYLISTE ESAO|A O} 2HIR2E HYUS ELiE Ol AASE|E2 FXEL|CH editMo 2
RELAYLIST7} M&sl= HA|IX|= ofRHFRE HYelL|ct 0|2 =385t x| otoH
Lt 9lof ZEfof olsh 74|l ol RHH 2= HIAIXI7H AAELICH

MY_TRUSTED_SPOOF_HOSTS0{| &7} &l Spoof-Exception IP 49| HA|X| =2 0. 0| & E|=
stete 72|17} obd HHEHRILIC (0] IPE AFEE 4 l&LInH)

<#root>

Thu Apr 23 07:25:57 2015 Info: Start MID 108 ICID 11

Thu Apr 23 07:25:57 2015 Info: MID 108 ICID 11 From: <user_l@example.com>

Thu Apr 23 07:26:02 2015 Info: MID 108 ICID 11 RID O To: <user_xxxx@domain.com>
Thu Apr 23 07:26:10 2015 Info: MID 108 Subject 'test2'

Thu Apr 23 07:26:10 2015 Info: MID 108 ready 163 bytes from <user_l@example.com>
Thu Apr 23 07:26:10 2015 Info: MID 108 matched all recipients for per-recipient policy DEFAULT in the i
Thu Apr 23 07:26:10 2015 Info: MID 108 interim AV verdict using Sophos CLEAN

Thu Apr 23 07:26:10 2015 Info: MID 108 antivirus negative

Thu Apr 23 07:26:10 2015 Info: MID 108 queued for delivery

Thu Apr 23 07:26:10 2015 Info: Delivery start DCID 16 MID 108 to RID [0]

Thu Apr 23 07:26:11 2015 Info: Message done DCID 16 MID 108 to RID [O0]

Thu Apr 23 07:26:11 2015 Info: MID 108 RID [0] Response '2.0.0 t58EVGIN031598

Message accepted for delivery
Thu Apr 23 07:26:11 2015 Info: Message finished MID 108 done

el e

rkl

. ESA AZEZE 02l ZE2
. AR OIS ARB AT S

Cisco L5 HME

o
[kl
fu
x
>
M
ry
>
on
Q'I_l
]
10
:IOI__I
IJ
_|
M
=
>
A

i
I
I
IE
1
n
2
H‘

M
>
ﬂ

-
N
OIF
i
1=}
30
>
r


https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
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