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Cisco AsyncOS for Email Security= SMTP(Simple Mail Transfer Protocol)0i| CH8t STARTTLS &
A (TLSE S8t Z2f SMTP)Z X|&FfLICEH

Tl TLSO| CHE REMIEH LI 2 RFC 32072 HEStAAIL.

A3 0] EMoME ESAUIM S RIS Al 22 7|52 AF25104 S{AE Bl QIS M
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LP AAEIO] 2BHAEM M7HE = CHAl FIHEIH AL 2E IS M7F £ AE L/

71572 X 27 MY
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- LDAP Aol E2t0|E 2B M7t E 2§ 32 LDAP(Lightweight Directory Access
Protocol)0i| CHEF Z2I0[HE QIS ME AL ELCY.

. 01Z2+0|2dA 2t RSA(Rivest-Shamir-Addleman) Enterprise Manager for Data Loss
Protection(DLP) 7t 2ot S A2 5{835t7| 2I5H

. 0{Z2}0|H A2} Cisco AMP(Advanced Malware Protection) Threat Grid Appliance 7+2| &£ ¢t
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https://www.ietf.org/rfc/rfc3207.txt
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Cisco0|l M= CAZEE{ X.509 &£ &= PEM(Prlvacy Enhanced Email) QIS ME ¥ N HE
. O|Z Apache QIZAEt1 T °*LIEP A MHE U MHE S =8 CIZ °._|’<§A-|9F H|% 5t
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&1 PEM QIE M A2 RFC 1421~RFC 142404 M F£7I2 HOIEILICE PEM2 3& 2B
(0d: Apache x| 2! CA Q1B M Tt L/etc/ssl/certs) =& M| Q1B M #|Ql2 LE5t0] & 7|
VNl 7| U RE QIEME ZEHE £ /= ZE|o|L @AlRlLCH 0l§ PEM2 ot olH o]

CHall Almyt EH|_+_501IH K2 Z'JOIKI':'P A& et ZdE ol SAI2 04T5| EE SEo|H
X.509 ASN.1 7[2| base-64 g4t iL|Ct.

iRl RIB M 7HX27|

KA CIBME 71MH2= S M2 ESANIM AFE e = UX|TH CIEM7E PKCS #12 & 4/0/o{of &L
Ct. ol °=|"'Oil“ el 7|7t &[0 U&LICH BE|Xt= Ol HACE ASE £ U= UABME AT
7R UX| eE&LICEH O|248t O|] 2 CiscodlHE ESAMIAM QIS ME MAMSIT CAMM SHIZA|
MESES HEErLcH

R 218 M eiolo|E
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N EXI L SISAE Al st Llet

El: XFMIEH LH2 2 Email Security Appliance Cisco 2AM0AM QIS A ZAIS & Z5HAAIL.

NA HE M 75

O] MMol M= RHA| MY 215 A 2! CSR(Certificate Signing Request)2 45t MEE I3
CAO] AtA| ME CIBME MBS, MBE CISAME ESAM| YZESt1T, ESA MHIAS BT AR
& QIS ME X|™HstD, o{ECH0|A HI|ad|o|M L QIS MHE eidst= grgdod CHa A et

AR AME QIEM 3 CSR A4
CLIZ S XH&l M QIS ME Hd5t24® certconfig B LBt
GUIOIM A M Q1B ME 443524Ed

1. 01Z 20|21 A GUIO A Network(LIE S| 3) > Certificates(21& A) > Add Certificate(21& M =
7HE o|S&Lct.

2. Create Self-Signed Certificate =ESLCH2 H'FE E=/gLC.

RIBEME e Wl Common NameO| =4I QIE{H|O|A S| ZAE O|F2 LX[St=X| E= ™
= QIE{H0|A S| ZAE O|F1 YUX[St=X| & QIFLICE
**._l OIE{m 0| A= Network(H|EL3) > Listeners(ElA&L]) ol =S E 2lAL{0l HAZAE|E 2IH
H O|ARILICH deliveryconfig ZEE AF& 504 CLIMIA BA|MoZ 7/t 2 A MY
RIE{H0|A T} AAS 2 MEAFEL|CE

3. &l 7t st QR E HAS| AL ChE Ml &=0| UxIst=X| EelgLct.


https://en.wikipedia.org/wiki/X.509
https://www.rfc-editor.org/rfc/rfc1421
https://www.rfc-editor.org/rfc/rfc1424
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/119004-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/119004-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/119004-technote-esa-00.html
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1. CSR2 PEM 4|02 24 HFE 0l KT & LICH Network(HIE$|3) > Certificates(2!1E A) >
Certificate Name(2!& A{ O|&) > Download Certificate Signing Request(21&A MY 23 C}

3. X.509/PEM/Apache &A|0| QIE M L 7t LIS MHE ™HELICH.
JH CHS CAE PEM &4lo

1 CA 22X S5 2 Certificate Authority Wikipedia EAME & XA AI2.
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JHCE HEs == =810l 2|AL, IP QIE{H 0| A HTTPS AH|A, LDAP QIE{m| 0| A = CH
A THQlof et ZE O RE2E= TLS 121 7 QIS ME AF8E £+ &L
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PEMSZE & %E H&st=x zfo_lzwltr. E.=l. = sze 2o iE:LE:'.*O_I
OpenSSL =% & At85tod B4l HEE + AUGLICH

2. HBE QIZME HZEF LICH

Network(LIE${3) > Certificates(ISZM)E 0|S &rL|C}.


https://en.wikipedia.org/wiki/Certificate_authority
https://en.wikipedia.org/wiki/Certificate_authority
https://en.wikipedia.org/wiki/Certificate_authority
http://www.openssl.org
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CHI2E TLS

QHF2E TLS MH|A0| QIBME AHE6ted™ Ct S BHAHE 2= &L CH
1. Network(HIE.2/3) > Listeners(2|&L1)Z 0| S grL|C}.
2. 2l&L4 O|§ 2 E=FLICH
3. Certificate E&CH2 H70lM Q15 A O|F= MEHFLICE.
4. Submit(M£)g 2 =ELct.

5. Zleof et F7F 2IAL]ol CHal| 1~4EHAHIE BHSEFLICE

O} RHI2E TLS

OFRHI2E TLS MH|A0| QIBME AHE5IE{H CFS HAHE 225t AR,
1. Mail Policies(H|2 %Z3*) > Destination Controls(CH4F &[0{)2 0|S grL|Ct.
2. Global Settings(T12f &) Mol M Edit Global Settings...& & =g LICt
3. Certificate EECH2 HF0llM Q15 M Ol S ME4FFLICH

4. Submit(M &) S=I#Lct.

HTTPS

HTTPS MHIA0] QIZME AL 4 CHS EHHIE B2 3HIAIR.



1. Network(LIE 2| 3) > IP Interfaces(IP 2IE{H|0|A)2 O|S & L|Ct.
2. QIE{HO|A O|§ 2 E&&LIct.

3. HTTPS Certificate EECH2 HIw0|lA 2/1&5A{ O|§ S ME4ELICE
4. Submit(M£)8 & =/grLct.

5. 2o et F7t Qle{m o] Ao CHEH 1~4EHHE EH=EHL|CT.

LDAP

LDAPO|| RQIZME At85t2d™ CHF HAHE 22§ LICH
1. System Administration(A|l&E| #2() > LDAPZ 0|5 & L|C}.
2. LDAP Global Settings(LDAP &1 4%) 4|{d0f M Edit Settings... & 2 =& LICt
3. Certificate EELCH2 M0l 21E M 0|2 MEHFLICH

4. Submit(MZE)2 =gLCt.

Do you want to set client certificate for Cisco Web Security Services Authentication?
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1. 2L M 3tE{H System Administration(AlA R #2l) > Configuration File(Z11I| 124|044 mt



&) > Download file to local computer(2Z H#FEI£ 1l CtR2E=)2 0|S L CH.
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4. Submit(M£)8 & =/grLct.

SEFLICH Mote 2 X F UE AL ZHE
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5. Commit Changes(8#44 AFE 7{9)) HE
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6. H17Zd AlEtS 1 t 5248 Commit ChangesE 2 2|gfL|C}.

2laLHo] CHEt HIY E2<2 H20| O|A| MEYEH TLS MHo 2 Ho|o|EELICE
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1. & GUI0i| 2423+ Mail Policies(HI 2 2324) > HAT Overview(HAT 7HR)& MESEFLICH.
2. M Y AIXt O Fof 2AIREHIP/FQDNE F7HELCE.
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3. TLS Support(TLS |2 MMM EECI2 HFE 2:2/5t1 Ofs M & 5tLHE MBS0 T
ME TLSO| 82 &gstefuct.
None(8i&) - 0| M2 MENSH QIE{H 0| A M ZHIQIS| MTAZ 9| ot RHt2E Q3Z0] CH
S TLS7t A EIX| b &LCH.
Preferred(7|&2 473) - 0| M2 MEISH ESA QIE{H O|A0|AM = HIQlol CHEF MTAZ TLS7H

SAELICH T2t TLS Eao| AuistHH(220 8 =4 ™) SMTP E&ZMO| &f 5 5/ £/X/
o2 B HEfZ ASELICH AB M7 MY £ CAOIM Al EIAEKX] 257|213l
Ct
=

ol=
Ls - =L = AN -
MEEX| ef&LIcH 220 QR LHU5H SMTP ERZMO| LRt HIAER
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https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/200537-What-is-the-algorithm-for-certificate-ve.html
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g Z7bg 4 UsLid,
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Ol2{2t ZLOlE Verify(2Ql) Mol B E B3 9B ME FHelste 2ol EaLic
CtS& &elgruct

A =t X{olA TLS &2l



CA M Q1B ME 2Ql5t240 ESA GUI HTTPS MH|A0f| QIS ME M LICt

JH S ¥ 22 X0l ESAL| GUIZ O|S & LICH https://lyouresal 2 0|5 & M Z17| YUE
B2 U UBMII 2L & UBEM7F A AME HEfY = U&LICH
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CheckTLS.com Z! SSL-Tools.netd

tof 4

&LCh

TLS-Verify SuccessOl| CH & CheckTLS.com &242] of

CheckTLS Confidence Factor for "postmaster@cisco.com": 100

L R ) UL N s

alln-mx-01.cisco.com
[173.37.147.230:25]

rcdn-mx-01.cisco.com
[72.163.7.166:25]

aer-mx-01.cisco.com
[173.38.212.150:25]

Average

10
20

30

/f email / test To:

JTS

250 STARTTLS

OK

(41ms)

OK

(41ms)

OK

(80ms)
100%

.com | DNSirodn-mx-01.cisco.com | DHS:rodn-inbound-

OK
(422ms)

OK

(260ms)

OK

(484ms)
100%

OK

(50ms)

OK

(42ms)

OK

(81lms)
100%

(48ms]
OK

(41ms)

OK

(79ms)
100%

(450m5)
OK

(446ms)

OK

(548ms)
100%

email | cloud | help | subscription | fag | B 1 Q | & |

a.cisco.com | DNSircdn-inbound-b.olis

OK

(58ms)

OK

(43ms)

OK

(80ms)
100%

(4lms)

OK

(42ms)

OK

(81lms)
100%

co.con | DHS1rcdn-inbound-c.cisco.com

oS redn-inbound-d.citce.com | DRSizodn-inbound-e.cisce.com | DWS:redn-inbound-f.cisce.cem | ONS:rodn-inbound-g.cisce.com | ONS:redn-inbound-h.cinco.com | ONS:redn-inbound-i.cince.com |

scom | DHS:redneinbounds1.cisco

scom | DNS:rodn-inbound-m.cisco.com | DNS:redneinbounden.cisco

1.cisco.com

1D S5L ICA G

[000.344)  ®o can use this sssves
[000.344) TLS is an option on this server
(000, 344 ) —->STARTTLS
[E00.384)<-- 220 Go ahead with TLS
1900, 385) STARTTLS command works on this server
1900.558] Cenmaetion converted to SSL
SSL¥ersion in use: TLEvL 2
Cipher in use: ECONE-RSA-AESIS6-GOH-SHAYEY
Certificate 1 of 3 in chain: Cort VALIDATED: sk
Cert Hostname VERIFIED [rodn-mx=-01.cisco.com = rodn-sx-01.oisco
DNS:redn-inbound-.cisco.com | DNS:redn-inboundek.cisco
Bot Valid Before:s 0ot 3 12035332 2018 GMT
Mot Valid After: Ot 3 1Z:45:00 2010 (:an‘
subject= JC=8/ET=CA/L=Ean Inz.
iassec antId (Avalanche Cloud Corporation)/CReMydrantlD SSL ICA G2
Certificate I of 1 in chain: Cert VALIBATED: ok
Bot Valid Befores Dec 17 14123110 2013 GHT
Not Walid After: Dec 17 14:25:10 2023 GNT
subject= /C=15/0=HydrantID (Avalanche Cloud Corporation)/CH=Hydrant
fnscer= [Comg/O=CucVadie Limited/CH=CucVadie Root CA 2
Certificate 3 of 3 in chain: Cert VALIDATED: ok
Not Valid Deforer Nov 24 18127100 2006 GHT
Bot Valid After: Mov 24 18:23:33 2031 oNT
subject= Jfo=| mro-quavum. Lmna.-’m-qu Vadis Root CA 2
inmeer= fC dis L B Root CA 2
[200.831] ~~>ERLO wwws .ChockTLS .com
(000,874 )<=~ 250=rodn=-inbound=c.oisco.com
TSU-AITTHINE
250 SIZE 33554432
[008.874) TLE #a n star on this server
1200.874) ~|-MAIL FROM:<testichock:ls.com>
[000.915 )<~ asnder Soge ol
1900, 915] Sender is OF
[000.916) =->QUIT
[000.957 )<=~ 221 rodne-inbound=c.oisco.com

TLS-Verify Failureol| CH& CheckTLS.com &219] of
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https://youresa
https://www.checktls.com/
https://ssl-tools.net/mailservers
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CheckTLS Confidence Factor for "ill N : 50

Con- | All- | Can | TLS |Cert| TLS
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{121mgs {(EE3mE] {407mei (23EmE) (2. 12=mal (123mal (1IEma)

OK OK OK OK OK Ok OK

(125me) (715ma) (130ma)] {(133ma) . {1.608BmR] (1ZEma) (137Tme]

100%  100%  100%  100% D% 100% 100%  100%
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o KA MY CIBM7E AL 521 B2 "Cert OK(21B A &2l o of & ZAnt= "FAIL(A!
mj)" L Ct.

CA ME QB M7} AH& &0|1 TLS-verify7t A& Aot CHS & =0| Yx|st=X| & QIELICEH
CIE M bt O|& lLLC}.

. 3AE O|&(GUI > Network > Interface).
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Z2EeH °|"H7P ofc] S AUBAME H=ZERE
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=
BT A + A&LICH

B TLS A Almjof CHEH ot 3] st

TLS 40| 2%t EIHIOI(HI HAIX|7 HEE M TLS ol dife B2 LBE HEStEH
ESAE 78 =+ U&LICH 1 HAIX|o= Aois TLS E&fof Cish CHe =mHele ol =&
Tlof U&LICH ESAE AIAE E1 REo Uig 1 M4 ol S1E st E dEE 2E
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TLS A& LBIS FdsstiH Ohs BAHE 2 2stdAR
1. Mail Policies(Hl &) > Destination Controls(CH4 A|0{)2 o|S&fL|ct.
2. Edit Global Settings& & = &fL|C}.

3. Send alert when a required TLS connection fails(B=~ TLS ¢1d 4Alm A| &8 &) gelgts
MEASHL|Ct

o
o>

|
A

L|C.

>

£l: destconfig > setup CLI BHE AI&35to 0| dHEE F8E =

ESAE T HQloj TLS7 &

L QK| O{ZEH0|HA HY ZO0MHE AFSE £ Qi QIAEAL 7
SgfLch ol EMEC 2 2 &S

tLE7 S52 o drdghoict

{5t &

2E).

ol

- HH MTAE ESMTPE X| st x| S & LICHOl: ESAS| EHLO &&= O

- 74 MTAE ESMTPE X5t X|2 STARTTLS &Z/0| EHLO SHO & 2% S50 /X/
St&Lct.

. 174 MTAOIAM STARTTLS £ &2 Z1FHX|TF ESAO|A STARTTLS HES EH [ @[ 71 &
MM SEELICH

HY 230|M Hd3& TLS S& Ml & 7|

TLS 4732 TE] 519, OHE[HO|E]A LU HEIAE BHY, MEF A S HIAIXIQ BT 2 S8

| 270f 7ISELICH SEXQI TLS %0 Yo HY 210) Z TLS H2 &
OEIRI2 AT TLS 9IS TLS Amf =2 AAErLc ol Alxlol 21 Thelof

OIZAE TLS B20| 9 B9 ST HAIKIS TLS #2US S8 Me=|x| ehekasLict,

ﬂllo

El: M 22 E o|3sl5t2424 ESA Message Disposition Determination Cisco 2AME & X4
A2,

CHee HZ B AE(SA)0IM 4B TLS 9ol olLict,

Tue Apr 17 00:57:53 2018 Info: New SMTP ICID 590125205 interface Data 1 (192.168.1.1) address
10.0.0.1 reverse dns host mail.example.com verified yes

Tue Apr 17 00:57:53 2018 Info: ICID 590125205 ACCEPT SG SUSPECTLIST match sbrs[-1.4:2.0] SBRS -
1.1

Tue Apr 17 00:57:54 2018 Info: ICID 590125205 TLS success protocol TLSvl cipher DHE-RSA-AES256-
SHA

Tue Apr 17 00:57:55 2018 Info: Start MID 179701980 ICID 590125205

CHE2 24 SAE(F )0 Aofeh TLS 44 9| of lL|Ct.

Mon Apr 16 18:59:13 2018 Info: New SMTP ICID 590052584 interface Data 1 (192.168.1.1) address
10.0.0.1 reverse dns host mail.example.com verified yes

Mon Apr 16 18:59:13 2018 Info: ICID 590052584 ACCEPT SG UNKNOWNLIST match sbrs[2.1:10.0] SBRS
2.7

Mon Apr 16 18:59:14 2018 Info: ICID 590052584 TLS failed: (336109761, 'error:1408A0C1l:SSL
routines:SSL3_GET_CLIENT_HELLO:no shared cipher')

Mon Apr 16 18:59:14 2018 Info: ICID 590052584 lost


https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/117853-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/117853-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/117853-technote-esa-00.html

Mon Apr 16 18:59:14 2018 Info: ICID 590052584 close
ChE2 4 ZA2E0 CHe E3 M2 TLS 39| of LICHEE).

Tue Apr 17 00:58:02 2018 Info: New SMTP DCID 41014367 interface 192.168.1.1 address 10.0.0.1
port 25

Tue Apr 17 00:58:02 2018 Info: DCID 41014367 TLS success protocol TLSvl.2 cipher ECDHE-RSA-
AES256-GCM-SHA384

Tue Apr 17 00:58:03 2018 Info: Delivery start DCID 41014367 MID 179701982 to RID [O0]

OS2 M4 Z2AE0 Cher Amigh TLS AZ(TE) 2| ol Lt

Mon Apr 16 00:01:34 2018 Info: New SMTP DCID 40986669 interface 192.168.1.1 address 10.0.0.1
port 25

Mon Apr 16 00:01:35 2018 Info: Connection Error: DCID 40986669 domain: domain IP:10.0.0.1 port:
25 details: 454-'TLS not available due to

temporary reason' interface: 192.168.1.1 reason: unexpected SMTP response

Mon Apr 16 00:01:35 2018 Info: DCID 40986669 TLS failed: STARTTLS unexpected response

o e

. Cisco Email Security Appliance — 21E $X 7}0|E
. Cisco Content Security Management Appliance - |5 AI&X} 7| 0|=
. 7|& X 2 B XM - Cisco Systems
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