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AsyncOS 7 8.5 O|&1 H{T12| AL, saveconfig £ mailconfig B S ALE35t0 2E{AE{0l| YE
S0t Hu|azio|Mg K& ste{l A|=5t™H ESAE CHS B8 MMerLct.

WARNI NG O ustered machi nes do not support |oadconfig. Your configuration file has
conplete data for the entire cluster, but cannot be used to restore a configuration.

AsyncOS H{%1 8.5 O| &0 M= 4”5| ZAu|agioldof AIAE Bl x| Tefo|Mat S e{AE L
Jzflo|Mo| 25 ZEELICHO| LIES T 8.5 0|4 AHS YA M RHAIS| CHE LICH REAIEH LY
82 25 AI8Xt 7H0|EE A ZEsHAAIL.
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clusterconfig SH/2 /235t 0| HEE U2 = U&LICH

(Cluster ESA1_ESA2)> clusterconfig |ist

Cluster esaA esaB

G oup Mai n_G oup:

Machi ne ESAl. | ocal (Serial #: O0000E878109A- Q091111)

Machi ne ESA2.| ocal (Serial #: 0000E878525D- 9091111)

S{AE{0M 0{E2}0|1A E A|75H24™ clusterconfig removemachine <appliance name> &
2 A E L

(C uster ESA1_ESA2)> clusterconfig renpvenachi ne ESAL. | ocal

Pl ease wait, this operation nmay take a minute...
Machi ne ESALl.| ocal renoved fromthe cluster.

saveconfig BEE AL&35t0{ H|YHZ o &M o{ZEt0|dA0f ZAx|Tdo|ME MEELICH
"loadconfig BHE At&5t04 H|LUHS It OtAZE TIUE EEE = gi&LIch" [EkM TS HIA|
X7t E AL N8 =248t oF &ct.

ESAl. | ocal > saveconfig

Do you want to mask the password? Files with masked passwords cannot be | oaded
using | oadconfig conmand. [Y]> n

File witten on machine "esaA local" to the |ocation
"/ configuration/ Cl00V- 0000E878109A- G091111-20140909T184724. xm "
Configuration saved.

I = mailconfig®& AFE3t04 SHHE O|H| Y X}oﬂﬂl ZAu| e o|ME o|HlY=z HMSELICH
"loadconfig B2 Al 604 HIZES 7} EIF ZE g 2 £ & LICh" et CHS HIA|
X7} EAIE|HNE O'E"OHOF ghct.
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ESAl. | ocal > mail config

Pl ease enter the email address to which you want to send the configuration file.
Separate nultiple addresses with conmas.
[1> joe@xanpl e. com

Do you want to mask the password? Files with masked passwords cannot be | oaded
using | oadconfig comand. [Y]> n

The configuration file has been sent to joe@xanpl e.com
OtX[2f 2 2 0{Z2to[AAE S HAE| CHA| 7 AIZ|E24E clusterconfig batch HEE AFE & LILCE.

clusterconfig join [--port=xx] <ip_of_renote_cluster> <adm n_user nane>
<adm n_passwor d> <gr oupnanme>

O™ oMIE #|& TIsted™ Chg BHPoIM o] 5fdS A=-ELIc

esaA. l ocal > clusterconfig join --port=22 172.16.6.161 adnm n ironport M n_G oup

Joining a cluster takes effect imediately, there is no need to conmt.
(Cl uster ESAl1_ESA2) >

0| oflof A "Cluster ESA1_ESA2)Qt 20| BB ZEZEJ FE|AH B 0|2z Xt& HE A

|<=|> <E> 9_I-O|ol- _/'x_ OIAL_||:|.

03 RS EE AIRE WAIS TA B WY

QIF EAE(UNIX/Linux/OSX)M M Ol BHEE ALE5tod ZEMAE AFJREE = A&LICH
CtE2 22{AE7} SSH(Secure Shell), ZE 228 S| A EICtD 7HHstT AJ R E| BHYE T

A Z=AMA0| o &LC.

#! [/ bi n/ bash

#

# Script to save the ESA config, then copy locally via SCP. This is assum ng you
wish to

# have the cluster in SSH via port 22. This script has been witten and tested against
# AsyncOS 9.0.0-390 (01/15/2014).

#

# *NOTE* This script is a proof-of-concept and provided as an exanple basis. Wile

t hese steps have

# been successfully tested, this script is for denonstration and illustration purposes.
Cust om

# scripts are outside of the scope and supportability of G sco. G sco Technical

Assi stance will

# not wite, update, or troubl eshoot customexternal scripts at any tine.

#

# <SCRI PT>

#

# $HOSTNAME & $HOSTNAME2 can be either the FQDN or | P address of the ESAs in cluster.
#

HOSTNAME= [ | P/ HOSTNAMVE ESAL1]

HOSTNAME2= [ | P/ HOSTNAME ESAZ2]

#

# $MACHI NENAME is the | ocal nane for ESAL.

#



MACHI NENAME= [ MACHI NENAME AS LI STED FROM 'clusterconfig list']

#

# $USERNAME assures that you have preconfigured SSH key fromthis host to your ESA.
# http://ww. ci sco.com ¢/ en/us/support/docs/security/email-security-appliance/
118305-t echnot e- esa- 00. ht m

#

USERNAME=adri n

#

# $BACKUP_PATH is the directory location on the local system

#

BACKUP_PATH= [/1 ocal / pat h/ as/ desi red]

#

# Following will remove ESA1 fromcluster in order to backup standal one config.
# "2> /dev/null" at the end of string will quiet any additional output of the
cl ust er rode conmand.

#

echo "| === PHASE 1 ===| REMOVI NG $MACHI NENAME FROM CLUSTER'

ssh $USERNAMVE@HOSTNAME "cl ust ernode cl uster; clusterconfig renpvemachi ne
$MACHI NENAME" 2> /dev/ nul |

#

# $FI LENAME contains the actual script that calls the ESA issues the 'saveconfig'
comrand.

# The rest of the string is the cleanup action to reflect only the <nodel >-
<serial nunber>-<tinmestanp>.xn .

#

echo "| === PHASE 2 ===| BACKUP CONFI GURATI ON ON ESA"

FI LENAME=" ssh -q $USERNAME@HOSTNAME "saveconfig y 1" | grep xml | sed -e
"s/\/configuration\///g" | sed "s/\.$//g | tr -d "\""°

#

# The 'scp' command will secure copy the $FILENAME fromthe ESA to specified
backup path, as entered above.

# The -q option for 'scp' will disable the copy neter/progress bar.
#
echo "|=== PHASE 3 ===| COPY XML FROM ESA TO LOCAL"

scp -q $USERNAME@HOSTNAME: / confi gur ati on/ $FI LENAVE $BACKUP_PATH
#

# Following will re-add ESAl1 back into cluster.
#
echo "| === PHASE 4 ===| ADDI NG $VMACH NENAME BACK TO CLUSTER'

ssh $USERNAME@HOSTNAME "cl usterconfig join $HOSTNAME2 admi n ironport
Mai n_Group” 2> /dev/null

#

echo "| === COWPLETE ===| $FI LENAME successful |y saved to $BACKUP_PATH'
#

# </ SCRI PT>

#

ChE2 238 Eo 2 E 2 BE| oigh dARL/cH

. 2HAE{0| M ESA1E N HEFLICt.

ssh $USERNAMVE@HOSTNAME "cl ust er node cluster; clusterconfig renovenachi ne
$MACHI NENAME" 2> /dev/ nul |

=2
= =

=L

o

o%

T4 o o

FI LENAME=" ssh -q $USERNAME@HOSTNAME "saveconfig y 1" | grep xm | sed -e 's/
\/configuration\///g" | sed 's/\.$//g" | tr -d "\"""



. ESA10M 2 SAER XMLE EAEL|CE

scp -q SUSERNAME@HOSTNAME: / confi gur ati on/ $FI LENAVE $BACKUP_PATH

. ESA12 CHA| 2HAE | E&LCt

ssh $USERNAVE@SHOSTNAME “cl usterconfig join $HOSTNAME2 admin ironport
Mai n_Group" 2> /dev/null

A B 232 EQ| TA| of = Cl3a Z &Lt

my_host$ ./cluster_backup

=== PHASE 1 ===| REMOVI NG ESA1l. | ocal FROM CLUSTER
Pl ease wait, this operation nmay take a minute...
Machi ne ESALl.| ocal renoved fromthe cluster.

=== PHASE 2 ===| BACKUP CONFI GURATI ON ON ESA

=== PHASE 3 ===| COPY XM. FROM ESA TO LOCAL

=== PHASE 4 ===| ADDI NG ESAl. | ocal BACK TO CLUSTER

Joining a cluster takes effect imediately, there is no need to conmit.

=== COWPLETE ===| Cl100V- 0000E878109A- G091111-20150116T192955. xm successfully

saved to /Users/saved_esa_configurations/

#H e
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