Anti-Virus @1 &I0| Cisco ESA(Email Security
Appliance)0i| A A0 E|T =X Eelst7| ¢
off M= HIAIXIE ELi= WY

Anti-Virus 21Z10]| Cisco ESA(Email Security Appliance)|M AN E| T Q= X| EQ1517| @la M
HAIXIE ELiE grE

TXT ot BHE 7|

Uk
]

O] E X0l A& Sophos SHE|HIO|BHA EE = McAfee 9FE|HFO|2{A I ZI0| Cisco ESA(Email Security
Appliance)oil M AFHEE[T UEX| =I5H7| fla HE HAIXIE Eie Yol CHal - ghL(ct.

Anti-Virus 21¥10]| Cisco ESA(Email Security Appliance)t|A{ 271
SHE|T UK EHel5tT| s MEF HAIX|IE EUs WY

ESAE Sl EH|AE HiO|2HA HO[ZEQ &M ME HIA|IXIE TS5 Sophos EE= McAfee OHE|
HIO|BHA AT ECIHE &= U&LICH o] EMo LIPE BAHE £&85H7| Hofl =4l e gh Al
U HAMg MHSt D OFE[HFO|E{A AMA| EE= HEO|EHA A HIAIXIE AEIEHES MY Mg 74
SHof LICt O] EMUIME E|AE HIOIHAE ME IS Z AE8|0|Mete
EICAR(www.eicar.org)H| M XM S 3t= ASCII ZEE AFE & LCt

X500 PYGAP[ 4\ PZX54( P") 7CC) 7} $EI CAR- STANDARD- ANTI VI RUS- TEST- FI LE! $H+H*

A T:EICARE: 0] E|AE B} 22 EICAROY "EICAR Standard Anti-Virus Test File(EICAR E &
OtE[HI O[EHA E|AE mf Y)"E HHZ S| Rle MBS EIUH Qo] LIYEI BE Z|EE SF &
LICt.HFO[EHA T} OfL|H HFO|2HA FEOf o =2t = Z 85t X 7| ol 2202 Z0fCtL]
= 70| oHEIEtLICECHE B ol MZER HFO|EHA9F ZHo| BFS BH |ICH Y EHE 2 Z "EICAR-AV-
Test"9f 20| FHet O/|Eo =2 H11E).

TXT ot e gHE 7|
21| ASCIl EXtde Al 5t0d ixt TH2 BHED Y R o= X ME EXES izl of
mhUg ME MAIKI HE Tz B 4 st


http://www.eicar.org/86-0-Intended-use.html
http://www.eicar.org/

& HAIX| 27

stof wreol| mf2t ESAS S8 CHYst wHo 2 ME HAIXIE 2 £ UaLch HY Ex
AE3s

Outlook((:= 7[Et O|H|Y o E2|7[0]d) =S H= UNIX CLIE S8t F 7FK| of|d| iHo| QlaL
Ct.
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joe@nix.local : ~$ echo "TEST MESSAGE w ATTACHVENT" | nmil -s "A/V test exanple" -A av.txt
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From: example.com (Joe User) o

To: bob®@av.esa

Bce:
Subject: |A/V test example
& -

av.ibt

TEST MESSAGE w/ ATTACHMENT

H Y HIAIX] 2E20IM ASCHI 2RI ALE:



From: example.com (Joe User) 2
To: bob@av.esa
Cc:

Beec:

Subject: |A/V test example

X50!P%@AP[4\PZX54(P")7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILEISH+H*
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ok HIAIX|7F AZHE[0] McAfeedl 2|3H "VIRAL"Z Z & E|= W2 & + A&

Wed Sep 13 11:42:38 2017 Info: New SMIP ICID 306 interface Managenent (10.1.2.84) address

10. 1. 2. 85 reverse dns host zane.local verified yes

Wed Sep 13 11:42:38 2017 Info: 1CID 306 ACCEPT SG UNKNOMWALI ST match sbrs[none] SBRS None country
Australia

Wed Sep 13 11:42:38 2017 Info: Start MD 405 |1 CI D 306

Wed Sep 13 11:42:38 2017 Info: MD 405 ICID 306 From <joe@xanple.conr

Wed Sep 13 11:42:38 2017 Info: MD 405 ICID 306 RID 0 To: <bob@v. esa>

Wed Sep 13 11:42:38 2017 Info: MD 405 Message-1D '<20170913153801. OEDA1AO121@xanpl e. conp'

Wed Sep 13 11:42:38 2017 Info: MD 405 Subject 'A/V test attachnent’

Wed Sep 13 11:42:38 2017 Info: MD 405 ready 1057 bytes from <j oe@xanpl e. conr

Wed Sep 13 11:42:38 2017 Info: MD 405 attachnent 'av.txt'

Wed Sep 13 11:42:38 2017 Info: 1CID 306 close

Wed Sep 13 11:42:38 2017 Info: MD 405 matched all recipients for per-recipient policy ny_av in
the inbound table

Wed Sep 13 11:42:38 2017 Info: MD 405 interimAV verdict using MAfee VIRAL

Wed Sep 13 11:42:38 2017 Info: MD 405 antivirus positive "EICAR test file'

Wed Sep 13 11:42:38 2017 Info: MD 405 enqueued for transfer to centralized quarantine "Virus"
(a/v verdict VIRAL)

Wed Sep 13 11:42:38 2017 Info: M D 405 queued for delivery

Wed Sep 13 11:42:38 2017 Info: New SMIP DCID 239 interface 10.1.2.84 address 10.1.2.87 port 7025
Wed Sep 13 11:42:38 2017 Info: DCID 239 TLS success protocol TLSv1.2 ci pher DHE- RSA- AES256- GCM
SHA384 t he. cpq. host

Wed Sep 13 11:42:38 2017 Info: Delivery start DCID 239 MD 405 to RID[0] to Centralized Policy
Quar anti ne

Wed Sep 13 11:42:38 2017 Info: Message done DCID 239 MD 405 to RID [0] (centralized policy
guar ant i ne)

Wed Sep 13 11:42:38 2017 Info: MD 405 RID [0] Response 'ok: Message 49 accepted'

Wed Sep 13 11:42:38 2017 Info: Message finished M D 405 done

Wed Sep 13 11:42:43 2017 Info: DCI D 239 close

SophosOil A 2L AZHEH S HIA|K]:

Wed Sep 13 11:44:24 2017 Info: New SMIP I CID 307 interface Managenent (10.1.2.84) address
10.1.2.85 reverse dns host zane.local verified yes
Wed Sep 13 11:44:24 2017 Info: 1CID 307 ACCEPT SG UNKNOWALI ST mat ch sbrs[none] SBRS None country



Australia

Wed Sep 13 11:44:24 2017 Info: Start MD 406 |ICl D 307

Wed Sep 13 11:44:24 2017 Info: MD 406 ICID 307 From <joe@xanple.conp

Wed Sep 13 11:44:24 2017 Info: MD 406 ICID 307 RID O To: <bob@v. esa>

Wed Sep 13 11:44:24 2017 Info: MD 406 Message-1D '<20170913153946. E20C7A0121@xanpl e. comp'

Wed Sep 13 11:44:24 2017 Info: MD 406 Subject 'A/V test attachment’

Wed Sep 13 11:44:24 2017 Info: MD 406 ready 1057 bytes from <j oe@xanpl e. conp

Wed Sep 13 11:44:24 2017 Info: MD 406 attachment 'av.txt'

Wed Sep 13 11:44:24 2017 Info: 1CI D 307 close

Wed Sep 13 11:44:24 2017 Info: MD 406 matched all recipients for per-recipient policy ny_av in
the inbound table

Wed Sep 13 11:44:24 2017 Info: MD 406 interim AV verdict using Sophos VI RAL

Wed Sep 13 11:44:24 2017 Info: MD 406 antivirus positive 'El CAR AV- Test'

Wed Sep 13 11:44:24 2017 Info: M D 406 enqueued for transfer to centralized quarantine "Virus"
(a/v verdict VIRAL)

Wed Sep 13 11:44:24 2017 Info: M D 406 queued for delivery

Wed Sep 13 11:44:24 2017 Info: New SMIP DCID 240 interface 10.1.2.84 address 10.1.2.87 port 7025
Wed Sep 13 11:44:24 2017 Info: DClID 240 TLS success protocol TLSv1.2 ci pher DHE- RSA- AES256- GCM
SHA384 t he. cpq. host

Wed Sep 13 11:44:24 2017 Info: Delivery start DCID 240 MD 406 to RID [0] to Centralized Policy
Quar anti ne

Wed Sep 13 11:44:24 2017 Info: Message done DCID 240 MD 406 to RID [0] (centralized policy
guar ant i ne)

Wed Sep 13 11:44:24 2017 Info: MD 406 RID [0] Response 'ok: Message 50 accepted’

Wed Sep 13 11:44:24 2017 Info: Message finished M D 406 done

Wed Sep 13 11:44:29 2017 Info: DCI D 240 cl ose
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