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esa. |l ocal > sslconfig

sslconfig settings:

GU HTTPS net hod: tlsvl/tlsvl.2
@GUJ HTTPS ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

I RC4

@STRENGTH

- EXPORT

I nbound SMIP net hod: tlsvl/tlsvl. 2
I nbound SMTP ci phers:

MEDI UM

H GH


https://wiki.mozilla.org/Security/Server_Side_TLS

- SSLv2

-aNULL

I RC4

@STRENGTH

- EXPORT

Qut bound SMTP net hod: tlsvl/tlsvl.2
Qut bound SMIP ci phers:
VEDI UM

Hl GH

- SSLv2

-aNULL

I RC4

@STRENGTH

- EXPORT

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit Inbound SMIP ssl settings.

- OUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMIP ssl method you want to use.
1. SSL v2

2. SSL v3

3. TLS v1/TLS v1.2

4, SSL v2 and v3

5. SSL v3 and TLS v1/TLS v1.2

6. SSL v2, v3 and TLS v1/TLS v1.2
[3]>
Enter the inbound SMIP ssl cipher you want to use.
[ MEDI UM HI GH: - SSLv2: - aNULL: | RC4: @STRENGTH: - EXPORT] >

sslconfig settings:

QU HTTPS nethod: tlsvl/tlsvl.2
QU HTTPS ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

I RC4

@TRENGTH

- EXPORT

I nbound SMIP met hod: tlsvl/tlsvl.2
I nbound SMTP ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

I RC4

@TRENGTH

- EXPORT

Qut bound SMIP met hod: tlsvl/tlsvl.2
Qut bound SMIP ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

I RC4

@TRENGTH

- EXPORT

Choose the operation you want to perform



- QU - Edit GU HTTPS ssl settings.
- INBOUND - Edit Inbound SMIP ssl settings.
- OQUTBOUND - Edit Qutbound SMIP ssl settings.
VERI FY - Verify and show ssl cipher list.
[]>
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Enter the inbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > MEDIUM:HIGH:-SSLv2:-aNULL:@STRENGTH
ESAMM ALE 7tsEt RE &5 HPIE AESNoF & LICHO|E E2{H™ sslconfig BB & Y5t

o
verify 5t ¢ &S A=IgfLICt.SSL =3t 7tE|n2[of Cist & 442 LOW, MEDIUM, HIGH &
ALL]L]CH.

[1> verify

Enter the ssl cipher you want to verify.
[1> MEDIUM
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ADH RC4- MD5 SSLv3 Kx=DH Au=None Enc=RC4(128) Mac=MD5

| DEA- CBC- SHA SSLv3 Kx=RSA Au=RSA Enc=I DEA(128) Mac=SHAl
RC4- SHA SSLv3 Kx=RSA Au=RSA Enc=RC4(128) Mac=SHAl

RC4- MD5 SSLv3 Kx=RSA Au=RSA Enc=RC4(128) Mac=NMD5

| DEA- CBC- MD5 SSLv2 Kx=RSA Au=RSA Enc=I DEA(128) Mac=NMD5
RC2- CBC- MD5 SSLv2 Kx=RSA Au=RSA Enc=RC2(128) Mac=MD5
RC4- MD5 SSLv2 Kx=RSA Au=RSA Enc=RC4(128) Mac=NMD5

HPAE £&st7| floll oledet F=5E Eee =& U&LICH

[1> verify

Enter the ssl cipher you want to verify.
[]> MEDIUM:HIGH

ADH RCA- MD5 SSLv3 Kx=DH Au=None Enc=RC4(128) Mac=NMD5

| DEA- CBC- SHA SSLv3 Kx=RSA Au=RSA Enc=| DEA(128) Mac=SHAl

RC4- SHA SSLv3 Kx=RSA Au=RSA Enc=RC4(128) Mac=SHA1l

RC4- MD5 SSLv3 Kx=RSA Au=RSA Enc=RC4(128) Mac=MD5

| DEA- CBC- MD5 SSLv2 Kx=RSA Au=RSA Enc=| DEA(128) Mac=NMD5

RC2- CBC- MD5 SSLv2 Kx=RSA Au=RSA Enc=RC2(128) Mac=MD5

RC4- MD5 SSLv2 Kx=RSA Au=RSA Enc=RCA4(128) Mac=MD5

ADH CAMELLI A256- SHA SSLv3 Kx=DH Au=None Enc=Carel | i a(256) Mac=SHAl
DHE- RSA- CAMELLI A256- SHA SSLv3 Kx=DH Au=RSA Enc=Canel | i a(256) Mac=SHAl
DHE- DSS- CAMELLI A256- SHA SSLv3 Kx=DH Au=DSS Enc=Canel | i a(256) Mac=SHAl
CAMELLI A256- SHA SSLv3 Kx=RSA Au=RSA Enc=Can®l | i a(256) Mac=SHAl

ADH CAMELLI A128- SHA SSLv3 Kx=DH Au=None Enc=Carel | i a(128) Mac=SHAl
DHE- RSA- CAMELLI A128- SHA SSLv3 Kx=DH Au=RSA Enc=Canel | i a(128) Mac=SHAl
DHE- DSS- CAMELLI A128- SHA SSLv3 Kx=DH Au=DSS Enc=Canel | i a(128) Mac=SHAl
CAMELLI A128- SHA SSLv3 Kx=RSA Au=RSA Enc=Can®l | i a(128) Mac=SHAl

ADH- AES256- SHA SSLv3 Kx=DH Au=None Enc=AES(256) Mac=SHAl

DHE- RSA- AES256- SHA SSLv3 Kx=DH Au=RSA Enc=AES(256) Mac=SHA1l

DHE- DSS- AES256- SHA SSLv3 Kx=DH Au=DSS Enc=AES(256) Mac=SHA1l

AES256- SHA SSLv3 Kx=RSA Au=RSA Enc=AES(256) Mac=SHAl

ADH- AES128- SHA SSLv3 Kx=DH Au=None Enc=AES(128) Mac=SHAl

DHE- RSA- AES128- SHA SSLv3 Kx=DH Au=RSA Enc=AES(128) Mac=SHA1l

DHE- DSS- AES128- SHA SSLv3 Kx=DH Au=DSS Enc=AES(128) Mac=SHA1l

AES128- SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHAl

ADH- DES- CBC3- SHA SSLv3 Kx=DH Au=None Enc=3DES(168) Mac=SHAl

EDH- RSA- DES- CBC3- SHA SSLv3 Kx=DH Au=RSA Enc=3DES(168) Mac=SHAl

EDH- DSS- DES- CBC3- SHA SSLv3 Kx=DH Au=DSS Enc=3DES(168) Mac=SHAl

DES- CBC3- SHA SSLv3 Kx=RSA Au=RSA Enc=3DES(168) Mac=SHAl

DES- CBC3- MD5 SSLv2 Kx=RSA Au=RSA Enc=3DES(168) Mac=MD5
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[]> MEDIUM:HIGH:-SSLv2:-aNULL:@STRENGTH: -EDH-RSA-DES-CBC3-SHA:
-EDH-DSS-DES-CBC3-SHA:-DES-CBC3-SHA
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[]> MEDIUM:HIGH:-SSLv2:-aNULL: !RC4:@STRENGTH
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