Cisco SMA(Security Management Appliance)&
'Ed|E o 0|X] CLI BFoll CiEt &2 M|FAHE

o
>

|Z

a2
FO
g
>
oo

02 ¥ >

0%

[Uf>
i
B

m
AT

i A
MO

21
I 02

MO0 o= 0
TR
ot g i

k>
3

AsyncOS 11.45E{ A|EF35H0{ AsyncOS 12.x for Security Management Appliance(SMA)E 7% &
A5t 2 ALS A QIEH| oA (U= A AH|Qt LHE CI|O|E XEIE HI&LICE Ol EMAMHE M
E C|RIelE & ALS %} QIEH|0|AE HMSt = 7|5 2| 5 E CHELICE Ciscoe O 7|22 T
HE HHE Fdsto ALSA B EE TS LICH

7|1 X} Cisco TAC 2 X|L|0q Chris Arellano

AN T AN

£ 1 "Management" QIE{H| 0| A= SMAS| 34 HmH Z4T| 28| 0|M Sof EAIZlE 7|2 QlE{m|o|A
olL|c}. NetWOI'k(L'HE%IH-) > |P Interfaces(IP E|E-|!I‘||0|ﬁ)0‘||k| AN E S13HK| et &LICtH ek
MH|ALE &HAF 7|2 olE|H|o|A0|2 2 &0l |C},

trailablzerconfig& &d3t5t7| of CtZ EF 0| HQIEIRA=X| &elgfLct

1. SMA7} 4 80|EE|R 2 AsyncOS {7 12.x 0|42 AsH SlL|Ct.

2. Network(LER3) > IP Interfaces(IP 2IE{H|0|A)0{| A £tE2| QIE{m|0|A 0] &= Appliance
Management(0{&2+0|HA B 2|) > HTTPS 7} & +«d3+E Appliance Management(0{& 2} 0|2
A EE|)> HTTPS ZE & &5ed0i A 2ofok ghLct.

3. Network(L|E2{3) > IP Interfaces(IP IE{H|O|A)0| A E2| RIE{H| 0| A 0d&= AsyncOS API >
HTTP % AsyncOS > HTTPS7t 2% & 45tE|o] !&LICh AsyncOS API > HTTP and
AsyncOS API > HTTPS ZE = 5}540i A 2o{of &L|c}.

4. "Trailazer" ZEE L34S Solf GojoF FLICH 7|22t 2 44312LICH

5. DNS7t #2| QIE{HO|A "SAE O|F"S &OQIE = U=X| &Ql

0od|: nslookup sma .hostname= |P A& BHtErL|Ct.

=
6. DNS7| AT FHEIO| HMASHEE 7 E "This is the default interface for the Spam
Quarantine" hostname/URL £ = Q1& &= Q=X| =elghLct.


/content/dam/en/us/td/docs/security/security_management/sma/sma12-0/SMA_12-0_Release_Notes.pdf

12.x NGSMA(Next Generation SMA) GUI= A& X} Z&S 7HM5H7| I3 22H0IAE(IE, Chrome,
Firefox)0l| Ct2 2 E&|= SPA(Single Page Application)Z2 CtA| LR & LICE. SPAE SMAZ| 04
B LHR Mot S4l5tod 2+ 2 CHE MH[AE s->FLCh

SMAO]| CHEF SPA S 4! LHolA{ CORS(Cross-Origin Resource Sharing) Mgt2 2 QI5H o4 Z & Zt
o| Salof| 3 74 x| o7t drgtL|Ct

. CORSE 2to|x{9] HO| CHE LIS AMHIASHo| MHE S41 2Hel Liol M M=K TS A
A Eot 7ls Lot

LHE MEHE NGSMAE Sall Mz CHE 57 XIHE TCP ZEE Soll 4e + JU&LICH Z
TCP ZEoOi|= 2CI0|UER} Silsttitd ol QI M £210| HREfLICE NGSMAL| LHF AH

of SAE & Qle B2 X7 gL

=k

"leug-login" & "ng-login"& Z &5t RHAICH 2 QIE{m oA,

AMP CTR(Cisco Threat Response) S &£ 28 211 M
A=
&=5M

MEZ CIE 2ES LIEILHE TCP ZE Q| ZHEHSH o= ZF ZEOf CHE

2 = Js MY QB AM7E SMAO] gl E< Eete*X7l ZEnto| £EHE

of o] CIBEM =22 ZR = BILICE TCP . E 6443, 443, 44312| 22N
o

=
SXtoilA olz{gh F&io] £t dod + U&LICH

N

olz{et 2ME alid5t7| flall Ciscoe 2E0|UE(EES M 2et0|ME)et MH(EY ZEE S
AHE 7tsE MH[A) Ztofl ZRA| 7|15 =&5t7] fldH NginxE FFEFI& LICH Nginx(NGIN
nginx2 7 &)E BlHA TEA|, 2 WHM, HY ZEA| L HTTP 7HAIZ AFSE = U= & MH
L|C.

O|=H| &tH

m
mO

| SMAER WOIBM £2o2 S4l0| YSHLICH

ol

Cisco= 0| 7|52 trainblabzerconfig2 &433t35t7| {8l CLI F&of Bo|g& XI-H#&LICt.
XN Em 222 F 7He| #Hx Mol of| & Eo{ELCt.

. APl AH{ HTTP:6080 2! HTTPS:6443
. GUI MB{ HTTP:80 2! HTTPS:443
GUIOIM APIZ S| S412 £215t2{H £ L T E HMAT} ZFFLICH



AP| GUI
Server Server

4 )

Client

- )

SPA %! 224 b

CHS 2812 API & GUI ZZ M|A 2ol Nginx ZSA|E SEstod MetEl HFLIZHolde| LE{E 8
agrLch.



AP| GUI
Server

Server

NGINX

4 D

Client

= X=2
S

SPA, NGINX Proxy& #

otod AZE Aol 24

&0

SI=i='g

o0&
ol

2

sma.local> help trailblazerconfig

trailblazerconfig

Configure and check the trailblazer.
(Please make sure existing UI is functioning on https)
trailblazerconfig enable <https_port> <http_port>

trailblazerconfig disable
trailblazerconfig status

Sub-commands :

enable - Runs the trailblazer either on
801)

default ports (https_port: 4431 and http_port:



or optionally specified https_port and http_port

disable - Disable the trailblazer
status - Check the status of trailblazer
Options:
https_port - HTTPS port number, Optional
http_port - HTTP port number, Optional
AFEf 20l

sma.local> trailblazerconfig status

trailblazer is not running

AL

sma.local> trailblazerconfig enable
trailblazer is enabled.

To access the Next Generation web interface, use the port 4431 for HTTPS.
AE ggst, AEf Zol.

sma.local> trailblazerconfig status

trailblazer is running with https on port 4431.
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