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RDPE A EE = gi&LICH.
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QJ& LIC}. Verisign EE£ EnTrustt 22 HHZ 2E| XA QIZAME Foist 7Lt ID QIBMHE RHAIA
o2 WIESES ASAE TEg = U&LIcho| 2B M ClHIO|AE RREESE SYetAH #XIE
L—IEP.EIHPOIéﬂ NMEEE M RXIZls A& dZE QUBME S5t o BHAHE 2t =& LICtH

ASDM A%}

1. Configuration(Z1I| 22| 0| M) 2 2!%t Ct= Remote Access VPN(HZ AAIA VPN)E E8]
gruct.
2. Certificate Management(21& A & 2|)E & & & CtS Identity Certificates(ID QIS A)E M=
LICt.
3. Add(F7HE 22/¢ C}= Add a new identity certificate(M ID 215 M F7}) 2lC|2 HES 2
=IgfLich
4. New(MZ BHEZ|)& =/ ELCH.
5. Add Key Pair(7| & Z7}) Ciat 4 XHoll A Enter new key pair name(Ml 7| & O|& 1) 2tC|2
HES Z2IFLct
6. 7| 42 AlgdE 0|2 YT LICE O] oloi| M= sslvpnkeypairE AFE Bf L/CH.
7. Generate Now(X|& d4)& &= fLCh.
8. Add Identity Certificate(ID @& M F7) CHEt & KHoll M AHE MAEl 7] 40| MEE|I=X| &
o|%FLJEf
9. Certificate Subject DNS| A< VPN &2 QIE{H|0|A0i| ¢1Z25= O A& E FQDN(E &t E
T HQl o|F§)2 = erLICt.CN=sslvpn.cisco.com
10. Advanced(ZL=&)E £ 2!t 1 Certificate Subject DN(2/E A =& DN) ZE=0i AF8 &=
FQDNE /248t L|Ct.of: FQDN:sslvpn.cisco.com
11. &l =|gfLct.
12. Generate Self Signed Certificate(AtAl| M RS M M)
Certificate(21& M F7H) & =& CH
13. &els =|ghuct
14. Configuration(Z1Z|12i[0|MH)2 2 =!8t LIS Remote Access VPN(# A A A VPN)E 23
ghuct.
15. Advanced(ZL2)Z & &350 SSL Settings(SSL AX)E M EL|CH
16. Certificates(2!E A1) @240i| A SSL VPN(2|F)E SE5t= Ol A8 QIE{H0|AE MEiSHT
Edit(==d)& 22 &Lct.
17. Certificate(21 5 M) EECH2 SF0{| A O|Tof et A HE B ME MESfLICH
18. OK(BQ)E Z=2I8t T2 Apply(HE)E E=IErLCH
BHE of
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ciscoasa

ciscoasa(config) #crypto key generate rsa label
sslvpnkeypair

INFO: The name for the keys will be: sslvpnkeypair
Keypair generation process begin. Please wait...

!--- Generate an RSA key for the certificate. (The name
should be unique. !--- For example, sslvpnkeypair.)
ciscoasa(config) #crypto ca trustpoint localtrust

!--- Create a trustpoint for the self-issued
certificate. ciscoasa(config-ca-trustpoint) #enrollment
self

ciscoasa(config-ca-trustpoint) #fgqdn sslvpn.cisco.com
ciscoasa(config-ca-trustpoint) #subject-name
CN=sslvpn.cisco.com

!--- The fully qualified domain name is used for both




fgdn and CN. !--- The name should resolve to the ASA
outside interface IP address. ciscoasa(config-ca-
trustpoint) #keypair sslvpnkeypair

!--- The RSA key 1is assigned to the trustpoint for
certificate creation. ciscoasa(config-ca-
trustpoint) #crypto ca enroll localtrust noconfirm

% The fully-qualified domain name in the certificate
will be: sslvpn.cisco.com

ciscoasa(config)# ssl trust-point localtrust outside
!--- Assign the trustpoint to be used for SSL
connections on the outside interface.

2EHAH|.. SSL VPN SCHO|HE o|OIX| Y= E S Al

O] 2 M0i M= AnyConnect SSL 2.0 220|HEE A& LICHCisco Software Download 2 ALO|
Eo|M Ol 2EI0|UEE 7HX2 = UELICHHZA ALZRI7L A8 5tE = ZF 2 #|Alotct H’“:—O—l
AnyConnect O|0|X|7} E & L|CHAFMIBH L& Cisco AnyConnect 2.0 EE'EI/\ HEE BT

—_—r

AnyConnect Z2I0[HEE 7IX2 F C}t

0jo

CHAE 22 fLich
ASDM HR}

1. Configuration(Z1Z|12i|0|M)E Z =!8t Ct= Remote Access VPN(HZ YAA VPN)E & &
ghct.

2. HER|Z(FLI0|HE) HMAE &8 Cts DS &HFELCH

3. SSL VPN2 &% 3l 1 Client Settings(E2H0|HE HH)E MEHELIC.

4. SSL VPN Client Images(SSL VPN Z20|HE 0|0|X|) YA M Add(F=7HE /e Ct=
Upload(F2E)E Z=2IFLICt.

5. AnyConnect Z2}0|EE CIR2E =8 |X|E O[S FLICt.

6. It Y2 MEYSI T Upload File(TtY 2 =) Z2IgLICH Z220|HET YZ = g™ 10|
cHAloll 42 EE[RCHE HIAIX|7} EAIELICH

7. 8lg EFRIBLICH A2 2 =5t o|0|X|E $4AH SSL VPN Z2I0|21E O|0|X|2 AT W
2 2fQlst= et & KH7t LEEHE LT

8. &elg &gt

9. OK(E*OI)E 22/t CH2 Apply(H2)E F=ELICH

10. AFEE Zt 2 A Anyconnect THZ| X |0l CH3H Of AlMO| EHAH|E BHS§HLICH

HBE o

M|k

ciscoasa

ciscoasa(config) #copy tftp://192.168.50.5/anyconnect-
win-2.0.0343-k9.pkg flash

Address or name of remote host [192.168.50.5]7?

Source filename [anyconnect-win-2.0.0343-k9.pkg]?
Destination filename [anyconnect-win-2.0.0343-k9.pkg]?
Accessing tftp://192.168.50.5/anyconnect-win-2.0.0343-

k9.pkg...tirrrrrrrnnnt

Writing file disk0:/anyconnect-win-2.0.0343-k9.pkg...
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd



http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect
http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect
http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/release/notes/cvcrn200.html

rrrrrrrrrrrrrrrrrrrnd

2635734 bytes copied in 4.480 secs (658933 bytes/sec)

! --- AnyConnect image is downloaded to ASA via TFTP.
ciscoasa(config) #webvpn

ciscoasa (config-webvpn) #sve image disk0:/anyconnect-win-
2.0.0343-k9.pkg 1

!--- Specify the AnyConnect image to be downloaded by
users. The image that is !--- downloaded the most should

have the lowest number. This image uses 1 for the !---

AnyConnect Windows image.

3EtAHl. AnyConnect M|A &AIS

AnyConnect 22}0|E 7} ASAM| AT = UL 5 5248 SSL VPN HdZ2E SEst= 2EHH 0|A
oM HMAE g3l5H0k HLICt 0] oflof A= Anyconnect @12E S235H7| 261 2/F QIE{Ho|A
= Al=st o).

ASDM A}

1. Configuration(Z1Z| 22 0|MH)2 £ 2!%t Ct=2 Remote Access VPN(#ZH AIA VPN)E 8
grct.

2. Network (Client) Access(LIE T (FEI0|HE) HAHIA)E &5 CHS SSL VPN Connection
Profiles(SSL VPN ¢1Z4 21 ol)& M=igL|ct

3. Enable Cisco AnyConnect VPN Client(Cisco AnyConnect VPN &2}0|HE A8} &olgts
MEASHL|CE

4. 2|5 QIE{H| 0| A o Allow Access(HAMA 518) &QlgtE MEIS T Apply(HE)E & grLCH.

HHE o

ciscoasa

ciscoasa(config) #webvpn
ciscoasa(config-webvpn) #enable outside
ciscoasa(config-webvpn) #svec enable

! --- Enable AnyConnect to be downloaded to remote

computers.
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ME SSLClientPolicy2t= 18§ B2 4 & e L/C)

ASDM X%}

1. Configuration(Z1Z| 12| 0]|4d)& &2/ CI= Remote Access VPN(HZ MA VPN)E 2 &
ghct.

2. Network (Client) Access(LIE T (FEH0IE) HMA)S & 55T Group Policies( 1B &2

YE MEHEL|CH

.Add(F7HE =B

. General(HEhH 2 AE45t 1 Name(O|&) Z =0 SSLClientPolicyE =38t LICt.

. Address Pools Inherit(F A £ 4<) &Qlgto| MElg FAFLICEH

CMElg 228 CHZ FIHE 2 LICHAd IP Pool CHaE &8 KH7t LEEFE LT

CHEFoIM SRl AR F0| ol IP HRloIM FA E8 FMELICEHO| ol ME CFS 22
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AEBHLICH O0|&:SSLClientZE AlZl IP F$4£:192.168.25. 182 IP $4:192.168.25.50 ! 0O}
A 3:255.255.255.0

8. &elg &gt

9. M2 MM=l Z2 MEISI T Assign(E )2 28t

10. &Qlg 28 Ot F FI7I M2 S2ELIc

11. Tunneling Protocols Inherit(EI9 2 Z2 EZ A<) &olgto| MEfg F|ABHLI|CH

12. SSL VPN Z&}0|HEE & QlghCl.

13. 1% &0l A Servers(MH)E MEEFLICEH

14. DNS Servers Inherit(DNS AH{ &'&) 2fQIBto| MEHZ F| A5t AnyConnect 220|1E 0

M AHEE LHE DNS MO IP FAE QI=2d8tL|CH 0] ool ME 192.168.50.58 AFEEHL|CF.

15. More Options& & =2/ &FLIC}

16. Default Domain Inherit(7 |2 T H Q! &<§) = QIBto| MEHZ F|AFFLICH

17. 2 HEXIT M A5t =HQlE =dgLICt.ofl: tsweb.local.

18. OK(EQHE 228t Ot S Apply(H8)E S=IErLCH.

HHEE o

ciscoasa

ciscoasa(config)#ip local pool SSLClientPool
192.168.25.1-192.168.25.50 mask 255.255.255.0

!--—- Define the IP pool. The IP pool should be a range
of IP addresses !--- not already in use on the internal
network. ciscoasa(config) #group-policy SSLCLientPolicy
internal

ciscoasa(config) #group-policy SSLCLientPolicy attributes
ciscoasa(config-group-policy) #dns-server value
192.168.50.5

!-—- Specify the internal DNS server to be used.
ciscoasa(config-group-policy) #vpn-tunnel-protocol svc

I -—— Specify VPN tunnel protocol to be used by the Group
Policy. ciscoasa(config-group-policy)#default-domain
value tsweb.local

!-—-—- Define the default domain assigned to VPN users.
ciscoasa(config-group-policy) #address-pools value
SSLClientPool

!-—-- Assign the IP pool created to the SSLClientPolicy

group policy.

VPN SZE PJEt HAHA S5 25| 714

—

. Configuration(Z1I| 12| 0|M)2 E =!8t Ct=S Remote Access VPN(HZ A4 VPN)E 22
ghct.
2. HER|3(FLI0|HE) HMHAE =25t CH S D2 HHELCH
. SSL VPN2 & %35t 11 Bypass Interface Access ListE ME{EHLICEH
4. Enable inbound SSL VPN and IPSEC Sessions to bypass interface access lists(2/HI2E.

SSL VPN ! IPSEC AMlM0| RQIE|H[O|A HA|A S/ E 23|55 B3} =felzs LES
1 Apply(HE)E #=IELICH

HHE o

w



ciscoasa

ciscoasa(config) #sysopt connection permit-vpn

!--- Enable interface access-1list bypass for VPN
connections. !--- This example uses the vpn-filter
command for access control.

ciscoasa (config-group-policy) #

6ErA|. AnyConnect #2t0|HE IS St HAE T2 M S B I F 4

VPN Z2ct0|¢1E7I ASAN| HAAZ|H AG T2 0l &= EH'd 250 (IZELCHEE 282
IPsec L2L, IPsec % Z4 HM|A, ECHO|MER|A SSL, E2H0|ME SSL & §H 89| VPN 2440
E

ASDM &%t
1. Configuration(Z4I|22{|0| M) S 22!t C}= Remote Access VPN(HZ HA|A VPN)E 22
grct.
2. Network (Client) Access(L|EQIT(FEI0IHE) HAHIA)E &5t CHS SSL VPN & & &L
Ct.
3. Connection Profiles(2dd T2 Q) E MEHSI T Add(F7HE 2 E L[CF.
4. 7|2 & o=t Ot 2 22 LT LICH0|&:SSLClientZ2EHQUE ZZHT|E 1 & A

:SSLCEZLCI0[|AE 3K

5. SSL VPN Client Protocol(SSL VPN 22+0|IE T2 E &) £ QI20| MEHE|QI= K| 2ol |
Ct.

6. 1% &0l Advanced(=)E & &5t SSL VPNE MEHEILICE

7. Connection Aliases(21Z2 H&)0l M Add(F7HE 225t AAEXI7F VPN Q1AE dZde = U
= O|§2 Y™ LIct.o| & £04, SSLVPNClientE AE{EfL|CF.

.OK(&fehE Z 28t Ot = OK(E )& CHA| E=2IFLICt

. ASDM % 5+EHO]| A Allow user to select connection, identified by the table at login page = 2!

2t MEHSI T Applyg ==y
HHE of

O 00

ciscoasa

ciscoasa(config) #tunnel-group SSLClientProfile type
remote-access

!-—-—- Define tunnel group to be used for VPN remote
access connections. ciscoasa(config) #tunnel-group
SSLClientProfile general-attributes
ciscoasa(config-tunnel-general) #default-group-policy
SSLCLientPolicy

ciscoasa(config-tunnel-general) #tunnel-group
SSLClientProfile webvpn-attributes

ciscoasa (config-tunnel-webvpn) #group-alias SSLVPNClient
enable

!--- Assign alias for tunnel group. ciscoasa(config-
tunnel-webvpn) #fwebvpn

ciscoasa (config-webvpn) #tunnel-group-list enable
!--- Enable alias/tunnel group selection for SSL VPN
connections.




7EtA|. AnyConnect & 20|21 E 0f| CHEF NAT ol 2| 747

SSL VPN Z2CI0|HE 7 HMASEE {5t IP T4 EE= HLof CHEH NAT AM2IE 7 A8l ok
sfL|Ct.0| of|od A SSL VPN 22I0|¢1E = LHE IP 192.168.50.50| 2 HA|| A 8HoF & L|C}.

& 1: NAT-controlO| EM3IE|X| oI2 B2 | CHHl= 25 X| 2b&L|CH 2 Rl5tE{E show run nat-
control B2 AL & LICLASDME S35 &olste{™ Conflguratlon(?_‘ll_LIZLEﬂOIA=|)2 25t
Firewall('2}=)2 Z =I5t CtS Nat RuIes(NAT T2 & ME & L|CH Enable traffic through the
firewall without address translation(F4 Het 10| W3l Sn} Ef®| &4ds}) &elets MEfst 4
< O| HAHE 7AHE = U&Lct

ASDM A%}

1. Configuration(Z4x| 212 0|M)E E=Iet Tt S Firewall(d 3tH)S 2 =/&fLICH.
2. Nat Rules& M={5t 1 AddE =|#LCt
3. Add NAT Exempt Rule(NAT X|Q| +&] F£7h S MEist D CHS gf2 =g Lch & X 2l elE]
HO|A: LHE & 7{:192.168.50.5CHAF:192.168.25.0/24NAT M| 2| W& :NAT Ol RHI2E ECi=
2 'L QlE{H|o|A 0 W2 EoF QIE{H|0|AZ XNQ|(7|EZ)
4. OK(§*°|)§ 223 O Apply(X18)E =8I
HHEE of

ciscoasa

ciscoasa(config) #access-list no_nat extended permit

ip host 192.168.50.5 192.168.25.0
255.255.255.0
!--- Define access list to be used for NAT exemption.
ciscoasa(config) #nat (inside) 0 access-list no_nat
!--- Allow external connections to untranslated internal
!--- addresses defined by access 1lisy no_nat.
ciscoasa(config) #

4 B (7IEdh)E Ar8ste 82 AL8XtF 25 E floll 24 ClolE{H 0] &0l M ALE X} O|F 1t H
UHS & Holstok gfLICH
ASDM HR}

1. Configuration(Z1I| 22| 0|MH)2 Z=!%t Ct= Remote Access VPN(HZ AAlA VPN)E 22
gt

2. AAA Setup(AAA MH)S & XSt Local Users(2H AHSXHE ME{EFLICE.

3. Add(F7HE E&5t1 Ot S 2t 2 Y LICHAEA O| B HEZZ . p@ssword £ &0l
‘p@sswOrd

4. No ASDM, SSH, Telnet =& Console Access CIC|2 HHE S MEIEFL|CY,

5. OK(&ehE Z=It Ct= Apply(HE)E S=EfLICt

6. &7t Ar&Xtol| CHSH o] HHAHE gt5 8t CHE K& S gL ct

HHE o

ciscoasa




ciscoasa(config) #username matthewp password p@sswOrd
ciscoasa(config) #username matthewp attributes
ciscoasa(config-username) #service-type remote-access
!--- Assign user remote access only. No SSH, Telnet,
ASDM access allowed. ciscoasa(config-username) #write
memory

!--- Save the configuration.

Ct= &oIgfLCh
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SSL VPN Z4I|zagfo|Mo| B =X| =Qlste{™ o| MME AFSEFLICH

AnyConnect #2I0|HE & AL-&30{ ASA0| 21E

PCO| 2] ZEI0|UEE HXI5tD ASA 2|F QE{mH0|A0]| AZSHHLE & EE2RX{0i ASAZL
httpos & FQDN/IP FAE 2=ELICHE HEIRXME M85l B2 212l A EEI0|MET RS2

2 Mx|ELICt
SSL VPN 22}0|HE 47 &0l

?1ZEl SSL VPN EZI0|HEE & Ql5t2{H show vpn-sessiondb sve BHES AMS & L|Ct.

ciscoasa(config-group-policy) #show vpn-sessiondb svc

Session Type: SVC

Username : matthewp Index : 6

Assigned IP : 192.168.25.1 Public IP : 172.18.12.111
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHA1

Bytes Tx : 35466 Bytes Rx : 27543

Group Policy : SSLClientPolicy Tunnel Group : SSLClientProfile
Login Time : 20:06:59 UTC Tue Oct 16 2007

Duration : 0h:00m:12s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

ciscoasa(config-group-policy) #
vpn-sessiondb logoff name username username B2 AI8X O|SHZE AISXIE 22T &L
ChoAZ0| 27/ 2t ElRF A HIAIXI7F A KA A S ELICH

ciscoasa(config) #vpn-sessiondb logoff name matthewp
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "matthewp" logged off : 1

ciscoasa(config) #
AnyConnect 2.0 Z2+0|HE o CHEt AFMIEH LI& 2 Cisco AnyConnect VPN #2|Xt AHEME & X
SHAAI2.

=X =

o] MMoi s Aol 2X

jn
gg
i
gh
rr
;;
Pl
oo
et
1
30
rir
02
HT
i
2
Okl
il
T
n
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Output Interpreter = (S E 1248t sHF)(OIT)= §’H show BH2 K| &
show B £ 9| EME FLIC}.
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11 debug BHEE ArE5t7| ol ClH B0l et 2 HE S HESAAL.

- debug webvpn svc 255 - WebVPNE S35l SSL VPN Z2I0|HEof CHeF Ao Cht C|e 2 o
AX|E E A LICHAnyConnect 2021 83

ciscoasa(config) #debug webvpn svc 255
INFO: debug webvpn svc enabled at level 255.
ciscoasa(config) #ATTR_FILTER_ID: Name:
SSLVPNClientAccess
, Id: 1, refcnt: 1
webvpn_rx_data_tunnel_connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()
. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: 10.10.1.5' - !--- Outside IP of ASA Processing CSTP header line: 'Host:
10.10.1.5"
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343' - !--- AnyConnect Version

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343' Setting
user-agent to: 'Cisco AnyConnect VPN Client 2, 0, 0343' webvpn_cstp_parse_request_field()
..input: 'Cookie: webvpn=3338474156@28672@1192565782@EFB9042D72C
63CE02164F790435897AC72EE70AE' Processing CSTP header line: 'Cookie:
webvpn=3338474156@28672@119 2565782Q@EFB9042D72C63CE02164F790435897AC72EE70AE' Found WebVPN
cookie: 'webvpn=3338474156@28672@1192565782@EFB9042D72C 63CE02164F790435897AC72EE70AE"
WebVPN Cookie: 'webvpn=3338474156@28672@1192565782@EFB9042D72C63CEQ2
164F790435897AC72EE70AE' IPADDR: '3338474156', INDEX: '28672', LOGIN: '1192565782"

webvpn_cstp_parse_request_field() ...input: 'X-CSTP-Version: 1' Processing CSTP header line:
'X-CSTP-Version: 1' Setting version to 'l' webvpn_cstp_parse_request_field() ...input: 'X-
CSTP-Hostname: wkstationl' - !--- Client desktop hostname Processing CSTP header line: 'X-

CSTP-Hostname: wkstationl'
Setting hostname to: 'wkstationl'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-MTU: 1206'
Processing CSTP header line: 'X-CSTP-MTU: 1206'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Address-Type: IPv4'
Processing CSTP header line: 'X-CSTP-Address-Type: IPv4'
webvpn_cstp_parse_request_field()
..input: 'X-DTLS-Master-Secret: 72B8AD72F327059AE22CBB451CB0948AFBE98296FD849
49EB6CAEDC203865C76BDBD634845FA89634C668A67152ABB51 "
Processing CSTP header line: 'X-DTLS-Master-Secret: 72B8AD72F327059AE22CBB451C
BO948AFBE98296FD84949EB6CAEDC203865C76BDBD634845FA89634C668A67152ABB51 !
webvpn_cstp_parse_request_field()
. .input: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA'
Validating address: 0.0.0.0
CSTP state = WAIT_FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.25.1/255.255.255.0 - !--- IP assigned from IP Pool CSTP
state = HAVE_ADDRESS SVC: NP setup np_svc_create_session(0x7000, 0xD41612C8, TRUE)
webvpn_svc_np_setup SVC ACL Name: NULL SVC ACL ID: -1 SVC ACL ID: -1 vpn_put_uauth success!
SVC IPv6 ACL Name: NULL SVC IPv6 ACL ID: -1 SVC: adding to sessmgmt SVC: Sending response
Unable to initiate NAC, NAC might not be enabled or invalid policy CSTP state = CONNECTED


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

webvpn_rx_data_cstp webvpn_rx_data_cstp: got internal message Unable to initiate NAC, NAC
might not be enabled or invalid policy

AnyConnect 21901 AJTj(FR & H|EHE)
webvpn_portal.c:ewaFormSubmit_webvpn_login[1808]
ewaFormSubmit_webvpn_login: tgCookie = 0
ewaFormSubmit_webvpn_login: cookie = d53d2990
ewaFormSubmit_webvpn_login: tgCookieSet = 0
ewaFormSubmit_webvpn_login: tgroup = NULL
webvpn_portal.c:http_webvpn_kill_cookie[627]
webvpn_auth.c:http_webvpn_pre_authentication[1905]
WebVPN: calling AAA with ewsContext (-717386088) and nh (-717388536)!
WebVPN: started user authentication...
webvpn_auth.c:webvpn_aaa_callback[4380]

WebVPN: AAA status = (REJECT)
webvpn_portal.c:ewaFormSubmit_webvpn_login[1808]
ewaFormSubmit_webvpn_login: tgCookie = 0
ewaFormSubmit_webvpn_login: cookie = d53d2990
ewaFormSubmit_webvpn_login: tgCookieSet = 0
ewaFormSubmit_webvpn_login: tgroup = NULL
webvpn_auth.c:http_webvpn_post_authentication[1180]
WebVPN: user: (matthewp) rejected.
http_remove_auth_handle(): handle 9 not found!
webvpn_portal.c:ewaFormServe_webvpn_login[1749]
webvpn_portal.c:http_webvpn_kill_cookie[627]
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http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/administrative/guide/admin.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/release/notes/cvcrn200.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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