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All the IM Traffic
are Blocked

Inside Metwork

PIX/ASA 7.0 27174

PIX/ASA 7.0 2! 7.10] CH&t P2P & IM Ef=] |38 o]
M ®HE

Ci scoASA#show run
Saved

ASA Version 7.1(1)
!
host nane G scoASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes
|

! --—- Output Suppressed http-map inbound_ http
content-length min 100 max 2000 action reset log
content-type-verification match-req-rsp action reset
log

max-header-length request 100 action reset log
max-uri-length 100 action reset log

port-misuse p2p action drop

port-misuse im action drop

port-misuse default action allow

!--—- The http-map "inbound_ http" inspects the http
traffic !--- as per various parameters such as content
length, header length, !--- url-length as well as
matches the P2P & IM traffic and drops them. ! !---




Output Suppressed ! class-map inspection_default match
default-inspection-traffic class-map http-port
match port tcp eq www

!--- The class map "http-port" matches !--- the http
traffic which uses the port 80. ! ! policy-map
gl obal _policy class inspection_default inspect dns
maxi mum | ength 512 inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdntp policy-map
inbound_policy

class http-port

inspect http inbound_http

!--—- The policy map "inbound_policy" matches !--- the
http traffic using the class map "http-port" !--- and
drops the IM traffic as per http map !--- "inbound http"
inspection. ! service-policy global_policy globa

service-policy inbound_policy interface inside

!--- Apply the policy map "inbound policy" !--- to the
inside interface.

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
Ci sSCOASA#

http map B3 1t AZAFE CHF 8 O 7HEH =0 CHEt ARAM|EH LHE 2 Cisco Security Appliance
Command Line Configuration Guide 2| Configuring an HTTP Map for Additional Inspection Control
MME FESHAAL.

PIX/ASA 7.2 O|& ZdT| 0y O|M

£ 1 http-map B2 AZE Q|0 HT™ 7.2 0|40l M AR EIX| 2f & LICH.IH2FA] policy-map type
inspect im BHE 2 ALE5104 IM EE 2 XtEHSH oF & LICt

PIX/ASA 7.2 O|4tol| CHEr P2P & IM E2fT] 7t XE

Ci scoASA#fshow running-config
Saved

ASA Version 8.0(2)
!
host nane pi xfirewal |

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!--- Output Suppressed cl ass-map inspection_default
mat ch defaul t-inspection-traffic class-map imblock
match any

!-—— The class map "imblock" matches !--- all kinds of
traffic. class-map P2P
match port tcp eq www

!--- The class map "P2P" matches !--- http traffic. !
policy-map type inspect dns preset_dns_nap paraneters
message- | ength maxi mum 512 policy-map type inspect im
impolicy

parameters
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match protocol msn-im yahoo-im
drop-connection

!-—-— The policy map "impolicy" drops the IM !--- traffic
such as msn-im and yahoo-im . policy-map type inspect
http P2P_HTTP
parameters
match request uri regex _default_gator
drop-connection log
match request uri regex _default_x-kazaa-network
drop-connection log

!--- The policy map "P2P_HTTP" drops the P2P !---
traffic that matches the some built-in reg exp's.

policy-map IM_P2P
class imblock
inspect im impolicy
class P2P
inspect http P2P_HTTP

!--- The policy map "IM _P2P" drops the !--- IM traffic
matched by the class map "imblock" as well as P2P
traffic matched by class map "P2P". policy-nmap

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal service-policy IM_P2P
interface inside

!--- Apply the policy map "IM _P2P" !--- to the inside
interface. pronpt hostnane context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
C sCOASA#

7|8 M3 drA |5

regex _default_GoToMyPC-tunnel "nmachi nekey"

regex _default_GoToMyPC-tunnel _2 "[/\\]erc[/\\]PolIl"
regex _default_yahoo- nessenger " YMSG'

regex _default_httport-tunnel "photo[.]exectech[-
Jval.]cont

regex _default_gnu-http-tunnel _uri "[/\\]index[.]htm"
regex _default_firethru-tunnel _1 "firethru[.]cont
regex _default_gator "Gator"

regex _default_firethru-tunnel _2 "[/\\]cgil-

]1bin[/\\] proxy"

regex _defaul t _shoutcast-tunneling-protocol "1"

regex _default_http-tunnel "[/\\]HT_PortLog. aspx"
regex _default _x-kazaa-network "[xX]-
[kKI[aA][zZ][aA] [aA]-[nNI [eE] [t T] [WW [oQ [r R [kK]"
regex _defaul t _nmsn-messenger

"[Aa] [Pp] [Pp] [LIT[1i][Ce][Aa] [Tt][1i][Oo] [Nn] [/AN][Xx][-
JIM[Ss][Nn] [-]

[M[Ee][Ss][Ss][Ee][Nn][Gg] [Ee][Rr]"

regex _defaul t _ai m messenger

CLHA T[T [Pl [ 1[PPI [Rr ][Ol [Xx][Yy][.1[1i][Ce]l[Qull
1G] [Co] [ M ™

regex _default_gnu-http-tunnel _arg "crap"

regex _default_icy-nmetadata "[il][cC[yY]-




[MM [eE] [t T][aA] [dD] [aA][tT][aA]"

regex _default_w ndows- nedi a- pl ayer-tunnel "NSPI ayer"

PIX/ASA7.2 O|AhS EAE7LIM EBIES2 ARSES 5

O MMo|M= CHS UERT dES AASELICH
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Ci sco0ASA#show running-config
. Saved

ASA Version 8.0(2)
!

host nane pi xfirewal |

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!




interface EthernetO

namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|

interface Ethernetl

narei f outside

security-level O

i p address 192.168.1.1 255.255.255.0
!

!--- Output Suppressed passwd 2KFOnbNI dI . 2KYQU encr ypt ed
ftp nbde passive access-list 101 extended deny ip host
10.1.1.5 any

access-list 101 extended deny ip host 10.1.1.10 any
access-list 101 extended permit ip any any

!--- The ACL statement 101 is meant for deny the IP !---
traffic from the hosts 10.1.1.5 and 10.1.1.10 !---
whereas it allows the rest of the hosts. pager lines 24
nmu inside 1500 mu outside 1500 no failover icnp
unreachable rate-limt 1 burst-size 1 no asdm history
enabl e arp tinmeout 14400 tineout xlate 3:00:00 tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 ngcp-pat tineout sip 0:30:00 sip_nedia

0: 02: 00 sip-invite 0:03:00 sip-disconnect timeout uauth
0: 05: 00 absol ute dynani c-access-policy-record

Df I t AccessPolicy no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

Ii nkup I'i nkdown col dstart no crypto i saknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type inspect im match-all im-
traffic

match protocol msn-im yahoo-im

!--- The class map "im-traffic" matches all the IM
traffic !--- such as msn-im and yahoo-im. class-map
im_inspection

match access-list 101

!--- The class map "im inspection" matches the access
list !--- number 101. class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default
i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdntp policy-map
type inspect im im-policy

parameters

class im-traffic

drop-connection log

!-—-- The policy map "im-policy" drops and logs the !---
IM traffic such as msn-im and yahoo-im. policy-map impol
class im inspection

inspect im im-policy

!--- The policy map "impol" inspects the IM traffic !---
as per traffic matched by the class map "im inspection”.
!--- So, it allows the IM traffic from the host 10.1.1.5




!-—- and 10.1.1.10 whereas it blocks from rest. !
service-policy global _policy global service-policy impol
interface inside

!--- Apply the policy map "impol" to the inside !---
interface. pronpt hostnane context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

FLICHOITE AHE 5104

1ok

Output Interpreter =7 (S
show BH £3{9| E4

=3
>
o
s
A

- show running-config http-map - #4&E HTTP Y&
C SCOASA#show running-config http-map http-policy
!
http-map http-policy
content-length mn 100 nax 2000 action reset |og
content-type-verification match-req-rsp reset |og
max- header-1ength request bytes 100 action |og reset

max-uri-length 100 action reset |og
!
. show running-config policy-map - 2E policy-map Z1IZ|22{|0|M1} 7|£ policy-map Z1T| 28|
O|ME EA[EfLIC
Ci scoASAftshow running-config policy-map
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
policy-map type inspect iminpolicy
par anet er s
mat ch protocol msn-imyahoo-im
dr op- connecti on
pol i cy-map i mdrop
cl ass inbl ock
i nspect iminmpolicy
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect netbi os
i nspect rsh
i nspect rtsp
i nspect skinny
i
i
i
i
i
i

nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp

CHS1 20| o] BB SME MEE =k /U&LICH

show running-config [all] policy-map [policy map_ name |
type inspect [protocoll]]
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Ci scoASA#show running-config policy-map type inspect im

!

pol i cy-map type inspect
par anet ers
mat ch protocol nmsn-i myahoo-im
dr op- connecti on

!

- show running-config class-map - 224 & 74

Ci scoASAf#fshow running-config class-map
!

iminpolicy

1x|aa|ofMof Ch

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
cl ass-map i bl ock

mat ch any
- show running-config service-policy - 31 A& SQI ZE AH|A T2
L|Ct.

Ci scoASA#show running-config service-policy
service-policy global _policy gl oba
service-policy inmdrop interface outside

- show running-config access-list - 29t 0{ZZ2I0|HA MM A™ =
= EAIEfLICH
O SCOASA#show running-config access-list
access-list 101 extended deny ip host 10.1.1.5 any

access-list 101 extended deny ip host 10.1.1.10 any
access-list 101 extended permit ip any any

£X sti&

O| MMo M= Axr|azlolM 2ME Hdst= ol A E = U BEE M3H
£ 1: debug BHS AFE 57| Mof CIHH B0 Cist 82 HEE HZTSAA
. debug im - IM EC{Eoi| CHEt CIH HIAIXIE EAIEFLICEH
- show service-policy - FE! MHH|A HEME T A | FL|CE.

Ci scoASAf#fshow service-policy interface outside

I nterface outside

Servi ce-policy: indrop
Cl ass-nmap: inbl ock
I nspect: iminpolicy, packet 0, drop O, reset-drop O

- show access-list - HM|A S0 CiEt 7I2EE E AR LICH
Ci scoASA#show access-list
access-list cached ACL |og fl ows:
alert-interval 300
101; 3 elenents

101 Iine 1 extended deny ip host
101 Iine 2 extended deny ip host

101 line 3 extended pernmit ip any any (hitcnt=0) 0x28676dfa

total 0, denied 0 (deny-flow nax 4096)

access- i st
access- i st
access- i st
access- i st

2 HE

. Cisco 5500 Series ASA X| % H|0|X|
. Cisco PIX 500 Series £ ¢t o{&F2}0|21A X[ H O|X|
. 7|& X|®¥ 8! X - Cisco Systems

Ol access-list Z4I| 12| 0|A

10.1.1.5 any (hitcnt=0) Ox7ef4dfbc
10.1.1.10 any (hitcnt=0) 0x32a50197
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