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0| EXM0lM= WebVPN AFE XL 1B 0 LDAP MHE A& 3T 5 Cisco ASA(Adaptive Security
Appliance)& T+d35t= W2 204 ELIC} 0| od|ofl A LDAP MH{= Microsoft Active Directory &L |
Ct.ol ZI|Td|o|M2 AZ EQ|o{ T 8.0(2)2 A&5t= ASA0|A ASDM(Adaptive Security
Device Manager) 6.0(2)2 At&35t0o{ =~ LIC}

£ 1: o] ool ME WebVPN AFE Kol CHEH LDAP(Lightweight Directory Access Protocol) 215 O
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EAE CHE §Hsts ¢E Z2nU(EE 28)0 AAA HH 252 gYst7|8 68 FLCH.

AT QT ALE
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HiE HE

O| ofofl M= ASA7t CIEst= ALEXI2| IDE & Ql5t7| ©/5H LDAP MHHE EelghL|Ch o] Z2AMA
= 7|& 2| RADIUS(Remote Authentication Dial-In User Service) E== TACACS+(Terminal Access

Controller Access-Control System Plus) w2t = CtE2H| ZFSELICEH 0| B H|= ASA0AM AFE A}
4 ZHS =015t 7| ?/5H LDAP MHE At835t= ol CHal JHE Mo =2 MHEErLCt.

1. Ab&XE7H ASAO] CHEt @12 E AlZFEFLICH
2. ASAE= e AF&XIE Microsoft AD(Active Directory)/LDAP MHHZE 1E st F FdELICEH
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AEXt 0|2 Z3|&LCHES #E|lR AH& K= Active Directory LHOIM LI& 2 LIQ5H= O
Metet X4 SHE V& LICHLDAP #HE| HEHE Fost= ol Chet RHAMIE LHE 2
http://support.microsoft.com/?id=320528 € & &5t & A| 2.8 T:Microsoft & AIO|E
(http://support.microsoft.com/?id=320528) = EtAl 32 X7 2 2|&L|CH Ciscors aiiEY 2EI=
of CHall g X|X| ei&LICt.
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5. 5 Hmlf HiQIE 0| 3 5tH Q15 0| 835t ASATL AFEAte| §4 2 XElgLICh&: o] of
o= £40] o Zdo| = AFS EIX| et & LICHASA/PIX & Z=:LDAP ZAn|agio|ME S35l
VPN Z2t0|HEE VPN & Yol 0§E8t0o{ ASA7I LDAP §8& MElstsE Yol o & &
elgfLct.

LDAP QI8 74

Ol M40llA1= WebVPN B2H0IIE @15 S 9I5H LDAP MHHE AFS 5HE S ASA
g ~MBELc

i
1
0z
_o'l_l
rir
0z
H

ASDM

ASA7| LDAP Attt 416t WebVPN 2EI0|HEE QISSIEE 7 4345i2{84 ASDMOIA] CFS &t
HE 2t2 &hLCt.

1. Configuration(7*4d) > Remote Access VPN(#Z4 YA A VPN) > AAA Setup(AAA A7) >
AAA Server Groups(AAA M 18)Z o|sEfLCt
2. AAA Server Groups(AAA A &) €| Add(F7HE E=gLICt.
3. M AAA Mt O &2 0|E2 X|H5 1 LDAPE Z2EZZ MEFL|CE
= Add AAA Server Group _ |

Configure an &84 server group, The Accounking Mode attribute is only applicable
For RADIUS and TACACS+ protocals,

Server Group: ILDP.F'_SF"'-.-'_GF"F'

Protocol: ILD.C'.F' ;I

Aceounting Mode: £ Simulbaneous ) Single

Reactivation Mode: % Depletion = Timed

Dead Time: |1IZI minutes

Max Failed Atkempts: |3

2K, M iZancel Help

M 2| oM Af 2E 0| MEHE|QEX| & Ql5l 1 Selected Group(MESSH 18) & o] Servers(A
H) ol Add(F=7hHE Z=2/gfLct
5. LDAP MtHof CHgt Z4m[ado|M HEE M3 FLIChO S A3 842 An|aso|lMo| ol

4.
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HoiELICH.CHE2 o] A ad ol S4Mof et AFLICHInterface Name—ASA7t
LDAP MHof| 4Z5t7| 9|5 At&5t= QIE{H O] AServer Name or IP address(AMH O|F £&
IP F=4) - LDAP Mol 2445t 7| 2|5 ASAMIM AHE5t= FALICHServer Type(AH |3
) - LDAP ME{2| @& (0f: Microsoft)Base DN— A7} A2 A|ZH&ljof 6t LDAP AS X
o| 2 x|H| - M7 MAdsHok = LDAP HIS F XM M o] 24 2|Naming
Attribute—LDAP AMHE{2| &= 1 R]5t7H 2|H5t= Relative Distinguished Name §4(E£=
£ M).sAMAccountName Microsoft Active DirectoryQ| 7|2 &4 ILICHCIE RO Z A}
E|l= M2 CN, UID & userPrincipalName & LICt.Login DN—LDAP MM AL XHE &
Miel7|/x=3|g 4= e SE8H #EH0| = DNLogin Password(2 121 H|Z#H3) - DN H/™E
O| H| Y S LDAP Attribute Map - O| AMtH2| SE ot &7 AFEE LDAP S Beli|ct
ASA/PIX & Z:LDAP &4 M2 Fst= ol CHE AtM[EH LI 2 LDAP ZI|a oM
S35l VPN 22I0|HEE VPN & Aol oi =& LIct

B Edit AAA Server

Server aroup: LDAFP_SEN _GRP

Interface Mame: inside -

Server hame ar IP Address: |192.1658.1.2

Tireouk: 10 seconds

LOAP Parameters
[~ Enable LD&F over 55L

Server Pork: 359

Server Type: Microsoft

Base DM de=Ffhwsecurity, dc=cisco, do=com
Scope: all levels beneath the Base DN

Marming Akkributels): [sAMAccountMame

Login Di: sn=admin, cn=users, dc=ftwsecurity, do=cisco, dc=

Login Passwaord: Aeketbbakak ook

LD&P Atkribukte Map: |-- Mone --
[ 345l MDS authentication

[T 5ASL Kerberos authentication

Kerberos Server Graup: I

K, I Cancel Help

6. AAA M &8 75t M| HHE F7t8t Foll= M AAA AL I8 0|ME AISSHES
HE T2 (E'Ed O 8)2 Tl oF & LICH Configuration(743) > Remote Access VPN(#
Z4 HM|A VPN) > Clientless SSL VPN Access(ZE2H0|21E2[A SSL VPN HA|A) >
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Connection Profiles(12d ZZ 122 oS &L|Ct.
7. AAAE FAHE 2 T2 0 (Ed O 8)2 MEISI T Edit(=)E E=IFLICt
8. Authentication(21&)0ll A 0|Fof 245t LDAP MHH 2 &2 MEgLICt

_E WEU=H [E:-:arnple&u.p?.
H-Advanced
EHAdvance Aliasas: |Gru_p.?
S kthentication
Method: * AA& O Cerbficate ( Both
AAA Server Group: LDAP_SRY_GRP = mManage.
AL
A0 _SRY_ERP
Cefauk Group Poboy SRV

aroup Folicy: DfltGrpRolicy 3 [Manage. .,

Chertless 550 WM Protocal; [ Enslbled

| 2k I Cancel Hels

HHE ClE{H0|A

LDAP MH{Q}t & £15t 11 WebVPN ZEI0|HEE QS5 5 ASAE 744524 CLI(Command
Line Interface)of| A Ct & EHHE 2t =& LICH.

ciscoasaf#fconfigure terminal

!--- Configure the AAA Server group. ciscoasa(config)#aaa-server LDAP_SRV_GRP protocol ldap !---
Configure the AAA Server. ciscoasa(config-aaa-server-group)#aaa-server LDAP_SRV_GRP (inside)
host 192.168.1.2 ciscoasa(config-aaa-server-host)#ldap-base-dn dc=ftwsecurity, dc=cisco, dc=com
ciscoasa(config-aaa-server-host)#ldap-login-dn cn=admin, cn=users, dc=ftwsecurity, dc=cisco,
dc=com ciscoasa(config-aaa-server-host) #ldap-login-password ********** cjgcoasa(config-aaa-
server-host) #ldap-naming-attribute sAMAccountName ciscoasa(config-aaa-server-host)#ldap-scope
subtree ciscoasa(config-aaa-server-host) #server-type microsoft ciscoasa(config-aaa-server-

host) #exit !--- Configure the tunnel group to use the new AAA setup. ciscoasa(config)#tunnel-
group ExampleGroup2 general-att ciscoasa(config-tunnel-general)#authentication-server-group
LDAP_SRV_GRP

CHE EHO) 24 S8 AS

M= AFERILICHASAE TR CHE MRl HAE |8 LDAP & X HFAHLIEE X|¥stX| f&LCt
(Cisco H{11 ID CSCsj32153). CtE T H R ZM2 2 2H 72T M 2=2| ADO|M X[HEL
Cl.CIE T HQ AAS 4352404 ASAC| LDAP AME &=of Cigt olz48t 7| Oi7H gd4=of &7H 2
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Idap-name-attribute & At 5t= A ILICY.

server-port 3268
ldap-scope subtree
ldap-naming-attribute userPrincipalName
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1. Configuration(7+4d) > Remote Access VPN(#Z4 HAM|A VPN) > AAA Setup(AAA A7) >
AAA Server Groups(AAA M 2 8)2 o|S & LICt
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#= Information | x|

@ Aukhentication test ko host 192.168.1.2 is successful,

CLIZ E|AE

H2ISHo M test HHS AFE5H0{ AAA MHE E|AEE £ QISLICLEHAE 2

S8 0| AAA MHZE
S5|1 1 Zapot HaSol UL

I
o>"

ciscoasat#test aaa-server authentication LDAP_SRV_GRP host 192.168.1.2
username kate password ciscol23

INFO: Attempting Authentication test to IP address <192.168.1.2>
(timeout: 12 seconds)

INFO: Authentication Successful

=X =

A-8E TRl DN 2XH
2 P

A e| 2442t DN EXtS

#e W 12T =oilA dsquery HHE A5t ALK} 2
olA
= AAEH

C:\Documents and Settings\Administrator>dsquery user -samid kate

! -—— Queries Active Directory for samid id "kate" "CN=Kate
Austen, CN=Users, DC=ftwsecurity,DC=cisco,DC=com"

debug Idap 255 %'Eci'% Ol AlLt2|22o| 21F 2XE sH&st= ol =20l E == J&Lcho| FHE2
LDAP C|HZ S % 3}5t 10 ASA7I LDAP AEHol| 486t Ol A83st= EE)K‘II*E 7*A|°F = A
£ gL|ct o] £242 o] M2l Background Information(HiZd &) MlAdof AYHE CHZ LDAP AH

o ASA 44 E Eo{ELICH.

O| CIHaZE d3XQl el&& EoiELCt

ciscoasa#debug ldap 255
[7] Session Start

[7] New request Session, context 0xd4bl1730, reqgType = 1

[7] Fiber started

[7] Creating LDAP context with uri=ldap://192.168.1.2:389

[7] Connect to LDAP server: ldap://192.168.1.2:389, status = Successful
[7] defaultNamingContext: value = DC=ftwsecurity,DC=cisco,DC=com

1
1
1
1
1
[7] supportedLDAPVersion: value = 3
] supportedLDAPVersion: value = 2
1
1
1
1

[7

[7] supportedSASLMechanisms: value = GSSAPI

[7] supportedSASLMechanisms: value = GSS-SPNEGO
[7] supportedSASLMechanisms: value = EXTERNAL
[7] supportedSASLMechanisms: value = DIGEST-MD5



!-—- The ASA connects to the LDAP server as admin to search for kate. [7] Binding as
administrator
[7] Performing Simple authentication for admin to 192.168.1.2
[7] LDAP Search:
Base DN = [dc=ftwsecurity, dc=cisco, dc=com]
Filter [sAMAccountName=kate]
Scope [SUBTREE]
[7] User DN = [CN=Kate Austen,CN=Users,DC=ftwsecurity,DC=cisco,DC=com]

[7] Talking to Active Directory server 192.168.1.2

[7] Reading password policy for kate, dn:CN=Kate Austen,CN=Users,
DC=ftwsecurity, DC=cisco, DC=com

[7] Read bad password count 1

!--- The ASA binds to the LDAP server as kate to test the password. [7] Binding as user
[7] Performing Simple authentication for kate to 192.168.1.2

[7] Checking password policy for user kate

[7] Binding as administrator

[7] Performing Simple authentication for admin to 192.168.1.2

[7] Authentication successful for kate to 192.168.1.2

[7] Retrieving user attributes from server 192.168.1.2

[7] Retrieved Attributes:

[7] objectClass: value = top

[7] objectClass: value = person

[7] objectClass: value = organizationalPerson

[7] objectClass: value = user

[7] cn: value = Kate Austen

[7] sn: value = Austen

[7] givenName: value = Kate

[7] distinguishedName: value = CN=Kate Austen,CN=Users,DC=ftwsecurity,
DC=cisco,DC=com

[7] instanceType: value = 4

[7] whenCreated: value = 20070815155224.0%Z

[7] whenChanged: value = 20070815195813.0%

[7] displayName: value = Kate Austen

[7] uSNCreated: value = 16430

[7] memberOf: value = CN=Castaways,CN=Users,DC=ftwsecurity,DC=cisco,DC=com

[7] memberOf: value = CN=Employees, CN=Users,DC=ftwsecurity,DC=cisco,DC=com

[7] uSNChanged: value = 20500

[7] name: value = Kate Austen

[7] objectGUID: value = ..z...yC.g0.....

[7] userAccountControl: value = 66048

[7] badPwdCount: value =1

[7] codePage: value = 0

[7] countryCode: value = 0

[7] badPasswordTime: value = 128321799570937500

[7] lastLogoff: value = 0

[7] lastLogon: value = 128321798130468750

[7] pwdLastSet: value = 128316667442656250

[7] primaryGroupID: value = 513

[7] objectSid: value = ............ Q..p..*.p?E.Z...

[7] accountExpires: value = 9223372036854775807

[7] logonCount: value = 0

[7] sAMAccountName: value = kate

[7] sAMAccountType: value = 805306368

[7] userPrincipalName: value = kate@ftwsecurity.cisco.com

[7] objectCategory: value = CN=Person,CN=Schema, CN=Configuration,
DC=ftwsecurity, DC=cisco, DC=com

[7] dSCorePropagationData: value = 20070815195237.02z

[7] dSCorePropagationData: value = 20070815195237.02z

[7] dSCorePropagationData: value = 20070815195237.02z

[7] dSCorePropagationData: value = 16010108151056.02

[7] Fiber exit Tx=685 bytes Rx=2690 bytes, status=1

[7] Session End



OlClHO=E HRE ¢S 2 lsh Muidt Q152 EAIFLICH

ciscoasa#debug ldap 255
[8] Session Start

[8] New request Session, context 0xd4bl11730, reqType = 1

[8] Fiber started

[8] Creating LDAP context with uri=ldap://192.168.1.2:389

[8] Connect to LDAP server: ldap://192.168.1.2:389, status = Successful
[8] defaultNamingContext: value = DC=ftwsecurity,DC=cisco,DC=com
[8] supportedLDAPVersion: value = 3

[8] supportedLDAPVersion: value = 2

[8] supportedSASLMechanisms: value = GSSAPI

[8] supportedSASLMechanisms: value = GSS-SPNEGO

[8] supportedSASLMechanisms: value = EXTERNAL

[8] supportedSASLMechanisms: value = DIGEST-MD5

!-—— The ASA connects to the LDAP server as admin to search for kate. [8] Binding as
administrator
[8] Performing Simple authentication for admin to 192.168.1.2
[8] LDAP Search:

Base DN = [dc=ftwsecurity, dc=cisco, dc=com]

Filter = [sAMAccountName=kate]

Scope = [SUBTREE]

[8] User DN = [CN=Kate Austen,CN=Users,DC=ftwsecurity,DC=cisco,DC=com]
[8] Talking to Active Directory server 192.168.1.2
[8] Reading password policy for kate, dn:CN=Kate Austen,CN=Users,

DC=ftwsecurity,DC=cisco,DC=com
[8] Read bad password count 1

I-——- The ASA attempts to bind as kate, but the password is incorrect. [8] Binding as user

[8] Performing Simple authentication for kate to 192.168.1.2

[8] Simple authentication for kate returned code (49) Invalid credentials

[8] Binding as administrator

[8] Performing Simple authentication for admin to 192.168.1.2

[8] Reading bad password count for kate, dn: CN=Kate Austen,CN=Users,
DC=ftwsecurity,DC=cisco,DC=com

[8] Received badPwdCount=1 for user kate

[8] badPwdCount=1 before, badPwdCount=1 after for kate

[8] now: Tue, 28 Aug 2007 15:33:05 GMT, lastset: Wed, 15 Aug 2007 15:52:24 GMT,
delta=1122041, maxage=3710851 secs

[8] Invalid password for kate

[8] Fiber exit Tx=788 bytes Rx=2904 bytes, status=-1

[8] Session End

O| CIHH= LDAP MM AEXIE A E + gic= 2 Aufst QI52 EAIELICH

ciscoasa#debug ldap 255
[9] Session Start

[9] New request Session, context 0xd4bl1730, reqType = 1

[9] Fiber started

[9] Creating LDAP context with uri=ldap://192.168.1.2:389

[9] Connect to LDAP server: ldap://192.168.1.2:389, status = Successful
[9] defaultNamingContext: value = DC=ftwsecurity,DC=cisco,DC=com
[9] supportedLDAPVersion: value = 3

[9] supportedLDAPVersion: value = 2

[9] supportedSASLMechanisms: value = GSSAPI

[9] supportedSASLMechanisms: value = GSS-SPNEGO

[9] supportedSASLMechanisms: value = EXTERNAL

[9] supportedSASLMechanisms: value = DIGEST-MD5

I -—— The user mikhail 1is not found. [9] Binding as administrator



[9] Performing Simple authentication for admin to 192.168.1.2

[9] LDAP Search:
Base DN [dc=ftwsecurity, dc=cisco, dc=com]
Filter [sAMAccountName=mikhail]
Scope = [SUBTREE]
[9] Requested attributes not found
[9] Fiber exit Tx=256 bytes Rx=607 bytes, status=-1
[9] Session End

ASAS} LDAP Q1% M 7ho] 94790| 35 3tx| 22 ZS CIHLoiM 0l 2F HAIXIE

ciscoasa# debug webvpn 255
INFO: debug webvpn enabled at level 255.

ciscoasa# webvpn_portal.c:ewaFormSubmit_webvpn_login[2162]

ewaFormSubmit_webvpn_login: tgCookie = NULL
ewaFormSubmit_webvpn_login: cookie = 1
ewaFormSubmit_webvpn_login: tgCookieSet = 0
ewaFormSubmit_webvpn_login: tgroup = NULL

..not resuming [2587]
webvpn_portal.c:http_webvpn_kill_ cookie[787]
webvpn_auth.c:http_webvpn_pre_authentication[2327]

WebVPN: calling AAA with ewsContext (-847917520) and nh

webvpn_auth.c:webvpn_add_auth_handle[5118]
WebVPN: started user authentication...
webvpn_auth.c:webvpn aaa callback[5158]
WebVPN: AAA status = (ERROR)
webvpn_portal.c:ewaFormSubmit_webvpn_login[2162]
ewaFormSubmit_webvpn_login: tgCookie = NULL
ewaFormSubmit_webvpn_login: cookie = 1
ewaFormSubmit_webvpn_login: tgCookieSet = 0
ewaFormSubmit_webvpn_login: tgroup = NULL
..resuming [2564]
webvpn_auth.c:http_webvpn_post_authentication[1506]
WebVPN: user: (utrcd0l) auth error.
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